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National foreword

This British Standard is the official English language version
of EN 12251:2004. It supersedes DD ENV 12251:2001 which is withdrawn.

The UK participation in its preparation was entrusted to Technical Committee
IST/35, Health informatics, which has the responsibility to:
— aid enquirers to understand the text;

—  present to the responsible international/European committee any
enquiries on the interpretation, or proposals for change, and keep the
UK interests informed,;

— monitor related international and European developments and
promulgate them in the UK.

A list of organizations represented on this committee can be obtained on
request to its secretary.

Cross-references

The British Standards which implement international or European
publications referred to in this document may be found in the BSI Catalogue
under the section entitled “International Standards Correspondence Index”,
or by using the “Search” facility of the BSI Electronic Catalogue or of
British Standards Online.

This publication does not purport to include all the necessary provisions of a
contract. Users are responsible for its correct application.

Compliance with a British Standard does not of itself confer immunity
from legal obligations.

Summary of pages

This document comprises a front cover, an inside front cover, the EN title page,
pages 2 to 13 and a back cover.

The BSI copyright notice displayed in this document indicates when the
document was last issued.
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English version

Health informatics - Secure User Identification for Health Care -
Management and Security of Authentication by Passwords

Informatique de santé - Sécurité de l'identification de Medizinische Informatik - Sichere Nutzeridentifikation im
I'utilisateur des soins de santé - Gestion et sécurité de Gesundheitswesen - Management und Sicherheit fir die
I'authentification des mots de passe Authentifizierung durch Passworter

This European Standard was approved by CEN on 21 June 2004.

CEN members are bound to comply with the CEN/CENELEC Internal Regulations which stipulate the conditions for giving this European
Standard the status of a national standard without any alteration. Up-to-date lists and bibliographical references concerning such national
standards may be obtained on application to the Central Secretariat or to any CEN member.

This European Standard exists in three official versions (English, French, German). A version in any other language made by translation
under the responsibility of a CEN member into its own language and notified to the Central Secretariat has the same status as the official
versions.

CEN members are the national standards bodies of Austria, Belgium, Cyprus, Czech Republic, Denmark, Estonia, Finland, France,
Germany, Greece, Hungary, Iceland, Ireland, ltaly, Latvia, Lithuania, Luxembourg, Malta, Netherlands, Norway, Poland, Portugal, Slovakia,
Slovenia, Spain, Sweden, Switzerland and United Kingdom.
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Management Centre: rue de Stassart, 36 B-1050 Brussels

© 2004 CEN  All rights of exploitation in any form and by any means reserved Ref. No. EN 12251:2004: E
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Foreword

This document (EN 12251:2004) has been prepared by Technical Committee CEN/TC 251 “Health
informatics”, the secretariat of which is held by SIS.

This European Standard shall be given the status of a national standard, either by publication of an identical
text or by endorsement, at the latest by February 2005, and conflicting national standards shall be withdrawn
at the latest by February 2005.

This document supersedes ENV 12251:2000.

This document is designed to improve the authentication of individual users of health care IT system, by
strengthening the automatic software procedures associated with the management of user identifiers and
passwords, without resorting to additional hardware facilities.

Although the use of passwords, and the need for improved security in this respect, is by no means specific for
the Health Care field, it is felt strongly that the way in which systems are being used in this field, often in direct
support of patient care and handling very sensitive information, urgently call for a good solution in this area.
However, the methods specified in this document can possibly be applied in other sectors as well at the
discretion of users.

According to the CEN/CENELEC Internal Regulations, the national standards organizations of the following
countries are bound to implement this European Standard: Austria, Belgium, Cyprus, Czech Republic,
Denmark, Estonia, Finland, France, Germany, Greece, Hungary, Iceland, Ireland, Italy, Latvia, Lithuania,
Luxembourg, Malta, Netherlands, Norway, Poland, Portugal, Slovakia, Slovenia, Spain, Sweden, Switzerland
and United Kingdom.
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