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Foreword

This document (EN 13321-2:2006) has been prepared by Technical Committee CEN/TC 247 “Building
Automation, Control and Building Management”, the secretariat of which is held by SNV.

This European Standard shall be given the status of a national standard, either by publication of an identical
text or by endorsement, at the latest by April 2007, and conflicting national standards shall be withdrawn at the
latest by April 2007.

This document supersedes ENV 13321-2:2000 Data communication for HVAC application - Automation net -
Part 2: EIBnet.

This document also supersedes parts BatiBUS, EHS and EIB of ENV 13154-1:1998.

Whereas ENV 13321-2:2000 described the transmission of EIB packets over Ethernet including the frame
encoding this document describes the transmission of HBES packets using the Internet Protocol. Details of
the HBES packet frames are covered in EN 13321-1, [9] Open Data Communication in Building Automation,
Controls and Building Management — Home and Building Electronic Systems — Part 1: Product and System
Requirements, removing the need to explicitly describe the HBES frames in this document.

This document is part 2 of the EN 13321 series of European Standards under the general title Open data
communication in building automation, controls and building management - Home and building electronic
systems, which will comprise the following parts:

Part 1: Product and system requirements

Part 2: KNXnet/IP communication

According to the CEN/CENELEC Internal Regulations, the national standards organizations of the following
countries are bound to implement this European Standard: Austria, Belgium, Cyprus, Czech Republic,
Denmark, Estonia, Finland, France, Germany, Greece, Hungary, Iceland, Ireland, Italy, Latvia, Lithuania,

Luxembourg, Malta, Netherlands, Norway, Poland, Portugal, Romania, Slovakia, Slovenia, Spain, Sweden,
Switzerland and United Kingdom.
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Introduction

This standard is intended for design of new buildings and retrofit of existing buildings for an acceptable indoor
environment, practical energy conservation and efficiency.

This standard defines the integration of KNX protocol implementations within the Internet Protocol (IP) named
KNXnet/IP or EIBnet/IP for continuity with ENV 13221-2:2000 (EIBnet) as defined by CEN/TC 247. EIBnet
was introduced as an expansion of EIB into the information technology realm and was incorporated as a
building controls technology in CEN/TC 247. EIBnet/IP is the logical successor to EIBnet. As EIB has become
a part of KNX, this standard is called KNXnet/IP.

This specification defines a standard protocol, which is implemented within KNX devices, the EIB Tool
Software Next Generation (ETS NG) and other implementations to support KNX data exchange over IP
networks. In fact, KNXnet/IP provides a general framework, which accommodates several specialized
“Service Protocols” in a modular and extendible fashion.
e The KNXnet/IP specification consists of these clauses:

— Clause 1, Overview

— Clause 2, Core Specification

— Clause 3, Device Management

— Clause 4, Tunnelling

— Clause 5, Routing

Additional clauses may be added to the KNXnet/IP specification in the future at which time Clause 1
“Overview” as well as Annex A shall be updated.

KNXnet/IP supports different software implementations on top of the protocol. Specifically these software
implementations can be Building Management, Facility Management, Energy Management, or simply Data
Base and SCADA (Supervision, Control and Data Acquisition) packages.

Most of these packages need to be configured for the specific user application. In order to simplify this
process and cut cost for engineering, KNXnet/IP provides simple engineering interfaces, namely a description
“‘language” for the underlying KNX system. This may be done off-line, e.g. generated as an ETS export file, or
on-line by a mechanism that self-describes the underlying KNX system (reading data from the system itself).

In conjunction with the EIB/KNX-to-BACnet mapping described in EN ISO 16484-5 [11] EIB/KNX installations
can very easily be integrated into BACnet system environments.

e  KNXnet/IP supports

— On-the-fly change-over between Operational modes (configuration, operation);
— Event driven mechanisms;

— Connections with a delay time greater than tgg_transfer timeout
(e.g. network connection via satellite).

Clause 1, Overview

Clause 1 “Overview” provides a general overview of KNXnet/IP and covers security considerations.
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Clause 2, Core specification

Clause 2 “Core Specification” defines a standard protocol, which is implemented within KNXnet/IP devices
and the EIB Tool Software Next Generation (ETS NG) to support KNX data exchange over IP networks.

This specific implementation of the protocol over the Internet Protocol (IP) is called KNXnet/IP.
This specification addresses:

— Definition of data packets sent over the IP host protocol network for KNXnet/IP communication
— Discovery and self-description of KNXnet/IP servers

— Configuring and establishing a communication channel between a KNXnet/IP client and a KNXnet/IP
server

Clause 3, Device Management

Clause 3 “Device Management” defines services for remote configuration and remote management of
KNXnet/IP servers.

Clause 4, Tunneling

Clause 4 “Tunnelling” defines services supporting all ETS functions for download, test, and analysis of KNX
devices on KNX networks connected via KNXnet/IP servers. This includes changes of single KNX device
object properties.

Tunnelling assumes that a data transmission round-trip between ETS or any other KNXnet/IP Tunnelling client
and KNXnet/IP servers takes less than tknx transfer timeouts-

It describes direct communication between ETS and target BCU with single telegrams exchanged between
both (like IETS). This mode also allows for change of properties in devices.

Clause 5, Routing

Clause 5 “Routing” defines services, which route KNX telegrams between KNXnet/IP servers through the IP
network.
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1 Scope

This specification defines the integration of KNX protocol implementations on top of Internet Protocol (IP)
networks, called KNXnet/IP. It describes a standard protocol for KNX devices connected to an IP network,
called KNXnet/IP devices. The IP network acts as a fast (compared to KNX transmission speed) backbone in
KNX installations.

e Widespread deployment of data networks using the Internet Protocol (IP) presents an opportunity to
expand building control communication beyond the local KNX control bus providing:

— Remote configuration

— Remote operation (including control and annunciation)

— Fast interface from LAN to KNX and vice versa

— WAN connection between KNX systems (where an installed KNX system is at least one line)

e A KNXnet/IP system contains at least these elements:

— one EIB line with up to 64 (255) EIB devices
OR
one KNX segment (KNX-TP1, KNX-TP0O, KNX-RF, KNX-PL110, KNX-PL132),

— a KNX-to-IP network connection device
(called KNXnet/IP server),

and typically additional

— software for remote functions residing on e.g. a workstation
(may be iETS, data base application, BACnet Building Management System, browser, ...).

Figure 1 shows a typical scenario where a KNXnet/IP client (e.g. running ETS) accesses multiple KNX
installed systems or KNX subnetworks via an IP network. The KNXnet/IP client may access one or more
KNXnet/IP servers at a time. For subnetwork routing server-to-server communication is possible.
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Figure 1 — Device types and configuration examples

2 Normative references

Not applicable.

3 Terms and definitions

For the purposes of this document, the following terms and definitions apply.

3.1
subnet

portion of a network that shares a common address component known as the "subnet address". Different
network protocols specify the subnet address in different ways

3.2
Engineering Tool Software (ETS)

software used to configure KNX devices

3.3
Host Protocol Address Information (HPAI)

represents the Host Protocol Address Information structure. This structure holds the IP host protocol address
information and is used to address a KNXnet/IP endpoint on another KNXnet/IP device
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34
communication channel

logical connection between a KNXnet/IP client and a KNXnet/IP server (or, in case of routing, between two or
more KNXnet/IP servers). A communication channel consists of one or more connections on the definition of
the host protocol used for KNXnet/IP

3.5
KNX node

KNX node is considered to be any device that implements a KNX protocol stack and fulfils the requirements
for certification according to the KNX standard

3.6
KNXnet/IP server

KNX device that has physical access to a KNX network and implements the KNXnet/IP server protocol to
communicate with KNXnet/IP clients or other KNXnet/IP servers (in case of routing) on an IP network channel.
A KNXnet/IP server is by design always also a KNX node

3.7
KNXnet/IP client

application that implements the KNXnet/IP client protocol to get access to a KNX subnetwork over an IP
network channel

3.8
KNXnet/IP devices

all KNX devices are either a KNX or a KNXnet/IP node

3.9
KNXnet/IP router

special type of KNXnet/IP device that routes KNX protocol packets between KNX sub-networks

3.10
Time To Live (TTL)

TTL (Time To Live) of a multicast UDP/IP datagram is the maximum number of IP routers that may route this
datagram. Each IP router the datagram passes decrements the TTL by one; the local host adapter does this
as well. When the TTL has reached zero, the router discards the datagram. When sending a datagram from
the local host adapter, a TTL of zero means that the datagram never leaves the host. A TTL of one means
that the datagram never leaves the local network (it is not routed)

3.11
KNXnet/IP Tunneling

refers to the encapsulation of cEMI (common EMI) frames within Internet Protocol (IP) packets
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3.12
Internet Control Message Protocol (ICMP)

extension to the Internet Protocol (IP) defined by RFc1 792. ICMP supports packet containing error, control,
and informational messages. The PING command, for example, uses ICMP to test an Internet connection

3.13
Internet Group Management Protocol (IGMP)

defined in RFC 1112 as the standard for IP multicasting in the Internet. It is used to establish host
memberships in particular multicast groups on a single network. The mechanisms of the protocol allow a host
to inform its local router, using Host Membership Reports, that it wants to receive messages addressed to a
specific multicast group. All hosts conforming to level 2 of the IP multicasting specification require IGMP

3.14
IP channel

logical connection between two IP host/port endpoints. IP channels are either a guaranteed, reliable TCP
(transmission control protocol) or an unreliable point-to-point or multicast (in case of routing) UDP (user
datagram protocol) connection

3.15
communication channel

communication channel as defined by the KNXnet/IP Core specification is represented by one or two IP
channels

4 Symbols, abbreviations and acronyms

For the purposes of this document, the symbols, abbreviations and acronyms used are listed below.

4.1 DHCP

Dynamic Host Configuration Protocol — communication protocol for automatic assignment of IP address
settings

4.2 DNS
Domain Name Service — assigns Internet names to IP addresses
4.3 EIB

European Installation Bus — Standard for Building Controls (EN 50090)

44 |IP

Internet Protocol

1) Request for Comment: Internet Standards defined by the Internet Engineering Task Force (IETF) are firstly published
as RFCs.
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4.5 KNX

Konnex — Standard for Building Controls (EN 50090)

4.6 TCP/IP

Transmission Control Protocol over Internet Protocol — connection-oriented communication over the Internet

4.7 UDP/IP

User Datagram Protocol over Internet Protocol — connection-less communication over the Internet

5 Requirements
5.1 Clause 1: Overview
5.1.1 KNXnet/IP Document Clauses

51.1.1 General

This standard defines the integration of KNX protocol implementations within the Internet Protocol (IP) named
KNXnet/IP or EIBnet/IP for continuity with ENV 13321-2:2000 (EIBnet) as defined by CEN/ TC 247. EIBnet
was introduced as an expansion of EIB into the information technology realm and was incorporated as a
building controls technology in CEN/TC 247. EIBnet/IP is the logical successor to EIBnet. As EIB has become
a part of KNX, this standard is called KNXnet/IP.

This specification defines a standard protocol, which is implemented within KNX devices, the EIB Tool
Software Next Generation (ETS NG) and other implementations to support KNX data exchange over IP
networks. In fact, KNXnet/IP provides a general framework, which accommodates several specialized
“Service Protocols” in a modular and extendible fashion.
e The KNXnet/IP specification consists of these clauses:

— Clause 1, Overview;

— Clause 2, Core Specification;

— Clause 3, Device Management ;

— Clause 4, Tunnelling ;

— Clause 5, Routing.
Additional clauses may be added to the KNXnet/IP specification in the future at which time this Clause 1
“Overview” shall be updated.

KNXnet/IP supports different software implementations on top of the protocol. Specifically these software
implementations can be Building Management, Facility Management, Energy Management, or simply Data
Base and SCADA (Supervision, Control and Data Acquisition) packages.

Most of these packages need to be configured for the specific user application. In order to simplify this
process and cut cost for engineering, KNXnet/IP provides simple engineering interfaces, namely a description
“‘language” for the underlying KNX system. This may be done off-line, e.g. generated as an ETS export file, or
on-line by a mechanism that self-describes the underlying KNX system (reading data from the system itself).

Documents
Document SharinHHub

Full document details: BS EN 13321-2:2006


http://www.avadocuments.com/doc/bs-en-13321-2-2006
http://www.avadocuments.com/doc/bs-en-13321-2-2006

EN 13321-2:2006 (E)

e  KNXnet/IP supports:
— On-the-fly change-over between operational modes (configuration, operation);
— Event driven mechanisms;

— Connections with a delay time greater than tgjg_ransfer timeout
(e.g. network connection via satellite).

5.1.1.2 Clause 1, Overview

Clause 1 “Overview” is this document.

5.1.1.3 Clause 2, Core specification

Clause 2 “Core Specification” defines a standard protocol, which is implemented within KNXnet/IP devices
and the EIB Tool Software Next Generation (ETS NG) to support KNX data exchange over IP networks.

This specific implementation of the protocol over the Internet Protocol (IP) is called KNXnet/IP.
This specification addresses:

— Definition of data packets sent over the IP host protocol network for KNXnet/IP communication;
— Discovery and self-description of KNXnet/IP servers;

— Configuring and establishing a communication channel between a KNXnet/IP client and a KNXnet/IP
server;

5.1.1.4 Clause 3, Device Management

Clause 3 “Device Management” defines services for remote configuration and remote management of
KNXnet/IP servers.

5.1.1.5 Clause 4, Tunneling

Clause 4 “Tunnelling” defines services supporting all ETS functions for download, test, and analysis of KNX
devices on KNX networks connected via KNXnet/IP servers. This includes changes of single KNX device
object properties.

Tunnelling assumes that a data transmission round-trip between ETS or any other KNXnet/IP Tunnelling client
and KNXnet/IP servers takes less than tknx transfer timeouts-

It describes direct communication between ETS and target BCU with single telegrams exchanged between
both (like iIETS). This mode also allows for change of properties in devices.

5.1.1.6 Clause 5, Routing

Clause 5 “Routing” defines services, which route KNX telegrams between KNXnet/IP servers through the IP
network.

5.1.2 Mandatory and optional implementation of IP protocols

5.1.21 General

KNXnet/IP uses existing IP protocols where possible unless their use implies an undue burden with regards to
memory and implementation requirements for the intended service.
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The following table shows mandatory (M) and optional (O) implementation of IP protocols by KNXnet/IP
service types. Although this table refers to the KNXnet/IP server it also indicates, which IP protocols SHALL
be implemented by the KNXnet/IP client. Any non-applicable IP protocol is marked as (na).

Table 1 — KNXnet/IP service types and IP protocols

Service Type
T
[}
€
()
(=]
c
© ()]
= £ 5
8| o £
IP protocol Ol Al F| X
ARP MMM M
RARP O |0 |O |O
Support of fixed IP address M |M|M|M
BootP (Client)? e |[M M |M
DHCP (Client) 2 M |M |[M [M
UDP MMM M
TCP O |O [O |na
ICMP MMM M
IGMP M |M |na|M

Other Internet protocols like NTP (network time protocol), FTP (file transfer protocol), HTTP (hypertext transfer
protocol), SMTP (simple message transfer protocol), DNS (domain name system), and SNMP (simple network
management protocol) MAY be used but are not within the scope of the KNXnet/IP protocol.

5.1.2.2 Minimum KNXnet/IP device requirements

KNXnet/IP service types as defined in this specification require the implementation of a minimal set of IP
protocols for interworking.

KNXnet/IP servers SHALL implement these IP protocols: ARP, BootP, UDP, ICMP and IGMP. Other IP
protocols may be required for specific services.

5.1.2.3 Network environment

Because KNXnet/IP servers use IP this specification does not require any specific medium carrying the IP
datagrams.

It is RECOMMENDED to use a medium, which carries at least twice the bit rate of all KNXnet/IP routers
connected to this medium. For a point-to-point, e.g. PPP, connection this would be at least 19,200 bit/s, for a
network with up to 400 KNXnet/IP servers this would be least 8 Mbit/s.

2) BootP / DHCP: It is essential that either one be implemented by an EIBnet/IP device.
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10BaseT is RECOMMENDED as a minimum for KNXnet/IP servers using Ethernet as physical medium.

5.1.24 Addressing

KNXnet/IP servers typically are connected to one KNX subnetwork and to an IP network. Hence, KNXnet/IP
servers have one distinct address for each network they are connected to: one KNX / EIB Individual Address

and one IP address.

Additionally, KNXnet/IP servers are assigned to a KNXnet/IP project-installation using the same IP multicast
address for all KNXnet/IP servers in a KNXnet/IP project-installation.

5.1.2.5 KNXnet/IP device classes

A KNXnet/IP device can be a software implementation running on a PC. Hence ETS or any other software
implementing KNXnet/IP services is viewed as a KNXnet/IP device.

Definition of KNXnet/IP device classes ensures interoperability between KNXnet/IP devices as well as a
minimum set of supported KNXnet/IP services for a given KNXnet/IP device class.

Table 2 lists mandatory and optional service types for device classes.

Device Class A encompasses configuration and system maintenance tools. Except for Object Server services
all other KNXnet/IP services SHALL be implemented. ETS is a member of this device class.

Device Class B defines the minimum set of KNXnet/IP services for KNXnet/IP routers.

Device Class C defines the minimum set of KNXnet/IP services for any other KNXnet/IP device. Building,
energy, and facilities management systems are members of this KNXnet/IP device class.

Table 2 — KNXnet/IP device classes

Service Type
IS
[}
£
()
o
g
© (o))
=S| 5
83| £
2| £ E |3
Device Class SI&81°2|&
A (Configuration and System Maintenance Tools) (M [M |[M |M
B (KNXnet/IP Router) MM |M|M
C (any other KNXnet/IP device) M [M |O |O

5.1.3 Security considerations

5.1.3.1 Introduction

For EIB and subsequently KNX, security was and is a minor concern, as any breach of security requires local
access to the network. In the case of KNX TP1 (EIB), KNX TP0O, KNX PL* networks this requires even
physical access to the network wires, which in nearly all cases is impossible as the wires are inside a building

or buried underground.
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Hence, security aspects were not a concern for KNX or EIB.

The intention of KNXnet/IP is to provide a means of using existing data networking technology, i.e. the Internet
Protocol, for fast communication between different KNX subnetworks in the same or different locations.

Unless the data network is completely isolated and only used for KNXnet/IP a number of potential threats
need to be considered.

5.1.3.2 Categories of threats

5.1.3.2.1 General

This section briefly enumerates various types of security threats and mentions typical countermeasures.

5.1.3.2.2 Passive attacks

Passive attacks involve a violation of privacy or leak of information to an unauthorized party that “wiretaps” or
listens in on the network. Passive attacks are difficult to detect, since they do not modify the network traffic in
any way. The primary defence against passive attacks is isolation of network traffic (one cannot eavesdrop or
analyse traffic that one cannot see).

— Eavesdropping — interception and examination of packet contents by unauthorized third parties. In
addition to network isolation, this threat can be countered by encrypting packets.

— Traffic analysis — interception and analysis of traffic characteristics without examining the contents of
individual packets. This threat exists even if packets are encrypted, and it is very difficult to counter
except by isolation of network traffic.

5.1.3.2.3 Active attacks

Active attacks involve some type of modification to network traffic: adding, deleting, or delaying packets, or
changing the contents of packets in some way.

— Masquerade — unauthorized entities forging traffic to make it appear to originate from a legitimate source.
This threat can be countered by authentication mechanisms.

— Access control violation — a user accesses a resource that it does not have proper authorization to use.
This threat can be countered by message integrity, authentication, and authorization mechanisms (the
access control policies shall also be secured).

— Modification — intercepting and changing the contents of packets on the network. This threat can be
countered by message integrity mechanisms.

— Deletion — preventing packets from arriving at their intended destination (for example, by maliciously
configuring a router to drop packets or by deliberately interfering with packet transmissions on the wire).
This threat can be very difficult to counter, especially if the attacker can jam packet transmissions on the
physical network.

— Delay — delaying arrival of packets at their intended destination. This attack can be achieved by
compromising or overloading a router or bridge or by performing a time-limited attack on the packet
transmission (thereby causing retransmission delays). This threat is also very difficult to counter.

— Replay - intercepting packets and later resending them on the network. This threat can be countered by
authentication, message integrity, and timestamps or message counters.

— Denial of service — this type of attack typically involves injecting a flood of useless traffic on the network to
consume resources such as bandwidth or processing time so that the resources are unavailable to
service legitimate traffic. This threat is difficult to counter, especially if the attack traffic cannot be easily
distinguished from legitimate traffic.
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5.1.3.3 Countermeasures
This is a list of countermeasures for KNXnet/IP.

(a) Typically, building control data is only exchanged in a closed or tightly surveillance network. Use
KNXnet/IP in an Intranet or over Virtual Private Network only.

(b) Filtering KNXnet/IP datagrams from the network requires network analysis tools and expertise. The
content of a KNXnet/IP message is not self-descriptive but requires semantic knowledge residing in ETS.
Access to ETS is limited to authorized personnel only.

(c) Use authentication when opening point-to-point connections e.g. for tunnelling or remote logging.

(d) Do not publish default KNXnet/IP IP multicast address.

(e) Use sequence counter on all point-to-point connections e.g. for tunnelling or remote logging.

(f) Use UDP/IP or TCP/IP port numbers, which are filtered by a firewall.

Table 3 — Threats and countermeasures

Threat .... is countered by measure(s)
Eavesdropping (a), (b), (d)
Traffic analysis (a), (d)
Masquerade (a), (c), (d)

Access control violation (a

)

)
Modification (a), (e
Deletion (a)
Delay (a)
Replay (c), (e)
Denial of service (a)

5.1.3.4 Conclusion

Most of the listed threats are countered by staying within a network, which tightly supervises and restricts
network access from outside the network.

Using authentication when establishing point-to-point connections is an additional means to this end.

It is quite unlikely that legitimate users of a network would have the means to intercept, decipher, and then
tamper with the KNXnet/IP without excessive study of the EIB Developers Handbook / KNX specifications.

Thus the remaining security threat is considered to be very low and does not justify mandating encryption,
which would require considerable computing resources.

5.2 Clause 2: Core

5.21 Scope

This Clause “Core” of the KNXnet/IP specification provides a general host protocol-independent framework,
which accommodates several specialized “Service Protocols” in a modular and extendible fashion.
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e This specification addresses:
— definition of data packets sent over the non-KNX “host protocol” network for KNXnet/IP communication;
— discovery and self-description of KNXnet/IP servers; and

— configuring, establishing and maintaining a communication channel between a KNXnet/IP client and a
KNXnet/IP server.

This document defines a standard protocol that is implemented within KNX devices and the EIB Tool Software
(ETS) to support KNX data exchange over IP networks or other systems.

5.2.2 KNXnet/IP frames
5.2.2.1 General definitions

5.2.2.1.1 Data format
The KNXnet/IP frames described within this specification are coded binary.

The data structure specifications are always noted in binary format.

5.2.2.1.2 Byte order

For binary structures, if not explicitly stated otherwise, the byte order SHALL BE big endian mode (Motorola,
non-swapped). For plain text formats, the byte order and formatting SHALL BE according to the related
protocol specifications.

5.2.2.1.3 Structures

All KNXnet/IP structures follow a common rule: the first octet is always the length of the complete structure (as
some structures may have fields of variable length e.g. strings) and the second octet is always an identifier
that specifies the type of the structure. From the third octet on the structure data follows. If the amount of data
exceeds 252 octets, the length octet will be FFh and the next 2 octets will contain the length as a 16 Bit value.
Then the structure data starts at the fifth octet.

5.2.2.2 Frame format

The communication between KNXnet/IP devices is based on KNXnet/IP frames. A KNXnet/IP frame is a data
packet sent over the non-KNX network protocol, that consists of a header, comparable to the IP header of an
internet protocol data packet and an optional body of variable length.

. B et e +
. | KNXnet/IP Frame |
. | (Fixed Length) |
. |
. B e e +
. | KNXnet/IP Frame |
. | (Variable Length) |
. | Optional |
. B +

Figure 2 — KNXnet/IP frame binary format

The type of KNXnet/IP frame is described by a KNXnet/IP service type identifier in the header. KNXnet/IP
services include, but are not limited to, information regarding discovery and description, communication
channel (connection) management and KNX data transfer.
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5.223 Header

5.2.2.3.1 Description

Every KNXnet/IP frame, without any exception, consists at least of the common KNXnet/IP header that
contains information about the protocol version, the header and total packet length and the KNXnet/IP service
type identifier. The KNXnet/IP header MAY be followed by a KNXnet/IP body, depending on the KNXnet/IP
service.

Timestamp information and frame counters are not included in the common KNXnet/IP frame header as this
information is closely linked with certain KNXnet/IP service types and will therefore be included in the body of
these services as additional information for certain communication channel types.

° +-7-+-6-+-5-+-4-4+-3-+-2-4-1-+-0-+-7-4+-6-+-5-+-4-+-3-+-2-+-1-+-0-+
o | Header Length | Protocol Version |
. | (1 Octet) | (1 Octet) |
° +-7-+-6-+-5-+-4-4+-3-+-2-4-1-+-0-+-7-4+-6-+-5-+-4-+-3-+-2-+-1-+-0-+
. | Service Type Identifier

o | (2 Octet) |
. +-7-+-6-+-5-+-4-4+-3-+-2-4-1-+-0-+-7-4+-6-+-5-+-4-+-3-+-2-+-1-+-0-+
. | Total Length |
. | (2 Octet) |
° +-7-+-6-+-5-+-4-4+-3-+-2-4-1-+-0-+-7-4+-6-+-5-+-4-+-3-+-2-+-1-+-0-+

Figure 3 — KNXnet/IP header binary format
5.2.2.3.2 Header length

Although the length of the header is always fixed, it is possible that the size of the header changes with a new

version of the protocol. The header length can be used as an index into the KNXnet/IP frame data to find the
beginning of the KNXnet/IP body.

5.2.2.3.3 Protocol version
The protocol version information states the revision of the KNXnet/IP protocol that the following KNXnet/IP

frame is subject to. It will be stored in binary coded decimal format. The only valid protocol version at this time
is 1.0 (represented as hexadecimal 10h).

5.2.2.3.4 KNXnet/IP service
The KNXnet/IP service type identifier defines the kind of action to be performed and the type of the data
payload contained in the KNXnet/IP body if applicable. The high octet of the KNXnet/IP service type identifier

denotes the service type family and the low octet the actual service type in that family. For a detailed
description of the services, see below.

5.2.2.3.5 Total length
The total length is expressing the total KNXnet/IP frame length in octets. The length includes the complete

KNXnet/IP frame, starting with the header length of the KNXnet/IP header and including the whole KNXnet/IP
body.

5.2.3 Host protocol independence

5.2.31 Host protocol
The KNXnet/IP core specification defines the integration of KNX protocol implementations on top of the

Internet Protocol (IP). It describes the general and host protocol independent as well as the host protocol
specific parts of the KNXnet/IP communication.
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5.2.3.2 Endpoints

KNXnet/IP defines the Host Protocol Address Information (HPAI) structure, which is the combination of IP
address and port number. The HPAI is the data required to send a KNXnet/IP frame to another device. The
KNXnet/IP specification uses the term KNXnet/IP endpoint as a logical view of a HPAI to address another
KNXnet/IP device for certain well-defined purposes:

Every KNXnet/IP device SHALL support exactly one device related, bi-directional and connectionless endpoint
for discovery if the host protocol requires discovery services. It SHALL support at least one bi-directional and
connectionless endpoint for controlling and at least one bi-directional and connection oriented endpoint for
service type related data transmission.

EIBnet1P server

~
Service cnntainer}

Cantrol D

— O 0
Data S
i il KM subnetwork

Discovery () e —

: Service container !

Cnntrﬂ| g e et e remrrmr . ————
et I e
Data o
*------*-: : é b
Data e
*------ L > i KN subnetwork
IL\- e v e rm——— e s r——— .-.-:-r..-.-"

Figure 4 — KNXnet/IP server endpoints sample configuration

The control endpoint uniquely addresses one entity inside the KNXnet/IP server device that SHALL be
capable of providing at least one KNXnet/IP service type.

This entity, called service container, MAY be connected to a KNX Subnetwork. If the KNXnet/IP server device
supports more than one KNX Subnetwork connections, it is REQUIRED that every KNX Subnetwork SHALL
be represented by a different control endpoint. The KNXnet/IP client therefore considers every service
container represented by a control endpoint as one independent entity no matter if they are implemented in
only one or two separate KNXnet/IP server devices.

These KNXnet/IP endpoints present a logical view to the communication of a KNXnet/IP device. The actual
implementation of these endpoints with different host protocols may use transport medium dependent
approaches that differ from this logical view. For example the bi-directional KNXnet/IP endpoints could be
implemented using two unidirectional channels with the host protocol. Therefore it is possible for one
KNXnet/IP endpoint to be represented by multiple HPAIs.
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5.2.4 Discovery and self description

5.24.1 Introduction

Especially for networks supporting hot-plug and where probably even the address assignment takes place at
runtime (e.g. IP address assignment via BootP or DHCP), it is of significant importance to search for devices
within a subnetwork without having the need to retrieve network parameters through a non-standardized way
and manually input them in the client tool to establish a connection. Furthermore, to get a precise picture of
the services supported by the KNXnet/IP server without implementing trial and error, a self description
mechanism is an important feature.

5.2.4.2 Discovery

Any KNXnet/IP server SHALL implement discovery according to this procedure. If applicable for the host
protocol, it is RECOMMENDED that a KNXnet/IP client implementation supports searching for KNXnet/IP
servers instead of requiring manual input.

The discovery operation consists of a SEARCH_REQUEST data packet, sent via multicast using the
discovery endpoint, which contains the HPAI of the KNXnet/IP client’s discovery endpoint. The HPAI MAY
contain a unicast IP address to receive the answers from the different KNXnet/IP servers directly in a point-to-
point manner. Typically it SHOULD contain the KNXnet/IP System Setup multicast address to ensure
reception from KNXnet/IP servers that are on a different subnetwork.

|iEIEnEUIF' client @4 Discavery béEIBnEmP SBrver
i -

-
Search.re -
| @ Service container
. A
Search.resp @ "'-1: Zontrol
R EEm s EEm A R R AR RS SRR S mEEmEE EEmEE AR AEmEEmEE R "'.-
7% Searchresp | 123
N — L.
i Service container ;
A Zantrol
l.E e EEEEEY
I“- -.ll I‘\- T e vmes emeem s nee e emaa——. .-.I-I

Figure 5 — Discovery procedure

After sending the request, the KNXnet/IP client SHALL wait for time SEARCH_TIMEOUT for
SEARCH_RESPONSE frames from KNXnet/IP servers. After that period of time, any received
SEARCH_RESPONSE frame SHALL be ignored by that client until it starts another discovery cycle.
SEARCH_REQUEST frames received by clients from other clients SHALL be ignored.
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Any KNXnet/IP server receiving a SEARCH_REQUEST service SHALL respond immediately with a
SEARCH_RESPONSE data packet to the given HPAI using its discovery endpoint. Such a response contains
only the HPAI of the KNXnet/IP server’s control endpoint for all further communication.

Any KNXnet/IP server SHALL support discovery by processing search requests and sending correct
responses. A KNXnet/IP server MAY support links to more than one KNX Subnetwork, however it SHALL
send a SEARCH_RESPONSE data packet for the control endpoint of each KNX Subnetwork it supports
connections to, even if it supports only one data connection at a time.

5.2.4.3 Self description

Typically, after discovering a KNXnet/IP server, the KNXnet/IP client sends a DESCRIPTION_REQUEST
through a unicast or point-to-point connection to all control endpoints of the KNXnet/IP server. It is
REQUIRED that every KNXnet/IP implementation supports description requests. Furthermore before a
KNXnet/IP client communicates with a KNXnet/IP server, it SHOULD check if the server supports the services
requested by the client using the self description mechanism.

If a KNXnet/IP server receives a valid description request, it SHALL reply with a DESCRIPTION_RESPONSE
packet providing information on the supported protocol version range, its own capabilities, state information
and optionally a friendly name for this KNXnet/IP server's KNX connection. As a KNXnet/IP server MAY
support links to more than one KNX Subnetwork, it SHALL support responding to discovery requests for each
potential KNX Subnetwork connection announced by the discovery responses.

5.2.5 Communication Channels

5.2.5.1 Introduction

A communication channel is the data endpoint connection between a KNXnet/IP client and a KNXnet/IP
server. Data endpoint connections are established for services requiring point-to-point communication e.g.
Tunnelling or Device Management. Any point-to-point connection between a KNXnet/IP client and a
KNXnet/IP server SHALL be initiated by the client. Any KNXnet/IP server SHALL support at least one client
connection at a time. It MAY support more than one client connection at a time, however it SHALL ensure that
existing connections are not affected by accepting new connections (e.g. a KNXnet/IP server SHALL NOT
accept a tunnelling connection on the same physical access to a KNX Subnetwork in different modes, link or
busmonitor layer).

5.2.5.2 Establishing a link

To establish a link between a KNXnet/IP client and a KNXnet/IP server, the client SHALL send a
CONNECT_REQUEST frame to the control endpoint of the server. This request provides information on the
requested connection type (e.g. data tunnelling or remote logging), general and connection type specific
options (e.g. link layer or busmonitor mode 3) and the data endpoint HPAI that the client wants to use for this
communication channel.

Before sending a connection request of a specific type (with specific options) the KNXnet/IP client SHOULD
check against the self description information received from the KNXnet/IP server if the server supports the
requested connection type and/or all the requested options.

The KNXnet/IP server SHALL then send a CONNECT_RESPONSE frame in any case back to the KNXnet/IP
client requesting to establish the connection, providing the status of the request (ACK/NACK with extended
status information if applicable). If the request could be accepted by the server, the CONNECT_RESPONSE

3)  The list of supported layers and services is supposed to be extended in further versions.
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frame contains additionally an identifier as well as the HPAI of the data endpoint that the server now prepared
for this communication channel 4).

After sending the connection request, the KNXnet/IP client SHALL wait for the host protocol dependent time
CONNECT_REQUEST_TIMEOUT (= 10 seconds) for the response frame from KNXnet/IP server. After that
period of time, any received response frames SHALL be ignored by that client until it starts another connection
request.

The current protocol specification assumes that a connection SHALL NOT be shared by multiple clients.
Therefore a KNXnet/IP server SHALL NOT accept multiple connect requests of the same type on e.g. the
same physical KNX connection, though it MAY of course implement numerous physical connections, exposing
each logically as an independent KNXnet/IP server, if supported by the used host protocol. The client
implementation can rely on that restriction and is not required to handle such a connection sharing scenario.
Service family exceptions to this general rule are described in the corresponding service family KNXnet/IP
chapter.
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Figure 6 — Establishing a data connection
5.2.5.3 Connection Header
5.2.5.3.1 Description

The body of every KNXnet/IP frame sent over an established communication channel starts with data fields
that contain additional general information about the data connection. The amount of this data and what type
of information is included there in particular is determined by several options during the connection phase of a
communication channel. The total of these data fields is called connection header and its appearance varies

4) It should be noted that an EIBnet/IP connection may consist due to technical reasons of multiple logical connections at
the host protocol layer.
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greatly depending on the already mentioned connection options. Only the order in which the different data
fields are stored in the connection header is fixed.

° +-7-+-6-+-5-+-4-+-3-+-2-4-1-+-0-+-7-+-6-+-5-4+-4-+-3-4+-2-+-1-+-0-+
. | Structure Length | Communication Channel ID

. | (1 Octet) | (1 Octet)

° +-7-4+-6-+-5-+-4-4+-3-+-2-4-1-+-0-+-7-+-6-+-5-4-4-+-3-4+-2-+-1-+-0-+
. | Sequence Counter | service type specific

J \ (1 Octet) \ (1 Octet) \
° +-7-+-6-+-5-+-4-+-3-+-2-4-1-+-0-+-7-+-6-+-5-4+-4-+-3-+-2-+-1-+-0-+
. | Connection Type Specific Header

. | (variable length, optional)

. B e T e T B e e e T e e
s | \
. B et S e T et e T e |
s | \
. B T e e i bt e i e

Figure 7 — Common connection header

5.2.5.3.2  Structure length

Structure Length is the total length of the connection header.

5.2.5.3.3 Communication Channel ID

The KNXnet/IP server assigns a Communication Channel ID to each established communication channel.

5.2.5.3.4 Sequence Counter

The sequence counter is maintained for each communication channel. It SHALL be incremented by one
independently for every communication channel for each KNXnet/IP frame sent over the data connection.
Both KNXnet/IP devices maintaining the communication channel have independent sequence counters.

Every time a connection is established, the counter for this connection SHALL be set to 0, so the first
KNXnet/IP frame sent on an established communication channel has a sequence counter of 0.

5.2.5.3.5 Connection Type specific Header Items

The connection type specific header items are optional and of variable length depending on the type of the
connection.

5.2.5.4 Heartbeat monitoring

Host protocols not providing mechanisms for life time check like UDP/IP need a procedure to identify failure of
communication, may it be on the KNX or the tunnelling network. To detect such situations heartbeat
monitoring is defined and SHALL be implemented by both KNXnet/IP clients and servers.

The client SHALL send a CONNECTIONSTATE_REQUEST frame regularly, i.e. every 60 seconds, to the
server's control endpoint which SHALL respond immediately with a CONNECTIONSTATE_RESPONSE
packet.

If the KNXnet/IP client does not receive the heartbeat response within the
CONNECTIONSTATE_REQUEST_TIMEOUT (= 10 seconds) or the status of a received heartbeat response
signalled any kind of error condition, the client SHALL repeat the CONNECTIONSTATE_REQUEST three
times and then terminate the connection by sending a DISCONNECT_REQUEST to the server’'s control
endpoint.

If the KNXnet/IP server does not receive a heartbeat request within 120 seconds of the last correctly received
message frame, the server SHALL terminate the connection by sending a DISCONNECT_REQUEST to the
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client’s control endpoint. The server shall not retrigger the timeout after messages received with unexpected
sequence number.

5.2.5.5 Disconnecting

Typically the client terminates the connection. During normal operation, the client SHALL send a
DISCONNECT_REQUEST to the server’s control endpoint to request termination of the data channel
connection.

The client SHOULD try to disconnect gracefully if possible, even under error conditions. The server MAY
disconnect from the client by sending a DISCONNECT_REQUEST in case of internal problems or if it
receives invalid data packets, however it is RECOMMENDED to let the client terminate the connection.

The KNXnet/IP device receiving the DISCONNECT_REQUEST from the communication partner SHALL
acknowledge the operation with a DISCONNECT_RESPONSE frame. This data packet signals the final
termination of a previously established communication channel.

5.2.6 General implementation guidelines

5.2.6.1 Introduction

This section defines programming guidelines which must be taken into account when implementing KNXnet/IP
servers or clients, respectively. The compliance to these guidelines are a requirement for the certification of
the protocol implementation.

5.2.6.2 KNXnet/IP servers
— If a server receives a data packet with an unsupported version field, it SHALL reply with a NACK message
indicating in the status field E_VERSION_NOT_SUPPORTED.

— If aninvalid data packet is received, the implementation SHALL ignore the data packet without taking any
further action.

— If a connection is established, all data packets SHALL be sent with the same protocol version.

— If a connection is established and the protocol version changes within the received data packets, the
server SHALL shut down the connection.

5.2.6.3 KNXnet/IP clients

— If a client receives a data packet with an unsupported version field, it SHALL reply with a NACK message
indicating in the status field E_ VERSION_NOT_SUPPORTED. If a connection to that server sending with
an unsupported protocol version is established, the client SHALL disconnect. The client MAY try to
reconnect then and re-establish the connection.

— If aninvalid data packet is received, the implementation SHALL ignore the data packet without taking any
further action.

— If a connection is established, all data packets SHALL be sent with the same protocol version.

— If a connection is established and the protocol version changes within the received data packets, the client
SHALL disconnect from the server. The client MAY try to reconnect then and re-establish the connection.

5.2.6.4 KNXnet/IP router settings

5.2.6.4.1 KNXnet/IP router factory default settings

An important feature for KNXnet/IP routers is that they SHALL provide proper KNXnet/IP Routing without any
user intervention. This plug and play Routing behaviour requires a standardized factory default configuration.
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e Routers SHALL be shipped with a default Individual Address of FFOOh.
e The Routing multicast address equals the System Setup multicast address.

e KNX broadcast telegrams SHALL be routed from one KNX Subnetwork to another even if KNXnet/IP
Routing devices are still being used in their factory default configuration.

e KNXnet/IP Routing SHALL already work even if a valid unicast IP address has not been obtained by or
assigned to the KNXnet/IP Routing device.

e Routing SHALL already work and Tunnelling SHALL be available for (further) configuration of the
KNXnet/IP router if an Individual Address has been assigned to a KNXnet/IP router via KNX Subnetwork.

5.2.6.4.2 KNXnet/IP router IP address assignment

KNXnet/IP routers SHALL support plug and play EIBnet/P routing out of the box even if a valid unicast IP
address was not acquired from a DHCP server, by manual input, or via ETS configuration. This may require
that the IP stack can send and receive multicast IP messages although a valid unicast IP address has not
been acquired.

If an IP stack does not support multicasting without an assigned unicast IP address then the KNXnet/IP router
SHALL acquire a unicast IP address via AutolP or by self-assigning the default KNXnet/IP source unicast IP
address 0.0.0.0.

If a valid unicast IP address was not acquired the KNXnet/IP router SHALL use the default KNXnet/IP source
unicast IP address 0.0.0.0 for Routing but SHALL not support Tunnelling.

5.2.6.5 Initial setup procedures for KNXnet/IP Servers

5.2.6.5.1 General

KNXnet/IP devices SHALL be configurable in the same way as traditional KNX devices. In an unconfigured
state KNXnet/IP routers SHALL operate with default values enabling KNX telegrams to pass from one KNX
Subnetwork to another, enabling KNXnet/IP routers to transparently replace KNX Line Couplers.

This requirement is set under the condition that KNX Individual Addresses are unique across the IP network. If
KNXnet/IP devices of two independent installations are connected to the same IP network or a KNX project
consists of multiple installations, the use of one factory default routing configuration cannot guarantee the
delivery of KNX telegrams to the intended destination as the same KNX (Individual or Group) Address could
be present in different installations.

Documents
Document Sharir@d—lub

Full document details: BS EN 13321-2:2006


http://www.avadocuments.com/doc/bs-en-13321-2-2006
http://www.avadocuments.com/doc/bs-en-13321-2-2006

EN 13321-2:2006 (E)

Toaol Software
(ETS

1.1.2

/o I LA 7~

0

: | s
E 1.1.2 1.1.2 E
l@@ Router Euter | Router E
I i
e O O O
{8 (F CF (H &
L -0 H ) (]
EO_ (H|112 CF CF
1.1.2
N, K K3 KM
!. subnetwork sUbnetwork fﬂhnetmmrk suhn etwnrl-f']
Installation A Installation B

Figure 8 — KNX project with multiple installations

Under the precondition that only one installation is connected to the IP network these rules apply:

1. Upon power-up the KNXnet/IP device steps through the procedure described in KNXnet/IP Core, section
5.2.8.5, IP Address Assignment, to retrieve an individual IP address.

2. If connected to a RS232 device, the tool software can only access KNX devices on the local KNX line
(including the local KNXnet/IP router) as long as not all the KNXnet/IP router devices belonging to one
project are successfully configured.

3. The tool software SHOULD always attempt to configure KNXnet/IP router devices first to gain access to
KNX devices behind possibly still unconfigured KNXnet/IP routers.

4. |If directly connected to the IP network, the tool software can access all KNXnet/IP devices and through
configured routers the corresponding KNX Subnetworks.

5. The tool software SHOULD use the IP network for the setup of projects containing KNXnet/IP devices.

6. It is possible to completely configure KNXnet/IP devices in one single management procedure (KNX
Individual Address assignment and parameter download).

7. Assignment of KNX Individual Address: If the tool software is connected through a serial interface to the
KNX network, the traditional KNX management procedure applies for KNXnet/IP devices as well as other
KNX nodes. Devices behind unconfigured routers are not reachable. If the tool software is connected to
the IP network, the new management procedure for KNXnet/IP devices (described below) applies. Before
setting up traditional KNX devices the tool software shall first configure all router devices.
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8. Parameter download:
If the tool software is connected through a serial interface to the KNX network, the traditional KNX
management procedure applies for KNXnet/IP devices as well as other KNX nodes. If the tool software is
connected to the IP network, it establishes management connections to every KNXnet/IP device to
download the device parameters (see management procedure). After having configured all KNXnet/IP
router devices, the tool software can access all other KNX nodes of the project for further set-up and
download through a KNXnet/IP tunnelling connection.

9. If the SEARCH_RESPONSE answers reveal that KNXnet/IP devices use different IP address spaces the
tool software SHALL present an error message.

10. If the SEARCH_RESPONSE answers reveal that the IP address of a KNXnet/IP device is different from
the network settings of the tool software and the IP address of the KNXnet/IP device is an AutolP address,
the tool software SHALL present an error message and user control button that enables to reset the
KNXnet/IP device via KNXnet/IP Routing with the KNX connectionless restart service.

5.2.6.5.2 Management procedure for configuration via KNXnet/IP Routing

The tool software is connected to a KNX Subnetwork (1) via an RS232 or USB interface. A second KNX
Subnetwork (1) is connected with the first via two KNXnet/IP routers and a LAN. All devices including the
routers are initially unconfigured.

The tool software uses KNX management procedures and (indirectly) KNXnet/IP Routing to configure the two
KNXnet/IP routers.

e This is the management procedure for assignment of the KNX Individual Address and configuration of
parameters of a KNXnet/IP device:

a) The tool software requests the user to press the programming button of the KNXnet/IP device.

b) The tool software sends a KNX read (broadcast). The KNXnet/IP router on this KNX Subnetwork

sends this broadcast to other KNXnet/IP routers which in turn forward it to their KNX Subnetworks and
process the telegram themselves if the programming button is pressed.

c) The tool software checks if more than one device answers with ,button pressed” and if so aborts
procedure with a descriptive message about the reason for aborting the procedure. The KNXnet/IP
router on this KNX Subnetwork forwards the answer(s) to this KNX Subnetwork.

d) The tool software sends a KNX write (broadcast) to write the KNX Individual Address into the
KNXnet/IP device. The KNXnet/IP router on this KNX Subnetwork sends this broadcast to other
KNXnet/IP routers which in turn forward it to their KNX Subnetworks and process the telegram
themselves if the programming button is pressed.

e) The tool software establishes a KNX connection to the KNXnet/IP device to download the
configuration parameters (properties).

NOTE  This requires that the KNXnet/IP router existing on the same KNX Subnetwork as the tool software SHALL be
configured first before other KNXnet/IP devices can be configured.

f) After downloading the parameters the KNXnet/IP device is reset for the parameters to become
effective.

5.2.6.5.3 Management procedure for configuration via KNXnet/IP Device Management

The tool software is directly connected to a LAN. Two KNX Subnetworks, (1), are connected to the LAN via
two KNXnet/IP routers. All devices including the routers are initially unconfigured.

The tool software uses KNXnet/IP Device Management to configure the two KNXnet/IP routers.
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e This is the management procedure for assignment of the KNX Individual Address and configuration of
parameters of a KNXnet/IP device:

a) The tool software requests the user to press the programming button of the KNXnet/IP device.
b) The tool software sends a KNXnet/IP SEARCH_REQUEST frame.

c) The tool software checks if more than one KNXnet/IP device (service container) answers with device
status “button pressed” and if so aborts procedure.

d) The tool software uses the IP address from the SEARCH_RESPONSE frame of the KNXnet/IP device
to establish a device management connection to the device.

e) The tool software sets the KNX Individual Address, project identifier and subnetwork line information if
applicable.

f) At this point the tool software can download additional parameters if necessary.

g) After successfully disconnecting the device management connection or sending a reset_req service to
the device the changed values will be written and the device restarts.

5.2.7 Data Packet structures

5.2.71 Introduction

All KNXnet/IP data packets, or frames, have a common header, consisting of header length information, the
protocol version, the KNXnet/IP service type identifier, and the total length of the KNXnet/IP message.

° +-7-+-6-+-5-+-4-4+-3-+-2-+-1-4+-0-+-7-4-6-+-5-+-4-+-3-+-2-+-1-+-0-+
. | HEADER SIZE 10 | EIBNETIP VERSION |
. | (06h) | (10h) |
° +-7-+-6-4+-5-+-4-4+-3-+-2-+-1-+-0-+-7-4-6-+-5-+-4-+-3-+-2-+-1-+-0-+
. | EIBNETIP SERVICE TYPE |
o | (2 octets) |
° +-7-+-6-+-5-+-4-4+-3-+-2-+-1-+-0-+-7-4+-6-+-5-+-4-+-3-+-2-+-1-+-0-+
. | HEADER SIZE 10 + sizeof (message body)

o | (2 octets) |
° R T e T e T e e A e e T

Figure 9 — KNXnet/IP message header

Requests sent to connectionless KNXnet/IP endpoints SHALL include information about the return address.
This HPAI for the reception of the response information is always the first data of the KNXnet/IP body of all
these requests. Additional, KNXnet/IP service related data may follow. Response packets do not contain this
kind of return address information.

5.2.7.2 Common constants

5.2.7.21 HEADER_SIZE_10

This constant with value 06h identifies the KNXnet/IP header as defined in protocol version 1.0.

5.2.7.2.2 EIBNETIP_VERSION_10

This constant with value 10h identifies the KNXnet/IP protocol version 1.0.
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5.2.7.3 Common error codes
5.2.7.31 E_NO_ERROR
This constant with value 00h identifies a successful operation.

5.2.7.3.2 E_HOST_PROTOCOL_TYPE

This constant with value 01h identifies that the requested host protocol is not supported by the KNXnet/IP
device.

5.2.7.3.3 E_VERSION_NOT_SUPPORTED

This constant with value 02h identifies that the requested protocol version is not supported by the KNXnet/IP
device.

5.2.7.3.4 E_SEQUENCE_NUMBER

This constant with value 04h identifies that the received sequence number is out of order.
5.2.7.4 KNXnet/IP services
5.2.7.41 Core KNXnet/IP services

5.2.7.411 SEARCH_REQUEST

This constant with value 0201h identifies the KNXnet/IP service type sent by KNXnet/IP client to search
available KNXnet/IP servers.

5.2.7.41.2 SEARCH_RESPONSE

This constant with value 0202h identifies the KNXnet/IP service type sent by KNXnet/IP server when
responding to a KNXnet/IP SEARCH_REQUEST.

5.2.7.41.3 DESCRIPTION_REQUEST

This constant with value 0203h identifies the KNXnet/IP service type sent by KNXnet/IP client to a KNXnet/IP
server to retrieve information about capabilities and supported services.

527414 DESCRIPTION_RESPONSE

This constant with value 0204h identifies the KNXnet/IP service type sent by KNXnet/IP server in response to
a DESCRIPTION_REQUEST to provide information about the server implementation sent.

5.2.7.41.5 CONNECT_REQUEST

This constant with value 0205h identifies the KNXnet/IP service type sent by KNXnet/IP client to establish a
communication channel with a KNXnet/IP server.

5.2.7.41.6 CONNECT_RESPONSE

This constant with value 0206h identifies the KNXnet/IP service type sent by KNXnet/IP server in response to
a CONNECT_REQUEST telegram.

Documents
Document Sharir@d—lub

Full document details: BS EN 13321-2:2006


http://www.avadocuments.com/doc/bs-en-13321-2-2006
http://www.avadocuments.com/doc/bs-en-13321-2-2006

EN 13321-2:2006 (E)

5.2.7.41.7 CONNECTIONSTATE_REQUEST

This constant with value 0207h identifies the KNXnet/IP service type sent by KNXnet/IP client requesting the
connection state of an established connection with a KNXnet/IP server.

5.2.7.41.8 CONNECTIONSTATE_RESPONSE

This constant with value 0208h identifies the KNXnet/IP service type sent by KNXnet/IP server when receiving
a CONNECTIONSTATE_REQUEST for an established connection.

5.2.7.41.9 DISCONNECT_REQUEST

This constant with value 0209h identifies the KNXnet/IP service type sent by KNXnet/IP device, typically the
client, to terminate an established connection.

5.2.7.41.10 DISCONNECT_RESPONSE

This constant with value 020Ah identifies the KNXnet/IP service type sent by KNXnet/IP device, typically the
server, in response to a DISCONNECT_REQUEST.

5.2.7.5 Placeholders

5.2.7.5.1 Host Protocol Address Information (HPAI)

The Host Protocol Address Information structure (HPAI) is the address information required to uniquely
identify a communication channel on the host protocol. Its size varies between different host protocols. For the
specific definition of the HPAI consult the host protocol dependent addendums of the KNXnet/IP specification.

+-7-+-6-+-5-+-4-4+-3-+-2-+-1-4+-0-+-7-4-6-+-5-+-4-+-3-+-2-+-1-+-0-+
| Structure Length | Host Protocol Code |
| (1 Octet) | (1 Octet) |

+-7-+-6-4+-5-+-4-4+-3-+-2-+-1-+-0-+-7-4+-6-+-5-+-4-+-3-+-2-+-1-+-0-+
| Host Protocol Dependent Data

| (variable length) |
+-7-+-6-+-5-+-4-4+-3-+-2-+-1-+-0-+-7-4-6-+-5-+-4-+-3-+-2-+-1-+-0-+
+-7-+-6-4+-5-+-4-4+-3-+-2-+-1-+-0-+-7-4-6-+-5-+-4-+-3-+-2-+-1-+-0-+

| |
Figure 10 — HPAI structure binary format

5.2.7.5.2 Connection Request Information (CRI)

The Connection Request Information structure (CRI) is the additional information needed for different types of
communication channels to fulfil a connection request. As this structure contains two substructures including
host protocol independent data as well as host protocol dependent information, the specific definition of the
CRI can be found in the description of the connection type with consultancy of the host protocol dependent
parts of the KNXnet/IP specification.
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° -7-+-6-+-5-4+-4-+-3-4-2-+-1-4+-0-+-7-+-6-+-5-+-4-4+-3-+-2-+-1-+-0-
o Structure Length \ Connection Type Code
. (1 Octet) | (1 Octet)

-7-+-6-+-5-4+-4-+-3-+-2-4-1-+-0-+-7-4+-6-+-5-+-4-+-3-+-2-+-1-+-0-
Host Protocol Independent Data

(variable length, optional)
-7-+-6-+-5-+-4-+-3-4-2-+-1-4+-0-+-7-+-6-+-5-+-4-+-3-+-2-+-1-+-0-

+-6-+-5-+-4-+-3-4+-2-+-1-4-0-+-7-+-6-+-5-+-4-+-3-+-2-+-1-+-0-
-7-+-6-+-5-+-4-+-3-4-2-+-1-4+-0-+-7-+-6-+-5-+-4-+-3-+-2-+-1-+-0-
Host Protocol Dependent Data

(variable length, optional)

-7-+-6-+-5-+-4-+-3-4-2-+-1-4+-0-+-7-+-6-+-5-+-4-+-3-+-2-+-1-+-0-

-7-+-6-+-5-+-4-+-3-4-2-+-1-4+-0-+-7-+-6-+-5-+-4-4+-3-+-2-+-1-+-0-

L]
— F — F —— F — F — + —— F —— +
1
~
1
— F — F —— + — + — + —— + —— +

Figure 11 — CRI structure binary format

5.2.7.5.3 Connection Response Data Block (CRD)

The Connection Request Data Block structure (CRD) is the data block returned with the
CONNECT_RESPONSE frame. As this structure contains two substructures including host protocol
independent data as well as host protocol dependent information, the specific definition of the CRD can be
found in the description of the connection type with consultancy of the host protocol dependent parts of the
KNXnet/IP specification.

° -7-+-6-+-5-+-4-+-3-4-2-+-1-4+-0-+-7-+-6-+-5-+-4-+-3-+-2-+-1-+-0-
. Structure Length | Connection Type Code
. (1 Octet) | (1 Octet)

-7-+-6-+-5-4+-4-+-3-+-2-4-1-+-0-+-7-4+-6-+-5-+-4-+-3-+-2-+-1-+-0-
Host Protocol Independent Data

(variable length, optional)
-7-+-6-+-5-+-4-+-3-4-2-+-1-4+-0-+-7-+-6-+-5-+-4-+-3-+-2-+-1-+-0-

+-6-+-5-+-4-+-3-4+-2-+-1-4-0-+-7-+-6-+-5-+-4-+-3-+-2-+-1-+-0-
-7-+-6-+-5-+-4-+-3-4-2-+-1-4+-0-+-7-+-6-+-5-+-4-+-3-+-2-+-1-+-0-
Host Protocol Dependent Data

(variable length, optional)

-7-+-6-+-5-4+-4-+-3-+-2-4-1-+-0-+-7-4+-6-+-5-+-4-+-3-+-2-+-1-+-0-

-7-+-6-+-5-4+-4-+-3-+-2-4-1-+-0-+-7-4+-6-+-5-+-4-+-3-+-2-+-1-+-0-
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Figure 12 — CRD structure binary format
5.2.7.5.4 Description Information Block (DIB)
5.2.7.5.41 General

The Description Information Block structure (DIB) is used by a KNXnet/IP server to return a specific block of
device information when responding to a DESCRIPTION_REQUEST.

At least two DIB structures SHALL be returned with information about the device capabilities on device
hardware and supported service families.

More than two DIB structures MAY be returned in one description response datagram.
The first octet of each DIB contains the length of the DIB structure. The second octet declares the DIB

structure type. Then the actual data of the DIB is appended. The structure always has an even number of
octets which may have to be achieved by padding with 00h in the last octet of the DIB structure.
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