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Foreword

This document (EN 15320:2007) has been prepared by Technical Committee CEN/TC 224 "Personal
identification, electronic signature and cards and their related systems and operations", the secretariat of
which is held by AFNOR.

This European Standard shall be given the status of a national standard, either by publication of an identical
text or by endorsement, at the latest by June 2008, and conflicting national standards shall be withdrawn at
the latest by June 2008.

This document builds on the following standards to define an Interoperable Public Transport Application:

— EN _1545-1:2008, Identification card systems — Surface transport applications — Part 1: Elementary data
types, general code lists and general data elements;

— EN_1545-2:2008, Identification card systems — Surface transport applications — Part 2: Transport and
travel payment related data elements and code lists.

This document describes a foundation for a technology neutral environment for an Interoperable Public
Transport Application within the confines of the definition of identification card systems. Nevertheless,
interoperability cannot be maintained if different interface technologies are used by Machine Readable Cards
within such a scheme. Consequently this document specifies the adherence to ISO/IEC 14443 Parts 1 to 3 as
a necessity to ensure interoperability.

Amendments and enhancements to this European Standard will be made from time to time and published on
the CEN website.

To the best of their knowledge the authors of this European Standard do not believe it infringes any
commercial copyright, intellectual property rights or patents. However, CEN cannot guarantee this and shall
not be responsible for any such infringements or claims, which will be dealt with according to CEN rules and
regulations.

According to the CEN/CENELEC Internal Regulations, the national standards organizations of the following
countries are bound to implement this European Standard: Austria, Belgium, Bulgaria, Cyprus, Czech
Republic, Denmark, Estonia, Finland, France, Germany, Greece, Hungary, Iceland, Ireland, ltaly, Latvia,
Lithuania, Luxembourg, Malta, Netherlands, Norway, Poland, Portugal, Romania, Slovakia, Slovenia, Spain,
Sweden, Switzerland and United Kingdom.
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Introduction

The Interoperable Public Transport Application defines the foundation and basic structure of a transport
application primarily for ticketing for implementation on a Machine Readable Card that makes use of the Data
Elements defined in EN 1545 and which may be made interoperable subject to commercial agreements
between the parties involved and an exchange of specific implementation details. This has the effect that
different operators will be able to read, interpret and handle Machine Readable Cards containing the
application produced by others. Moreover, again subject to commercial agreements between the parties, it
should be possible for a transport operator to write its ticket products to Machine Readable Cards issued by
others that contain the application. Annex H discusses how legacy systems can interface with the application
such that some level of interoperability may be achieved through a migration path to it.

This European Standard describes the basis of a public transport application resident on a Machine Readable
Card as presented at the interface to a suitable terminal. In many cases where the card contains a processor,
this interface will be between the card and the accepting device. In other cases, additional logic within the
terminal application will be included in order to provide the necessary support. This is accomplished by
mandating a logical abstract interface. The actual format of the data held on the card is not described by this
European Standard. This format may be derived from a mapping of the data described in this European
Standard to the card using an ASN.1 encoding rule.

This European Standard forms one part of a series relating to public transport which define the interoperable
fare management system as shown in Figure 1.
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Figure 1 — Interoperable Fare Management system

This European Standard describes the basis of an environment which aims to achieve the following
objectives:

to provide a basis for offering machine readable interoperable tickets across the public transport network
in Europe;

to satisfy the demand for securing a seamless journey for the passenger allowing them travel with all
participating operators, possibly in different networks and countries, using a single card while in the
context of not inhibiting commercial competition.

This European Standard describes those components of the application necessary to support an interoperable
environment including:

8

accessing the Interoperable Public Transport Application;
data structure and presentation;

sizing and enumeration of data;

data access methodology;

security and access considerations;

dealing with legacy systems.
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1 Scope

This European Standard specifies sets of data presented at an interface, the card sub-system interface, in a
structured form as well as the rules for dealing with that data to enable products such as tickets to be written
to a Machine Readable Card in a manner which will minimise the amount of data to be held on the card while
allowing an authorised party to be able to access and interpret the data easily and efficiently.

This is the basis for practical interoperability and as such, this European Standard forms the foundation of
interoperability across systems subject to commercial agreements and interchange of details concerning how
this European Standard has been physically interpreted. As part of this capability, the design of the data
environment allows for the addition of new sets of data to represent new or modified transport products
without compromising the ability of existing terminals to continue to handle all sets of data held on the card,
whether or not they are to be interpreted and possibly used.

Associated with the data is the set of processes which applies to the data within the application. The inclusion
of process in the standard means that similar data will be treated in a similar way by all external services and
terminals leading to true interoperability that can be achieved and maintained through this European Standard.
In addition, acknowledgement that the application specifies both data and process also implies that it needs to
consider security both at the level of access rights to data and the security of the overall environment in which
it operates.

The security related clauses in this European Standard define the minimum requirement of functionality
necessary such that interoperability may be supported while protecting information stored within the
application from unauthorised access and accidental or malicious damage. This European Standard defines
an abstract card to card accepting device application interface which may be implemented, entirely at the card
edge, or may include some logic in the card accepting device dependent upon the capability of the card. The
view of security is similar in terms of an external system accessing, via the abstract interface, Machine
Readable Cards, which may be just a card or a card — card accepting device combination. This means that
security controls may exist in the card, the card accepting device or a combination of both. Additional
descriptions of security architecture and expected implementation issues are described in Clauses 7 and 8.

This European Standard describes the minimum requirements for an interoperable transport application that
may exist on a Machine Readable Card, either alone or together with other applications, and it is therefore a
description of data sets and formats at the logical level. The abstract interface needs to support many
Machine Readable Card varieties that conform to a contactless interface compatible with ISO/IEC 14443.
ISO/IEC 14443 Parts 1 to 3 need to be supported. While this European Standard applies specifically to
Machine Readable Cards, others may wish privately to use it with other customer media such as key fobs,
subject to the customer media being able to interface with card acceptance devices supporting this European
Standard where interoperability is required.

In terms of file structures, the data sets and data formats described in this European Standard are perfectly
capable of being mapped onto a card conforming to . However, this European Standard does
not define the card architecture, and the data formats and structures it defines are equally capable of being
implemented on a pure memory card or a more complex multi-application card conforming to some other file
format, subject to the card acceptance device supporting any required functionality that the card lacks in order
to support the interface requirements of this European Standard.

This European Standard describes a generic logical model in ASN.1 format which may be mapped into a real
environment using ASN.1 encoding rules such as BER and PER. However, it is recognised that certain
overriding factors may affect the manner in which data is mapped onto real cards.

— Performance represented by transaction time is a critical issue in many transport applications. The PER
encoding rules allow the physical data structure to be fixed and minimised in size using external Tag lists.
For this reason it is expected that PER or some similar encoding rule will be used in practical
implementations.

— Card data space limitations also mitigate towards the use of PER or similar encoding rules.
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— Need to maintain compatibility, limited or full, with existing legacy systems and systems currently in
development implies that specifically derived encoding rules may be specified to map the logical
structures into the required format.

As a foundation for interoperability, this standard provides the basis for interoperability across instances of the
application supplied by different parties subject to commercial agreement and exchange of details of the
physical interpretations of the standard.

2 Normative references

The following referenced documents are indispensable for the application of this document. For dated
references, only the edition cited applies. For undated references, the latest edition of the referenced
document (including any amendments) applies.

EN 1545-1:2005, Identification card systems — Surface transport applications — Part 1: Elementary data types,
general code lists and general data elements

EN 1545-2:2008, /dentification card systems — Surface transport applications — Part 2: Transport and travel
payment related data elements and code lists

ISO/IEC 7816-4:2005, Identification cards -- Integrated circuit cards -- Part 4: Organization, security and
commands for interchange

3 Terms and definitions

For the purposes of this document, the following terms and definitions apply.
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31
abstract syntax notation
form of notation used to describe data elements and processes, standard for CEN documentation

3.2

account

record of the current value and (truncated) transaction history of a product held on the ‘back office’ system
of the ‘product owner’

3.3
anonymous card
card which is not linked to a named holder, but which will still bear a traceable serial number

34

anti-tear

describes measures taken to ensure that any intentional alteration of data in the customer media during
normal use does not lead to un-recoverable corruption of the customer media

3.5

application

instance of the Interoperable Public Transport Application resident on a Machine Readable Card or other
customer media

3.6
application owner
entity which holds the application contract for the use of the application with the customer

3.7

application retailer

entity which sells and terminates applications, collects and refunds value to a customer as authorised by the
application owner

3.8
Card Accepting Device
device which can interact with a card and exchange data with the card

3.9
card holder
person who owns the right to use the card

3.10

Charge to Account

facility/process for post-billing - rather than pre-payment or payment at the time of purchase (subtype of
product)

3.1
check in — check out
holders actively validate cards when entering and leaving defined areas specified by a transport provider

3.12
concession
entitlement to a reduced (or zero cost) fare on the basis of age, condition or status
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3.13

contract

expression of an agreement between two or more parties in the transport environment. It defines the
conditions under which the user may use the services. Products such as tickets or entitlements represent a
contract

3.14

customer media

entity which at least supports the same functionality as a Machine Readable Card but may be in a different
form factor

3.15
data element
single store for an irreducible datum value (see EN_1545-1))

3.16
entitlement
entitlement or qualification for a service expressed as a product (a type of product template)

3.17
hot list
list of cards, applications, products or items of equipment where a transaction requires special attention

3.18

Interoperable Fare Management

encompasses all systems designed to manage the acquisition and use of fare products data in an
interoperable public transport environment

3.19
interoperability
ability of systems to provide services to and accept services from other systems

3.20

journey

complete sequence of one or more journey legs (rides) required to achieve a specific purpose at a specific
destination. This sequence may include the use of more than one vehicle and using more than one
transport mode (see EN 1545-1))

3.21

key

binary string which is used to control access to an application or product, or which is used as the basis of
encryption or during the calculation of Message Authentication Codes

3.22
loyalty
rewards for use of transport services

3.23
Message Authentication Code
computed field based on data in previous stated fields which allows a message to be verified as genuine
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3.24
Machine Readable Card
token or entity that conforms to ISO/IEC 14443 Parts 1t0 3

3.25
profile
means to achieve interoperability between different card platforms

3.26

product

enables a customer to benefit from a transport service. It is an instance of a product template in the
application. It is identified by a unique identifier. The Interoperable Public Transport Application
distinguishes between four subtypes of a Product: CTA, STR, ticket and entitlement

3.27

product owner

entity which performs the functions of ownership (specifies pricing, usage rules and commercial rules),
clearing and reporting

3.28

product retailer

entity which sells and terminates products, collects and refunds value to a customer as authorised by a
product owner

3.29
product rules
product owner requirements (set of usage, pricing and commercial rules)

3.30
product specification
specification of function, data elements and security schema according to product rules

3.31

product template

technical master of the product specification for implementation. A unique identification (product template
ID) is given to each product template by the registrar, triggered by the product owner

3.32
retailer
see: product retailer, application retailer

3.33
ride
component of a journey

3.34
route
reference to a single path through a transport network

3.35
seal
guarantee of authenticity
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3.36
service operator
entity which provides the service to the customer against the use of a product

3.37
Stored Travel Rights

specialised form of closed e-purse for travel. (subtype of product template which uses transport tokens in

place of currency)

3.38
ticket
entitlement for a journey (subtype of product)

4 Symbols and abbreviated terms
3DES Triple DES

AFI Application Family Identifier

AID Application Identifier

AM-DO Access Mode Data Object

ASN.1 Abstract Syntax Notation One

ATQ  Answer to Request

ATS Answer To Selection

BER Basic Encoding Rules

CAD Card Accepting Device

CcDS Control Data Structure

CEN European Committee for Standardisation
CICO Check in — Check out

CRC Cyclic Redundancy Check

CTA Charge to Account

DES Data Encryption Standard

FCP File Control

ID Identity

IEC International Electrotechnical Commission
IFM Interoperable Fare Management

ISO International Organisation for Standardisation

MAC  Message Authentication Code
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PER Packed Encoding Rules
REQA Request Type A

REQB Request Type B

RSA Rivat Shamir Adelman

SAK Select AcKnowledge

SC-DO Security Condition Data Object
SSS Security Sub-system

STR Stored Travel Rights

TLV Tag Length Value

5 Basic structure of application components®

5.1 Data element

A data element in this European Standard is one of the data element entities described in the EN 1545. It is
the lowest hierarchical entity of data discussed in this European Standard. Each element shall be associated
with a tag and length descriptor to form a TLV data object according to ASN.1 conventions.

Data Object

=
£l &
() I =
|d| =
- - o w
I I
I* PI

 LENGTH -

Figure 2 — Data element within a data object

Most of the data elements used in this European Standard are specified as ASN.1 primitive data elements and
are originally defined in EN 1545 and enumerated in Annex C. In a few specific cases, the data elements used
in this European Standard are formed as constructed data objects based on their definition in EN 1545.

) The subclauses below describe the terminology used in this European Standard to refer to data.
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5.2 Data structure

A set of data elements contained within data objects conveniently concatenated together as an ASN.1
constructed TLV object.

Data Structure

LENGTH
Data Object 1

Data Object 2
Data Object X
Data Object N

TAG

4 LENGTH y

y

Figure 3 — Data structure
Data structures are classified for the purpose of convenience by type as follows:

M Mandatory (data structures that shall be present within a specific data group [see 5.3]);

A Additional (additional data structures that are normally created when the data group [see 5.3] or
product is created. Data in these structures is normally not altered during the life of the data group
which should be reflected in the security subsystem access rights applying to the data structure within
the data group containing the data structure);

L Logging (additional data structures that are normally created during the lifetime of the data group [see
5.3] or product. Data in these structures may be fixed and not alterable once created or it may be
updateable from time to time dependent upon requirement and the access rights applying to the
access structure as controlled by the security subsystem).

5.3 Data group

A top level grouping of data structures concatenated together as ASN.1 a constructed TLV object to identify
major groupings of data accessible as a coherent set through the Tag.

Data Group

M (DS 1) Data Structure 2

< LENGTH (L) >

Figure 4 — Data group

The M data structure will always appear first in a data group, while A and L type data structures may appear in
any order, however, A type structures will normally be created when the data group is created while L type
structures will usually (but not always) be added after the data group has been created. It is usual therefore,
but not mandatory, for the data group to be constructed in the sequence M, A..., L...
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Once created and appended to a data group, data structures may not be deleted until the data group is
removed from the Application in the card, for example when a ticket has been used.

6 Data groups

6.1 General

The construction of and access to data groups is defined here in a logical manner as presented at the
interface and their realisation on a card may take many forms dependent upon the card architecture and
encoding. There is no dependence upon or correlation to the definition of a card file structure as defined in

ISO 7816-4 although the data group construction may be conveniently mapped into this architecture
particularly to reflect the differing security and access requirements of the data structures comprising the data

group.
The following data groups are defined in detail in Annex A:
— application environment;

— products;

— holder;

— eventlog;

— wrapper.

Data groups are linked as shown in Figure 5 and as further described in 6.2:

Application
EI:::;:I;OGH:SEM A Collection of any ™,
P Product Data Groups
Event Log
Data Group |« Label Product (1)
Label " P3  Product (2)
Label * Data Group
Holder Label P = ——
Data Group e ——  Product (n) |
abe| »! DataGroup |
I )
e I
Wrapper i
Data Group |« Label

Where support of
products not compliant
with the Application is
required

Figure 5 — Relationships between the data groups
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6.2 Application environment data group
The application environment data group carries out two functions:

— provides the link to all other data groups within the application (that is, represents the application product
directory);

— provides information pertaining to the application (specifically this instance of the application) on the card
as interpreted at the interface.

6.3 Products

A collection of product data groups that identify products which may be created and removed during the life of
the application. The product data groups are as follows.

— Stored Travel Rights;
— Charge to Account;
— customer entitlement;
— ticket.

Product data groups each consist of one or more data structures. The data structures consist of at least the
relevant Type M data structure plus additional data structures of Type A and/or Type L created as required
either when the data group was defined or at some later time.

Where a ticket type is such that the price is to be calculated at the end of a journey based upon the legs
travelled, at each interchange an additional Type L structure may be appended to the active ticket data group.
These Type L data structures may be added as necessary thereby increasing the length of the product data
group, or its size may be limited by treating the added Type L data structures on a cyclic basis by replacing
the oldest Type L data structures with new ones once the limit size has been reached.

Alternatively, where the ticket price is based solely on the number of legs travelled then at the start of the first
leg a relevant Type L data structure will be included in the active ticket data group. At each interchange the
count of legs field in this data structure will be updated. In this case, the additional Type L structure should
have its access rights set to read/write.

6.4 Wrapper data group

The wrapper data group is intended specifically for migration of legacy systems. This data group will enable a
legacy product such as a ticket to be included in an instance of the application and conform to this European
Standard such that it may be created, recognised, accessed and deleted. However, processing of the legacy
product once accessed is outside the scope of this European Standard and is left to the legacy system
provider and the operators supporting it. This concept is further described in Annexes H and |.

6.5 Holder data group

The holder data group is optional where its absence will create an anonymous application, and its presence
will define a personalised application. It should be noted however, that an application containing a holder data
group may still operate anonymously simply by not accessing the holder data group.

The holder data group shall consist of one or more data structures comprised of at least the holder Type M

data structure together with optional Type A and Type L data structures created as required either when the
data group was defined or at some later time.
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6.6 Event log data group

The event log is a cyclic set of data structures (records) of one type, the event data structure. The number of
entries in the event log will always be at least two but may be more than two dependent upon the
implementer’s requirements and the envisaged Machine Readable Card space available. When the log is full
the oldest entry is replaced by the newest. The implication of this is:

.

— event log shows a log of the most recent recorded “n” events;

— Event Log cannot be used to hold data that is to be retained across more than one event since one does
not know when a record will be over-written. Thus one could not use this approach to hold a count of
journeys but one might use it where the action taken at the current event depends upon the previous
event;

— in order to make the event log most useful, it is important that it does not become “cluttered” with
redundant records. For this reason, the event log should not record all events but only those events
specifically designated as event log events;

— given the above point, if it is thought necessary to create a general event log that records all events, this
will be a separately created and managed event log outside of the application. Most commonly, it would
operate at the card level.

If required, and for differing purposes, events may be recorded both in the event log and in a data structure
Type L associated with a specific data group, such as a ticket.

The method of implementation on the card depends upon the facilities available supporting this type of data
group. In order to enable support in circumstances where the card does not support cyclic files and where
such a construction has to be supported by the application, the event log data group contains a data element
that shall be maintained by the application and is used to point to the most recent entry in the cyclic event log.
Where the card does support cyclic files, this element may be ignored.

6.7 Linkage between data groups

There may be requirements for linkages to be formed between products. For example, a product may be
linked to an entitlement, or a product’s validity may be linked to the existence of another product within the
application. This is achieved through the use of a dependency pointer data element which appears in a
relevant data structure within a data group.

However, it shall be noted that there may be no method of nullifying this dependency pointer if and when the
data group being referenced is removed. While the dependency pointer will never point to the wrong data
group, it may point to a non-existent data group. For this reason, when processing data groups, any
dependency pointers should be checked for validity before attempts are made to use them to reference other
data groups. One method that may be used to resolve this is to include the dependency pointer in the logical
view of the label so that as products are added and removed, any affects on dependency pointers can be
checked and corrected before having to read whole product data groups.

The nature of the dependency pointer on a card is implementation dependent. However, at the logical level as
described in this European Standard, it shall be mapped to the data group sequence number of the target
data group. Interoperability between applications will be maintained through commercial relationships and an
interchange of specific implementation approaches taken.

6.8 Data group life cycle

Data groups, as encoded, are created on a card and retained until they are no longer required and the space
is required for other purposes, usually the creation of a new data group. Management of the data group life
cycle will be a function of management of the application environment data group (directory) entries plus
space management within the application workspace.
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Data groups may also expand during their life cycle as new data structures are appended (Types A and L).
How this is reflected in practice on a card is card dependent and outside the scope of this European Standard.

The life cycle/ retention of different data groups is as follows:

Application environment - for the life of the application on the card
holder - until explicitly released
product

Stored Travel Rights - until no longer required and explicitly released
Charge to Account - until no longer required and explicitly released

customer entittement - until no longer required and the space is required

ticket - until no longer required and the space is required
(wrapper - until no longer required and the space is required)
event - for the life of the Application on the card, space re-used on a cyclic record
basis

6.9 Data group mandatory structures

6.9.1 General

Annex B details the mandatory data elements in the mandatory data structures (Type M) for each different
type of data group. While there are some data elements within these that are unique to each data group type,
as shown in Annex B, there are three sub-structures (composite data objects within the data group) that are
common to all and referred to as the administrative data block. These support the requirements for uniquely
identifying, security sealing and binding data groups to the application. They are:

— label,

— instance identifier;

— seal (optional).

6.9.2 The Label

6.9.2.1 General

A label is a data structure which uniquely identifies a data group. The label also includes the expiry date.
There are two types of label in every application namely:

— application label defined as the label of the application environment (a single instance per application);

— product or holder label

6.9.2.2 The application label

The application label identifies the application and is bound to the Machine Readable Card. It allows an
application to be identified from among a multiplicity of applications. It provides information about the
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application its owner and the application expiry date. The label holds sufficient information for a terminal
application to determine whether this instance of the application may be accepted by the terminal application.

6.9.2.3 The product label

The product label is part of the mandatory data in a product data group. It is also included in the variable part
of the application environment data group, where it allows a product to be identified among a multiplicity of
products in any application environment. The product label holds sufficient information for a terminal
application to determine whether any of the products present in this instance of this application may be
accepted.

The label data may be duplicated in the product data group and the variable part of the application
environment data group or it may be held in just one location and mapped into the other as shown in 6.9.5.2.

6.9.2.4 The holder label

The holder label is part of the mandatory data in a holder data group. Its placement and use is as described
above for the product label in 6.9.2.3.

6.9.3 The instance identifier

Uniquely identifies the data group in order to identify a specific product and allow an audit trail that
differentiates the many instances of a specific product type.

6.9.4 The seal
The use of a seal is not mandatory but where used, the following rules apply.

In order to detect unauthorised changes to data elements in the data group, a seal shall cover the group
contents. The sealing concept covers all the data contained within a data group including the ASN.1 Tag and
length fields.

The seal is presented at the interface and represents a calculation on the data either as written or as
presented at the interface. The form of the seal and whether this seal is actually written to the card, or another
seal is written based upon a different calculation, or the seal is omitted completely, is implementation
dependent.

Groups of data structures that are fixed throughout the normal life of a data group may be sealed separately
from any groups of structures that may vary during normal use. Since many data groups will in fact consist of
multiple parts, some containing fixed data and some containing variable data, a separate seal may be created
for each of the fixed and variable parts. This gives the product owner the option of preserving the integrity of
the seal on one part of a data group whilst allowing other data to be modified and resealed by third parties,
without the sharing of any security keys. The use of a single seal for some or all data groups is not precluded
and may be the option selected in many implementations.

6.9.5 Data group layouts

6.9.5.1 Product/holder data groups

Figures 6 an 7 show the notional layout of a product or holder data group consisting of mandatory data
structures and the optional data describing the product or holder, in structures as set down in Annex B.
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The label:
Identifies the owner and content of the Data Group

—-— - e e e e |

|

Product Instance § |
| Label Set of structures iderifier : Seal
LL -}

The Instance Identifier:
Uniquely Identifies a ticket or application instance

The Seal:
Covers all the data structures within the dotted outline.

Figure 6 — Data group contents

Where the contents of a data group are logically split into fixed and variable data and separately managed,
perhaps with different access rights applying to the fixed and variable parts, the data group may be shown as
in Figure below. In this case the two instance identifiers may or may not be identical, while the two seals will
be generated as a result of the data they are respectively sealing.

- - Covered by Seag| == == - -

r L | — r L | — — L | — — L | L | — —
Seall Instance Fixed I P roduct I Variable Instance I Seal
| ide ntitier structures Lahkel ructures identifier |
1 [ ]
=== = Covered by Seal = == = =

Figure 7 — Product data group with fixed and variable parts

6.9.5.2  Application environment data group

The application environment data group is constructed in the same manner as any other data group as shown
in 6.9.5.1 above. However, the variable data in the data group is logically linked to the product and holder data
groups identified by the label information present in each as shown in Figure 8:
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Figure 8 — The application environment links the data groups together

NOTE As shown, labels duplicate data defined within the mandatory (M) data structure for each data group. In
terms of practical implementation only one copy of this data may be held in either the variable part of the
application environment data group or the product data group and mapped to the other required location, or it
may be duplicated.

6.10 Product data group priority

The priority data element is an optional data element in the instance identifier of a product data group. The
use of this field, the values set in it, the rights to alteration and the ongoing management of it are entirely up to
the implementer.

Access to the priority data element is via access to the product data group for each product existing at any
time in an instance of the application. However, access may be speeded up if the instance identifier is
mapped, as a logical view, into the application environment data group alongside the label. Effectively this
moves the priority field into the ‘product directory’ of the instance of the application resident in the machine
readable card.
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7 The abstract interface

7.1 General

Data groups make up the products and the associated application label entries (directory). Data groups, as
encoded, can be resident on a variety of Machine Readable Card platforms and other customer media that in
turn interface to a variety of terminal applications.

This abstract interface provides standard services, which are not dependent on the capabilities of the card, in
order that this European Standard shall provide the foundation for interoperability compatible with a large
range of customer media. The distribution of roles inside the abstract interface between the Machine
Readable Card and other customer media and the terminal application shall be adapted to the card’s
capabilities.

Two logical interfaces are defined in order to embrace the differing capabilities of the multiplicity of card
platforms and products:

— logical interface 1: the card data interface;

— logical interface 2: the data group interface.

These interfaces define the connection between the terminal application and the Machine Readable Card and
embrace the use of the security subsystem. Use of these logical interfaces between the teminal application

and the machine readble card shall be mandatory for any application implementation.

The distributed nature of the relationship between the teminal application, Machine Readable Card and the

security subsystem is illustrated in Figure 9.
mll

Logical Interface 1

v

Terminal
Application

P Card part of the profile &

v

Card Data

Logical Interface 2

Data Group part of the profile

SSS

———w-———--—-}-

10 e e =

Figure 9 — Relationships between the logical interfaces, the SSS and the card and terminal
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7.2 The Security SubSystem (SSS)

The Security SubSystem (SSS) embraces the secure parts of the terminal application and the secure parts of
the Machine Readable Card application. It includes the functionality found in the card security management
system and the Data Group security management system.

The SSS shall be implemented such that the card security management functionality shall be dynamically
apportioned between the terminal and the card as appropriate for the capability of the Machine Readable Card.

Every manipulation of data involving the card and the terminal shall involve an SSS that is able to:

— act as a non volatile secure repository for application, product and transaction number generation;
— provide transaction records with secure messaging;

— check data groups for authenticity;

— provide secure access to data groups;

— hold all keys in secret;

— seal changed data group contents;

— provide secure storage and administration of profiles;

— implement secure messaging between the security sub system and the IFM manager for the acceptance
and acknowledgement of updates to the security sub system contents.

The characteristics required of the security subsystem are for a secure application and memory that can hold
cryptographic keys and scheme parameters. The secure application shall provide countermeasures to
prevent:

— secret keys being revealed outside the application;

— security functions being modified;

— scheme parameters being changed without authority to do so;

— sequence counters from being reset.

The SSS should be accredited to formal security evaluation criteria.

NOTE It is assumed that all or part of these requirements may be met by using a secure device, for example
in the form of a Machine Readable Card chip and application that can be easily fitted to every card accepting
device.

7.3 Logical interface 1: the card data interface

7.3.1 General

This interface is described as a set of high-level function calls between the terminal application and the
Machine Readable Card. The scope and detailed implementation of each function is conditioned by the
security requirements and the profile of the card platform that is presented to the interface.

The function calls used by this interface consist of a scripted sequence of low level commands that are
determined for a particular combination of terminal application and card platform. These differences are
quantified in the appropriate Card Profile (CP(n)) that is stored in the card security management system part
of the security subsystem. This interface is illustrated in Figure 10.
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Figure 10 — Logical interface 1: the card data interface

7.3.2 Overview of the card data interface functions

Each function shall be implemented through a sequence of commands sent from the terminal to the card,
dependant on the card technology, that when executed perform the high level functions described in Table 1.

Table 1 — Card data interface functions

ABSTRACT DESCRIPTION
APPLICATION
CommAND2
Begin Select card profile, run profile, do security operations (authentication, diversification, RND

generation, messaging architecture ....) (i.e. opens card session.)

Get If permitted, authenticate and extract the message then transfer clear data to the terminal
application.

Put If permitted, generate the message to the card from the clear data.

End End anti-tear management, reset all security states, deselect card profile, e.g. close card
session.

2) The commands involve both the card platform and the security subsystem.
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7.4 Logical interface 2: the data group interface

7.41 General

This interface is described as a set of high-level function calls between the terminal application and the data
group being processed. The scope and detailed implementation of each function is conditioned by the security
requirements and the profile of the data group being processed.

The function calls used by this interface consist of a scripted sequence of low level commands that are
determined for a particular combination of terminal application and data group. These differences are
quantified in the appropriate Data Group Profile (DGP(n)) that is stored in the data group security
management system part of the security subsystem. This interface is illustrated in Figure 11.

Ir'l'_en_'ni;al_ T Data Group I Data Group Security |

| Application | [Interface O Management System |

I ! - : I |

I | Verify . | DGP1 data object rules...... |

, | Sodl .| DGP2 data object rules :
| : s

I | Create g : | I

| . | !

| . Modfy | DGPn etc :

Figure 11 — Logical interface 2: the data group interface

7.4.2 Overview of the data group interface functions

Each function shall be implemented through a sequence of commands sent from the terminal to the security
subsystem and / or the card, dependant on the card technology, that when executed perform the high level
functions described in Table 2.

Table 2 — Data group interface functions

ABSTRACT DESCRIPTION
APPLICATION
COMMAND
Verify If permitted, select keys, verify seal, (decrypt dataset) apply data object rules .... and
report.
Seal If permitted, (encrypt dataset) select keys, apply data object rules, generate seal...and
return seal.
Create If permitted, create data group add unique numbering, apply data object rules.
Modify If permitted, modify contents, add unique numbering, apply data object rules.
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7.5 Application related commands

7.5.1 General

The application shall accommodate many different card types. The main difference between these types is the
capability of the technology and the characteristics of the access to the application. Examples of card types
range from small memory cards to highly sophisticated micro controller cards.

For micro controller cards, many general standards and specifications use as their base and
offer an extended set of interoperable commands for reading, updating and administrating data elements and
data structures. Methods for application selection and security related functionality are also provided by those
general standards and specifications.

At the other extreme, a small memory card generally offers only low level read and write commands. An
application related interpretation of the memory content has to be carried out outside of the card. Security
related functionality cannot normally be provided by the card. In this case most of the security application has
to be performed in the terminal or in the back office.

This European Standard does not describe the detail of every command to be used with Machine Readable
Cards but indicates the higher level abstract commands.

The implementation of abstract commands pertaining to the card data interface shall, wherever possible,
make use of sequences of commands that are covered by exisiting ISO/IEC standards.
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7.5.2 Abstract commands and use cases
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Table 3 identifies application related use cases that shall be available on an abstract level of the Machine Readable Card. Some of these use cases may be
constructed from several card commands; some of them may be performed with one single command or may also be an application specific card command.
The listed use cases are not necessarily applicable to all types of Machine Readable Card containing an instance of the application. There may be cards,
which fulfil only a subset of these use cases.

Table 3 — Application activities and use cases

Activities Use-Cases Logical Abstract Example Standardised Example Proprietary
Description Interfaces | Application Commands for yController Commands for simple
1/2 Commands memory cards
Administration General activity to change 1 GET Create Application Write Sector
the content of the card: PUT Create/Delete EF/DF Read Sector
VERIEFY Append/Update Record Authenticate (part)
SEAL Read/Update Binary Present password
CREATE Get Data/Put Data None
MODIFY Activate/Deactivate/Terminate
Authorisation Grant right for further 1,2 VERIFY Verify Card Holder Read Sector
activities: External/Mutual Authentication Authenticate (part)
Verify Signatures Present password
Secure Messaging (Trusted Channel), | None
Derived Session Keys
Activation Command to activate an 1 PUT Activate Application Write Sector
instance of the application or Activate File Authenticate (part)
data group Present password
None
Validation Check or cancel a ticket, 1 GET Read/Update Record Write Sector
entitlement PUT Read/Update Binary Read Sector

Get Data/Put Data

Authenticate (part)
Present password
None
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Table 3 (continued)

Activities Use-Cases Logical Abstract Example Standardised Example Proprietary
Description Interfaces | Application Commands for uController Commands for simple
2 Commands memory cards
Creation Create a new instance of the | 1,2 CREATE Create Application Write Sector
application, data groups, SEAL Create EF/DF Authenticate (part)
data structures, data Append/Update Record Present password
elements Write Binary None
Deletion Deletion of an instance of 1,2 MODIFY Delete Application Write Sector
the application, data groups, PUT Delete File Authenticate (part)
data structures or data Update record Present password
elements Write Binary None
Renewing A card or product where the | 1,2 MODIFY Update Record Write Sector
antitlement is terminated will PUT Update Binary Authenticate (part)
be renewed Create Application Present password
Create EF/DF None
Append/Update Record
Write Binary
Replacing A lost card will be replaced 1,2 CREATE Update Record Write Sector
PUT Update Binary Authenticate (part)
Create Application Present password
Create EF/DF None
Append/Update Record
Write Binary
Execute General activity with the 1 PUT Read/Update Record Write Sector
Transaction card data, which are not GET Read/Update Binary Read Sector
covered by the other use Get Data/Put Data Authenticate (part)
cases Present password
None
Cancelling Cancellation of a ticket 1 MODIFY Read/Update Record Write Sector
PUT Read/Update Binary Authenticate (part)
Get Data/Put Data Present password
None
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Table 3 (continued)
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Activities Use-Cases Logical Abstract Example Standardised Example Proprietary
Description Interfaces | Application Commands for uController Commands for simple
1/2 Commands memory cards
Reinstate Replace a data group 1,2 CREATE Update Record Write Sector
MODIFY Update Binary Authenticate (part)
PUT Put Data Present password
None
Modification Activity to change the 2 MODIFY Update Record Write Sector
content of an existing data PUT Update Binary Authenticate (part)
element Put Data Present password
None
Ticketing Activate a ticket at 1 MODIFY Read/Update Record Read Sector
commencement of a journey PUT Read/Update Binary Write Sector
Get Data/Put Data Authenticate (part)
Present password
None
Termination Activity to stop the usage of | 1 MODIFY Update Record Write Sector
an instance of the PUT Update Binary Authenticate (part)
application or data group, Deactivate Present password
without deletion Put Data None
Inspection Activity to add or change 1 GET Read/Update Record Read Sector
data elements on inspection PUT Read/Update Binary Write Sector
Get Data/Put Data Authenticate (part)
Present password
None
Get Product Read out the entitlement, 1 GET Read Record Read Sector
read out the ticket Read Binary Authenticate (part)
Get Data Present password
None
Get Receipt Get an acknowledgement of | 1 GET Read Record Read Sector

a transaction

Read Binary
Get Data

Authenticate (part)
Present password
None
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7.5.3 Arepresentative transaction

A representative card transaction shall involve the start and finish of a card session and the implementation of
one or more use cases in between. The terminal application shall perform the application abstract commands

using scripts of low level commands that are card platform and use case dependent.

Figure 12 below illustrates such a session for representative microprocessor and memory cards. Sessions
start and finish with the BEGIN and END commands respectively.

Application Commands

Session

BEGIN

scope

Use Case

—

Authorise

b

F

Activ

ation

b

Valid

ation

END

Figure 12 — Representative application command flow

Abstract
commands

VERIFY

PUT

GET, PUT

7.5.4 Relationship with the logical interfaces

Example scripts outside the Application

Terminal profile scripts

Microprocessor
Card

Verify Card Holder
ExternalMutual
Authentication

WVerify Signatures
Secure Messaging
Derived Session Keys

Activate Application
Activate File

Fead/Update Record
Fead/Update Einary
et DatafPut Data

Memory Card

Fead Sector

Authenticate (part)

Fresent password
(if required )

Write Sector

Authenticate (part)

Present password
(if required)

Write Sector
Fead Sector
Authenticate (part)
Present password
(if required)

The state diagram in Figure 13 shows the terminal application states 3, 4 and 5 that are covered by the
abstract command interface in the normative part of this European Standard. States 1 and 2 are detailed in

the informative Annex G
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SEARCH found) APPLICATION
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Uses Card Data Interface

YERIFY  SEAL CREATE MODIFY

Uses Data Group interface
(Result)

Figure 13 — Application states

8 Application security

8.1 Introduction to the security architecture

This clause covers the card to card accepting device interface and describes a security architecture that
allows application products to be placed on cards ranging from memory only to high-end microprocessor. In
conjunction with the security subsystem it forms part of an end-to-end overall security architecture for the
application.

The agreements between the different business partners influence the security features required of a Machine
Readable Card containing the application. It is to be noted that the security features dictate the requirements
of the terminal, the security subsystem and possibly the background system. Consequently, it is impossible to
identify just one security system for an instance of the application since different schemes could use different
card technologies with different implementations. This clause and its subclauses describe security features,
which may be used with different Machine Readable Cards.

The architecture set down herein separates the logical security requirements for application products from the
Machine Readable Card and allows for access rights to data structures within the data groups to be
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determined mutually between the terminal application and the card. The role of the terminal3’ and the
capability of the card are used to determine the split of security subsystem functionality between the terminal
and Machine Readable Card by means of a profile negotiation.

Logical interfaces 1 and 2, as described in Clause 7 reflect this split of functionality such that access to the
data groups is controlled by the card platform attributes (passkeys, mutual authentication...et al).

8.2 Requirements and Approachs to the Security Architecture

8.2.1 General

The application security architecture shall provide:
— confidentiality;

— integrity;

— authenticity;

— non-repudiation;

— anti-cloning;

— auditability.

The following sub-classes detail each requirement in turn from which a selection can be made for an SSS /
Machine Readable Card combination.

NOTE For_microprocessor cards many security features are described in detail in |SO/I[EC 7816-4 and
SO/IEC 7816-9.

8.2.2 Confidentiality

Confidentiality is important for a system to guarantee that only an authorised entity is able to access
confidential information. This can be provided by different means, many are well defined in existing Machine
Readable Card standards documents and for reference, some of the methods are outlined below:

— restriction of access to data elements to only those parties with permission to do so, this may be
implemented by using password, mutual authentication processes or other methods;

— encryption of sensitive data elements in order to maintain commercial secrecy or in the case of personal
data, privacy;

— classifying data element(s) as “read only” to the cards internal application. In this case this data may be
conditional to the successful completion of a function.

8.2.3 Integrity
Integrity can be achieved using many techniques; some of the methods are outlined below:

— use of a Luhn check digit is a basic method applied to some ISO numbering schemes to detect miss
transcription of numbers;

3 Validator, ticket office machine, balance checker....etc.
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— use of a checksum (ISO/IEC 14443). This technique is used to detect data corruption errors. It does not
however give any guarantee of authenticity.

The contactless interface (as described in ISO/IEC 14443) is, by its very nature, prone to interruptions when in
use; either from adjacent intermittent interference or, more commonly, by the removal of a Machine Readable
Card from the CAD during a transaction. Anti tear methodology shall be used to alleviate this problem. In this
case either the hardware of the Machine Readable Card or a software equivalent in either or both of the

Machine Readable Card and the terminal ensures that valid card data remains even if the card loses power
during the modification of data elements.

8.2.4 Authenticity

The provision of methods whereby the authenticity of data elements can be determined and may include the
following techniques:

— sealing a data group provides a guarantee of authenticity that the contents of the data group have not
been tampered with. The level of confidence in the seal will depend on the algorithms and keys used in its
implementation;

— Applying Message Authentication Codes (MACs) to data transferred. This adds confidence that
messages have not been altered whether by accident or on purpose.

The card and terminal may authenticate each other. This may take many forms for example:
a) microprocessor cards

1) internal, external or mutual authentication algorithms, zero knowledge proofs;
b) memory cards

1) may apply proprietary algorithms to authenticate an entire card or on a sector by sector basis.

8.2.5 Non-repudiation

In any open system the ability to confirm that transactions have been correctly reported and not removed or
substituted is essential. Techniques to give a level of non-repudiation of data, used in conjunction with the
seal, may include:

— uniquely numbering product and application instances throughout the application to provide the ability to
detect duplicate or missing instances of data groups;

— using sequence counters in products where the data content varies with time to enable the ability to track
for correct operation, for example the number of rides being incremented out of sequence on a multi ride
product.

8.2.6 Anticloning

One of the simplest card frauds is to copy an entire card onto another empty card (cloning). Measures to deal
with cloning may include:

— diversification of card access and / or authentication keys. In this case no two cards share the same
access keys thus the straight copying of data from one card to another is prevented. Diversification
should, where possible, use unique data that is permanently etched into the cards memory, or data that is
known to be unique and written into one time programmable memory on the card;
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— diversification of data group seals. By ensuring that any data group seal is diversified by data from the
physical card platform the seal effectively becomes locked to that platform. Thus if that data group is
copied to another card platform, seal verification will fail;

— supply of “application ready” but un-personalised cards should be restricted to only those that need them.
All Machine Readable Card failures should also be accounted for.

Message cloning, namely the replaying of messages between card and terminal for disruptive or fraudulent
purposes, can be prevented by the use of techniques known as secure messaging. In this case a secured
session is set up between the card and the terminal such that communication in either direction carries a
message authenticator unique to that session. Secure messaging may be implemented in many different ways

but commonly a MAC is applied to every message using a key derived from the mutual authentication process.
Other methods involve the encryption / decryption of data sent across the communications interface.

8.2.7 Auditability

Auditability within an application environment may be achieved by applying the previously specified
requirements and maintaining, where appropriate, logs of transactions and events that occur in an application
environment. This will make use of the unique numbering of:

— applications;

— products;

— transactions;

— lists.

This requires both a registration authority and subsequent governance, both of which are primarily the
responsibility of the IFM and shall be included in the relevant parts of the IFM documentation as defined

elsewhere. However the numbering of products created by an offline retail terminal shall be managed securely
and entrusted to part of the SSS functionality.

8.3 Constraints in supporting a range of card platforms

The security architecture shall be flexible enough to support the addition of products on a variety of Machine
Readable Cards. Some typical examples are given here:

a) small memory card / contactless ticket:
1) no on-board security protection for access control;
2) does not support ISO/IEC 14443—4;
3) does support an embedded serial number;
b) secured memory card
1) access is controlled by proprietary security methodology using short keys;
2) does not support ISO/IEC 14443—4;
3) does support an embedded serial number;
C) microprocessor cards:

1) access control using mutual authentication;
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2) may support ISO/IEC 14443-4;

3) usually supports published security algorithms (i.e. DES, 3DES, RSA....);
4) may support secure messaging;
5) may support access control at the data element level.

The card profiles installed in the card security management system allow the terminal application to adapt its
low-level card drivers to match the security requirements of the platform being used. To resist tampering some
of the functions used shall be embedded in the SSS.

8.4 Requirement to support a range of data group sealing techniques

All data groups may include a seal, which if generated by accepted cryptographic methods provides a
guarantee of authenticity to the dataset from which it is generated. This guarantee covers the data group
independently from, but may be linked to, the card platform upon which the data group resides. Seals cover all
the data objects in the data group including data objects containing the instance identifier and label data
elements. Even when structures transported by the card media are sealed, the control of the validity of seals
is as determined by the security scheme accepted on the network and may not be mandatory in all equipment.
Seals may take a variety of forms such as:

a) no seal present:

1) neither data integrity nor authenticity are proven,;
b) CRC:

1) data integrity is verifiable;

2) authenticity cannot be verified,;

c) MAC or digital signature:
1) data integrity is verifiable;
2) authenticity can be verified;

d) MAC or digital signature diversified by the identity of the customer media

1) data integrity is verifiable;
2) authenticity can be verified;
3) cloning is effectively resisted.

8.5 Unique numbering

Unique numbering shall be used to facilitate “end to end” security; management of action and hot lists and
provide audit trails of all application activity. Every instance of every product and the transactions generated
shall be uniquely identified in an instance of the application. The method of doing this is described in detail in
the relevant IFM document.

To fulfil this requirement a data structure known as the instance identifier shall be included in every product
and every application. This structure is coded such as to uniquely identify an individual instance of a product
or application amongst a multiplicity of application environments and is fundamental to the provision of an
irrefutable audit trail of product and application retailing and usage.
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Because of its crucial role in the implementation and governance of any application environment the instance
identifier shall be included as part of the product and application environment and be covered by the seal.

The application may avoid unnecessary duplication of product, serial and iteration numbers, elsewhere in the
data group, by using the instance identifier data structure.

NOTE The responsibility for specifying numbering of Owners, transaction data and the unique identification of
the security sub-system is with the specification of a full interoperable fare management system (IFM), which
defines the end-to-end operation including the Machine Readable Card, and of which the application forms a
part. Other relevant standards cover the specification of numbering.

8.6 Security related card information

8.6.1 General

The application consists of a number of data groups, each consisting of different data structures and data
objects containing application specific data elements. The access to each data structure/ data element shall
be protected. The necessary access conditions for a single data structure/ data element are derived from the
business rules agreed between the different partners.

In the simplest case the access conditions are implicitly known by a terminal and the Machine Readable Card
and no additional information stored on the card is necessary.

In general, some control information may be held on the Machine Readable Card, for one or more of the
following reasons:

e card is able to control the access and the functionality required;

business rules may change within the life time of a card;

card and terminal need a flexible method of working with cards of different schemes;

terminal profiles have to be extended in the field;

security system uses an evolving key management and changing key versions.

The following subclauses indicate a flexible means to let card or terminal have access to control information
which may be optionally implemented.

8.6.2 Control Data Structure

The Control Data Structure (CDS) is an optional logical data structure that may be present in any data group
and which contains security and management information pertaining to any data structure or data elements
present in this data group. If a CDS is absent from a data group, the access conditions are implicitly known to
the terminals. An existing CDS in the card should overrule any terminal profile information.

A CDS is usually an A-type data structure, established when its data group is created, and not altered during
the lifetime of the data group.
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Figure 14 — Data group Control Data Structure

8.6.3 Format of the Control Data Structure

The format of a CDS is derived from the definitions of the access conditions in [SO/IEC 7816-4. A binding
access condition for a data structure comprises a data object for describing the applied functionality
| Access Mode-DO or Access Mode Byte) and a data object describing the security condition

(
(

SO/IEC 7816-

SO/IEC 7816-4

be applicable.

An entry of CDS contains a data element consisting of:

access condition.

reference to a specific structure/element in the data group;

Security Condition-DO or Security Condition Byte). The compact or expanded format might

Data Entry of a CDS

T |L |Ta-List T

AM-DO

T

sC-DO

Reference

Access Condition

Figure 15 — A Control Data Structure entry

This description is also useful to protect an entry in the CDS.

SOI/IEC 7816-4 defines the general coding of an AM-DO and a SC-DO.

8.6.4 Extension of access mode coding

The definition of an AM-DO can also be used to define the allowed functionality to a specific data
structure/element which may be in the form of a standard command or a proprietary command related to the
instance of the application. For example, a data element used as a counter should only be manipulated by an
INCREASE/DECREASE command. Other commands are forbidden and not applicable to this data element.

The definition of the access mode byte in [SO/IEC 7816-4 can be adapted to the needs of the application as
shown in Table 4:
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Table 4 — Access mode byte specification

b8 | b7 | b6 [ b5 | b4 | b3 | b2 | b1 Meaning

0 - - - - - - - | Commands according definition of JSO/IEC 7816-4:2004, Tables 16 to 19

1 - - - - - - - | b7-b4 Application specific definitions

- 1 - - - - - - | Transport Application Specific Command 1

- - 1 - - - - - | Transport Application Specific Command 2

- - - 1 - - - - | Transport Application Specific Command 3

- - - - 1 - - - | Transport Application Specific Command 4

- - - - - 1 - - | Command according definition of |]SO/IEC 7816-4:2004, Tables 16 to 19

- - - - - - 1 - | Command according definition of |]SO/IEC 7816-4:2004, Tables 16 to 19

- - - - - - - 1 Command according definition of [SO/IEC 7816-4:2004, Tables 16 to 19

The usage of an AM-DO with APDU header definitions enables the process for specifying further application
specific commands.

9 Profiles

9.1 General

Profiling is a means whereby interoperability can be achieved between different card platforms. This clause
describes the different approaches and formats used in the application to establish the profile and the
contents thereof.

Dependent upon the Machine Readable Card capabilities, the terminal and its security subsystem have to fulfil
different tasks. Different card platforms require different methods by which the terminals can establish the

correct profile to use. Interorability between different instances of the application may be achieved through
commercial agreements and exchange of implementation details.

9.2 Request to a profile

A profile shall inform the terminal about:

a) application structure:
1) how to retrieve the directory of contents;
2) how to access to a specific product;

b) Machine Readable Card platform:
1) memory card (simple);

2) manufacturer specific memory cards with additional features;
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c) command structure:

1) list of available command sequences;

2) use cases built by macros;

d) security information:
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1) relation between data groups/data structures/data elements and access rights;

2) key version or keys in use.

9.3 Distinguishing a profile

9.3.1 General

Terminals identify profiles with a unique profile identification number. In general a profile ID should be unique
for a specific card type, product and functionality. To restrict the number of profiles, a profile as implemented
could refer only to a specific card and may contain all the required information and scripts for all different
products and functions related to this card.

9.3.2 Registered profile IDs

Profile IDs shall be centrally registered such that any terminal supporting the application can unambiguously
identify the necessary profile to use.

9.3.3 Definition of the profile ID

The profile ID is data element consisting of several bytes interpreted by the terminal. For different cards it
could be located in different position in the card, e.g. in the historical bytes of the ATS?, in the FCP? of the
application dedicated file, at well defined sectors in a memory card or in a data group in the application itself.
The basic structure is shown in Figure 16.

TAG

LENGTH

CONTENT

TProfile

L Profile

Profile-reference

Figure 16 — Profile ID structure

Certain card platforms may not provide the Tag and length information in these cases both shall be inferred.

4 As defined in [SO/IEC 14443-3.
5 As defined in [SO/IEC 7816-4.
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9.4 Retrieval of a profile

9.4.1 General
A terminal retrieves the profile ID from the card. There are generally four ways a terminal may obtain all the

necessary information to enable it to work with a card, product or function these are shown in the following
subclauses:

9.4.2 Information via profile ID

The card provides the profile ID. The terminal finds all relevant information in its own stored profile(s) to
perform the transaction or function with the card.

9.4.3 Information via profile ID and additional card data
The terminal retrieves the profile ID from the card. Additional data elements on the card override the

information in the terminal profile. For example these data elements could be used to change the key version
of a card/product without changing the terminal profile.

9.4.4 Information via card data
When a new product is required to be accepted by a terminal it may not be feasible to speedily upgrade all
terminals with the adequate profile, especially those operating offline. In such a situation, subject to the card

having sufficient memory and security capabilities, the terminal could be provided with the upgrade
information from the card.

9.4.5 Information via the IFM
There will be occasions when card transactions shall be referred to the product or application owner before a

transaction can be completed. In this event the profile may well be modified either temporarily or permanently
by this interaction.

9.5 Terminal profile

Terminal profiles use the two logical interfaces described in Clause 7. One part of the profile is most pertinent
to the card and another part of the profile is most pertinent to the data groups. However this split between the
two, whilst aiding the understanding of main constituents of a profile, is somewhat arbitrary. In reality the
terminal will operate with a single profile that conditions the use of both logical interfaces dependent on the
combination of cards, products, use cases and terminal functionalities.

In general a terminal profile consists of different scripts of card related commands conditioned by the
requirements for security and of the application.

The structure of a terminal profile is out of scope of this European Standard. Terminal manufacturers will
devise their own methodology in implementing scripts.

9.6 Approach

The profile in a terminal can be seen as a multi-layer driver that allows the terminal to work with a card as
described in Annex G.

Finding the reference to the profile may be achieved in one of the following ways:
— during anti-collision (for simple memory (SAK byte) with or without AFI);
— at protocol level (ATS (type A) or application bytes (type B));
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— at card level (contents of logical sector n);

— at application level (response to select AID).

9.7 Profile information on the card
A card may deliver to the terminal a profile ID only, some parameters of a profile or a complete profile.

Terminal and profile content related data elements are outside the scope of this European Standard as it is
the responsibility of the IFM to define and specify these as needed for interoperability. Figure 17 illustrates the
interactive nature of profile derivation.

Terminal !

I
Ty Profile ID : /\ '
. [
! !
Card I .
o . [ |Coupler m !
containing I P - |
Application | Function A Profile 1 - .
Card Commands ., | | { Profile[— 1
I Function B I
! , ' J i | Command b, | { .
! . Function C 1
| Command n; | Command g I
! carmand [ |
: .
[
i Stored profiles .
. [

Figure 17 — Profile derivation
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Annex A
(normative)

Data group definitions

A.1 Data groups

Table A.1 — Data Group ldentification

DATA GROUP

DESCRIPTION

Application
environment

Contains fixed and variable data pertaining to the application and default values where the variable data
includes a set of labels referring to product data groups and a holder data group (if present) within the
application.

Holder Contains data providing personal and entitlement information concerning the customer of the application.

Event log The format of each record within the cyclic log reflecting the usage of products. The event log reflects
events as they occur and is openly readable by all parties within the Interoperable Fare Management (IFM)
system.

Products Products are described below (see next four table entries).

Charge to This product identifies and provides further information concerning an authorised account which may act as

Account a ticket for a journey or be used to acquire a separate ticket.

Stored Travel
Rights

This product identifies and provides further information which may act as a ticket for a journey or be used
to acquire a separate ticket for a journey. Stored Travel Rights are often described as a variable length
carnet or an undefined ticket.

Entitlement This product represents a contract between the product owner (via a retail function) and the customer
which provides for special rights. An entitlement on its own may not be an authority to travel.

Ticket This product represents the travel contract which describes the usage, pricing and commercial rules
operating for this journey.

Wrapper Acts as a container for legacy, non-application compliant products to enable them to exist in an application

environment. Processing of these products is outside the scope of application and is left to the legacy
systems.
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