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Foreword

This document (EN 15509:2007) has been prepared by Technical Committee CEN/TC 278 “Road transport
and traffic telematics”, the secretariat of which is held by NEN.

This European Standard shall be given the status of a national standard, either by publication of an identical
text or by endorsement, at the latest by November 2007, and conflicting national standards shall be withdrawn
at the latest by November 2007.

This European Standard defines an Application Profile based on a set of base standards according to the
concept of "International Standardised Profiles (ISP)" as defined in ISO/IEC TR 10000-1. The objective is to
support technical interoperability between EFC DSRC-based systems in Europe. The principles of Application
Profiling and relations to underlying base standards are defined in the Introduction.

According to the CEN/CENELEC Internal Regulations, the national standards organizations of the following
countries are bound to implement this European Standard: Austria, Belgium, Bulgaria, Cyprus, Czech
Republic, Denmark, Estonia, Finland, France, Germany, Greece, Hungary, Iceland, Ireland, Italy, Latvia,
Lithuania, Luxembourg, Malta, Netherlands, Norway, Poland, Portugal, Romania, Slovakia, Slovenia, Spain,
Sweden, Switzerland and United Kingdom.
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Introduction

CEN/TC278 (/WG1) has produced a set of standards that supports interoperable electronic fee collection
(EFC) dedicated short-range communication (DSRC)-based systems (e.g. EN ISO 14906, a “toolbox” for
defining EFC-application transactions). However, these standards are necessary but not sufficient to ensure
technical interoperability. This European Standard provides for a coherent set of requirements of the EFC-
application that may serve as a common technical platform for EFC-interoperability.

This European Standard defines an Interoperable Application Profile for DSRC-EFC transactions. The main
objective is to support technical interoperability between EFC-systems within the scope of the standard (as
defined in Clause 1 below). A basic description of the EFC-service and an EFC System can be found in
CEN/ISO TS 17573.

This European Standard only defines a basic level of technical interoperability for EFC equipment, i.e. on-
board unit (OBU) and roadside equipment (RSE) using DSRC. It does not provide a full solution for
interoperability, and it does not define other parts of the EFC-system, other services, other technologies and
non-technical elements of interoperability.

The elaboration of this European Standard is based on the experiences from a vast number of
implementations and projects throughout Europe. The standard makes use of the results from European
projects such as CARDME, PISTA and CESARE, as they represent the fruit of European EFC harmonisation
and have been used as the basis for several national implementations. The development of a common
European Electronic Toll Service (EETS) as a part of the European EFC Directive (2004/52/EC) also calls for
the definition of an interoperable EFC-service. This European Standard provides for effective support for the
work on the definition of EETS.

Although there already are numerous existing base standards and specifications, there are specific needs that
motivate this Interoperable Application Profile standard.

— Definition of the necessary and sufficient EFC-DSRC requirements to support technical interoperability.

— Provision of a crucial part of the EETS and hence support for the EFC Directive (2004/52/EC). Including
structured management of revisions of the standard.

— CARDME/PISTA/CESARE dialects are used in many countries but they need to converge, as the present
situation is not cost effective.

— Needed additional DSRC-requirements are made.

— Choice of data elements including vehicle data.

— Extended definition of the use of some data elements, including semantics and coding.
— Clear choices for security implementation.

— It facilitates a complementing test specification (with clear relations between the conformance
requirements and evaluation tests).

— Good support for procurements.

The Application Profile is described using the concept of "International Standardised Profiles (ISP)" as defined
in ISO/IEC TR 10000-1. The ISP-concept is specifically suited for defining interoperability specifications where

Documents
Document Sharingd—lub

Full document details: BS EN 15509:2007


http://www.avadocuments.com/doc/bs-en-15509-2007
http://www.avadocuments.com/doc/bs-en-15509-2007

EN 15509:2007 (E)

a set of base standards can be used in different ways. This is exactly the case in EFC, where a set of base
standards allows for different choices that are not interoperable.

The principles of the ISP-concept can be summarised as follows.

— An ISP shall make references only to base standards or other ISPs.

— The profile shall restrict the choice of base standard options to the extent necessary to maximize the
probability of interoperability (e.g. chosen classes, conforming subsets, options and parameter values of

base standards).

— The ISP shall not copy content of the base standards (in order to void consistency problems with the base
standards).

— The profile shall not specify any requirements that would contradict or cause non-conformance to the
base standards.

— The profile may contain conformance requirements that are more specific and limited in scope than those
of the base standards.

— Conformance to a profile implies by definition conformance to a set of base standards. Whereas
conformance to that set of base standards does not necessarily imply conformance to the profile.

The use of the Application Profiling concept also provides for a flexible framework towards adoption, migration
and use of the standard. Operators, Issuers and Manufacturers may use this Application Profile as a basis for
interoperable use of their equipment, without having to disturb or otherwise affect any EFC-system used
locally.

The Interoperable Application Profile is defined in terms of conformance requirements as given in Clause 5.
To facilitate easy referencing, testing and look-up, these requirements are divided into two parts; On-Board
Unit (OBU) requirements (5.1) and Roadside Equipment (RSE) requirements (5.2).

In addition the standard also includes various annexes that provide further detailed specifications as well as
background, motivation and examples for the conformance requirements. The intention is that these enhance
readability and understanding of the standard.

It is noted that the base standard EN ISO 14906:2004 is subject to a near standing review. The next edition of
EN ISO 14906 will incorporate advancements made since its publication such as e.g. the definition of
additional Euro classes (i.e. Euro-4 and Euro-5). Hence, such amendments have not been made in this
standard as it would jeopardise the consistency with the base standard and violate the ISP-concept.

This European Standard is complemented by a set of standards defining Conformity Evaluation of the
Conformance Requirements in this European Standard (not finalised when writing this European Standard).

1 Scope
The scope for this European Standard is limited to:
— payment method: Central account based on EFC-DSRC;

— physical systems: OBU, RSE and the DSRC interface between them (all functions and information flows
related to these parts);

— DSRC-link requirements;

— EFC transactions over the DSRC interface;
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— data elements to be used by OBU and RSE used in EFC-DSRC transactions;

— security mechanisms for OBU and RSE used in EFC-DSRC transactions.

Central System Central System

(at OBU Provider) (Any link) (at Toll Charger)
|
Personalisation & .
initialisation link (Any fink)
|
|
: |
. Road Side |
| On B(gaBrS)Unlt DSRC-link Equipment |
| (RSE) |
\ A ____ |

Scope for this standard (dotted line)
Figure 1 — Scope for this European Standard (within the box delimited with a dotted line)

It is outside the scope of this European Standard to define:

— contractual and procedural interoperability requirements (including issues related to a Memorandum of
Understanding, MoU);

— conformance procedures and test specification (this is provided in a separate set of standards);

— setting-up of operating organizations (e.g. clearing operator, issuing, trusted third party etc.);

— legal issues;

— other payment methods in DSRC-based EFC (e.g. on-board accounts using integrated circuit cards);

— other basic technologies (e.g. GNSS/CN or video registration based EFC). However, this European
Standard may be used for defining the DSRC-EFC parts for the use in applications that implement a mix
of different technologies.

— other interfaces or functions in EFC-systems than those specified above (i.e. information flows and data
exchange between operators or personalisation, initialisation and customisation of the OBU).

Some of these issues are subject to separate standards prepared by CEN/TC 278, ISO/TC 204 or ETSI ERM.

The following figure shows the scope of this European Standard from a DSRC-stack perspective.
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Figure 2 — Relations between this European Standard and DSRC-stack elements

This European Standard defines an Application Profile based on the ISP-concept. The base standards that
this Application Profile is based upon are:

— EN ISO 14906 on EFC application interface definition for DSRC (this implies indirect references to
EN ISO 14816 on Numbering and data structures);

— EN 12834: on DSRC application layer (L7).

— EN 13372 on DSRC profiles (this implies indirect references to the DSRC L1, L2 and L7 standards:
EN 12253, EN 12795 and EN 12834).
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Figure 3 — Relation and references between base standards and EN 15509 (this European Standard)
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2 Normative references

The following referenced documents are indispensable for the application of this document. For dated
references, only the edition cited applies. For undated references, the latest edition of the referenced
document (including any amendments) applies.

ANSI X3.92:1981, American National Standard for Information Systems — Data encryption algorithm

ISO/IEC 9646-7, Information technology — Open Systems Interconnection — Conformance testing
methodology and framework — Part 7: Implementation Conformance Statements

ISO/IEC 9797-1:1999, Information technology — Security techniques — Message Authentication Codes
(MACs) — Part 1: Mechanisms using a block cipher

EN 12834, Road transport and traffic telematics — Dedicated Short Range Communication (DSRC) — DSRC
application layer

EN 13372:2004, Road transport and traffic telematics (RTTT) — Dedicated short-range communication —
Profiles for RTTT applications

EN ISO 14906:2004, Road transport and traffic telematics — Electronic fee collection — Application interface
definition for dedicated short range communication (ISO 14609:2004)

ETSI TS 102 486-1-1, Electromagnetic compatibility and Radio spectrum Matters (ERM); Road Transport and
Traffic Telematics (RTTT);, Test specifications for Dedicated Short Range Communication (DSRC)
transmission equipment; Part 1: DSRC data link layer: medium access and logical link control; Sub-Part 1:
Protocol Implementation Conformance Statement (PICS) proforma specification

ETSI TS 102 486-2-1, Electromagnetic compatibility and Radio spectrum Matters (ERM); Road Transport and
Traffic Telematics (RTTT); Test specifications for Dedicated Short Range Communication (DSRC)
transmission equipment; Part 2: DSRC application layer; Sub-Part 1: Protocol Implementation Conformance
Statement (PICS) proforma specification

3 Terms and definitions
For the purposes of this document, the following terms and definitions apply.

31

access credentials

data that is transferred to on-board equipment (OBE), in order to establish the claimed identity of a roadside
equipment (RSE) application process entity

[EN ISO 14906:2004]

NOTE The access credentials carry information needed to fulfil access conditions in order to perform the operation
on the addressed element in the OBE. The access credentials can carry passwords as well as cryptographic based
information such as authenticators.

3.2

action

function that an application process resident at the roadside equipment can invoke in order to make the on-
board equipment execute a specific operation during the transaction

[EN ISO 14906:2004]
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3.3

attribute

application information formed by one or by a sequence of data elements, and is managed by different actions
used for implementation of a transaction

[EN ISO 14906:2004]

34

authenticator

data appended to, or a cryptographic transformation of, a data unit that allows a recipient of the data unit to
prove the source and/or the integrity of the data unit and protect against forgery

[EN ISO 14906:2004]

3.5
base standard
an approved international standard or ITU-T Recommendation

[ISO/IEC TR 10000:1998]

3.6
channel
information transfer path

[EN ISO/IEC 7498-2 and EN ISO 14906:2004]

3.7
component
logical and physical entity composing an on-board equipment, supporting a specific functionality

[EN ISO 14906:2004]

3.8
contract
expression of an agreement between two or more parties concerning the use of the road infrastructure

[EN ISO 14906:2004]

3.9

cryptography
discipline which embodies principles, means, and methods for the transformation of data in order to hide its
information content, prevent its undetected modification and/or prevent its unauthorised use

[EN I1SO 14906:2004]

3.10

data group

collection of closely related EFC data attributes which together describe a distinct part of an EFC transaction
[EN I1SO 14906:2004]

3.11

data integrity

property that data has not been altered or destroyed in an unauthorised manner

[EN ISO 14906:2004]
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3.12
element
in the context of DSRC, a directory containing application information in form of attributes

[EN ISO 14906:2004]

3.13
International Standardised Profile
an internationally agreed-to, harmonised document which describes one or more profiles

[ISO/IEC TR 10000:1998]

3.14

interoperability

the ability of two or more IT systems to exchange information and to make mutual use of the information that
has been exchanged

[ISO/IEC TR 10000:1998]

3.15
issuer
entity responsible for the payment system and responsible for issuing the Payment Means to the User

[CEN ISO/TS 17573:2003]

3.16

on-board equipment

equipment located within the vehicle and supporting the information exchange with the roadside equipment. It
is composed of the on-board unit and other sub-units whose presence have to be considered optional for the
execution of a transaction

[EN ISO 14906:2004]

3.17

on-board unit

minimum component of an on-board equipment, whose functionality always includes at least the support of
the DSRC interface

[EN ISO 14906:2004]

3.18

profile

a set of one or more base standards and/or ISP, and where applicable, the identification of chosen classes,
conforming subsets, options and parameters of those base standards, or ISPs necessary to accomplish a
particular function

[ISO/IEC TR 10000:1998]

3.19

roadside equipment

equipment located at a fixed position along the road transport network, for the purpose of communication and
data exchanges with the on-board equipment of passing vehicles

[EN ISO 14906:2004]
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3.20

service (EFC)

road transport related facility provided by a service provider. Normally a type of infrastructure, the use of which
is offered to the user for which the user may be requested to pay

[EN I1SO 14906:2004]

3.21
service primitive (communication)
elementary communication service provided by the Application layer protocol to the application processes

[EN ISO 14906:2004]

NOTE The invocation of a service primitive by an application process implicitly calls upon and uses services offered
by the lower protocol layers.

3.22
service provider (EFC)
operator that accepts the user's payment means and in return provides a road-use service to the user

[EN ISO 14906:2004]

3.23

session

exchange of information and interaction occurring at a specific EFC station between the roadside equipment
and the user/vehicle

[EN ISO 14906:2004]

3.24

transaction

whole of the exchange of information between the roadside equipment and the on-board equipment
necessary for the completion of an EFC operation over the DSRC

[EN ISO 14906:2004]

3.25
transaction counter
data value in the on-board unit that is incremented by the roadside equipment at each transaction

3.26
transaction model
functional model describing the general structure of Electronic Payment Fee Collection transactions

[EN ISO 14906:2004]
3.27
transport service provider

person, company, authority or abstract entity offering a transport service to the User for which the user has to
pay a fee (the fee will in some cases be zero, e.g. emergency vehicles)

[CEN ISO/TS 17573:2003]
3.28

user
entity that uses transport services provided by the service provider according to the terms of a contract
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4 Abbreviations

For the purpose of this document, the following abbreviations apply throughout the document unless
otherwise specified.

4.1
AC_CR
Access Credentials

4.2
ADU
Application Data Unit [EN ISO 14906:2004]

4.3
APDU
Application Protocol Data Unit [EN ISO 14906:2004]

4.4
AP
Application Process [EN ISO 14906:2004]

4.5
ASN.1
Abstract Syntax Notation One [ISO/IEC 8824-1:2002]

4.6
AuK
AuKEY

4.7
BST
Beacon Service Table [EN ISO 14906:2004]

4.8
DEA
Data Encryption Algorithm

4.9
DES
Data Encryption Standard

410
DSRC
Dedicated Short-Range Communication [EN ISO 14906:2004]

4.1
e [key] (value)
encryption of the value using the key

412
ede [key] (value)
chained encryption, decryption and encryption of the value using the key

413

EID
Element Identifier [EN ISO 14906:2004]
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414
EFC
Electronic Fee Collection [EN ISO 14906:2004]

415
GNSS
Global Navigation Satellite Systems

4.16
IAP
Interoperable Application Profile

417
ICS
Implementation Conformance Statement [ISO/IEC TR 10000:1998]

418
ISP
International Standardised Profile [ISO/IEC TR 10000:1998]

419
IuT
Implementaton Under Test [EN ISO/TS 14907-1:2005]

4.20
L1
Layer 1 of DSRC (Physical Layer) [EN ISO 14906:2004]

4.21
L2
Layer 2 of DSRC (Physical Layer) [EN ISO 14906:2004]

4.22
L7
Layer 7 of DSRC (Application Layer Core of DSRC) [EN ISO 14906:2004]

4.23
LLC
Logical Link Control [EN ISO 14906:2004]

4.24
LID
Logical Link Control identifier [EN ISO 14906:2004]

4.25
MAC
Media Access Control [EN ISO 14906:2004]

4.26
oBU
On-board Unit [EN I1ISO 14906:2004]

4.27
RSE
Roadside Equipment [EN ISO 14906:2004]

4.28

T-APDU
Transfer-Application Protocol Data Unit [EN ISO 14906:2004]
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4.29
VST
Vehicle Service Table [EN ISO 14906:2004]

5 Conformance
5.1 OBU requirements

5.1.1 General

This clause contains the normative conformance requirements on the On-Board Unit (OBU).

5.1.2 DSRC requirements
The OBU shall comply with:
DSRC Profiles PO / P1 L1-B according to EN 13372,
or
DSRC Profiles PO / P1 L1-A according to EN 13372 with a Conversion Gain which is limited to a
maximum value of 10 dB (Parameter U12b = 10dB) and a Cut-off power level of minimum -60 dBm

(Parameter D12 = -60 dBm).

NOTE This implies that the OBU shall comply with the underlying DSRC-standards for L1, L2 and L7
[EN 12253, EN 12795 and EN 12834].

The following DSRC-L7 according to EN 12834 features shall be supported by the OBU:

— concatenation of multiple consecutive T-APDU fragments in one layer 2 frame (i.e. LLC-service) with and
without chaining, given that the size constraint for the LLC-frames are not violated (i.e. fit into 1 L2 frame);

— fragmentation header limited to 1 octet only;
— any “fill bit” (as defined 6.3.4 in EN L7), used for octet alignment, shall be assigned the value zero.

5.1.3 DSRC L7 and EFC functions

The OBU shall support the DSRC Layer 7 services and EFC functions, defined in EN 12834 and
EN ISO 14906:2004, 7.2, in Table 1.
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Table 1 — Overview of DSRC L7 and EFC functions

DSRC-L7 EFC function Action/ Remarks

services Event type

INITIALISATION | N/A N/A Establishes communication, selects the application and
contract

ACTION GET_STAMPED |0 Retrieves data with an authenticator from the OBU, with or
without AC-CR

GET N/A N/A Retrieves data from the OBU, with or without AC-CR

SET N/A N/A Writes data to the OBU, with or without AC-CR

ACTION SET_MMI 10 Invokes an MMI function (e.g. signal "OK" via buzzer). All
SetMMIRq values (i.e. 0, 1, 2 and 255) defined in Annex A
of EN ISO 14906:2004 shall be supported

ACTION ECHO 15 OBU echoes received data

EVENT- RELEASE 0 Terminates communication

REPORT

5.1.4 Datarequirements

The addressing of the EFC system and application data shall conform to the rules defined in 5.3 in
EN ISO 14906:2004.

The EFC attributes in Table 2 as defined in EN ISO 14906:2004 (in Clause 8 and Annex A) and in
EN 12834, shall be implemented in the OBU:

Full document details: BS EN 15509:2007
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Table 2 — Overview of the OBU EFC application data

ATTRIBUTES (EID>0) Attrld | Type | Length® | Read® | Write® Remarks
(in octets)
APPLICATION CONTEXT This attribute is defined in EN 12834.
ApplicationContextMark N/A N/A 6 or 16 Yes No

An octet string that is sent from the OBU in
the Initialisation phase (VST) that contains the
identification of a specific DSRC application
context. For EFC the first 6 octets always will
contain the EFCContextMark. Length varies
between security levels (see Annex A for

details).
CONTRACT Information associated with the service rights
of the issuer of the EFC service.
EFC Context Mark 0 32 6 Yes No Contains the Contract Provider. Transmitted
as part of the VST.
PAYMENT Data associated with the Payment
transaction.
PaymentMeans (including 32 64 14 Yes No Includes:
PAN) - The Personal Account Number, including the

Payment Means Issuer.
- The PAN Expiry Date
- The payment means Usage Control

VEHICLE Information pertaining to the identification and
characteristics of the vehicle.
VehicleLicencePlateNumber 16 47 17 Yes No More specific and limited in scope than in
EN ISO 14906
VehicleClass 17 49 1 Yes No More specific and limited in scope than in
EN ISO 14906
VehicleDimensions 18 50 3 Yes No
VehicleAxles 19 51 2 Yes No
VehicleWeightLimits 20 52 6 Yes No
VehicleSpecificCharacteristics 22 54 4 Yes No
EQUIPMENT Information pertaining to the OBU.
EquipmentOBUId 24 56 5(=1+4) Yes No
EquipmentStatus (transaction 26 58 2 Yes Yes More specific and limited in scope than in
counter) EN ISO 14906
RECEIPT Information associated with a specific session,
including both financial and operational data.
ReceiptData1 (last) 33 65 28 Yes Yes
ReceiptData2 (penultimate) 34 66 28 Yes Yes

? Including the length determinant as defined in ISO/IEC 8825-2 (packed encoding rules for ASN.1 is used in EN ISO 14906).
® The read and write columns denotes read and write operations in an EFC DSRC transaction (not other possible situations)

EFC attribute requirements that restrict choices of or which are more specific and limited in scope than those
of EN ISO 14906 can be found in Annex A.

5.1.5 Security requirements

5.1.51 General

This European Standard defines security features and mechanisms based on the general security framework
defined in 7.1.4 in EN ISO 14906:2004.

This European Standard allows for implementation of two different levels of security (0,1). Support of security
level 0 is mandatory whereas level 1 can be implemented on an optional basis.

NOTE See Annex D for further details and explanation.

5.1.5.2  Security level 0 requirements

The security related data elements listed in Table 3, shall be implemented in the OBU:
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Table 3 — Overview of the OBU security related data

Name Length Remarks
(in octets)

AuthenticationKey1 8 Private

AuthenticationKey2 8 Private

AuthenticationKey3 8 Private

AuthenticationKey4 8 Private

AuthenticationKey5 8 Private

AuthenticationKey6 8 Private

AuthenticationKey7 8 Private

AuthenticationKey8 8 Private

KeyRef 1 Reference to AuKey used for the computation of the
Authenticators, e.g. Issuer and Operator Authenticators. The
Issuer decides which keys are shared with (MoU) Operators
(referenced through AuKey_Op), and which are only known by
himself (referenced through AuKey_Iss).

RndRSE 5=1+4 | Random number, containing SessionTime, from RSE used for
the computation of Authenticator.

The OBU shall be able to calculate an Authenticator (i.e. support the GET_STAMPED function operating on
one attribute list considering that the response shall fit into one Layer 2 frame) to validate data integrity and
origin of the application data. These calculations shall be performed according to B.2.

NOTE The OBU also supports (through the data stored in the OBU) other security features such as the
TransactionCounter (see B.5) and signed receipt that are performed at the RSE or in the central system.

5.1.5.3  Security level 1 requirements
The OBU shall support the security level 0 requirements as defined in 5.1.5.2.

The OBU shall support calculation of Access Credentials for protection of user related data on the OBU.
These calculations shall be performed according to B.3.

This requires the additional security data elements, in Table 4, to be implemented in the OBU.

Table 4 — OBU security related data for handling of Access Credentials

Name Length Remarks
(in octets)
AccessKey 8 Private.
AC_CR 1+4 Access credentials calculated by the RSE and the OBU using

RndOBU and the Access Key AC_CRKey.

AC_CR-KeyReference 2 Reference to the key generation and the Diversifier for the
computation of AC_CRKey.

RndOBU 5=1+4 | Random number (nonce) used together with AccessKey
(referenced through AC_CR-KeyReference) to calculate the
Access credentials.

NOTE Operators should be aware that that any RSE that has only implemented the security requirements associated
with level 0 in this European Standard (as in 5.2.5.2) will not be able to access OBU data protected by means of access
credentials.
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