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Foreword 

This document (EN 16603-70-32:2014) has been prepared by Technical 
Committee CEN/CLC/TC 5 “Space”, the secretariat of which is held by DIN. 

This standard (EN 16603-70-32:2014) originates from ECSS-E-ST-70-32C. 

This European Standard shall be given the status of a national standard, either 
by publication of an identical text or by endorsement, at the latest by March 
2015, and conflicting national standards shall be withdrawn at the latest by 
March 2015. 

Attention is drawn to the possibility that some of the elements of this document 
may be the subject of patent rights. CEN [and/or CENELEC] shall not be held 
responsible for identifying any or all such patent rights. 

This document has been prepared under a mandate given to CEN by the 
European Commission and the European Free Trade Association. 

This document has been developed to cover specifically space systems and has 
therefore precedence over any EN covering the same scope but with a wider 
domain of applicability (e.g. : aerospace). 

According to the CEN-CENELEC Internal Regulations, the national standards 
organizations of the following countries are bound to implement this European 
Standard: Austria, Belgium, Bulgaria, Croatia, Cyprus, Czech Republic, 
Denmark, Estonia, Finland, Former Yugoslav Republic of Macedonia, France, 
Germany, Greece, Hungary, Iceland, Ireland, Italy, Latvia, Lithuania, 
Luxembourg, Malta, Netherlands, Norway, Poland, Portugal, Romania, 
Slovakia, Slovenia, Spain, Sweden, Switzerland, Turkey and the United 
Kingdom. 
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Introduction 

The procedure is the principal mechanism employed by the end-user to control 
the space system during pre-launch functional testing and post-launch in-orbit 
operations. 

This Standard identifies the requirements to be satisfied by any language used 
for the development of automated test and operation procedures.  

It also defines a reference language that fulfils these requirements. This 
language is called the “procedure language for users in test and operations 
(PLUTO)”. 
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1 
Scope 

This Standard specifies: 

• The capabilities of the language used for the definition of procedures for 
space system testing and operations. 

• The PLUTO language. 

Clause 4 defines the context in which procedures operate. 

Clause 5 contains the requirements for  the procedure language. 

Annex A specifies the PLUTO language. This includes: 

• The “building blocks” that constitute procedures and the role that each of 
these building blocks plays in achieving the overall objectives of the 
procedure. 

• The dynamic aspects of procedures i.e. the execution logic of each 
building block and execution relationships between these blocks. 

• The syntax and semantics of the language itself. 

Annex B specifies the engineering units to be supported by the procedure 
language. 

Annex C specifies the mathematical, time and string functions to be supported 
by the procedure language. 

This standard may be tailored for the specific characteristics and constraints of a 
space project in conformance with ECSS-S-ST-00. 
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2 
Normative references 

The following normative documents contain provisions which, through 
reference in this text, constitute provisions of this ECSS Standard. For dated 
references, subsequent amendments to, or revisions of any of these 
publications, do not apply. However, parties to agreements based on this ECSS 
Standard are encouraged to investigate the possibility of applying the most 
recent editions of the normative documents indicated below. For undated 
references the latest edition of the publication referred to applies. 

 

EN reference Reference in text Title 
EN 16601-00-01 ECSS-S-ST-00-01 ECSS system – Glossary of terms 

 ISO/IEC 14977 Information technology - Syntactic metalanguage – 
Extended BNF 
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3 
Terms, definitions and abbreviated terms 

3.1 Terms from other standards 
For the purpose of this Standard, the terms and definitions from 
ECSS-S-ST-00-01 apply. 

3.2 Terms specific to the present standard 
3.2.1 activity 
space system monitoring and control function 

3.2.2 compound parameter 
record comprised of any sequence of reporting data, arrays of reporting data 
and sub-records that are interpreted together 

EXAMPLE An anomaly report generated by the 
space segment comprising an 
anomaly report ID and a set of 
associated parameters. 

3.2.3 confirmation body 
part of a procedure (or step) whose purpose is to assess whether or not the 
objective of the procedure (or step) has been achieved  

3.2.4 continuation test 
language construct used to define how the execution of a procedure (or step) 
proceeds after a constituent step (or activity) has been executed 

3.2.5 event 
occurrence of a condition or set of conditions that can arise during the course of 
a test session or a mission phase 

3.2.6 initiation 
act of requesting the execution of a step or an activity 

3.2.7 main body 
part of a procedure (or step) dedicated to achieving the objectives of the 
procedure (or step) 
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3.2.8 parameter 
lowest level of elementary information that has a meaning for monitoring the 
space system 

3.2.9 preconditions body 
part of a procedure dedicated to ensuring that the procedure only executes if or 
when pre-defined initial conditions are satisfied 

3.2.10 procedure 
means for interacting with the space system in order to achieve a given 
objective or sequence of objectives 

3.2.11 reporting data 
data used for assessing the functioning of the space system  

NOTE  Reporting data can consist of a parameter (a 
simple type) or a compound parameter (a complex 
type). 

3.2.12 space system model 
representation of the space system in terms of its decomposition into system 
elements, the activities that can be performed on these system elements, the 
reporting data that reflects the state of these system elements and the events 
that can be raised and handled for the control of these system elements, 
activities or reporting data  

3.2.13 statement 
element of the procedure language which, together with other elements, 
implements the goal of a procedure (or step) 

3.2.14 step 
component of a procedure that achieves a well-defined sub-goal 

3.2.15 system element 
representation within the space system model of a functional element of the 
space system 

3.2.16 watchdog body 
part of a procedure (or step) which manages contingency situations that can 
arise during the execution of the procedure (or step) 

3.2.17 watchdog step 
component of the watchdog body dedicated to detecting the occurrence of a 
particular contingency condition and executing corrective actions 
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3.3 Abbreviated terms 
For the purpose of this Standard, the abbreviated terms from ECSS-S-ST-00-01 
and the following apply: 

 

Abbreviation Meaning 

AIV assembly, integration and verification 

EBNF extended Backus-Naur form 

EGSE electrical ground support equipment 

EMCS EGSE and mission control system 

FCP flight control procedure 

FOP flight operations plan 

MMI man-machine interface 

PLUTO procedure language for users in test and operations 

SCOE special check-out equipment 

SSM space system model 
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4 
Context of the procedure language 

4.1 Introduction 

4.1.1 The space system 
ECSS-S-ST-00 defines the overall space system as comprising a space segment, a 
ground segment and a launch service segment. 

An example of the elements of a space system is shown in Figure 4-1. The space 
system elements shown in this figure are operational at different times: 

• the electrical ground support equipment (EGSE) during the development 
phase; 

• the launch service segment during the pre-launch and launch phases; 

• the mission control and ground station systems during the mission 
operations phase. 
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Figure 4-1: Example of space system elements 

4.1.2 Satellite testing 
ECSS-E-ST-10, ECSS-E-ST-10-02 and ECSS-E-ST-10-03 define the requirements 
for space system engineering, verification and testing. 

This Standard does not prescribe the levels of integration and test at which 
procedures are used. This is considered to be a decision taken when the 
verification approach for a specific mission is defined. However, automated 
procedures are generally employed from the subsystem level upwards. 

The re-use of test procedures at different levels of integration implies 
standardization of the functionality of the EGSE. Furthermore, the re-use of 
these procedures in the mission operations domain implies the harmonisation 
of the requirements for EGSE and mission control systems.  
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4.1.3 Mission operations 
ECSS-E-ST-70 identifies procedures as the primary mechanism for conducting 
mission operations and defines two types of flight control procedures (FCP):  

• Nominal procedures 

These define the set of in-orbit operations of the space system to be used 
under nominal conditions. They constitute the building blocks from 
which the mission timelines and schedules of the flight operations plan 
(FOP) are constructed.  

• Contingency procedures 

These define the recovery actions used to reconfigure the space system if 
pre-identified anomalies or failures occur. 

Although FCPs have traditionally been executed under manual control, 
pressure to reduce manpower during routine mission operations implies more 
automation of routine tasks such as the execution of procedures. 

4.2 EGSE and mission control system (EMCS) 

4.2.1 General 
In this Standard, the elements of the ground segment responsible for the 
monitoring and control of the overall space system, namely the EGSE and the 
mission control system are referred to jointly as the EMCS. 

The procedure language and the procedure development and execution 
environments are an integral part of any EMCS. As such, they have direct 
access to other monitoring and control functions implemented within the 
overall EMCS.  

4.2.2 Space system model 
ECSS-E-ST-70-31 introduces the concept of a space system model (SSM) as a 
means for capturing mission knowledge used during AIV and operations. This 
knowledge is used by the different EMCS applications in order to interact with 
the space system and to process the dynamic data that is exchanged with it (i.e. 
space segment telemetry and telecommands, ranging data, ground segment 
commands and measurements). 

The SSM consists of different types of object and the relationships between 
these objects. The objects of relevance for the procedure language are system 
elements, reporting data, activities and events. 

System elements correspond to: 

• the elements of the space segment resulting from the functional 
decomposition defined in ECSS-S-ST-00; 

• the elements of the ground segment resulting from the functional 
decomposition defined in ECSS-E-ST-70. 
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Reporting data and activities are associated with system elements:  

• Reporting data comprises parameters and compound parameters. A 
parameter is the lowest level of elementary information that has a 
meaning for monitoring the space system.  A compound parameter is a 
record comprised of any sequence of parameters, arrays of parameters 
and sub-records (see also ECSS-E-ST-70-41). For example, a complete 
telemetry packet, or part thereof, may be represented as a compound 
parameter. The parameters within a compound parameter are normally 
interpreted together (e.g. when interpreting the contents of an anomaly 
report). Reporting data can have different representations depending on 
its life cycle within the space system (e.g. an on-board measurement has 
an encoded value in telemetry and a raw or engineering value when 
presented on a ground segment display). 

• An activity is a space system monitoring and control function. The term 
activity is introduced to refer generically to procedures, telecommands 
(either to the space segment or to the ground segment) and any function 
provided by the underlying EMCS (e.g. a printer request, sending an e-
mail, transferring a file using ftp). A given mission can implement 
additional mission-specific activity types (e.g. conforming to a non-
standard protocol). 

Events are associated with system elements, reporting data and activities. An 
event is an occurrence of a condition or set of conditions that can arise during 
the course of a test session or a mission phase. It is used to trigger a monitoring 
and control function implemented within the space system. 

An example of a space system model is shown in Figure 4-1. 
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Figure 4-2: Example of a space system model 

During the course of spacecraft testing and mission operations, the space 
system is configured in different ways, for example: 

• to test elements of the space segment in a stand-alone manner; 

• to test the space segment during integration when some elements are 
missing; 

• to validate the ground segment with a simulated space segment. 

The concepts of system elements, activities, reporting data and events provide a 
complete definition of the SSM independent of any specific space system 
configuration. However, for a given space system configuration, only a subset 
of the overall SSM is used.  

In order to understand the scope of the procedure language, it is important to 
understand what is provided by the SSM. The SSM (as specified in ECSS-E-ST-
70-31) provides the definition of space system configurations, system elements, 
activities, reporting data and events. 

The procedure language provides the means to: 

• refer to system elements, activities, reporting data and events but not to 
define them; 

• define the procedural script. 

For activities, the common set of data definitions in the SSM includes: 

• name; 

• description; 
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• type (procedure, telecommand or operating system call); 

• associated system element; 

• version number and configuration history; 

• validation status (i.e. information on the testing status of the activity); 

• validity period, i.e. the earliest and the latest date on which the activity 
can be executed; 

• expected (i.e. mean) duration; 

• maximum and minimum durations; 

• list of arguments, including for each argument: 

 name, 

 description, 

 engineering units, 

 data type, and 

 default value; 

• allowed combinations of argument values; 

• other attributes used for mission planning purposes such as the profile of 
resources that the activity utilizes (e.g. onboard power and downlink 
bandwidth). 

In addition, the different types of activity have type-specific definitions; for 
procedures, this includes: 

• default execution mode (manual or automatic); 

• activation mode (i.e. whether the procedure is permanently active or is 
explicitly initiated); 

• the procedural script. 
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5 
Requirements to be satisfied by 

procedures 

5.1 Procedure structure 
a. The capability shall be provided to construct a high-level, goal-oriented 

activity (namely a procedure) using elementary activities consisting of 
telecommands and operating system calls. 

b. A procedure may include calls to execute other procedures. 

c. The capability shall be provided to define self-contained sub-goals for a 
procedure. 

d. A given sub-goal may be achieved by a single activity call or a sequence 
of activity calls. 

e. An activity may have associated arguments whose values are passed to 
the activity at the time of initiation.  

f. Where the achievement of a sub-goal involves complex logic (such as 
waiting for a period of time, waiting for a condition to become true or 
conditional branching), a step construct shall be provided to encapsulate 
the logic. 

g. The capability shall be provided to execute procedure sub-goals in series 
or in parallel. 

NOTE  Parallel execution is used, for example, when two 
or more steps can be performed completely 
independently. 

h. Preconditions may be specified for a procedure. 

NOTE  Preconditions are conditions to be fulfilled before 
the procedure can start. 

i. Confirmation conditions may be specified for a procedure. 

NOTE  Confirmation conditions are those conditions that 
determine whether the goal of a procedure is met. 

j. Preconditions and confirmation conditions may also be defined for steps. 

k. In addition to the “nominal flow path” of a procedure (i.e. the flow 
designed to achieve its primary goal), contingency actions may also be 
defined. 

l. A procedure contingency action may be executed upon: 
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1. detection of space system anomalies; 

2. detection of a failure in the execution of the nominal path; 

3. other specified events or conditions. 

m. In addition to the “nominal flow path” of a step, contingency actions may 
also be defined.  

n. A step contingency action may be executed upon: 

1. detection of a failure in the execution of the nominal path; 

2. other specified events or conditions. 

o. A contingency action should be taken at the level at which a failure 
occurs, i.e. if a failure occurs in the execution of a step, a contingency 
action should be taken at the level of the step. 

p. A contingency action should rectify the detected anomaly or report it to 
the user and return control to the nominal flow path of the procedure (or 
step). 

q. If an anomaly cannot be rectified, one of the following actions shall be 
performed: 

1. generate an event to flag the problem at a higher level for 
resolution; 

2. use other means to achieve the goal of the procedure (or sub-goal 
of a step) and then terminate the procedure (or step); 

3. abort the procedure (or step). 

r. If a contingency action is invoked, the body of the procedure (or step) 
shall be suspended until the contingency action is completed. 

5.2 Language constructs 
a. The capability shall be provided to request the execution of any space 

system activity. 

b. The capability shall be provided to request the execution of an activity 
and proceed immediately with the execution of the next statement of the 
procedure. 

c. The capability shall be provided to request the execution of an activity 
and wait for the confirmation of execution before continuing. 

d. When a procedure waits for the confirmation of execution of an activity, 
the result of the execution of the activity shall be tested in order to 
determine the subsequent course of action. 

e. The capability shall be provided to acquire the following data: 

1. the execution status or confirmation status of an initiated activity; 

2. the initiation time, start time, termination time or completion time 
of the last execution of an activity; 

3. the value of reporting data; 
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4. the validity status of a parameter; 

5. the overall monitoring status or detailed monitoring status (limit-
check, delta-check, expected status check or status consistency 
check) of a parameter; 

6. the sampling time of reporting data; 

7. the time of the last occurrence of an event. 

f. When a given space system function is unavailable (e.g. during an early 
test phase), the capability shall be provided to replace the missing 
function. This includes setting: 

1. the confirmation status of an activity; 

2. the value of a parameter; 

3. the validity status of a parameter; 

4. the overall monitoring status or detailed monitoring status (limit-
check, delta-check, expected status check or status consistency 
check) of a parameter; 

5. the sampling time of reporting data. 

g. To avoid the problem that can arise with asynchronous systems where a 
new instance of reporting data arrives between two successive procedure 
statements that use different properties of this object, the capability shall 
be provided to create a local copy of reporting data. 

NOTE  This ensures that the procedure uses properties of 
reporting data that have been sampled at the same 
instant in time. 

h. To ensure that any service provided by the EMCS is accessible within a 
procedure, the following capabilities shall be provided: 

1. to request any operation defined for any space system object; 

2. to acquire the value of any property of any space system object. 

i. The capability shall be provided to perform the following execution flow 
controls within a procedure: 

1. simple conditional branching (i.e. if … then … else …); 

2. multiple conditional branching where the path taken is dependent 
on the value of a specified parameter (or local variable, see j 
below); 

3. repeated execution of a statement (or a group of statements) with 
the possibility  of repeating the execution a specified number of 
times, repeating the execution indefinitely whilst a given condition 
holds true or repeating the execution until a given condition 
becomes true; 

4. wait until a given absolute time; 

5. wait for a given interval of time to elapse; 

6. wait until a given condition becomes true; 

7. wait until a given event occurs. 
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j. Local variables used within a procedure shall be declared and their type 
explicitly stated. 

k. The capability shall be provided to assign a value to a local variable 
within a procedure. 

l. The capability shall be provided to raise a local event within a procedure 
(e.g. to trigger a contingency action). 

m. Local events shall be defined as part of the procedure (or step) 
declarations. 

n. Mathematical, time and string functions as specified in Annex C should 
be supported. 

o. The capability shall be provided to construct expressions that operate on 
constants, space system parameters acquired from the EMCS, activity 
arguments (whose values are supplied at runtime) and local variables. 

p. Engineering units shall be supported. 

q. The capability to assign engineering units to constants shall be 
supported. 

r. The capability to mix compatible units freely within an expression shall 
be supported 

s. The automatic conversion between different, but compatible, units shall 
be supported. 

t. Comments may be included within a procedure. 

u. The capability shall be provided to generate a message for 
acknowledgement by the user. 

v. The capability shall be provided to generate a message for entry in the 
procedure execution log. 

w. The capability shall be provided to acquire inputs from the user. 

x. The conditions specified for a procedure (or step) precondition or 
confirmation may be any combination of the following: 

1. wait until a given absolute time; 

2. wait for a given interval of time to elapse; 

3. wait until a given condition becomes true; 

4. wait until a given event occurs; 

5. test whether a given condition is true; 

6. request the user to specify the outcome. 
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5.3 Language specification 
a. Any language that complies with this Standard shall be formally 

specified using the ISO extended Backus-Naur form (EBNF), in 
conformance with ISO/IEC 14977. 

b. The PLUTO procedure language, engineering units and functions, as 
specified in Annex A should be used for the automation of procedures in 
the development and exploitation phases of space systems. 

NOTE  Use of the PLUTO language ensures conformance 
with all requirements of this Standard. It also 
facilitates the transfer of procedure knowledge, 
acquired in the development phase during 
functional testing, to the mission operations phase 
(for a given mission) and encourages the use of a 
common procedure language across missions. 
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Annex A (informative) 
The PLUTO language 

A.1 The structure of a procedure 

A.1.1 Procedure definition 
A procedure comprises the following elements: 

a. An optional declaration body, which declares the local events that can be 
raised within the procedure.  

b. An optional preconditions body, which ensures that the procedure is 
only executed if (or when) pre-defined initial conditions are satisfied. 

c. A mandatory main body, which fulfils the goal of the procedure. The 
main body can be composed of self-contained sub-goals fulfilled by 
activities or steps. 

d. An optional watchdog body, which manages contingency situations that 
can arise during the execution of the procedure. The watchdog body is 
composed of one or more special steps, called watchdog steps, which are 
all initiated in parallel. 

e. An optional confirmation body, which assesses whether the objectives of 
the procedure have been achieved or not.  

An example of a procedure and its elements is shown in Figure A-1. 

Full document details: BS EN 16603-70-32:2014

http://www.avadocuments.com/doc/bs-en-16603-70-32-2014
http://www.avadocuments.com/doc/bs-en-16603-70-32-2014


BS EN 16603-70-32:2014
EN 16603-70-32:2014 (E) 

24 

 

Preconditions Body 

Main Body 
Sequential 
sub-goals 
 
 
Parallel 
sub-goals 

Watchdog Body 

Confirmation Body 

Watchdog 
Step 

Watchdog 
Step 

Declaration Body 

Sub-goal 

Sub-goal 

Sub-goal 

Sub-goal 

Sub-goal 

 

Figure A-1: Example of a procedure and its elements 

A.1.2 Procedure declaration body 
Local events that can be raised within the procedure, but which are accessible 
outside of the step in which they are raised (e.g. events that trigger a procedure-
level watchdog, see clause A.1.5), are declared at procedure level. 

Arguments may be passed to a procedure at initiation time by the entity calling 
the procedure. These arguments are defined externally (see clause 4.2.2) and not 
as part of the procedure declarations. 

Arguments are similar to parameters in their definition and use. 

Argument values cannot be changed within a procedure. 

A.1.3 Procedure preconditions body 
The preconditions body contains the conditions that define whether a 
procedure can start. They may be any combination of the following: 

• wait until a given absolute time; 

• wait for a given time interval to elapse; 

• wait until a given condition becomes true; 

• if the result of a logical expression (Boolean condition) is true; 

• request a decision from the user. 
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A.1.4 Procedure main body 
The main body of a procedure consists of a sequence of statements of the 
following type: 

• set procedure context statement; 

• initiate in parallel; 

• initiate and confirm step; 

• initiate and confirm activity; 

• initiate activity; 

• inform user statement; 

• log statement. 

The “initiate in parallel” statement enables a combination of steps and activities 
to be executed in parallel with the subsequent behaviour being one of the 
following: 

a. the set of parallel steps or activities ends when any one of the steps or 
activities has ended; 

b. the set ends when all of the steps or activities have ended. 

A.1.5 Procedure watchdog body 
The watchdog body is composed of watchdog steps. Each watchdog step 
monitors for the occurrence of a particular contingency condition and executes 
corrective actions if the condition occurs.  

The purpose of the procedure watchdog body is the following: 

• Detection of, and reaction to, system-level events, for example space 
system anomalies. The procedure watchdog body need not rectify all 
anomalies internally; it can suspend or abort the procedure whilst 
another procedure handles the anomaly. 

• Ensuring that procedure-level invariant conditions are sustained for the 
duration of the procedure. 

• Management of errors (e.g. failures) in procedure execution that cannot 
be handled by the watchdog of the relevant procedure main body step 
(see clause A.1.7.5). 

NOTE  Error handling following execution of a procedure 
is managed by the calling entity.  

Contingency situations monitored for by concurrently active watchdog steps 
are independent of each other. The reason for this is that when a watchdog step 
is triggered, it suspends the main body of the corresponding procedure whilst it 
takes the appropriate recovery action, but any other watchdog steps that are 
active continue their monitoring. Consequently, if there is any potential 
interaction between two or more contingency actions, the design of the 
procedure ensures that they are handled within the same watchdog step. 
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A.1.6 Procedure confirmation body 
Within the confirmation body, a procedure can be confirmed by any 
combination of the following conditions: 

• wait until a given absolute time; 

• wait for a given time interval to elapse; 

• wait until a given condition becomes true; 

• if the result of a logical expression (Boolean condition) is true; 

• request a decision from the user. 

A.1.7 Structure of a step 

A.1.7.1. Step definition 
The structure of a step is identical to the structure of a procedure: a step is 
composed of an optional declaration body, a preconditions body (optional for a 
main body step, mandatory for a watchdog step), a mandatory main body, an 
optional watchdog body and an optional confirmation body. 

The declarations at step-level (see clause A.1.7.2) are different from those at 
procedure-level and the set of statements that can be used in a step main body 
(see clause A.1.7.4) is different from that which can be used in a procedure main 
body. 

A step has a name, which is unique within a procedure. This name may be used 
to refer to the step. 

Whilst steps within a procedure main body may have a watchdog body, 
watchdog steps do not have a watchdog body.  

The preconditions body is mandatory for a watchdog step (since the 
preconditions body defines the contingency condition for which the watchdog 
step is monitoring). 

A.1.7.2. Step declaration body 
The following are declared at step level: 

• Local variables: the objects defined for internal use within a step. 

Local variables are similar to parameters in their definition and use. They 
have an engineering value and a validity status, which is "invalid" until 
the variable is first assigned a value. 

Local variables can be used by steps contained within a step and also by 
watchdog steps within the step watchdog body. 

• Local events: the events that can be raised within the step and which are 
only accessible from within that step. 
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A.1.7.3. Step preconditions body 
Within the preconditions body of a main body step, the conditions that define 
whether a step can start may be any combination of the following: 

• wait until a given absolute time; 

• wait for a given time interval to elapse; 

• wait until a given condition becomes true; 

• if the result of a logical expression (Boolean condition) is true; 

• request a decision from the user. 

However, the preconditions body of a watchdog step consists of a single “wait” 
condition. 

A.1.7.4. Step main body 
The main body of a step consists of a sequence of statements of the following 
type: 

• set step context statement; 

• assignment statement; 

• flow control statements: 

 if statement; 

 case statement; 

 loop statements: 

o while statement; 

o for statement; 

o repeat statement; 

• wait statement; 

• object operation request statement; 

• save context statement; 

• initiate in parallel (steps or activities or both); 

• initiate and confirm step; 

• initiate and confirm activity; 

• initiate activity; 

• inform user statement; 

• log statement. 
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A.1.7.5. Step watchdog body 
A step watchdog body manages the following: 

• detection of, and reaction to, any failures that occur within the main body 
of the corresponding step; 

• ensuring that step-level invariant conditions are sustained for the 
duration of the step. 

NOTE  Error handling following execution of a step is 
managed by the calling entity. 

A.1.7.6. Step confirmation body 
Within the confirmation body, a step can be confirmed by any combination of 
the following conditions: 

• wait until a given absolute time; 

• wait for a given time interval to elapse; 

• wait until a given condition becomes true; 

• if the result of a logical expression (Boolean condition) is true; 

• request a decision from the user. 

A.2 The behaviour of a procedure 
A.2.1 Procedure execution flow 

Procedures can be initiated by different mechanisms within the EMCS, e.g. by a 
user via an MMI or automatically as a call from another procedure. 

During the execution of a procedure, its “execution status” changes to reflect 
the path that it follows ("preconditions", "executing", "confirmation" or 
"completed"). 

On completion, the “confirmation status” of a procedure changes to reflect its 
success or failure ("confirmed", "not confirmed" or "aborted"). Prior to 
completion, the confirmation status of the procedure is "not available". 

The execution and confirmation statuses can be used by the calling entity to 
monitor and control the execution of the procedure.  

a. When the procedure is initiated, the procedure preconditions body is 
executed (execution status: "preconditions", confirmation status: "not 
available"). The outcome is one of the following: 

 the preconditions are satisfied, resulting in the initiation of the 
watchdog body  (i.e. the initiation of all watchdog step 
preconditions bodies) and then the initiation of the main body; 

 the preconditions are not satisfied, resulting in the aborting of the 
procedure (execution status: "completed", confirmation status: 
"aborted"). 

If the procedure has no user-defined preconditions, the watchdog 
body and main body are started immediately. 
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b. The procedure main body consists of a sequence of statements, which are 
of the type “initiate” (initiate activity, initiate and confirm step, initiate 
and confirm activity or initiate steps or activities in parallel), or are 
informative in nature (inform user or log), or define the context in which 
statements are executed. 

When the main body is started, the first statement in the sequence is 
executed. Subsequent statements are executed according to the sequence 
logic (execution status: "executing", confirmation status: "not available"). 

The initiate and confirm statements (step or activity) include a 
continuation test, which determines how the main body continues based 
on the final value of the confirmation status. The outcome is one of the 
following: 

 continue the execution of the main body; 

 restart the current step or activity, i.e. restart from the 
preconditions body (if defined); 

 raise a local event that is caught by a watchdog step; 

 abort the procedure (execution status: "completed", confirmation 
status: "aborted"). 

c. The watchdog body comprises a number of (watchdog) initiate and 
confirm step statements. When the watchdog body is started, all of its 
step statements are initiated in parallel. Each watchdog step is designed 
to detect a particular contingency situation. 

 If none of these contingency situations arises during the procedure 
execution, the watchdog body is automatically terminated when 
the procedure main body ends execution; 

 If a contingency arises, the main body of the procedure is 
suspended whilst the contingency is handled by the relevant 
watchdog step (execution status: "executing", confirmation status: 
"not available"). 

Suspension of the main body means that the currently executing 
atomic statement is completed, but the subsequent action (if any) 
indicated as a result of that statement is not taken.  

NOTE 1 An atomic statement is the lowest level of 
statement within the procedure language. All 
statements except “initiate and confirm step”, 
“initiate activity”, “initiate and confirm activity” 
and “initiate in parallel” are atomic in nature. 

NOTE 2 In the case that the main body is executing an 
“initiate in parallel” statement, all executing 
statements are suspended when all currently 
executing atomic statements are completed. 

The subsequent flow depends on the success or otherwise of the 
recovery and the “continuation action” arising within the 
watchdog step. The following cases can arise: 

o The contingency is rectified and control is returned to the 
procedure main body (continuation action: "resume", 
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execution status: "executing", confirmation status: "not 
available"). The execution of the main body is resumed at 
the end of the previously executing atomic statement. The 
watchdog step that handled the contingency is re-started. 

o The contingency is handled by the watchdog by achieving 
the procedure goal through an alternative path. The 
procedure main body and the procedure watchdog body are 
then terminated and the procedure confirmation body is 
started (continuation action: "terminate", execution status: 
"confirmation", confirmation status: "not available"). 

o The contingency cannot be handled by this watchdog step, 
in which case either a local event is raised, which triggers 
another watchdog step (continuation action: "raise event"), 
or the procedure is aborted (continuation action: "abort", 
execution status: "completed", confirmation status: 
"aborted"). 

 If a second watchdog step is triggered whilst the first is still 
executing, the two watchdog steps are executed in parallel. Control 
is only returned to the procedure main body when both watchdog 
steps have completed execution. The watchdog steps are restarted 
as soon as they complete execution. If either watchdog step yields 
an "abort" continuation action, the procedure is aborted 
immediately. 

d. When the main body has completed execution (i.e. when all initiated 
steps and activities have completed execution), the watchdog body is 
terminated and the confirmation body is executed (execution status: 
"confirmation", confirmation status: "not available"). 

NOTE  This execution includes any parallel steps and 
activities that were initiated as part of an “initiate 
in parallel” statement with an "until one 
completes" termination condition. 

e. When the confirmation body has completed execution, the procedure 
execution is completed. The outcome is one of the following: 

 the confirmation conditions are fulfilled (execution status: 
"completed", confirmation status: "confirmed"); 

 the confirmation conditions are not fulfilled (execution status: 
"completed", confirmation status: "not confirmed"). 

If the procedure has no user-defined confirmation conditions, an 
implicit condition is used instead that depends on whether or not 
the confirmation body has been initiated by a watchdog step 
terminate action: 

 If the confirmation body has been initiated by a “terminate” action 
of a watchdog step, the procedure confirmation status is set to the 
confirmation status of the watchdog step. 

 Otherwise, the confirmation status is set to: 
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o "confirmed" if all the activities and steps that have been 
initiated in the main body have been confirmed. 

o "not confirmed" in all other cases. 

Figure A-2 shows the different execution states through which a procedure can 
pass when it is executed and the allowed transitions between these states. 

 

Figure A-2: Execution states and transitions for a procedure 
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 If none of these contingency situations arises during the step 
execution, the step watchdog body is automatically terminated 
when the step main body ends execution. 

 If a contingency arises, the main body of the step is suspended 
whilst the contingency is handled by the relevant watchdog step 
(execution status: "executing", confirmation status: "not 
available"). 

The subsequent flow depends on the success or otherwise of the 
recovery and the continuation action arising within the watchdog 
step. The following cases can arise: 

o The contingency is rectified and control is returned to the 
step main body (continuation action: "resume", execution 
status: "executing", confirmation status: "not available"). 
The watchdog step that handled the contingency is re-
started. 

o The contingency is handled by the watchdog by achieving 
the step goal through an alternative path. The step main 
body and the step watchdog body are then terminated and 
the step confirmation body is started (continuation action: 
"terminate", execution status: "confirmation", confirmation 
status: "not available"). 

o The contingency cannot be handled by this watchdog step, 
in which case either a local event is raised, which triggers 
another watchdog step (continuation action: "raise event") 
or the step is aborted (continuation action: "abort", execution 
status: "completed", confirmation status: "aborted"). 

 If two watchdog steps are triggered at the same time, their 
subsequent behaviour is the same as described for a procedure. 

c. When the step main body has completed execution, the step watchdog 
body is terminated and the execution of the step confirmation body is 
initiated (execution status: "confirmation", confirmation status: "not 
available"). 

d. When the confirmation body has completed execution, the step execution 
is completed (confirmation status: "confirmed" or "not confirmed"). 

e. For a step, the decision on how to proceed following execution is defined 
within the continuation test, depending on the value of the step 
confirmation status ("confirmed", "not confirmed" or "aborted"). A 
continuation action is defined for each confirmation status, either 
explicitly within the initiate step statement, or by default. This is unlike 
for a procedure, where the decision on how to proceed following 
execution remains with the calling entity. 

If the outcome of the continuation test is "restart", the step restarts 
(execution status: "preconditions"). Otherwise, the step completes 
execution (execution status: "completed").  

If there are no user-defined preconditions or confirmation conditions for 
a given step, default conditions are used. These default conditions are the 
same as defined in clause A.2.1 for a procedure. 
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Figure A-3 shows the different execution states through which a step can pass 
when it is executed and the allowed transitions between these states. 

 

Figure A-3: Execution states and transitions for a step 
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correspond to the state transitions, but also to sub-state transitions which are 
specific to different activity types (e.g. for telecommand, routing stages such as 
“released from EMCS”, “reception by ground station” and “reception on-
board”).  

a. In the case of an “initiate activity” statement, the calling entity 
(procedure or step) proceeds with the execution of the next statement 
without waiting for notification of completion of the activity. 

Not initiated 

Precondition
 

Completed 

Watchdog Main 

Executing 

Continuation 
Test 

Confirmation 

Confirmation 

complete 
(execution 
completed) 
 

abort 
confirm 
(execution 
completed) 
 

restart 
 

abort  (preconditions 
not OK) 
 

initiate 
 

execute 
(preconditions OK) 
 

confirm 
(execution 
terminated) 

abort 
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b. In the case of an “initiate and confirm activity”, the decision on how to 
proceed following execution is defined within the continuation test, 
depending on the value of the confirmation status ("confirmed", "not 
confirmed" or "aborted"). As for a step, the continuation action is defined 
for each confirmation status, either explicitly within the initiate 
statement, or by default.  

If the outcome of the continuation test is "restart", the activity restarts 
(execution status: "preconditions"). Otherwise, the activity completes execution 
(execution status: "completed"). 

 

Figure A-4: Execution states and transitions for an activity 

A.2.4 Execution in parallel 
When an “initiate in parallel” statement is executed, all constituent steps and 
activities are initiated in parallel.  

a. Where the termination condition of the “initiate in parallel” statement is 
defined as "until one completes", the first step or activity to complete 
initiates the execution of the next statement in the main body of the 
calling entity (procedure or step). All other parallel steps and activities 
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continue to execute after the first one has completed. When these other 
parallel steps and activities complete, the continuation actions indicated 
in their respective continuation tests are taken, except if the specified 
action is "continue" when no further action is taken.  

b. Where the termination condition of the “initiate in parallel” statement is 
defined as "until all complete", the continuation actions evaluated within 
the individual steps and activities (or input by the user, if "ask user" is the 
continuation action) can be different.  

 When the action returned by a given step or activity is "abort", the 
procedure (or step) is immediately aborted (including aborting any 
other parallel steps and activities that are still executing). 

 When the action returned by a given step or activity is "restart", the 
action is taken immediately and the initiated step or activity is 
restarted. Its execution status is reset to "preconditions" and its 
confirmation status is reset to "not available". The “initiate in 
parallel” statement cannot complete until the restarted step or 
activity has completed. 

 When the action returned by a given step or activity is "raise 
event", the event is raised immediately, the event is then caught by 
a watchdog step which suspends its corresponding main body.  

A.2.5 Continuation following an “initiate and confirm” statement 
An “initiate and confirm” statement can have an explicit “continuation test” as 
part of its definition. This continuation test consists of up to three couplets of 
confirmation status and corresponding continuation action (one couplet for 
each confirmation status). In the event that no continuation test is specified (or 
less than three couplets are specified), default continuation actions are defined. 

Figure A-5 presents the default, allowed and forbidden combinations of 
confirmation status and continuation action for “initiate and confirm” 
statements that are part of a main body.  

NOTE  The allowed combinations of confirmation status 
and continuation action can be extended for 
special testing scenarios. For example, a test can be 
designed to validate the rejection of a critical 
command, such as “deploy solar array”, where the 
successful outcome of the test is that the 
corresponding activity is "aborted". In this case, 
the continuation action "continue" can be defined 
for the confirmation status "aborted". 

Figure A-6 presents the default, allowed and forbidden combinations of 
confirmation status and continuation action for “initiate and confirm” 
statements that are part of a watchdog. 
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Confirmation status 
  

Continuation action 

 "resume
" 

"abort" "restart" "ask 
user" 

"raise 
event" 

"continue
" 

"terminat
e" 

 

"confirmed"        

"not confirmed"        

"aborted"        

 

Key:  Default  Allowed  Forbidden 

 

Figure A-5: Confirmation status and continuation action combinations for main body 
“initiate and confirm” statements 

 

 

Confirmation status 
  

Continuation action 

 "resume
" 

"abort" "restart" "ask 
user" 

"raise 
event" 

"continue
" 

"terminat
e" 

 

"confirmed"        

"not confirmed"        

"aborted"         

 

Key:  Default  Allowed  Forbidden 

Figure A-6: Confirmation status and continuation action combinations for watchdog 
“initiate and confirm” statements 

The meaning of the different continuation actions is as follows: 

• "resume" 

Only used within the continuation test of a watchdog “initiate and 
confirm” statement. It resumes the execution of the main body of the 
procedure (or step) at the place at which it was suspended when the 
contingency was detected. 

• "abort" 

Aborts the procedure (or step). 

• "restart" 

Only used within the continuation test of a main body “initiate and 
confirm” statement and it restarts the corresponding “initiate and 
confirm” statement. To avoid a potentially indefinite loop, a timeout or a 
maximum number of iterations can be specified. The timeout is 
expressed as a relative time from the start of execution time of the 

Full document details: BS EN 16603-70-32:2014

http://www.avadocuments.com/doc/bs-en-16603-70-32-2014
http://www.avadocuments.com/doc/bs-en-16603-70-32-2014


BS EN 16603-70-32:2014
EN 16603-70-32:2014 (E) 

37 

statement. If the timeout or the maximum number of iterations is 
exceeded then either: 

 an event is raised which terminates the statement and is then 
handled by a corresponding watchdog step, or 

 the parent procedure (or step) is aborted. 

• "ask user" 

Asks the user to specify how to proceed. 

For a main body “initiate and confirm” statement, the user may select 
any continuation action except "resume", "ask user" and "terminate".  For 
a watchdog “initiate and confirm” statement, the user may select any 
continuation action except "continue" and "ask user". 

• "raise event" 

Raises a local event, which is caught by a watchdog step of the procedure 
(or step). When the watchdog step has performed its function, the 
execution of the main body of the procedure (or step) resumes at the 
place at which it was suspended when the watchdog was triggered. 

• "continue" 

Only used within a continuation test of a main body “initiate and 
confirm” statement. It implies that the procedure (or step) continues to be 
executed according to the content of the main body. 

• "terminate" 

Only used within the continuation test of a watchdog “initiate and 
confirm” statement. It prematurely ends the execution of the procedure 
(or step) main body and starts the execution of the confirmation body. 

In the case of a watchdog “initiate and confirm step” statement, the step itself is 
re-initiated unless the continuation action is "abort". 

A.3 PLUTO language definition 

A.3.1 Conventions 
The terminology used in defining the syntax of the procedure language is 
compatible with ISO/IEC 14977. 

The syntax of the procedure language is a set of rules, collectively known as a 
grammar. 

Each rule defines a construct of the language, known as a “non-terminal 
symbol”. A non-terminal symbol is a combination of zero or more non-terminal 
symbols and “terminal symbols”. A terminal symbol is a sequence of one or 
more characters forming an irreducible element of the language.  

A terminal symbol may consist of one or more words separated by one or more 
separators. The space, tab and end-of-line characters are separators.  
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The definition of the language constructs uses a graphical convention known as 
a “railroad” diagram, an example of which is shown in Figure A-7. The 
elements of this graphical convention are listed below:  

• the name at the top of the diagram is that of the non-terminal symbol 
being defined; 

• the main line corresponds to mandatory elements of the construct; 

• branch lines correspond to optional elements; 

• “return” lines correspond to optional repetitions of one or more elements; 

• non-terminal symbols are enclosed in rectangles; 

• terminal symbols are enclosed in round-cornered boxes (in the limit, a 
circle). 

repeat Step Statement until Expression;

Repeat Statement =

Timeout

 

Figure A-7: Example railroad diagram 

Figure A-7 defines that a repeat statement starts with the keyword “repeat” 
followed by one or more step statements, each separated by a “;”, followed by 
the keyword “until” and an expression (whose result, when true, terminates the 
repeat loop), followed by an optional timeout. 

A.3.2 Language case sensitivity 
Only engineering units (as defined in Annex B) are case sensitive. All other 
words used in the language are not case-sensitive. 

A.3.3 Comments 
Comments may be inserted within a procedure. Comments have no effect on 
the execution of a procedure. 

Comments begin and end with the character pair symbols "/*" and "*/" 
respectively. 

A.3.4 Keywords 
A number of words have a special meaning in the procedure language. If any of 
these words are used in the naming of space system objects (e.g. in the name of 
a parameter), it is important to ensure that there is no potential ambiguity for 
end-users when interpreting a procedure. For the system implementing the 
procedure language, the ambiguity is resolved by the application of precedence 
rules that are either specified implicitly by the grammar or defined explicitly in 
this Standard.  

These words are called “keywords” and are shown in bold face and between 
straight quotes.  
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EXAMPLE "procedure", "not confirmed", ">=", 
"XOR", "execution status", "acos", "is 
contained in" 

NOTE 1 Spaces (such as white space, tab and carriage 
return) within keywords are treated as single 
blanks. 

NOTE 2 Keywords are not case-sensitive. 

A.3.5 Identifiers 
An identifier denotes a name and consists of one or more words separated by 
spaces, where each word is a sequence of letters and digits. 

An identifier is unique within its own context. For example, step identifiers are 
unique within a procedure, but the same step identifier may be used in several 
procedures. 

Reference to an object outside its context is achieved by use of an “object 
reference path” (see clause A.3.9.8 for the “Object Reference” language 
construct). 

An identifier has the general form: 

Identifier First Word

Identifier =

Identifier Subsequent Word

 
 

Letter

Letter

Digit

Identifier First Word =

 
 

Letter

Digit

Identifier Subsequent Word =

 
 

where: 

• Letter is an upper-case or lower-case letter of the alphabet; 

• Digit is one of the decimal characters from 0 to 9. 
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A.3.6 Constants 
A constant can be one of the following: 

Constant =

Boolean Constant

Integer Constant

Real Constant

String Constant

Absolute Time Constant

Relative Time Constant

Enumerated Constant

 
 

a. A Boolean constant is represented as: 

FALSE

Boolean Constant =

TRUE

 
 

b. An enumerated constant is represented by: 

" Characters "

Enumerated Constant =

 
where Characters is any sequence of letters or digits or one of the 
following characters: 

space !  "  #  $  %  &  '  (   )  *  +  ,  -   .   /  :  ;  <  =  >  ?  @  [  \  ]  ^  _  `  {  |  }  ~ 

To enter a double quote, it is preceded by a reverse solidus character 
(i.e. "\"). 

To enter a reverse solidus character, it is preceded by a reverse solidus 
character. 

EXAMPLE  "red", "yellow", "green", "not 
confirmed" 

c. An integer constant is represented as: 

Digit

Integer Constant =

Sign ?Engineering Units?

Hexadecimal Constant  
where Sign is as follows: 

Sign =

+

-  
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Digit is one of the decimal characters from 0 to 9. 

?Engineering Units? is one of the engineering units defined in Annex B. 

NOTE  The “?” is a special-sequence-symbol which 
indicates the start and end of a special sequence 
(see ISO/IEC 14977); in this case a standalone 
syntax for Engineering Units. 

Hexadecimal Constant is defined as follows: 

Hexadecimal Symbol Hexadecimal Digit

Hexadecimal Constant =

 
 

 The Hexadecimal Symbol is the character pair symbol "0x". 

 The Hexadecimal Digit is a decimal character from 0 to 9 or a letter 
from A to F; 

EXAMPLE 23 A, 2056, 0x2056, 0xFFFF 

 

d. A real constant is represented as: 

Real Constant =

Sign . Digit e

Digit

Sign

Digit ?Engineering Units?

 
EXAMPLES 123.56e12, 0.1, 23E6, 5.3 [kg/m^3] 

 

e. A string constant is represented as: 

" Characters "

String Constant =

 
EXAMPLE "The double-quote character is : \". " 

 

f. An absolute time constant is represented as: 

Absolute Time Constant =

Day Of Month Hour Minute Fraction Of SecondSecondYear - - :Month T

Z

: .

DayYear - Hour Minute Fraction Of SecondSecond:T : .

Z

 
1. Month/day of month calendar variation 

Year-Month-Day Of MonthTHour:Minute:Second.Fraction Of 
Second(Z) 

where: 

Full document details: BS EN 16603-70-32:2014

http://dx.doi.org/10.3403/01300022U
http://www.avadocuments.com/doc/bs-en-16603-70-32-2014
http://www.avadocuments.com/doc/bs-en-16603-70-32-2014

