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National foreword

This British Standard is the UK implementation of EN 17483-1:2021.

The UK participation in its preparation was entrusted to Technical
Committee GW/3, Private Security Management & Services.

A list of organizations represented on this committee can be obtained on
request to its committee manager.

Contractual and legal considerations

This publication has been prepared in good faith, however no
representation, warranty, assurance or undertaking (express or
implied) is or will be made, and no responsibility or liability is or will be
accepted by BSI in relation to the adequacy, accuracy, completeness or
reasonableness of this publication. All and any such responsibility and
liability is expressly disclaimed to the full extent permitted by the law.

This publication is provided as is, and is to be used at the
recipient’s own risk.

The recipient is advised to consider seeking professional guidance with
respect to its use of this publication.

This publication is not intended to constitute a contract. Users are
responsible for its correct application.

© The British Standards Institution 2021
Published by BSI Standards Limited 2021

ISBN 978 0 539 12124 7
ICS 03.080.99; 13.310

Compliance with a British Standard cannot confer immunity from
legal obligations.

This British Standard was published under the authority of the
Standards Policy and Strategy Committee on 31 July 2021.

Amendments/corrigenda issued since publication
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English Version

Private security services - Protection of Critical
Infrastructure - Part 1: General requirements

Dispositions de sécurité privée pour la Private Sicherheitsvorkehrungen zum
protection des infrastructures critiques Schutz kritischer Infrastrukturen - Teil
- Partie 1: Exigences générales 1: Allgemeine Anforderungen
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Management Centre has the same status as the official versions.
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Estonia, Finland, France, Germany, Greece, Hungary, Iceland, Ireland, Italy, Latvia, Lithuania, Luxembourg, Malta,
Netherlands, Norway, Poland, Portugal, Republic of North Macedonia, Romania, Serbia, Slovakia, Slovenia, Spain, Sweden,
Switzerland, Turkey and United Kingdom.

-

EUROPEAN COMMITTEE FOR STANDARDIZATION
COMITE EUROPEEN DE NORMALISATION
EUROPAISCHES KOMITEE FUR NORMUNG

CEN-CENELEC Management Centre: Rue de la Science 23, B-1040 Brussels

© 2021 CEN All rights of exploitation in any form and by any means reserved Ref. No. EN 17483-1:2021: E
worldwide for CEN national Members

Documents

Document Sharing Hub

Full document details: BS EN 17483-1:2021


http://www.avadocuments.com/doc/bs-en-17483-1-2021
http://www.avadocuments.com/doc/bs-en-17483-1-2021

BS EN 17483-1:2021
EN 17483-1:2021 (E)

Contents Page
EUTOP@AN FOTE@WOTIM ... 55585 iv
SCOPI ... 5
2 NOIIMATIVE FEEEIEINCES ......ooooeoeeeeeee oo s s 5
3 Terms aNd AefiNItIONIS ... 6
4 PIOVIAET .......ooccceeeeeee etk

4.1 General
4.2 Structure

4.2.1 Management structure................
4.2.2  Human resources management...
4.3 Health and Safety Management................
4.4 RISK MANAZEIMIEIIE ..o
4.5 Operational and financial CAPACILY ...
4.6 Business continuity management
4.7 ITUSUTATICES .
4.8 Corporate governance and COMPIANCE ...
49 [T-SeCUTITY MANAZEIMENT . ...coocciviiiieie s
5 COMBTACES ...
5.1 General ...
5.2 Contractual liabilities
53 CONETACT INATIAZT ..o
5.4 On-site management
5.5 Customer responsibility.............c.
5.6 RESOUICES....ccooooviiiciiicsistss et
5.7 Cooperation with other relevant parties...
5.8 SUbCONTractors. ...
5.8.1  GOIETAL oo
5082 COMEIACES e

5.8.3  Selection
5.9 Leased workers/ agency workers

6 STALT ...
6.1 General......e e
6.1.1  Introduction ...
6.1.2  Terms and conditions of employment...
6.1.3  SECUTILY SCIEEIIIG ...ooo oot
6.1.4  Identification Of SEAfT ...
6.1.5  Uniform ...
6.2 Recruitment and selection...........cccccoc.
6.2.1  General ...,
6.2.2  Criteria to be fulfilled for employment..
6.2.3  SeleCtion ...
B.2.4  INEETVIBW ..ottt
0.2.5  RECTUITIIIZ oo

6.3 Training
6.3.1  Training policy

0.3.2  TTAIIIET oo
6.3.3  Training FEQUITEIMEIITS ..ot
7 SEIVICE AELIVETY ...
7.1 Start up and contract commencement
7.2 OPETALING PIOCEAUIES ....ooooeeeee e
7.3 Communication With the CUSTOMET ...
7.4 Operational plan and rostering
7.5 Service 1eVel Q@rE@IMENT ...

2 Document Sharing Hub

Full document details: BS EN 17483-1:2021


http://www.avadocuments.com/doc/bs-en-17483-1-2021
http://www.avadocuments.com/doc/bs-en-17483-1-2021

BS EN 17483-1:2021
EN 17483-1:2021 (E)

7.6 Contract termination and cessation of services

Annex A (informative) Examples of critical infrastructure Sectors................ce 21
BIDLEOZTAPIY . ... 23
Documents
) Document Sharing?’Hub
© ISO ISO pub-date year - All rights reserved

Full document details: BS EN 17483-1:2021


http://www.avadocuments.com/doc/bs-en-17483-1-2021
http://www.avadocuments.com/doc/bs-en-17483-1-2021

BS EN 17483-1:2021
EN 17483-1:2021 (E)

European foreword

This document (EN 17483-1:2021) has been prepared by Technical Committee CEN/TC 439 “Private
security services”, the secretariat of which is held by ASI.

This European Standard shall be given the status of a national standard, either by publication of an
identical text or by endorsement, at the latest by December 2021, and conflicting national standards
shall be withdrawn at the latest by December 2021.

Attention is drawn to the possibility that some of the elements of this document may be the subject of
patent rights. CEN shall not be held responsible for identifying any or all such patent rights.

According to the CEN-CENELEC Internal Regulations, the national standards organisations of the
following countries are bound to implement this European Standard: Austria, Belgium, Bulgaria,
Croatia, Cyprus, Czech Republic, Denmark, Estonia, Finland, France, Germany, Greece, Hungary, Iceland,
Ireland, Italy, Latvia, Lithuania, Luxembourg, Malta, Netherlands, Norway, Poland, Portugal, Republic
of North Macedonia, Romania, Serbia, Slovakia, Slovenia, Spain, Sweden, Switzerland, Turkey and the
United Kingdom.
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1 Scope

This document includes the main overarching requirements for the provision of private security
services for critical infrastructure.

NOTE1 This document is the first part of a series of standards on the provision of private security services
for critical infrastructure. It will be complemented by other sector specific parts, which give more detailed
requirements for related services such as aviation, maritime and port security.

NOTE 2  Examples of critical infrastructure sectors are given in Annex A.

NOTE 3  See Figure 1.
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Figure 1 — Structure for sector-specific standards

NOTE 4 It is important that the selection of a private security service provider always represents the best
balance between quality and price. This document sets out the minimum requirements that providers should
comply with in order for this balance to be struck.

It specifies service requirements for quality in the organization, processes, personnel and management
of a security service provider and/or its independent branches and establishments under commercial
law and trade as a provider of security services.

It lays down quality criteria for the delivery of security services requested by public and private clients.

This document is suitable for the selection, attribution, awarding and reviewing of the most suitable
provider of security services.

2 Normative references

The following documents are referred to in the text in such a way that some or all of their content
constitutes requirements of this document. For dated references, only the edition cited applies. For
undated references, the latest edition of the referenced document (including any amendments) applies.

EN 15602, Security service providers - Terminology
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3 Terms and definitions
For the purposes of this document, the terms and definitions given in EN 15602 and the following apply.
ISO and IEC maintain terminological databases for use in standardization at the following addresses:

— IEC Electropedia: available at https://www.electropedia.org/

— ISO Online browsing platform: available at https://www.iso.org/obp

31

critical infrastructure

asset, system, or a part thereof, which is essential for the maintenance of vital societal functions, health,
safety, security, economic or social well-being of people, where the disruption or destruction of which
would have a significant impact in a society as a result of the failure to maintain those functions

NOTE Examples of critical infrastructure sectors are given in Annex A.

3.2

insider threat

threat posed by unauthorised access, use or disclosure of privileged information, techniques,
technology, assets or premises by an individual with legitimate or indirect access, which could cause
harm or damage

3.3
insider threat policy
policy aimed to detect and mitigate insider threats

34

risk assessment

systematic process for the identification, analysis and evaluation of threats to determine the impact of
the consequences of hazards and threats relative to the probability of their occurrence

3.5

security analysis

total of defined organizational, personnel, technical and structural security measures for the prevention
and/or averting of dangers through written analysis of possible attack and damage scenarios with the
aim of achieving a defined level of protection

NOTE Security analyses are based on a structured approach which generally includes the following criteria:
— determination of the object to be protected and the protection aims;

— analysis of threats / damage scenarios / dangers;

— evaluation of probability of occurrence and potential extent of damage;

— development of measures to reduce damages and their probability of occurrence;

— development of measures to initiate security as early as possible (e.g. coordination of electronic and mechanical
security devices to trigger an alarm before the mechanical security devices have been completely overcome);

— planning of measures and provision of means for damage control and containment in the event of damage;
— analysis of the own risk bearing capacity and assessment of the residual risk.

Even a sophisticated security analysis is not able to eliminate the residual risk completely. For this reason, crisis
and disaster management is often introduced to protect life and property as far as possible in an emergency.
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