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1: Allgemeine Anforderungen

This European Standard was approved by CEN on 23 May 2021.

CEN members are bound to comply with the CEN/CENELEC Internal Regulations which stipulate the conditions for giving 
this European Standard the status of a national standard without any alteration. Up-to-date lists and bibliographical 
references concerning such national standards may be obtained on application to the CEN-CENELEC Management Centre 
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This European Standard exists in three official versions (English, French, German). A version in any other language 
made by translation under the responsibility of a CEN member into its own language and notified to the CEN-CENELEC 
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Netherlands, Norway, Poland, Portugal, Republic of North Macedonia, Romania, Serbia, Slovakia, Slovenia, Spain, Sweden, 
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European foreword

This document (EN  17483‑1:2021) has been prepared by Technical Committee CEN/TC  439 “Private 
security services”, the secretariat of which is held by ASI.

This European Standard shall be given the status of a national standard, either by publication of an 
identical text or by endorsement, at the latest by December 2021, and conflicting national standards 
shall be withdrawn at the latest by December 2021.

Attention is drawn to the possibility that some of the elements of this document may be the subject of 
patent rights. CEN shall not be held responsible for identifying any or all such patent rights.

According to the CEN-CENELEC Internal Regulations, the national standards organisations of the 
following countries are bound to implement this European Standard: Austria, Belgium, Bulgaria, 
Croatia, Cyprus, Czech Republic, Denmark, Estonia, Finland, France, Germany, Greece, Hungary, Iceland, 
Ireland, Italy, Latvia, Lithuania, Luxembourg, Malta, Netherlands, Norway, Poland, Portugal, Republic 
of North Macedonia, Romania, Serbia, Slovakia, Slovenia, Spain, Sweden, Switzerland, Turkey and the 
United Kingdom.
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1	 Scope

This document includes the main overarching requirements for the provision of private security 
services for critical infrastructure.

NOTE 1	 This document is the first part of a series of standards on the provision of private security services 
for critical infrastructure. It will be complemented by other sector specific parts, which give more detailed 
requirements for related services such as aviation, maritime and port security.

NOTE 2	 Examples of critical infrastructure sectors are given in Annex A.

NOTE 3	 See Figure 1.

Figure 1 — Structure for sector-specific standards

NOTE 4	 It is important that the selection of a private security service provider always represents the best 
balance between quality and price. This document sets out the minimum requirements that providers should 
comply with in order for this balance to be struck.

It specifies service requirements for quality in the organization, processes, personnel and management 
of a security service provider and/or its independent branches and establishments under commercial 
law and trade as a provider of security services.

It lays down quality criteria for the delivery of security services requested by public and private clients.

This document is suitable for the selection, attribution, awarding and reviewing of the most suitable 
provider of security services.

2	 Normative references

The following documents are referred to in the text in such a way that some or all of their content 
constitutes requirements of this document. For dated references, only the edition cited applies. For 
undated references, the latest edition of the referenced document (including any amendments) applies.

EN 15602, Security service providers - Terminology
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3	 Terms and definitions

For the purposes of this document, the terms and definitions given in EN 15602 and the following apply.

ISO and IEC maintain terminological databases for use in standardization at the following addresses:

—	 IEC Electropedia: available at https://www.electropedia.org/ 

—	 ISO Online browsing platform: available at https://www.iso.org/obp 

3.1
critical infrastructure
asset, system, or a part thereof, which is essential for the maintenance of vital societal functions, health, 
safety, security, economic or social well-being of people, where the disruption or destruction of which 
would have a significant impact in a society as a result of the failure to maintain those functions

NOTE Examples of critical infrastructure sectors are given in Annex A.

3.2
insider threat
threat posed by unauthorised access, use or disclosure of privileged information, techniques, 
technology, assets or premises by an individual with legitimate or indirect access, which could cause 
harm or damage

3.3
insider threat policy
policy aimed to detect and mitigate insider threats

3.4
risk assessment
systematic process for the identification, analysis and evaluation of threats to determine the impact of 
the consequences of hazards and threats relative to the probability of their occurrence

3.5
security analysis
total of defined organizational, personnel, technical and structural security measures for the prevention 
and/or averting of dangers through written analysis of possible attack and damage scenarios with the 
aim of achieving a defined level of protection

NOTE Security analyses are based on a structured approach which generally includes the following criteria:

— determination of the object to be protected and the protection aims;

— analysis of threats / damage scenarios / dangers;

— evaluation of probability of occurrence and potential extent of damage;

— development of measures to reduce damages and their probability of occurrence;

— development of measures to initiate security as early as possible (e.g. coordination of electronic and mechanical 
security devices to trigger an alarm before the mechanical security devices have been completely overcome);

— planning of measures and provision of means for damage control and containment in the event of damage;

— analysis of the own risk bearing capacity and assessment of the residual risk.

Even a sophisticated security analysis is not able to eliminate the residual risk completely. For this reason, crisis 
and disaster management is often introduced to protect life and property as far as possible in an emergency.
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