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Annex, usually Annex ZA or ZZ, describes how this publication relates to
that EU legislation.

For the Great Britain market (England, Scotland and Wales), if UK
Government has designated this publication for conformity with UKCA
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European foreword

This document (EN 18031-1:2024) has been prepared by Technical Committee CEN/CENELEC JTC 13
“Cybersecurity and Data Protection”, the secretariat of which is held by DIN.

This European Standard shall be given the status of a national standard, either by publication of an
identical text or by endorsement, at the latest by February 2025, and conflicting national standards shall
be withdrawn at the latest by February 2025.

Attention is drawn to the possibility that some of the elements of this document may be the subject of
patent rights. CEN shall not be held responsible for identifying any or all such patent rights.

This document has been prepared under a standardization request addressed to CEN-CENELEC by the
European Commission. The Standing Committee of the EFTA States subsequently approves these
requests for its Member States.

For the relationship with EU Legislation, see informative Annex ZA, which is an integral part of this
document.

Any feedback and questions on this document should be directed to the users’ national standards body.
A complete listing of these bodies can be found on the CEN website.

According to the CEN-CENELEC Internal Regulations, the national standards organisations of the
following countries are bound to implement this European Standard: Austria, Belgium, Bulgaria, Croatia,
Cyprus, Czech Republic, Denmark, Estonia, Finland, France, Germany, Greece, Hungary, Iceland, Ireland,
Italy, Latvia, Lithuania, Luxembourg, Malta, Netherlands, Norway, Poland, Portugal, Republic of North
Macedonia, Romania, Serbia, Slovakia, Slovenia, Spain, Sweden, Switzerland, Tiirkiye and the United
Kingdom.
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Introduction

Vigilance is required from manufacturers to improve the overall resilience against cybersecurity threats
caused by the increased connectivity of radio equipment [33] and the growing ability of malicious threat
actors to cause harm to users, organizations, and society.

The security requirements presented in this baseline standard are developed to improve the ability of
radio equipment to protect its security assets and network assets against common cybersecurity threats
and to mitigate publicly known exploitable vulnerabilities.

[t is important to note that to achieve the overall cybersecurity of radio equipment, defence in depth best
practices will be needed by both the manufacturer and user. In particular, no single measure will suffice
to achieve the given objectives, indeed achieving even a single security objective will usually require a
suite of mechanisms and measures. Throughout this document, the guidance material includes lists of
examples. These examples given are only indicative possibilities, as there are other possibilities that are
not listed, and even using the examples given will not be sufficient unless the mechanisms and measures
chosen are implemented in a coordinated fashion.
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1 Scope

This document specifies common security requirements and related assessment criteria for internet-
connected radio equipment [34] (hereinafter referred to as "equipment”).

2 Normative references

There are no normative references in this document.

3 Terms and definitions

For the purposes of this document, the following terms and definitions apply.
[SO and IEC maintain terminology databases for use in standardization at the following addresses:

— ISO Online browsing platform: available at https://www.iso.org/obp/
— IEC Electropedia: available at https://www.electropedia.org/

3.1
access control mechanism

equipment functionality to grant, restrict or deny access to specific equipment’s resources

Note 1 to entry: Access to specific equipment’s resources can amongst others be:
— reading specific data; or
— writing specific data to equipment’s persistent storage; or

— performing a specific equipment functionality such as recording audio.

3.2
authentication

provision of assurance that an entity is who or what it claims to be

Note 1 to entry: An entity can amongst others claim to be:
— aspecific human, owner of a user account, device, or service; or
— amember of specific groups such as an authorized group to access a specific equipment’s resource; or

— authorized by another entity to access a specific equipment’s resource.

3.3
authentication mechanism

equipment functionality to verify that an entity is who or what it claims to be

Note 1 to entry: Typically, the verification is based on examining evidence from one or more elements of the
categories:

— knowledge; and
— possession; and

— inherence.
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3.4
authenticator

something known or possessed, and controlled by an entity that is used for authentication

Note 1 to entry: Typically, it is a physical device or a password.
EXAMPLE A password or token can be used as an authenticator.

3.5
assessment objective

statement, provided as part of the assessment input, which defines the reasons for performing the
assessment

[SOURCE: ISO/IEC 33001:2015, 3.2.6 [27]]

3.6

best practice

measures that have been shown to provide appropriate security for the corresponding use case

3.7

brute force attack

attack on a cryptosystem that employs a trial-and-error search of a set of keys, passwords or other data
3.8

communication mechanism

equipment functionality that allows communication via a machine interface

3.9

confidential cryptographic key

confidential security parameter, excluding passwords, which is used in the operation of a cryptographic
algorithm or cryptographic protocol

3.10

confidential network function configuration

network function configuration whose disclosure can harm the network or its functioning or can lead to
misuse of network resources

3.11

confidential security parameter

security parameter whose disclosure can harm the network or its functioning or can lead to misuse of
network resources

3.12

denial of service

prevention or interruption of authorized access to an equipment resource or the delaying of the
equipment operations and functions

[SOURCE : IEC 62443-1-1:2019, 3.2.42 [28]] modified

3.13
device

product external to the equipment

3.14
entity

user, device, equipment or service
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3.15
entropy

measure of the disorder, randomness or variability in a closed system
3.16

external interface

interface of an equipment that is accessible from outside the equipment.

Note 1 to entry: Machine, network, and user interfaces are specific types of external interfaces.

3.17
factory default state

defined state where the configuration settings and configuration of the equipment is set to initial values

Note 1 to entry: A factory default state can include security updates, installed after the equipment being placed on
the market.

3.18
hard-coded

software development practice of embedding data directly into the source code of a program or other
executable object

3.19
initialization
process that configures the network connectivity of the equipment for operation

Note 1 to entry: Initialization can provide the possibility to configure authentication features for a user or for
network access.

3.20
interface

shared boundary across which entities exchange information

3.21

justification

documented information providing evidence that a claim is true under the assumption of common
expertise

Note 1 to entry: Such evidence can be supported for example by:

— adescription of the intended equipment functionality; or

— adescriptions of equipment’s operational environment of use; or

— adescription of equipment’s technical properties such as security measures; or

— an analysis of relevant risks related to the operation of the equipment within its reasonably foreseeable use
and intended equipment functionality.

3.22
machine interface

external interface between the equipment and a service or device

Documents
8 Document Sharing Hub

Full document details: BS EN 18031-1:2024


http://www.avadocuments.com/doc/bs-en-18031-1-2024
http://www.avadocuments.com/doc/bs-en-18031-1-2024

EN 18031-1:2024 (E)

3.23
network asset

sensitive network function configuration or confidential network function configuration or network
functions

3.24

network equipment

equipment that exchanges data between different networks used to permanently connect directly other
devices to the internet

3.25

network function

equipment’s functionality to provide or utilize network resources by itself

3.26

network function configuration

data processed by the equipment that defines the behaviour of the equipment’s network function

3.27

network interface

external interface enabling the equipment to have or provide access to a network

Note 1 to entry: Examples for network interfaces are a LAN port (wired) or a wireless network interface enabling
WLAN or short-range wireless communication, e.g., using a 2.4 GHz antenna.

3.28
operational state

state in which the equipment is functioning normally according to the intended equipment functionality
[35] and within its intended operational environment of use

3.29

optional service

service which is not necessary to setup the equipment, and which is not part of the basic functionality but
is still relevant for the intended equipment functionality [35] and is delivered as part of the factory
default.

EXAMPLE An SSH service on the equipment is not required for basic functionality of the equipment, but it can
be used to allow a remote access to the equipment.

3.30
password

sequence of characters (letters, numbers, or other symbols) used to authenticate an entity

Note 1 to entry: Personal identification numbers (PINs) are also considered a form of password.

3.31
public security parameter

sensitive security parameter that is not confidential

3.32
resilient

able to anticipate, withstand, recover from, and adapt to adverse conditions, stresses, attacks, or
compromises on systems that use or are enabled by cyber resources.

[SOURCE: NIST SP 800-172 [29]]
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3.33

risk

combination of the probability of occurrence of harm and the severity of that harm

[SOURCE: ISO/IEC Guide 51:2014 [30]]

3.34

resource

functional unit or data item needed to perform required operations

[SOURCE: IEC [31]]

3.35

security asset

sensitive security parameter or confidential security parameter or security function

3.36

security function

functionality on the equipment that is relevant to protect it from harming the network or its functioning
or misusing network resources

3.37

security parameter

data processed by the equipment that defines the behaviour of the equipment's security function
3.38

security strength

number associated with the amount of work that is required to break a cryptographic algorithm or
system

Note 1 to entry: The amount of work can for example be the number of operations required to break a
cryptographic algorithm or system.

3.39
sensitive network function configuration

network function configuration whose manipulation can harm the network or its functioning or can lead
to misuse of network resources

3.40

sensitive security parameter

security parameter whose manipulation can harm the network or its functioning or can lead to misuse of
network resources

3.41

security update

software update that addresses security vulnerabilities through software patches or other mitigations
3.42

software

assembly of programs, procedures, rules, documentation, and data, pertaining to the operation of an
equipment

Note 1 to entry: Software also includes firmware.

3.43
storage mechanism

equipment functionality that allows to store information
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3.44
update mechanism

equipment functionality that allows to change equipment’s software

3.45
user interface

external interface between the equipment and a user

3.46
vulnerability

weakness, design, or implementation error that can lead to an unexpected, undesirable event
compromising the security of the equipment, network, application, or protocol involved

[SOURCE: (ITSEC) (definition given by ENISA, "computer system" has been replaced by "equipment")
[32]]

4 Abbreviations

ACM  access control mechanism

API application programming interface
AU assessment unit

AUM authentication mechanism

CCK  confidential cryptographic key(s)
CRY cryptography

CSP  confidential security parameter
CWE common weakness enumeration
DHCP dynamic host configuration protocol
DN decision node

DoS  denial of service

DT decision tree

E evidence

E.Info evidence.information

E.Just evidence.justification

GEC  general equipment capabilities

IC implementation category

ICMP Internet control message protocol
IP Internet protocol
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LAN
0S
MitM
NNM
0S
PIN
PKI
RLM
SCM
SDO
SQL
SSM
SSP
SUM
TCM

USB

local area network

operating system
Man-in-the-Middle

network monitoring mechanism
operating system

personal identification number
public key infrastructure
resilience mechanism

secure communication mechanism
standards developing organization
structured query language

secure storage mechanism
sensitive security parameter
secure update mechanism

traffic control mechanism

universal serial bus

WLAN wireless local area network

5 Application of this document

This document uses the concept of mechanisms to instruct the user of this document when to apply
certain security measures. Mechanisms address the applicability and appropriateness through a set of
requirements including assessment criteria. An applicable/non-applicable decision is taken for each of
the items specified. If applicable it is followed by a pass/fail appropriateness decision for each of the items
specified. For example, when checking the applicability of a requirement on external interfaces, then the
decision whether the requirement needs to be fulfilled is determined for each external interface
independently.

The mechanisms and their application are documented using the structure shown in the table below:
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Table 1 — Requirements structure

Clause # | Title Description on how to apply this
document
6.x XXX Mechanism Mechanism for each specific item

(e.g., external interface or security asset)
6.x.1 XXX-1 Applicability of mechanisms Applicability of the mechanism
6x.1.1 Requirement For each specific item determine and assess
6312 Rationale if the mechanism is required.

NOTE A mechanism might combine
6.x.1.3 Guidance applicability and appropriateness in a single
6.x.1.4 Assessment criteria requirement.
6.x.1.4.1 Assessment objective
6.x.1.4.2 Implementation categories
6.x.1.4.3 Required information
6.x.1.4.4 Conceptual assessment
6.x.1.4.5 Functional completeness assessment
6.x.1.4.6 Functional sufficiency assessment
6.x.2 XXX-2 Appropriate mechanisms Appropriateness of the mechanism
6.x.2.1 Requirement For each specific item for which the

. mechanism is required as determined by
6.x.2.2 Rationale XXX-1, determine and assess whether the
6.x.2.3 Guidance mechanism is implemented properly.
6.x.2.4 Assessment criteria NOTE . A mechanism might have multipl.e

appropriateness sub-clauses to focus on specific
6.x.2.4.1 Assessment objective properties.
6.x.2.4.2 Implementation categories
6.x.2.4.3 Required information
6.x.2.4.4 Conceptual assessment
6.x.2.4.5 Functional completeness assessment
6.x.2.4.6 Functional sufficiency assessment
6.x.y XXX-# Supporting Requirements Applicability and appropriateness of
supporting requirements for the mechanism
6.xy.1 Requirement For each specific item for which the

. mechanism is required as determined by
6.xy.2 Rationale XXX-1, determine and assess if the
6.x.y.3 Guidance supporting requirement needs to be
6.x.y.4 Assessment criteria 1mpl(?rpented [t.here mlght be Spec ific .

conditions, for instance if the equipment is a
6.xy.4.1 Assessment objective toy) and if it needs to be implemented,
6.x.y.4.2 Implementation categories whether it is implemented properly.
6.xy.4.3 Required information
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Clause # | Title Description on how to apply this
document

6.x.y.4.4 Conceptual assessment NOTE Some chapters contain multiple
requirements, which leads to slight deviations in

6.x.y.4.5 Functional completeness assessment | terms of numbering.

6.x.y.4.6 Functional sufficiency assessment

The assessments are conducted by examining the documented assessment cases, not all assessment cases
might be provided for every mechanism:

Conceptual assessment

Examine if the provided documentation and rationale provide the required evidence (for
example the rationale why a mechanism is not applicable for a specific network interface).

Functional completeness assessment

Examine and test if the provided documentation is complete (for example use network
scanners to verify that all external interfaces are properly identified, documented and

assessed)

Functional sufficiency assessment

Examine and test if the implementation is adequate (for example run fuzzing tools on a
network interface to check if it is resilient to attacks with malformed data)

Each of the assessments is further divided into the following sub-clauses which might use a decision tree
to guide the assessment:

Assessment purpose
Preconditions
Assessment units

Assignment of verdict

Required information lists the information to be provided through technical documentation. This
document does not require each required information element to be provided as a separate document.

For the section assessment criteria, the following identifiers with the defined syntax are used to structure
the elements which are needed to perform an assessment:

14

Required information

E.<Type>.<MechanismAbbreviation-<Nr>>.<CategoryName>

Identifier for the category of the required information excluding DTs

Required information for decision trees

E.<Type>.DT.<MechanismAbbreviation-<Nr>>

Identifier for the category of the required information in the context of DTs

Implementation Category
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IC.<MechanismAbbreviation-<Nr>>.<ImplemenationCategoryName>
Identifier for the implementation category

— Assessment Unit

AU.<MechanismAbbreviation-<Nr>>.<AssessmentUnitName>
Identifier for the assessment unit

— Decision Tree Nodes

DT.<MechanismAbbreviation-<Nr>>.DN-<Number>

Identifier for a specific node inside the DT

The placeholders are used as follows:

— <Type>: “Info” or “Just” to indicate the kind of required documentation which could by
information” or justification.

— <CategoryName>: Name of the category for the required documentation. A <CategoryName>
could contain additional Sub-Category-Names divided with ".".

— <ImplemenationCategoryName>: Name of the implementation category which describes the
defined implementation.

— <AssessmentUnitName>: Name of the assessment unit for a specificimplementation category.

— <MechanismAbbreviation-<Nr>>: Abbreviation of the name from the specific requirement
which belongs to the assessment criteria.

6 Requirements

6.1[ACM] Access control mechanism

6.1.1 [ACM-1] Applicability of access control mechanisms
6.1.1.1 Requirement

The equipment shall use access control mechanisms to manage entities' access to security assets and
network assets, except for access to security assets or network assets where:

— public accessibility is the equipment’s intended functionality; or

— physical or logical measures in the equipment’s targeted operational environment limit their
accessibility to authorized entities; or

— legal implications do not allow for access control mechanisms.
6.1.1.2 Rationale

Security assets and network assets might be exposed to unauthorized access attempts. Access control
mechanisms limit the ability of any unauthorized entity to access these assets.
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6.1.1.3 Guidance

The requirement does not demand access control mechanisms on assets that it does not cover (for
example, the dispense button on a coffee machine). Further it does not demand access control
mechanisms for security assets or network assets that are in principle covered, but where the intended
equipment functionality [35] is to be generally accessible by the public or where the intended operational
environment of use ensures that only authorized access is possible.

Radio interfaces might be accessible even if the equipment is in an environment preventing physical
manipulation by an unauthorized entity, for instance a wireless network is often accessible from outside
a user’s home.

For example, depending on the equipment’s technical properties, intended equipment functionality and
intended operational environment of use access control mechanisms might not be necessary for relevant
security assets or network assets where:

— all entities with access to the equipment (the equipment is intended to be operated in an area
which has physical access control) are authorized to access these assets (for example, the WPS
button on a home router);

— the equipment’s functionality only provides information (on security assets or network
assets) that is intended to be publicly accessible (for instance broadcasting Bluetooth
advertising beacons).

Access control mechanisms need properties to tie access rights to. Such properties can amongst others
be:

— verified claims of entities (for instance being owner of a user account, member of specific
group, authorized by another entity);

— certain states of the equipment or the equipment’s environment (for instance an electronic
flight bag might have different access rights for alocal user when it is operated in the air, than
when it is stored at the ground);

— the external interface an access is performed from (for instance a local access, where physical
access control is obviously in place, might have different access rights than a remote access);

— various combinations of the properties mentioned, as well as additional ones.
6.1.1.4 Assessment criteria
6.1.1.4.1 Assessment objective
The assessment addresses the requirement ACM-1.
6.1.1.4.2 Implementation categories
Not applicable.
6.1.1.4.3 Required information

[E.Info.ACM-1.SecurityAsset]: Description of each security asset that is accessible by entities, including:

— [E.Info.ACM-1.SecurityAsset.Access]: possible entities’ accesses to the security asset on the
equipment; and
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— (if access control by the equipment is absent for public accessibility of the security asset is the
equipment’s intended functionality) [E.Info.ACM-1.SecurityAsset.PublicAccess]: Description
of the equipment’s intended functionality concerning the public accessibility of the security
asset; and

— (if access control by the equipment is absent because physical or logical measures in the
equipment’s targeted operational environment exist, that limit accessibility to authorized
entities) [E.Info.ACM-1.SecurityAsset.Environment]: Description of:

o physical or logical access control measures in the equipment’s targeted operational
environment; and

o how entities are authenticated/authorized in the equipment’s targeted operational
environment; and

— (if legal implications do not allow for access control mechanisms) [E.Info.ACM-
1.SecurityAsset.Legal]: References to all corresponding paragraph(s) or passages in all
relevant legal documents, including a description on how this is applicable for the equipment
or affected asset; and

— (if access control mechanisms are claimed to be required for entities access to the security
asset) [E.Info.ACM-1.SecurityAsset. ACM]: Description of each access control mechanism that
manages entities’ access to the security asset.

[E.Info.ACM-1.NetworkAsset]: Description of each network asset that is accessible by entities, including:

— [E.Info.ACM-1.NetworkAsset.Access]: possible entities’ accesses to the network asset on the
equipment; and

— (if access control by the equipment is absent for public accessibility of the network asset is
the equipment’s intended functionality) [E.Info.ACM-1.NetworkAsset.PublicAccess]:
Description of the equipment’s intended functionality concerning the public accessibility of
the network asset; and

— (if access control by the equipment is absent because physical or logical measures in the
equipment’s targeted operational environment exits, that limit accessibility to authorized
entities) [E.Info.ACM-1.NetworkAsset.Environment]: Description of:

o physical or logical access control measures in the equipment’s targeted operational
environment; and

o how entities are authenticated/authorized in the equipment’s targeted operational
environment; and

— (if legal implications do not allow for access control mechanisms) [E.Info.ACM-
1.NetworkAsset.Legal]: References to all corresponding paragraph(s) or passages in all
relevant legal documents, including a description on how this is applicable for the equipment
or affected asset; and

— (if access control mechanisms are claimed to be required for entities access to the network
asset) [E.Info.ACM-1.NetworkAsset.ACM]: Description of each access control mechanism that
manages entities’ access to the network asset.
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[E.Info.DT.ACM-1]: Description of the selected path through the decision tree in Figure 1 for each security
asset and network asset documented in [E.Info.ACM-1.SecurityAsset] and [E.Info.ACM-1.NetworkAsset]
where paths to access the asset exists, respectively.

[E.Just.DT.ACM-1]: Justification for the selected path through the decision tree documented in
[E.Info.DT.ACM-1], with the following properties:

— (if a decision from [DT.ACM-1.DN-1] results in “NOT APPLICABLE”) the justification for the
decision [DT.ACM-1.DN-1] is based on [E.Info.ACM-1.SecurityAsset.PublicAccess] or
[E.Info.ACM-1.NetworkAsset.PublicAccess]; and

— (if a decision from [DT.ACM-1.DN-2] results in “NOT APPLICABLE”) the justification for the
decision [DT.ACM-1.DN-2] is based on [E.Info.ACM-1.SecurityAsset.Environment] or
[E.Info.ACM-1.NetworkAsset.Environment]; and

— (if a decision from [DT.ACM-1.DN-3] results in “NOT APPLICABLE”) the justification for the
decision [DT.ACM-1.DN-3] is based on [E.Info.ACM-1.SecurityAsset.Legal] or [E.Info.ACM-
1.NetworkAsset.Legal]; and

— the justification for the decision [DT.ACM-1.DN-4] is based on [E.Info.ACM-
1.SecurityAsset.ACM] or [E.Info.ACM-1.NetworkAsset.ACM].

6.1.1.4.4 Conceptual assessment
6.1.1.4.4.1 Assessment purpose

The purpose of this assessment case is the conceptual assessment whether access control mechanisms
are implemented when they are required per ACM-1.

6.1.1.4.4.2 Preconditions
None.

6.1.1.4.4.3 Assessment units

For each security asset and network asset
that is accessible by entities

DT.ACM-1.DN-1

Yes/ Is the public accessibility of the \No
asset the equipment's intended
equipment functionality?

DT.ACM-1.DN-2
NOT APPLICABLE Yes/ Do the physical or logical measures in the \ No
targeted operational environment limit the

accessibility to authorized entites?

DT.ACM-1.DN-3

Yes No

NOT APPLICABLE

Do legal implications not allow
access control mechanisms?

DT.ACM-1.DN-4

Yes/ Are there access control mechanisms \No
that manage entities' access to the
security assets and network assets?

£

Figure 1 — Decision Tree for requirement ACM-1

NOT APPLICABLE
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For each security asset documented in [E.Info.ACM-1.SecurityAsset] and each network asset documented
in [E.Info.ACM-1.NetworkAsset], check whether the path through the decision tree documented in
[E.Info.DT.ACM-1] ends with “NOT APPLICABLE” or “PASS”.

For each path through the decision tree documented in [E.Info.DT.ACM-1], examine its justification
documented in [E.Just. DT.ACM-1].

6.1.1.4.4.4 Assignment of verdict

The verdict PASS for the assessment case is assigned if:

— at least one path through the decision tree documented in [E.Info.DT.ACM-1] ends with
“PASS”; and

— no path through the decision tree documented in [E.Info.DT.ACM-1] ends with “FAIL”; and

— the information provided in [E.Just. DT.ACM-1] are correct justifications for all paths through
the decision tree documented in [E.Info.DT.ACM-1].

The verdict FAIL for the assessment case is assigned if:

— a path through the decision tree documented in [E.Info.DT.ACM-1] ends with “FAIL”; or

— ajustification provided in [E.Just DT.ACM-1] is not correct or missing for a path through the
decision tree documented in [E.Info.DT.ACM-1].

The verdict NOT APPLICABLE for the assessment case is assigned otherwise.
6.1.1.4.5 Functional completeness assessment
6.1.1.4.5.1 Assessment purpose

The purpose of the functional assessment is to verify that all the security assets and network assets that
are accessible by entities, are documented in [E.Info.ACM-1.NetworkAsset] or [E.Info.ACM-
1.SecurityAsset].

6.1.1.4.5.2 Preconditions
The equipment is in an operational state.
6.1.1.4.5.3 Assessment units

Functionally assess whether there are security assets, that are accessible by entities, in the equipment,
which are not documented in [E.Info.ACM-1.SecurityAsset] and whether there are network assets, that
are accessible by entities, in the equipment, which are not documented in [E.Info.ACM-1.NetworkAsset],
e.g. by inspecting all parts of the software such as built-in software, installed applications and interfaces
for connected peripherals.

6.1.1.4.5.4 Assignment of verdict

The verdict PASS for the assessment case is assigned if all security assets found are documented in
[E.Info.ACM-1.SecurityAsset] and all network assets found are documented in [E.Info.ACM-
1.NetworkAsset].

The verdict FAIL for the assessment case is assigned if a security asset is found which is not documented
in [E.Info.ACM-1.SecurityAsset] or a network asset is found which is not documented in [E.Info.ACM-
1.NetworkAsset].
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The verdict NOT APPLICABLE for the assessment case is assigned otherwise.
6.1.1.4.6 Functional sufficiency assessment
6.1.1.4.6.1 Assessment purpose

The purpose of this assessment case is the functional assessment whether access control mechanisms are
implemented when required per ACM-1.

6.1.1.4.6.2 Preconditions

The equipment is in an operational state.

6.1.1.4.6.3 Assessment units

For each security asset documented in [E.Info.ACM-1.SecurityAsset] and each network asset documented
in [E.Info.ACM-1.NetworkAsset] functionally confirm the existence of access control mechanisms
according to [E.Info.ACM-1.SecurityAsset.ACM] or [E.Info.ACM-1.NetworkAsset. ACM] by accessing the
assets following [E.Info.ACM-1.NetworkAsset.Access] and [E.Info.ACM-1.SecurityAsset.Access].

6.1.1.4.6.4 Assignment of verdict

The verdict PASS for the assessment case is assigned if there is no evidence that an access control
mechanism documented in [E.Info.ACM-1.SecurityAsset. ACM] or [E.Info.ACM-1.NetworkAsset.ACM] is
not implemented.

The verdict FAIL for the assessment case is assigned if there is evidence that an access control mechanism
documented in [E.Info.ACM-1.SecurityAsset.ACM] or [E.Info.ACM-1.NetworkAsset.ACM] is not
implemented.

The verdict NOT APPLICABLE for the assessment case is assigned otherwise.
6.1.2 [ACM-2] Appropriate access control mechanisms
6.1.2.1 Requirement

Access control mechanisms that are required per ACM-1 shall ensure that only authorized entities have
access to the protected security assets and network assets.

6.1.2.2 Rationale

Security assets and network assets may be exposed by unauthorized access attempts. Appropriate access
control mechanisms ensure these assets are protected from unauthorized access.

6.1.2.3 Guidance

This requirement is intended to ensure that the access control mechanisms used to protect the relevant
security assets or network assets are chosen and configured such that unauthorized access is denied.
With a variety of asset access methods and control mechanisms (for instance display on a wearable’s
screen), equipment use-cases and operational environments, it is difficult to specify a generic model for
entities and associated access rights.

Whether an access control mechanism can deny unauthorized access, always depends on external
assumptions that need to be fulfilled. For example, that the sharing of passwords or unauthorized
physical access are not permitted.
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Depending on the equipment’s technical properties, intended operational environment of use, the access
control mechanisms use appropriate properties to tie access rights to and that all involved entities are
provided with authorization information.

When access control mechanisms rely on authentication mechanisms, see AUM, for example:

— an authorized entity, e.g., specific human, owner of a user account, device, or service, can after
authentication access their security asset or network asset, such as changing security
configuration; or

— a member of specific authorized groups can after authentication access a security asset or a
network asset; or

— anentity, authorized by another entity to do so, can access a specific security asset or network
asset.

For the determination of the appropriate access control mechanisms on security assets and network
assets the following aspects are important:

— therisk associated with an entity’s access to a security asset or network asset,

— the form of access an equipment’s functionality allows to a security asset or network asset,
— the external interface the security asset or network asset is accessed through and

— the impact of access control provided by the intended operational environment of use.

For the determination of entities’ access rights on security assets or network assets (authorized entities
for certain access on assets), the following aspects are important:

— the risk associated with an entity’s access to a security asset or network asset,

— the “need-to-know principle”: Does an entity need to obtain some information to a security
asset or network asset,

— the “need-to-use principle”: Does an entity have a valid need to use a functionality based on a
security asset or network asset,

— the “least privileges principle”: everything is forbidden unless permitted,

— the equipment’s clearly advertised functionality e.g., concerning accessibility of security
assets or network assets or interoperability with components of an existing infrastructure.

6.1.2.4 Assessment criteria

6.1.2.4.1 Assessment objective

The assessment addresses the requirement ACM-2.
6.1.2.4.2 Implementation categories

[IC.ACM-2.RBAC]: The methods to validate the appropriateness of the access control mechanism solely
rely on role-based access control.

[[C.ACM-2.DAC]: The methods to validate the appropriateness of the access control mechanism solely rely
on discretionary access control.
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[[C.ACM-2.MAC]: The methods to validate the appropriateness of the access control mechanism solely
rely on mandatory access control.

[[C.ACM-2.Generic]: The methods to validate the appropriateness of the access control mechanism do not
solely rely on any of the methods described in ACM-2-RBAC, ACM-2-DAC or ACM-2-MAC.

6.1.2.4.3 Required information

[E.Info.ACM-2.SecurityAsset]: Description of each security asset for which ACM-1 requires access control
mechanisms, including:

— [E.Info.ACM-2.SecurityAsset.ACM]: Description of each access control mechanism required
per ACM-1 that manages entities' access to the security asset and of how the mechanisms
ensure that only authorized entities have access to the security asset based on the
implementation category.

[E.Info.ACM-2.NetworkAsset]: Description of each network asset for which ACM-1 requires access
control mechanisms, including:

— [E.Info.ACM-2.NetworkAsset. ACM]: Description of each access control mechanism required
per ACM-1 that manages entities' access to the network asset and of how the mechanisms
ensure that only authorized entities have access to the network asset based on the
implementation category.

[E.Info.DT.ACM-2]: Description of the selected path through the decision tree in Figure 2 for each security
asset documented in [E.Info.ACM-2.SecurityAsset] and network asset documented in [E.Info.ACM-
2.NetworkAsset].

[E.Just.DT.ACM-2]: Justification for the selected path through the decision tree documented in
[E.Info.DT.ACM-2], with the following property:

— the justification for the decision [DT.ACM-2.DN-1] is based on [E.Info.ACM-
2.NetworkAsset.ACM] or [E.Info.ACM-2.SecurityAsset.ACM] .

NOTE A justification includes a description of the entities, their access rights on the respective security asset
or network asset and means how the access control mechanisms ensure that only authorised access to the
respective asset is granted.

6.1.2.4.4 Conceptual assessment

6.1.2.4.4.1 Assessment purpose

The purpose of this assessment case is the conceptual assessment whether the access control
mechanisms that are required per ACM-1 are implemented as required per ACM-2.

6.1.2.4.4.2 Preconditions

None.
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6.1.2.4.4.3 Assessment units

Equipment

(For each access control mechanism that is required per ACM-1 )

DT.ACM-2.DN-1

Yes/ Do the access control mechanisms ensure No
that only authorized entities have access
to the protected security asset or network asset?

Figure 2 — Decision Tree for requirement ACM-2

For each security asset documented in [E.Info.ACM-2.SecurityAsset] and each network asset documented
in [E.Info.ACM-2.NetworkAsset], check whether the path through the decision tree documented in
[E.Info.DT.ACM-2] ends with “PASS”.

For each path through the decision tree documented in [E.Info.DT.ACM-2], examine its justification
documented in [E.Just. DT.ACM-2].

6.1.2.4.4.4 Assignment of verdict

The verdict PASS for the assessment case is assigned if:

— all paths through the decision tree documented in [E.Info.DT.ACM-2] end with “PASS”; and

— the information provided in [E.Just.DT.ACM-2] are correct justifications for all paths through
the decision tree documented in [E.Info.DT.ACM-2].

The verdict FAIL for the assessment case is assigned if:

— a path through the decision tree documented in [E.Info.DT.ACM-2] ends with “FAIL”; or

— ajustification provided in [E.Just. DT.ACM-2] is not correct or missing for a path through the
decision tree documented in [E.Info.DT.ACM-2].

The verdict NOT APPLICABLE for the assessment case is assigned otherwise.
6.1.2.4.5 Functional completeness assessment

The functional completeness assessment is covered by the functional sufficiency assessment of the access
control mechanism’s applicability.

Therefore, the functional completeness assessment in ACM-2 is not necessary.
6.1.2.4.6 Functional sufficiency assessment
6.1.2.4.6.1 Assessment purpose

The purpose of this assessment case is the functional assessment whether the access control mechanisms
are implemented as required per ACM-2.
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6.1.2.4.6.2 Assessment units

For each security asset documented in [E.Info.ACM-2.SecurityAsset] and network asset documented in
[E.Info.ACM-2.NetworkAsset]:

[AU.ACM-2.RBAC]: If the access control mechanisms documented in [E.Info.ACM-2.SecurityAsset. ACM] or
[E.Info.ACM-2.NetworkAsset. ACM] belong to [IC.ACM-2.RBAC], functionally confirm that:

— roles are assigned to each user with associated authorization; and
— least privileges are associated with the roles; and

— the security asset or network asset is only accessible by authorized users given by their role;
and

— changes in roles can only be performed by authorized users.

[AU.ACM-2.DAC]: If the access control mechanisms documented in [E.Info.ACM-2.SecurityAsset.ACM] or
[E.Info.ACM-2.NetworkAsset.ACM] belong to [IC.ACM-2.DAC], functionally confirm that:

— identities are assigned to each user with associated authorization; and
— least privileges are associated with the identities; and

— the security asset or network asset is only accessible by authorized users given by their
identity; and

— changes in identities can only be performed by authorized users.

[AU.ACM-2.MAC]: If the access control mechanisms documented in [E.Info.ACM-2.SecurityAsset.ACM] or
[E.Info.ACM-2.NetworkAsset.ACM] belong to [IC.ACM-2.MAC], functionally confirm that:

— the security asset or network asset is only accessible by authorized users after clearance was
issued by the operating system and/or system administrator; and

— the issuance of clearance is associated with the principle of least privileges; and

— changing the operating system and/or system administrator that is responsible for the
issuance of clearance to the user can only be performed by the authorized system
administrator.

[AU.ACM-2.Generic]: If the access control mechanisms documented in [E.Info.ACM-2.SecurityAsset.ACM]
or [E.Info.ACM-2.NetworkAsset. ACM] belong to [IC.ACM-2.Generic], functionally confirm that:

— the security asset or network asset is only accessible by authorized users; and
— the principle of least privileges for users is followed; and

— changing settings related to the access control mechanism or changes of privileges of users
are only allowed to be performed by authorized users.

6.1.2.4.6.3 Assignment of verdict

The verdict PASS for the assessment case is assigned if for each security asset documented in [E.Info.ACM-
2.SecurityAsset] and network asset documented in [E.Info.ACM-2.NetworkAsset] the confirmations in the
implementation category dependent assessment unit are successful.

Documents
24 Document Sharing Hub

Full document details: BS EN 18031-1:2024


http://www.avadocuments.com/doc/bs-en-18031-1-2024
http://www.avadocuments.com/doc/bs-en-18031-1-2024

EN 18031-1:2024 (E)

The verdict FAIL for the assessment case is assigned if for any security asset documented in [E.Info.ACM-
2.SecurityAsset] or network asset documented in [E.Info.ACM-2.NetworkAsset] a confirmation in the
implementation category dependent assessment unit is not successful.

The verdict NOT APPLICABLE for the assessment case is assigned otherwise.
6.2 [AUM] Authentication mechanism

6.2.1 [AUM-1] Applicability of authentication mechanisms

6.2.1.1 [AUM-1-1] Requirement network interface

Access control mechanisms required per ACM-1 shall use authentication mechanisms for managing
entities’ access via network interfaces that allow to:

— read confidential network function configuration or confidential security parameters; or
— modify sensitive network function configuration or sensitive security parameters; or
— use network functions or security functions,

except for access:

— to network functions or network function configuration where the absence of authentication
is required for the equipment’s intended functionality; or

— via networks where physical or logical measures in the equipment’s targeted operational
environment limit accessibility to authorised entities.

6.2.1.2 [AUM-1-2] Requirement user interface

Access control mechanisms required per ACM-1 shall use authentication mechanisms for managing
entities’ access via user interfaces that allow to:

— read confidential network function configuration or confidential security parameters; or
— modify sensitive network function configuration or sensitive security parameters; or
— use network functions or security functions,

except for access:

— where physical or logical measures in the equipment’s targeted operational environment
limit accessibility to authorized entities;

and except for read only access to network functions or network functions configuration where access
without authentication is needed:

— to enable the intended equipment functionality; or

— because legal implications do not allow for authentication mechanisms.

6.2.1.3 Rationale

The equipment needs to provide an authentication mechanism such that the corresponding access
control mechanism prevents unauthorized access from entities which are not who or what they claim to
be that may harm the network or misuse network resources.
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6.2.1.4 Guidance

Authentication mechanisms might use different layers (e.g., application or network layer) for verifying
the validity of entities’ claims. The management of associated access rights for entities are addressed by
access control mechanisms. There are different kinds of entities that can interact with the equipment,

e.g.:

— aspecific human, owner of a user account, device, or service; or

— a member of specific groups such as an authorized group to access a specific equipment’s
resource; or

— authorised by another entity to access a specific equipment’s resource.

Typically, the verification of an entity is based on examining evidence from one or more elements of the
categories:

— knowledge (something you know); and
— possession (something you have); and
— inherence (something you are).

A trust relation to a network (e.g., an entity owns a shared secret like Wi-Fi credentials) could be used to
authenticate an entity.

Authentication might not be needed for all accesses subject to ACM-1 via network interfaces, for instance
for protocols that might provide access to security asset or network assets which are intended to be
accessible without authentication such as but not limited to DHCP and ICMP messages.

Other examples of access where authentication might not be mandatory are amongst others:

— reading equipment’s public IP configuration; or
— reading a public key; or
— reading equipment’s public network state.

Examples of physical or logical measures in the targeted environment that provide confidence in the
correctness of an entity’s claim might be amongst others:

— physical access control that only allows authorized access to the inside of personal road
vehicles or watercrafts; or

— physical access control that only allows authorized access e.g., to a WPS button of a home
gateway to attach other devices to a Wi-Fi network within a private house.

6.2.1.5 Assessment criteria network interface
6.2.1.5.1 Assessment objective
The assessment addresses the requirement AUM-1-1.

6.2.1.5.2 Implementation categories

Not applicable.
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6.2.1.5.3 Required information

[E.Info.AUM-1-1.ACM]: Description of each access control mechanism required per ACM-1 for managing
entities’ access over network interfaces that allow to read confidential network function configuration or
confidential security parameters; or modify sensitive network function configuration or sensitive
security parameters; or use network functions or security functions, including:

— [E.Info.AUM-1-1.ACM.NetworkInterface]: Description of the network interfaces for the
managed access; and

— [E.Info.AUM-1-1.ACM.ManagedAccessNetworkAsset]: Description of the managed access to
network assets via network interfaces; and

— [E.Info.AUM-1-1.ACM.ManagedAccessSecurityAsset]: Description of the managed access to
security assets via network interfaces; and

— (if absence of authentication for access to network functions or network functions
configuration via network interfaces is required for the equipment’s intended functionality)
[E.Info.AUM-1-1.ACM.IntendedFunctionality]: Description of

o the unauthenticated accessible network functions or network functions
configuration; and

o the equipment’s intended functionality; and

o its properties that require the absence of authentication for access to the network
functions or network functions configuration; and

— (if authentication is absent for access via networks where access is limited to authorised
entities) [E.Info.AUM-1-1.ACM.AuthorizedEntity]: Description of the networks and the
physical or logical measures in the equipment’s targeted operational environment that limit
access to authorized entities; and

— (if authentication is required per AUM-1-1) [E.Info.AUM-1-
1.ACM.AuthenticationMechanism]: Description of the implemented authentication
mechanisms.

[E.Info.DT.AUM-1-1]: Description of the selected path through the decision tree in Figure 3 for each access
control mechanism documented in [E.Info.AUM-1-1.ACM].

[E.Just.DT.AUM-1-1]: Justification for the selected path through the decision tree documented in
[E.Info.DT.AUM-1-1] with the following properties:

— (if a decision from [DT.AUM-1-1.DN-1] results in “NOT APPLICABLE”) the justification for the
decision [DT.AUM-1-1.DN-1] is based on [E.Info.AUM-1-1.ACM.IntendedFunctionality]; and

— (if a decision from [DT.AUM-1-1.DN-2] results in “NOT APPLICABLE”) the justification for the
decision [DT.AUM-1-1.DN-2] is based on [E.Info.AUM-1-1.ACM.AuthorizedEntity]; and

— the justification for the decision [DT.AUM-1-1.DN-3] is based on [E.Info.AUM-1-1.ACM].
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6.2.1.5.4 Conceptual assessment
6.2.1.5.4.1 Assessment purpose

The purpose of this assessment case is the conceptual assessment whether an authentication mechanism
is implemented when it is required per AUM-1-1.

6.2.1.5.4.2 Preconditions
None.

6.2.1.5.4.3 Assessment units

Equipment

For each access control mechanism required per ACM-1 that manages

entities' access via a network interface and allows to:

- read confidential network function configuration or confidential security parameters; or
- modify sensitive network function configuration or sensitive security parameters; or

- use network functions or security functions.

v

(For each network interface the access control mechanism manages access over}

v

CFor each managed access to network asset or security asset via the network interface}

DT.AUM-1-1.DN-1

Is the managed access for network functions
or network functions configuration and

is the absence of authentication required

for the equipment's intended functionality?

Yes No

DT.AUM-1-1.DN-2

Is the managed access performed \No
over networks where access is

limited to authorized entities?

NOT APPLICABLE

NOT APPLICABLE

DT.AUM-1-1.DN-3
Does the managed access use
authentication mechanisms?

Figure 3 — Decision Tree for requirement AUM-1-1

Yes No

For each access control mechanism documented in [E.Info.AUM-1-1.ACM], check whether the path
through the decision tree documented in [E.Info.DT.AUM-1-1] ends with “NOT APPLICABLE” or “PASS”.

For each path through the decision tree documented in [E.Info.DT.AUM-1-1], examine its justification
documented in [E.Just. DT.AUM-1-1].

6.2.1.5.4.4 Assignment of verdict

The verdict PASS for the assessment case is assigned if:

— at least one path through the decision tree documented in [E.Info.DT.AUM-1-1] ends with
“PASS”; and

— no path through the decision tree documented in [E.Info.DT.AUM-1-1] ends with “FAIL”; and
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— the information provided in [E.Just.DT.AUM-1-1] are correct justifications for all paths
through the decision tree documented in [E.Info.DT.AUM-1-1].
The verdict FAIL for the assessment case is assigned if:
— a path through the decision tree documented in [E.Info.DT.AUM-1-1] ends with “FAIL”; or

— ajustification provided in [E.Just.DT.AUM-1-1] is not correct or missing for a path through the
decision tree documented in [E.Info.DT.AUM-1-1].

The verdict NOT APPLICABLE for the assessment case is assigned otherwise.
6.2.1.5.5 Functional completeness assessment
6.2.1.5.5.1 Assessment purpose

The purpose of this assessment case is the functional assessment whether there are access control
mechanisms on the equipment for managing entities’ access over network interfaces that allow to read
confidential network function configuration or confidential security parameters; or modify sensitive
network function configuration or sensitive security parameters; or use network functions or security
functions that are not described in [E.Info.AUM-1-1.ACM].

6.2.1.5.5.2 Preconditions
The equipment is in an operational state.
6.2.1.5.5.3 Assessment units

Functionally assess whether there are access control mechanisms required per ACM-1 for managing
entities’ access over network interfaces that allow to read confidential network function configuration or
confidential security parameters; or modify sensitive network function configuration or sensitive
security parameters; or use network functions or security functions that are not described in
[E.Info.AUM-1-1.ACM].

6.2.1.5.5.4 Assignment of verdict

The verdict PASS for the assessment case is assigned if there is no evidence that an access control
mechanism required per ACM-1 for managing entities’ access over network interfaces that allow to read
confidential network function configuration or confidential security parameters; or modify sensitive
network function configuration or sensitive security parameters; or use network functions or security
functions, is found that is not documented in [E.Info.AUM-1-1.ACM].

The verdict FAIL for the assessment case is assigned if there is evidence that an access control mechanism
required per ACM-1 for managing entities’ access over network interfaces that allow to read confidential
network function configuration or confidential security parameters; or modify sensitive network
function configuration or sensitive security parameters; or use network functions or security functions,
is found that is not documented in [E.Info.AUM-1-1.ACM].

The verdict NOT APPLICABLE for the assessment case is assigned otherwise.
6.2.1.5.6 Functional sufficiency assessment
6.2.1.5.6.1 Assessment purpose

The purpose of this assessment case is the functional assessment whether the documented
authentication mechanisms required per AUM-1-1 are implemented.
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6.2.1.5.6.2 Preconditions
The equipment is in an operational state.
6.2.1.5.6.3 Assessment units

For each access control mechanisms documented in [E.Info.AUM-1-1.ACM], each managed access via
network interfaces to network assets documented in [E.Info.AUM-1-
1.ACM.ManagedAccessNetworkAsset] and each managed access via network interfaces to security assets
documented in [E.Info.AUM-1-1.ACM.ManagedAccessSecurityAsset], access the corresponding security
assets or network assets and check whether the authentication mechanism is implemented.

6.2.1.5.6.4 Assignment of verdict

The verdict PASS for the assessment case is assigned if there is no evidence that an authentication
mechanism documented in [E.Info.AUM-1-1.ACM.AuthenticationMechanism] is not implemented.

The verdict FAIL for the assessment case is assigned if there is evidence that an authentication
mechanism documented in [E.Info.AUM-1-1.ACM.AuthenticationMechanism] is not implemented.

The verdict NOT APPLICABLE for the assessment case is assigned otherwise.
6.2.1.6 Assessment criteria user interface

6.2.1.6.1 Assessment objective

The assessment addresses the requirement AUM-1-2.

6.2.1.6.2 Implementation categories

Not applicable.

6.2.1.6.3 Required information

[E.Info.AUM-1-2.ACM]: Description of each access control mechanism required per ACM-1 for managing
entities’ access over user interfaces that allow to read confidential network function configuration or
confidential security parameters; or modify sensitive network function configuration or sensitive
security parameters; or use network functions or security functions, including:

— [E.Info.AUM-1-2.ACM.UserInterfaces]: A description of the user interfaces for the managed
access; and

— [E.Info.AUM-1-2.ACM.ManagedAccessNetworkAsset]: Description of the managed access to
network assets via user interfaces; and

— [E.Info.AUM-1-2.ACM.ManagedAccessSecurityAsset]: Description of the managed access to
security assets via user interfaces; and

— (if physical or logical measures in the targeted environment provide confidence in the
correctness of an entity’s claim) [E.Info.AUM-1-2.ACM.IntendedEnvironment]: Description of
the physical or logical measures in the targeted environment; and

— (if authentication is required per AUM-1-2) [E.Info.AUM-1-
2.ACM.AuthenticationMechanism]: Description of the implemented authentication
mechanisms; and
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— (if authentication is absent for read only access to network functions or network functions
configuration where access without authentication is needed to enable the intended
equipment functionality) [E.Info.AUM-1-2.ACM.ReadOnlyFunctionality]: Description of the
equipment’s intended functionality concerning the absence of authentication for read only
access to affected assets via user interfaces; and

— (if authentication is absent for read only access to network functions or network functions
configuration where legal implications do not allow for authentication mechanisms)
[E.Info.AUM-1-2.ACM.ReadOnlyLegal]: References to all corresponding paragraph(s) or
passages in all relevant legal documents, including a description on how this is applicable for
the equipment or affected asset.

[E.Info.DT.AUM-1-2]: Description of the selected path through the decision tree in Figure 4 for each access
control mechanism documented in [E.Info.AUM-1-2.ACM].

[E.Just.DT.AUM-1-2]: Justification for the path through the decision tree documented in [E.Info.DT.AUM-
1-2] with the following properties:

— (if decision from [DT.AUM-1-2.DN-1] results in “NOT APPLICABLE) the justification for the
decision [DT.AUM-1-2.DN-1] is based on [E.Info.AUM-1-2.ACM.IntendedEnvironment]; and

— (if decision from [DT.AUM-1-2.DN-2] results in “NOT APPLICABLE) the justification for the
decision [DT.AUM-1-2.DN-2] is based on [E.Info.AUM-1-2.ACM.ReadOnlyFunctionality]; and

— (if decision from [DT.AUM-1-2.DN-3] results in “NOT APPLICABLE) the justification for the
decision [DT.AUM-1-2.DN-3] is based on [E.Info.AUM-1-2.ACM.ReadOnlyLegal]; and

— the justification for the decision [DT.AUM-1-2.DN-4] is based on [E.Info.AUM-1-2.ACM].
6.2.1.6.4 Conceptual assessment
6.2.1.6.4.1 Assessment purpose

The purpose of this assessment case is the conceptual assessment whether an authentication mechanism
is implemented when it is required per AUM-1-2.

6.2.1.6.4.2 Preconditions

None.
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6.2.1.6.4.3 Assessment units

Equipment

For each access control mechanism required per ACM-1 that manages

entities' access via a user interface and allows to:

- read confidential network function configuration or confidential security parameters; or
- modify sensitive network function configuration or sensitive security parameters; or

- use network functions or security functions.

v

(For each user interface the access control mechanism manages access over)

v

(For each managed access to network asset or security asset via the user interface)

DT.AUM-1-2.DN-1

Is the managed access performed

over a user interface where physical No
or logical measures in the targeted
environment provide confidence in the
correctness of an entity’s claim?

DT.AUM-1-2.DN-2

Is the managed access only for reading of
network functions or network functions No
configuration where access without
authentication is needed to enable the
intended equipment functionality?

NOT APPLICABLE

DT.AUM-1-2.DN-3

Is the managed access only for reading of
network functions or network functions
configuration where access without
authentication is needed because legal
implications do not allow for
authentication mechanisms?

NOT APPLICABLE

No

DT.AUM-1-2.DN-4
Does the managed access use
authentication mechanisms?

e

Figure 4 — Decision Tree for requirement AUM-1-2

Yes No

NOT APPLICABLE

For each access control mechanism documented in [E.Info.AUM-1-2.ACM], check whether the path
through the decision tree documented in [E.Info.DT.AUM-1-2] ends with “NOT APPLICABLE” or “PASS”.

For each path through the decision tree documented in [E.Info.DT.AUM-1-2], examine its justification
documented in [E.Just. DT.AUM-1-2].

6.2.1.6.4.4 Assignment of verdict

The verdict PASS for the assessment case is assigned if:

— at least one path through the decision tree documented in [E.Info.DT.AUM-1-2] ends with
“PASS”; and

— no path through the decision tree documented in [E.Info.DT.AUM-1-2] ends with “FAIL”; and

— the information provided in [E.Just.DT.AUM-1-2] are correct justifications for all paths
through the decision tree documented in [E.Info.DT.AUM-1-2].

The verdict FAIL for the assessment case is assigned if:

— a path through the decision tree documented in [E.Info.DT.AUM-1-2] ends with “FAIL”; or

Documents
32 Document Sharing Hub

Full document details: BS EN 18031-1:2024


http://www.avadocuments.com/doc/bs-en-18031-1-2024
http://www.avadocuments.com/doc/bs-en-18031-1-2024

EN 18031-1:2024 (E)

— ajustification provided in [E.Just.DT.AUM-1-2] is not correct or missing for a path through the
decision tree documented in [E.Info.DT.AUM-1-2].

The verdict NOT APPLICABLE for the assessment case is assigned otherwise.
6.2.1.6.5 Functional completeness assessment

6.2.1.6.5.1 Assessment purpose

The purpose of this assessment case is the functional assessment whether there are access control
mechanisms on the equipment for managing entities’ access over user interfaces that allow to read
confidential network function configuration or confidential security parameters; or modify sensitive
network function configuration or sensitive security parameters; or use network functions or security
functions that are not described in [E.Info.AUM-1-2.ACM].

6.2.1.6.5.2 Preconditions
The equipment is in an operational state.
6.2.1.6.5.3 Assessment units

Functionally assess whether there are access control mechanisms required per ACM-1 for managing
entities’ access over user interfaces that allow to read confidential network function configuration or
confidential security parameters; or modify sensitive network function configuration or sensitive
security parameters; or use network functions or security functions that are not described in
[E.Info.AUM-1-2.ACM].

6.2.1.6.5.4 Assignment of verdict

The verdict PASS for the assessment case is assigned if there is no evidence that an access control
mechanism required per ACM-1 for managing entities’ access over user interfaces that allow to read
confidential network function configuration or confidential security parameters; or modify sensitive
network function configuration or sensitive security parameters; or use network functions or security
functions, is found that is not documented in [E.Info.AUM-1-2.ACM].

The verdict FAIL for the assessment case is assigned if there is evidence that an access control mechanism
required per ACM-1 for managing entities’ access over user interfaces that allow to read confidential
network function configuration or confidential security parameters; or modify sensitive network
function configuration or sensitive security parameters; or use network functions or security functions,
is found that is not documented in [E.Info.AUM-1-2.ACM].

The verdict NOT APPLICABLE for the assessment case is assigned otherwise.
6.2.1.6.6 Functional sufficiency assessment
6.2.1.6.6.1 Assessment purpose

The purpose of this assessment case is the functional assessment whether the documented
authentication mechanisms required per AUM-1-2 are implemented.

6.2.1.6.6.2 Preconditions

The equipment is in an operational state.
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6.2.1.6.6.3 Assessment units

For each access control mechanism documented in [E.Info.AUM-1-2.ACM], each managed access via user
interfaces to network assets documented in [E.Info.AUM-1-2.ACM.ManagedAccessNetworkAsset] and
each managed access via user interfaces to security assets documented in [E.Info.AUM-1-
2.ACM.ManagedAccessSecurityAsset], access the corresponding security assets and network assets and
check whether the authentication mechanism is implemented.

6.2.1.6.6.4 Assignment of verdict

The verdict PASS for the assessment case is assigned if there is no evidence that an authentication
mechanism documented in [E.Info.AUM-1-2.ACM.AuthenticationMechanism] is not implemented.

The verdict FAIL for the assessment case is assigned if there is evidence that an authentication
mechanism documented in [E.Info.AUM-1-2.ACM.AuthenticationMechanism] is not implemented.

The verdict NOT APPLICABLE for the assessment case is assigned otherwise.
6.2.2 [AUM-2] Appropriate authentication mechanisms
6.2.2.1 Requirement

Authentication mechanisms that are required per AUM-1-1 (network interface) or AUM-1-2 (user
interface) shall verify an entity’s claim based on examining evidence from at least one element of the
categories knowledge, possession and inherence (one factor authentication).

6.2.2.2 Rationale

One factor authentication is suitable to protect the network resources of an equipment against misuse,
e.g., as part of a DoS attack.

6.2.2.3 Guidance

Examples for a verification of an entity’s claim based on examining evidence from one element of the
categories, knowledge, possession, and inherence, are:

— PIN-Code used for user interface

— 1-Factor (e.g., password based) of each incoming connection on a user or network interface
— fingerprint biometrics or face recognition for a user interface

— verifying the possession of a private key that matches to a trusted certificate

— trust relation to a network (e.g., based on a common secret) established at on-boarding.

Considering possible constraints of human users with disabilities is an important aspect for
implementing appropriate authentication mechanisms. Examples of considerations when selecting
authentication mechanisms include:

— transferring the authentication information to and from a relevant assistive technology,

— enabling a dual or shared use when the equipment is in use by a user and a support worker
(and/or parent and child),

— offering alternative authentication mechanisms so that they are useable by a user with
specific learning impairments (including dyslexia) and do not trigger negative feelings (e.g.,
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by avoiding specifying family or personal information which may be distressing or not
relevant for the end user).

At  the time of  publishing the present document long  passwords like
“WeihnachtsmarkTElephanTCarpeT@Bon(n)” are considered stronger passwords than short passwords
like “P@sswOrd!” and more guidance on current best practice on passwords can be found in NIST Special
Publication 800-63B [9], ISO/IEC EN 27002:2022 [3], ISO/IEC EN 24760 [4], IEC EN 62443-4-2 [2] and
ETSIEN 303 645 [5].

6.2.2.4 Assessment criteria

6.2.2.4.1 Assessment objective

The assessment addresses the requirement AUM-2.
6.2.2.4.2 Implementation categories

Not applicable.

6.2.2.4.3 Required information

[E.Info.AUM-2.AuthenticationMechanism]: Description of each authentication mechanism required per
AUM-1-1 (network interface) or AUM-1-2 (user interface) including:

— [E.Info.AUM-2.AuthenticationMechanism.AuthFactor]: Description of the authenticator.
[E.Info.DT.AUM-2]: Description of the selected path through the decision tree in Figure 5 for each

authentication mechanism that is documented in [E.Info.AUM-2.AuthenticationMechanism].

[E.Just.DT.AUM-2]: Justification for the selected path through the decision tree documented in
[E.Info.DT.AUM-2] with the following property:

— the justification for the decision [DT.AUM-2.DN-1] is based on [E.Info.AUM-
2.AuthenticationMechanism.AuthFactor].

6.2.2.4.4 Conceptual assessment

6.2.2.4.4.1 Assessment purpose

The purpose of this assessment case is the conceptual assessment whether the authentication
mechanisms that are required per AUM-1-1 (network interface) or AUM-1-2 (user interface) are
implemented as required per AUM-2.

6.2.2.4.4.2 Preconditions

None.
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6.2.2.4.4.3 Assessment units

Equipment

For each authentication mechanism that is
required per AUM-1-1 (network interface)
or AUM-1-2 (user interface)

DT.AUM-2.DN-1

Yes/ Does the authentication mechanism examine evidence No
from at least one element of the categories knowledge,
possession and inherence (one factor authentication)?

Figure 5 — Decision Tree for requirement AUM-2

For each authentication mechanism that is required per AUM-1-1 (network interface) or AUM-1-2 (user
interface) documented in [E.Info.AUM-2.AuthenticationMechanism], check whether the path through the
decision tree documented in [E.Info.DT.AUM-2] ends with “PASS”.

For each path through the decision tree documented in [E.Info.DT.AUM-2], examine its justification
documented in [E.Just. DT.AUM-2].

6.2.2.4.4.4 Assignment of verdict

The verdict PASS for the assessment case is assigned if:

— all paths through the decision tree documented in [E.Info.DT.AUM-2] end with “PASS”; and

— the information provided in [E.Just.DT.AUM-2] are correct justifications for all paths through
the decision tree documented in [E.Info.DT.AUM-2].

The verdict FAIL for the assessment case is assigned if:

— a path through the decision tree documented in [E.Info.DT.AUM-2] ends with “FAIL”; or

— ajustification provided in [E.Just. DT.AUM-2] is not correct or missing for a path through the
decision tree documented in [E.Info.DT.AUM-2].

The verdict NOT APPLICABLE for the assessment case is assigned otherwise.
6.2.2.4.5 Functional completeness assessment

The functional completeness assessment is covered by the functional sufficiency assessment of the
authentication mechanism’s applicability.

Therefore, this functional completeness assessment is not necessary.
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6.2.2.4.6 Functional sufficiency assessment
6.2.2.4.6.1 Assessment purpose

The purpose of this assessment case is the functional assessment whether the documented
authentication mechanisms that are required per AUM-1-1 (network interface) or AUM-1-2 (user
interface) are implemented as documented.

6.2.2.4.6.2 Preconditions

The equipment is in an operational state.

6.2.2.4.6.3 Assessment units

For each authentication mechanism that is required per AUM-1-1 (network interface) or AUM-1-2 (user
interface) documented in [E.Info.AUM-2.AuthenticationMechanism] perform an authentication and
check whether the authentication mechanism is implemented as documented.

6.2.2.4.6.4 Assignment of verdict

The verdict PASS for the assessment case is assigned if there is no evidence that an authentication
mechanism’s implementation deviates from [E.Info.AUM-2.AuthenticationMechanism].

The verdict FAIL for the assessment case is assigned if there is evidence that an authentication
mechanism’s implementation deviates from [E.Info.AUM-2.AuthenticationMechanism].

The verdict NOT APPLICABLE for the assessment case is assigned otherwise.
6.2.3 [AUM-3] Authenticator validation
6.2.3.1 Requirement

Authentication mechanisms that are required per AUM-1-1 (network interface) or AUM-1-2 (user
interface) shall validate all relevant properties of the used authenticators, dependent on the available
information in the operational environment of use.

6.2.3.2 Rationale

Even when the equipment provides an authentication mechanism, the risk is given that an attacker uses
typical design weaknesses to overcome it. The usage of forged or partially forged authenticators are often
used for an attack against such a mechanism. Therefore, the security design of the mechanisms needs
techniques to resist forged authenticators, for example manipulated PKI certificates.

6.2.3.3 Guidance

The authenticator and its attributes vary, depending on the authentication mechanism. For the validation
of the authenticator, best practice ought to be applied for the corresponding authentication mechanism.
This is necessary in order to detect and prevent the use of an authenticator that is invalid. For example,
if the equipment only validates the common name of a PKI certificate without further validation of the
complete certification information, then a correspondingly forged authenticator would be accepted. In
this example, the relevant properties of the authenticator are the signatures and public keys of the trust
chain, the revocation status and in many cases also the validity period of the certificate. The set of relevant
properties can differ depending on whether the equipment is actually internet connected or not. For
example, offline equipment probably does not have access to a reliable time source or to certificate
revocation information.
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Another example for insufficient validation of authenticators is, if only parts of the password is checked.
This would weaken the strength of the password, facilitating brute force attacks on the corresponding
authentication mechanism.

6.2.3.4 Assessment criteria

6.2.3.4.1 Assessment objective

The assessment addresses the requirement AUM-3.
6.2.3.4.2 Implementation categories

[IC.AUM-3.Password]: The authenticator is a password.

[IC.AUM-3.CertificatePrivateKey]: The authenticator is a private key associated to a certificate trusted by
the equipment.

NOTE A certificate can be trusted be the equipment for example via a chain of trust to a preinstalled root
certificate of a PKI or by certificate pinning.

[[C.AUM-3.Generic]: The authenticator is different from [IC.AUM-3.Password] or [IC.AUM-
3.CertificatePrivateKey].

EXAMPLE Biometrics, Secure Shell (SSH) keys, symmetric keys
6.2.3.4.3 Required information
[E.Info.AUM-3.AUM]: Description of each authentication mechanism required per AUM-1-1 (network
interface) or AUM-1-2 (user interface), including:
— [E.Info.AUM-3.AUM.AuthVal]: Description how the validation of the authenticator is

performed including its implementation category and the relevant properties; and

— [E.Info.AUM-3.AUM.AuthEnv]: Description of the available information about the
authenticator in the operational environment of use.

[E.Info.DT.AUM-3]: Description of the selected path through the decision tree in Figure 6 for each
authentication mechanism that is documented in [E.Info.AUM-3.AUM].

[E.Just DT.AUM-3]: Justification for the selected path through the decision tree documented in
[E.Info.DT.AUM-3] with the following property:

— the justification for the decision [DT.AUM-3.DN-1] is based on [E.Info.AUM-3.AUM.AuthVal]
and [E.Info.AUM-3.AUM.AuthEnv].

6.2.3.4.4 Conceptual assessment
6.2.3.4.4.1 Assessment purpose

The purpose of this assessment case is the conceptual assessment whether the authentication
mechanisms validate all relevant properties of the authenticator as documented in [E.Info.AUM-3.AUM].
This assessment is conducted on each path to security assets and/or network assets required by AUM-1-
1 or AUM-1-2.

6.2.3.4.4.2 Preconditions

None.
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6.2.3.4.4.3 Assessment units

Equipment

For each authentication mechanism that is
required per AUM-1-1 (network interface)
or AUM-1-2 (user interface)

DT.AUM-3.DN-1

Yes/ Does the authentication mechanism validate all relevant properties No
considering the available information about the authenticator in
the operational environments of use?

Figure 6 — Decision Tree for requirement AUM-3

For each authentication mechanism documented in [E.Info.AUM-3.AUM], check whether the path through
the decision tree documented in [E.Info.DT.AUM-3] ends with “PASS”.

For each path through the decision tree documented in [E.Info.DT.AUM-3], examine its justification
documented in [E.Just. DT.AUM-3].

6.2.3.4.4.4 Assignment of verdict

The verdict PASS for the assessment case is assigned if:

— all paths through the decision tree documented in [E.Info.DT.AUM-3] end with “PASS”; and

— the information provided in [E.Just.DT.AUM-3] are correct justifications for all paths through
the decision tree documented in [E.Info.DT.AUM-3].

The verdict FAIL for the assessment case is assigned if:

— a path through the decision tree documented in [E.Info.DT.AUM-3] ends with “FAIL”; or

— ajustification provided in [E.Just. DT.AUM-3] is not correct or missing for a path through the
decision tree documented in [E.Info.DT.AUM-3].

The verdict NOT APPLICABLE for the assessment case is assigned otherwise.
6.2.3.4.5 Functional completeness assessment

The functional completeness assessment is covered by the functional sufficiency assessment of the
authentication mechanism’s applicability.

Therefore, this functional completeness assessment is not necessary.
6.2.3.4.6 Functional sufficiency assessment
6.2.3.4.6.1 Assessment purpose

The purpose of this assessment case is the functional assessment whether the authentication mechanism
required per AUM-1-1 or AUM-1-2 validates all required properties.
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6.2.3.4.6.2 Preconditions
The equipment is in an operational state.
6.2.3.4.6.3 Assessment units

For each authentication mechanism documented in [E.Info.AUM-3.AUM]:

[AU.AUM-3.Password]: If the authenticator belongs to [IC.AUM-3.Password], functionally confirm the
validation of the relevant properties of the authenticator documented in [E.Info.AUM-3.AUM.AuthVal] by
examining whether:

— incorrect passwords can be used for successful authentication; and
— (ifthe confidentiality of the messages exchanged during authentication via network interfaces

is not protected) a replay of a recorded successful authentication attempt can be used for
successful authentication; and

— parts of the correct password can be used for authentication; and

— (if different user accounts exist or can be created) passwords of other entities can be used for
authentication.

[AU.AUM-3.CertificatePrivateKey]: If the authenticator belongs to [IC.AUM-3.CertificatePrivateKey],
functionally confirm the validation of the relevant properties of the authenticator documented in
[E.Info.AUM-3.AUM.AuthVal] by examining whether:

— incorrect private keys to a trusted certificate can be used for successful authentication; and
— (ifthe confidentiality of the messages exchanged during authentication via network interfaces

is not protected) a replay of a recorded successful authentication attempt can be used for
successful authentication; and

— valid private keys to untrusted or invalid certificates can be used for successful
authentication; and

NOTE untrusted or invalid certificates can be certificates revoked by the certificate authority,
expired certificates, certificates with an invalid chain of trust e.g., generated by an untrusted entity
containing an expected “Common Name” (CN) entry.

— (if different user accounts exist or can be created) private keys to a trusted certificate of other
entities can be used for authentication.

[AU.AUM-3.Generic]: If the authenticator belongs to [IC.AUM-3.Generic], functionally confirm the
validation of the relevant properties of the authenticator documented in [E.Info.AUM-3.AUM.AuthVal] by
examining whether:

— incorrect authenticators can be used for successful authentication; and

— (ifthe confidentiality of the messages exchanged during authentication via network interfaces
is not protected) a replay of a recorded successful authentication attempt can be used for
successful authentication; and

— (if different user accounts exist or can be created) authenticators of other entities can be used
for authentication.
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6.2.3.4.6.4 Assignment of verdict

The verdict PASS for the assessment case is assigned if for each authentication mechanism documented
in [E.Info.AUM-3.AUM] the confirmations in the implementation category dependent assessment unit are
successful.

The verdict FAIL for the assessment case is assigned if for an authentication mechanism documented in
[E.Info.AUM-3.AUM] a confirmation in the implementation category dependent assessment unit is not
successful.

The verdict NOT APPLICABLE for the assessment case is assigned otherwise.
6.2.4 [AUM-4] Changing authenticators
6.2.4.1 Requirement

Authentication mechanisms that are required per AUM-1-1 or AUM-1-2 shall allow for changing the
authenticator except for authenticators where conflicting security goals do not allow for a change.

6.2.4.2 Rationale

Static authenticators can be a security risk for the equipment, e.g., increased vulnerability to brute force
and eavesdropping attacks. Therefore, the support for changing authenticators on the equipment is
needed as a countermeasure.

6.2.4.3 Guidance

An authorised entity needs the possibility to change the authenticator. The procedure can vary depending
on the authentication mechanism used:

— the equipment provides a functionality to the authorised entity, e.g., user, to change the
authenticator on the equipment; or

— the authenticator, e.g., token, is renewed or changed by the manufacturer and the equipment
accepts the changed authenticator because the trust chain is still valid; or

— the authenticator is updated using a secure update mechanism.

In case of machine interfaces new pairing can be necessary. The integration of the change of the
authenticator in the normal workflow simplifies the procedure for the user. This procedure depends on
the selected authenticator (e.g., fingerprint, password, or token)

There can be use cases, where a static authenticator is acceptable, such as a root of trust where the
confidentiality of the corresponding cryptographic key is ensured by the manufacturer. In such an
example the manufacturer typically provides tokens to authorized entities that are all linked to the same
root of trust.

There can also be exceptions, where the overall risk of changing an authenticator, e.g., due to complexity,
outweighs the risk associated with the security assets or network assets when using static authenticators.
In such cases, it's important to consider best practice security design principles to minimize the risk
associated with the static authenticator, for example, by avoiding the use of global authenticators.

Depending on the intended equipment functionality it might be needed to ensure the availability of the
equipment functionality due a deferral option, e.g., not forcing the update of a password whilst driving a
car.
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6.2.4.4 Assessment criteria

6.2.4.4.1 Assessment objective

The assessment addresses the requirement AUM-4.
6.2.4.4.2 Implementation categories

Not applicable.
6.2.4.4.3 Required information
[E.Info.AUM-4.AUM]: Description of each authentication mechanism required by AUM-1-1 (network

interface) or AUM-1-2 (user interface), including:

— (if conflicting security goals do not allow for a change) [E.Info.AUM-4.AUM.ConfSecGoals]:
Description of the conflicting security goals from the security concept of the equipment
concerning the change of the authenticator.[E.Info.AUM-4.AUM.AuthChange]: Description for
each authentication mechanism documented in [E.Info.AUM-4.AUM] how the change of the
authenticator is performed under consideration of the security concept of the equipment.

[E.Info.DT.AUM-4]: Description of the selected path through the decision tree in Figure 7 for each
authenticator change functionality documented in [E.Info.AUM-4.AUM.AuthChange].

[E.Just. DT.AUM-4]: Justification for the selected path through the decision tree documented in
[E.Info.DT.AUM-4] with the following properties:

— the justification for the decision [DT.AUM-4.DN-1] is based on [E.Info.AUM-
4.AUM.ConfSecGoals]; and

— the justification for the decision [DT.AUM-4.DN-2] is based on [E.Info.AUM-
4.AUM.AuthChange].

6.2.4.4.4 Conceptual assessment
6.2.4.4.4.1 Assessment purpose

The purpose of this assessment case is the conceptual assessment whether the authenticator used by the
authentication mechanisms documented in [E.Info.AUM-4.AUM] can be changed.

6.2.4.4.4.2 Preconditions

None.
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6.2.4.4.4.3 Assessment units

Equipment

For each authentication mechanism that is
required per AUM-1-1 (network interface)
or AUM-1-2 (user interface)

DT.AUM-4.DN-1

Yes Does the change of the authenticator
conflict security goals?
' Yes DT.AUM-4.DN-2 No
NOT APPLICABLE Does the authentication mechanism allow

the change of the authenticator?

S

Figure 7 — Decision Tree for requirement AUM-4

For each authenticator change functionality documented in [E.Info.AUM-4.AUM], check whether the path
through the decision tree documented in [E.Info.DT.AUM-4] ends with “NOT APPLICABLE” or “PASS”.

For each path through the decision tree documented in [E.Info.DT.AUM-4], examine its justification
documented in [E.Just. DT.AUM-4].

6.2.4.4.4.4 Assignment of verdict

The verdict PASS for the assessment case is assigned if:

— at least one path through the decision tree documented in [E.Info.DT.AUM-4] ends with
“PASS”; and

— no path through the decision tree documented in [E.Info.DT.AUM-4] ends with “FAIL”; and

— the information provided in [E.Just. DT.AUM-4] are correct justifications for all paths through
the decision tree documented in [E.Info.DT.AUM-4].

The verdict FAIL for the assessment case is assigned if:

— a path through the decision tree documented in [E.Info.DT.AUM-4] ends with “FAIL”; or

— ajustification provided in [E.Just. DT.AUM-4] is not correct or missing for a path through the
decision tree documented in [E.Info.DT.AUM-4].

The verdict NOT APPLICABLE for the assessment case is assigned otherwise.
6.2.4.4.5 Functional completeness assessment

The functional completeness assessment is covered by the functional sufficiency assessment of the
authentication mechanism’s applicability.

Therefore, this functional completeness assessment is not necessary.
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6.2.4.4.6 Functional sufficiency assessment
6.2.4.4.6.1 Assessment purpose

The purpose of this assessment case is the functional assessment whether the documented
authentication mechanisms that are required per AUM-1-1 (network interface) or AUM-1-2 (user
interface) allow for changing the authenticator as documented in [E.Info.AUM-4.AUM.AuthChange].

6.2.4.4.6.2 Preconditions

The equipment is in an operational state.

6.2.4.4.6.3 Assessment units

For each authentication mechanism that is required per AUM-1-1 (network interface) or AUM-1-2 (user
interface) documented in [E.Info.AUM-4.AUM], functionally confirm the ability to change authenticator
as documented in [E.Info.AUM-4.AUM.AuthChange] by

— checking whether the newly assigned authenticator grants access on each path to security
assets and/or network assets; and

— checking whether the previous authenticator does no longer grant access on any path to
security assets and/or network assets

after changing the authenticator.
6.2.4.4.6.4 Assignment of verdict

The verdict PASS for the assessment case is assigned if there is no evidence that an implementation of
changing an authenticator deviates from [E.Info.AUM-4.AUM.AuthChange].

The verdict FAIL for the assessment case is assigned if there is evidence that an implementation of
changing an authenticator deviates from [E.Info.AUM-4.AUM.AuthChange].

The verdict NOT APPLICABLE for the assessment case is assigned otherwise.
6.2.5 [AUM-5] Password strength
6.2.5.1 [AUM-5-1] Requirement for factory default passwords

If factory default passwords are used by an authentication mechanism that is required per AUM-1-1 or
AUM-1-2, they shall:

— be unique per equipment; and
— follow best practice concerning strength;

or

— be enforced to be changed by the user before or on first use.
NOTE The user can choose to not use any password.

6.2.5.2 [AUM-5-2] Requirement for non-factory default passwords

If passwords other than factory default passwords are used by an authentication mechanism required
per AUM-1-1 or AUM-1-2, they shall:
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— be enforced to be set by the user before or on first use and before the equipment is logically
connected to a network; or

— be defined by an authorized entity within a network where access is limited to authorised
entities; or

— be generated by the equipment using best practice concerning strength and only
communicated to an authorized entity within a network where access is limited to authorised
entities.

NOTE The user can choose to not use any password.
6.2.5.3 Rationale

Weak passwords like universal passwords represent one of the most exploited attack vectors for
equipment. There is a wide range of malware that uses such passwords to automatically compromise
equipment. Hence, it is imperative to enforce distinct passwords when set at the factory or user/entity-
defined passwords for each piece of equipment during their initial setup.

6.2.5.4 Guidance

There are a variety of techniques to avoid universal passwords, examples are:

— The equipment password for the factory default state is printed on a sticker under the
equipment casing. The password is created by using a True Random Number Generator or
another cryptographically secure pseudorandom number generator (CSPRNG)
implementation.

— The equipment prompts a user to create a password on the first use.

It is highly recommended to follow well established standards for the secure generation of random
numbers used to generate secure passwords. There are numerous well-recognised publicly available
standards for random number generation mechanisms which have undergone peer review. Well
established examples for such standards are NIST SP800-90A[11], NIST SP800-90B[12], NIST SP800-
90C[13], BSI AIS31[18].

Guidance on best practice on passwords can be found in NIST Special Publication 800-63B [9],
ISO/IEC EN 27002:2022 [3], ISO/IEC EN 24760 [4], IEC EN 62443-4-2 [2] and ETSI EN 303 645 [5]

Unique relates to not systematically reused or deducible for another equipment of the same product type
and cannot be easily derived from equipment properties (e.g., manufacturer name, model name or Media
Access Control (MAC) address). Established random generator can be used to generate practically unique
passwords.

When enforcing a password change, safety aspects are also relevant, such as not forcing a password
change while driving a car.

6.2.5.5 Assessment criteria for factory default passwords
6.2.5.5.1 Assessment objective

The assessment addresses the requirement AUM-5-1.
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6.2.5.5.2 Implementation Categories
[IC.AUM-5-1.UniqueBestPractice]: The user is not enforced to change a factory default password on or
before first use and a password is unique per equipment and follows best practice concerning strength.

[IC.AUM-5-1.EnforceSettingFirstUse]: The user is enforced to change a factory default password on or
before first use.

6.2.5.5.3 Required information

[E.Info.AUM-5-1.AUM]: Description of each authentication mechanism required per AUM-1-1 (network
interface) or AUM-1-2 (user interface) that uses factory default passwords, including:
— [E.Info.AUM-5-1.AUM.PwdProperty]: Description for each authentication mechanism’s
factory default password:

o (if the implementation is based on [IC.AUM-5-1.UniqueBestPractice]) of how
uniqueness and best practice concerning password strengths is implemented for the
password with regard to the underlying use case of the authentication; and

o (if the implementation is based on [IC.AUM-5-1.EnforceSettingFirstUse]) of how the
change of the password is enforced on or before first use.

[E.Info.DT.AUM-5-1]: Description of the selected path through the decision tree in Figure 8 for each
authentication mechanism that is documented in [E.Info.AUM-5-1.AUM].

[E.Just.DT.AUM-5-1]: Justification for the selected path through the decision tree documented in
[E.Info.DT.AUM-5-1] with the following properties:

— the justification for the decisions [DT.AUM-5-1.DN-1], [DT.AUM-5-1.DN-2] and [DT.AUM-5-
1.DN-3] are based on [E.Info.AUM-5-1.AUM.PwdProperty].

6.2.5.5.4 Conceptual assessment

6.2.5.5.4.1 Assessment purpose

The purpose of this assessment case is the conceptual assessment whether the authentication
mechanisms required by AUM-1-1 or AUM-1-2 are implemented as required per AUM-5-1.

6.2.5.5.4.2 Preconditions

None.
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