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European foreword

This document (EN 50090-3-4:2017) has been prepared by CLC/TC 205 "Home and Building
Electronic Systems (HBES)".

The following dates are fixed:

+ latest date by which this document has to be (dop) 2018-06-12
implemented at national level by publication of an
identical national standard or by endorsement

« latest date by which the national standards conflicting (dow)  2020-06-12
with this document have to be withdrawn

EN 50090-3 is composed with the following parts:

— EN50090-3-1, Home and Building Electronic Systems (HBES)— Part3-1: Aspects of
application —- Introduction to the application structure;

— EN50090-3-2, Home and Building Electronic Systems (HBES)— Part 3-2: Aspects of
application — User process for HBES Class 1,

— EN50090-3-3, Home and Building Electronic Systems (HBES)— Part 3-3: Aspects of
application — HBES Interworking model and common HBES data types;

— EN50090-3-4, Home and Building Electronic Systems (HBES) — Part 3-4: Secure Application
Layer, Secure Service, Secure configuration and security Resources.
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Introduction

KNX Association as Cooperating Partner to CENELEC confirms that to the extent that the standard
contains patents and like rights, the KNX Association's members are willing to negotiate licenses
thereof with applicants throughout the world on fair, reasonable and non-discriminatory terms and
conditions.

Attention is drawn to the possibility that some of the elements of this document may be the subject of
patent rights other than those identified above. CENELEC shall not be held responsible for identifying
any or all such patent rights.

CEN and CENELEC maintain online lists of patents relevant to their standards. Users are encouraged
to consult the lists for the most up to date information concerning patents
(ftp://ftp.cencenelec.eu/EN/IPR/Patents/IPRdeclaration.pdf).
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1 Scope

This European Standard defines security for Home and Building HBES Open Communication System.

It is based on ISO/IEC 24767-2, Home network security / Secure Communication Protocol Middleware
(SCPM).

Having a secure HBES solution has several advantages.

— It makes the HBES RF Communication Medium more secure:
HBES RF Radio Frames in plain communication can easily be traced (by sniffer for example).
— It allows for secure applications.

Secure communication is interesting in shutter — and door control and anti-intrusion security, in
order to prevent intrusive commands (burglars...).

It is also interesting in metering to protect for example electrical consumption data.

This document does not define any type of application.

2 Normative references

The following documents, in whole or in part, are normatively referenced in this document and are
indispensable for its application. For dated references, only the edition cited applies. For undated
references, the latest edition of the referenced document (including any amendments) applies.

EN 50090-1:2011, Home and Building Electronic Systems (HBES) - Part 1: Standardization structure

EN 50090-3-2, Home and Building Electronic Systems (HBES) - Part 3-2: Aspects of application -
User process for HBES Class 1

EN 50090-4-1, Home and Building Electronic Systems (HBES) - Part 4-1: Media independent layers -
Application layer for HBES Class 1

EN 50090-4-2, Home and Building Electronic Systems (HBES) - Part 4-2: Media independent layers -
Transport layer, network layer and general parts of data link layer for HBES Class 1

3 Terms, definitions and abbreviations
3.1 Terms and definitions

For the purposes of this document, the terms and definitions given in EN 50090-1:2011 and the
following apply.

3.141

Access Control

definition and evaluation of which communication partner has the right to access which data or call
which services, which is solved by collecting communication partners with the same rights for all data
and services in Roles and defining for each Role and for each piece of data or service the
Permissions that this Role has

3.1.2

Security Black List

standard list of services or DPs that shall exclusively be accepted using HBES Secure communication
using confidentiality
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313
cipher text
generic term that denotes the encrypted data

Note 1 to entry: Cipher text is opposed to plain data.

314

permission

definition and conditions (plain, authentication, confidentiality) of the functionality that will be accepted
from a Role, in accessing a DP in a device or in accepting services from a communication partner

3.1.5

plain data

generic term that denotes unencrypted data, the content of which depends on the service and the
user and not of confidentiality and authentication

Note 1 to entry: Plain data is opposed to cipher text.

3.1.6
secure DP
datapoint that requires either authentication and/or confidentiality

317

role

identification of a group of links to a device (multicast, unicast and other) that have the same
Permissions throughout the AlL

3.1.8
secure link
link to a secure DP

3.1.9
Security Link Resources
whole collection of the following Resources:

— the Point-to-point Keys Table;

— the Group Keys Table;

— the Security Individual Address Table;

— the Tool Key

3.1.10

Group Address Security Flags

indication in a configuration tool whether for a Group Address, no secure communication will be used,
or secure communication with authentication and/or confidentiality

3.1.11

Security White List
standard list of services or DPs that are always accepted using plain communication
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3.2 Abbreviations

CFB Cipher feedback

FDSK  Factory Default Setup Key

v Initialization Vector

MaC Management Client

MaS Management Server

MAC Message Authentication Code
MiM Man-in-the-Middle

P-AL Plain Application Layer

SAl Security Algorithm Identifier
S-AL Secure Application Layer
SCF Security Control Field

SegNr  Sequence Number

SFCC  Security Failure Common Counter
SFL Security Failure Links

SHD Secure Header

SKI Security Key Info

4 General Introduction (informative)

41 General

411 Common overview of HBES Security

This document specifies HBES Open Communication System Data Security, its Resources (of which the
format may be manufacturer specific) and Procedures.

41.2 Product types

HBES Open Communication System Data Security is designed to be supported on all existing HBES Open
Communication System Communication Media (HBES TP1, HBES PL110, HBES RF and HBES IP).

This document version does not introduce specific requirements on HBES data interfaces.

HBES Couplers are considered as well. The HBES Secure Frame format (see Figure 5) is designed
so that it can be handled by existing HBES Couplers and newer.

EXAMPLE HBES TP1/RF Couplers.

4.1.3 Secure and plain communication in an installation
The end user ) wants to be sure that no unauthorized person will be able to control his receivers
(shutters, doors....).

The end user can have many receivers of a unique kind and he would like to have secure
communication only with some of them.

1) Home owner, building owner, building user, etc.
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EXAMPLE He may require security for shutters in the lower part of the house, but not request security for
shutters in the upper part of the house.

As secure design requires an extension of the HBES stack, it will be useful to have products:

— that use secure communication and plain communication, and
— other products that use only secure communication.

4.1.4 Prerequisites

Prerequisite 1

Secure communication shall be supported during runtime (typically multicast communication) and
during Configuration (typically point-to-point communication).

Prerequisite 2

The need of a secure communication is a requirement from the receiver.

4.1.5 Product scheme examples

41.51 Example 1: A secure transmitter linked to a receiver that only requires
Authentication

Figure 1 below deals with bidirectional devices.

NOTE For a unidirectional device, there is no link with the Datapoint “Info Status” (IMUD).

[ Secured transmitter T1_| [ Secured receiver R1 |

GA3
Shutter_actuator_Basic_Wind
PB_Sunblind_Toggle IMUD
| GA1
‘ MUD > MUD D x | Authentication
\ GA2
IMUD ‘ SSUD 4>{ SSUD & | x [Authentication
‘ WA & | x [Authentication
Transmitter capability ‘
[x] Confidentiality
E Authentication Channel 1
Shutter_actuator_Basic_Wind | Channel 2
Serial Number : NS_Prd1
Individual Address : IA1
IMUD
L
:} SSuD & | x |Authentication
\
\ WA & [ x [Authentication |
[
GA 4 Receiver requirement
Confidentiality &
MUD : Move_UpDown

SSUD : StopStep_UpDown
IMUD : Info_Move_UpDown
WA : Wind_Alarm

Serial Number : NS_Prd2
Individual Address : IA2

Figure 1 — Secure communication between a secure bidirectional transmitter and a
bidirectional receiver that only requires authentication
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The links are created during configuration. The security aspect can be defined by default in the
product and in an offline product description or may be set by the configuration.

41.5.2 Example 2: A secure transmitter linked to a receiver that requires Authentication and
Confidentiality
Figure 2 below deals with bidirectional devices.

NOTE For a unidirectional device, there is no link with the Datapoint “Info Status” (IMUD).

[ Secured transmitter T1_| [ Securedreceiver RT |

GA3

Shutter_actuator_Basic_Wind

PB_Sunblind_Toggle IMUD

| GA 1
| mup »  mup X | Authentication
[ GA2 ‘
IMUD ‘ SSUD 744 SSuD x | Authentication

| \

[ wa

Transmitter capability ‘
[x] Confidentiality
@ Authentication

x | Authentication

e 0eO®

Shutter_actuator_Basic_Wind fold 2
Serial Number : NS_Prd1

Individual Address : IA1
IMUD

SRS
=} SSUD 8 X | Authentication
(O

‘ WA g x | Authentication
|

GA 4 Receiver requirement
Confidentiality @
MUD : Move_UpDown

SSUD : StopStep_UpDown Serial Number : NS_Prd2

IMUD : Info_Move_UpDown Individual Adress : IA2
WA : Wind_Alarm

Figure 2 — Secure communication between a secure bidirectional transmitter and a
bidirectional receiver that requires both authentication and confidentiality

4.1.6 Constraints

This document focusses on the HBES Security of end devices, for runtime and for configuration
(although the resources needed for that are kept manufacturer specific). For the full-fledged support
of HBES Security in HBES installations, the following is additionally considered necessary, but not yet
in full specified in this document version. The functionality listed below is outside the scope of this
standard version.

— Visualization and interfaces:

Visualization requires that the visualization device (e.g. touch panel) or tool obtains in a secure
way the security keys used in the HBES installation.

Additionally, the interface (IP Tunnelling, USB) needs either to be a commissioned
communication partner in the installation, or needs to be synchronized with the Sequence
Number (SeqNr) field of the secure devices to which it communicates (sending and receiving).

Full document details: BS EN 50090-3-4:2017
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— Media Coupler between a Secure HBES RF Subnetwork and a Plain HBES Subnetwork

USE CASE An existing HBES TP1 installation is extended with a HBES RF Subnetwork.
Because of the open nature, it is chosen to have HBES Security communication on the HBES RF
Subnetwork. Yet, it is not wanted that the existing HBES TP1 installation needs to be modified;
the HBES TP1 installation is considered secure.

This requires that the HBES TP1/RF Media Coupler acts as a “Secure Proxy” for the HBES TP1
communication on the RF Subnetwork and handles the HBES Data Security when transferring
secure messages from HBES RF to HBES TP1.

This HBES Secure Proxy and this HBES TP1/RF Media Coupler (“Security Gateway”) are not
modelled in this standard version.

— HBES Data Security in a Subnetwork outside the building and no HBES Data Security inside the
building.

— If a communication partner is given the key for the verification of a secure message, then this
participant is also capable of sending secure messages itself. The installed devices would also
react if it uses an |A that is present in their Point-to-point Keys Table or Group Keys Table.

EXAMPLE 1 Suppose that the access of people to a building is controlled using HBES with
HBES Data Security, using authentication. If the building manager gives the used security key to
a visualization tool, then this tool can rightfully verify the access control system as the proper
sender of the messages. However, by having this security key, this visualization tool can itself in
turn also send secure messages with this key. If the visualization tool would moreover use the I1A
of a legitimate device in the access control installation (and inherit its Sequence Number), then
the receivers would also not be able to differentiate between messages from the “normal”
senders and messages from this visualization tool.

— The introduction of HBES Data Security makes that in case of a failure of group communication it
is more difficult to diagnose the cause to be either due to the configuration of the HBES Data
Security or to other group communication aspects. Extended Group Object Diagnostics are
currently being worked out.

EXAMPLE 2 If a secure sender sends a secure message to a secure receiver, and the secure
receiver does not react, this can have many causes. Without security, there can be the following
causes:

— The GAis not assigned to the receiver.

— The GA'is not linked to the expected GO in the receiver.

— The flags for the GO in the receiver do not allow writing the GO-value.

— There are other causes in the receiver that make it not react to the message, like a locked
state, a priority, etc.

Adding HBES Data Security, the following causes may be added:
— The sender and the receiver use different keys.

— The sender’s IA is not in the Point-to-point Keys Table or the Group Keys Table of the
receiver.

— There is something wrong with the Sequence Number of the sender.
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— The sender does not have the permission (Role) to write the GO-value in the receiver.

4.2 General Overview
4.21 Features of HBES Data Security

- Authentication:

Use case for “Authentication only”: Bus-Monitors and Visualization Tools (e.g. counter displays)
shall be able to analyse some traffic data without having the key (meaning the traffic cannot be
authenticated). The reduced security of these points is somewhat compensated by the increased
security of not having the key in some user accessible devices in some cases.

- Confidentiality.

- Access Control through Roles and Permissions.

4.2.2 Location of HBES Data Security in the HBES stack

HBES Data Security is handled by the Secure Application Layer (S-AL), the Application Layer and the

Application Interface Layer, as indicated in Figure 3.

Application

AN T

Application Interface Layer

Group Object Property Memory
Server Qenier Qanver

A A A

\ 4 y \ 4

Application Layer

Plain Application Layer

Secure Application Layer
A A A A

A\ 4 YV VvV VY

[
N

Transport Layer

DPs of any type (GO, PID
or memory) can co-exist in
any security flavour: secure

The servers are extended
with functionality to support
security.

Services can indicate secure
use as well as plain use.

Figure 3 — Location of HBES Data Security in the HBES stack
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Table 1 gives a brief overview of how security is handled at these layers.

Table 1 — Security features of the HBES layers (informative)

Layer
Feature S-AL P-AL AIL
Operation Level Link Level Service Level
Datapoint Level
Functionality « Encrypt and decrypt | «+ Forward the AL-service | + Access Control
secure messages with the security features - Support Roles
*+ Handle exceptions at for ~ sending and - Handle
link level. receiving  and - the Permissions
indication of the link.
- Authentication or
Confidentiality
- Link Index
Resource * Point-to-point Keys | None. * Point-to-point  Keys
Table Table
* Group Keys Table
» Security Individual
Address Table
« and other

5 Specification

5.1 Stack and communication

5.1.1 Secure Application Layer

5111 General requirements and overview

5.1.1.11 Embedding of the S-AL within the Application Layer and basic functionality
The Secure Application Layer (S-AL) shall take care of the HBES Data Security at the level of the
links.

The S-AL shall be part of the Application Layer (AL). This shall allow that the S-A_Data- service be
close to the Application Layer services and shall allow security policies to be possibly adapted to each
Application Layer service.

The use of the S-AL shall not influence the functionality of Plain Application Layer.

* In reception direction, after accepting the S-A_Data-service, the S-AL shall check the security in
function of the communication mode either according the Point-to-point Keys Table or according
the Group Keys Table, restore the Plain APDU and if successful forward the contained plain
AL-service request internally to the Plain Application Layer.

* In transmission direction, again in function of the communication mode that will be used either
according the Point-to-point Keys Table or according the Group Keys Table for the S-A Data-
service, the S-AL shall secure the plain AL-service and shall transmit the secure APDU through
the S-A_Data-service.

However, the Plain Application Layer shall transparently forward the security service parameters
(par_auth, par_conf and link_index) between the S-AL and the AlL: see 5.1.2.
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Figure 4 shows the location of the S-AL within the HBES communication stack. It shows the handling
of secure messages. This is only a basic scheme. It does not show the handling of plain messages
and the possible exceptions. The structure and priorities of the S-AL inside are not complete in this

figure.
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Figure 4 — Location of the S-AL within the Application Layer
51.1.1.2 S-AL - overview

The S-AL shall have the following functionality.

- Support the S-A_Data-service see 5.1.1.2;
- Handling of the Sequence Number: see 5.1.1.3;
- Handling of security failures see 5.1.1.4;
- Secure handling of the Transport Layer services see 5.1.1.5.

The following subclauses specify these and other functions.
5.1.1.1.3 AES-128 with CTR operation mode and AES-CBC-MAC signature (CCM)

51.1.1.31 Secure Data

The common format for the Secure Data with this algorithm shall be as specified in Figure 5. The
Secure Data shall contain the following fields. (These are specified in detail below.)

— Sequence Number (SeqNr), and
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— Plain APDU (000000b + APCI + ASDU = Data), and
— Message Authentication Code (MAC).

The Secure APCI and the SCF are security algorithm independent and are specified in 5.1.1.2.1.

octet 6 octet 7 octet 8 octet 9 octetm
7/6|5|4(3(2 1‘0 7|6|5‘4‘3|2|1‘0 7|6|5‘4‘3|2|1‘0 7|6|5‘4‘3|2|1‘0 7‘6‘5|4|3‘2‘1|0
Secure APDU
TPCI Secure APCI Secure ASDU
SCF Secure Data
10 bit 8 bit n octets
LR T

Key

Plain text specific for the HBES S-A_Data-service.

Figure 5 — Secure APDU (example on TP1)

e Sequence Number (SeqNr)
See 5.1.1.3.
« 000000b

This constant value shall serve for aligning the APCI on the same bit positions
as in the field level media, with the two bits most significant bits in one octet and
the two (4 bit APCI) or six least significant bits in the next octet.

e Plain APDU (APCI + Data):
definition: This shall be the APDU of the Plain Application Layer service.

format: The length, possible subfields and their encoding shall comply with the
specification as given for the plain AL-service in EN 50090-4-1.

This means that also the “optimized format” is used: data of 6 bits and smaller
shall be on the Isb in the same octet as the Isb of the APCI, possibly preceded
by 0’s; with data longer than 6 bit the APCI will also be followed by 000000b and
the data starts in the next octet.

* Message Authentication Code (MAC)

See the following subclauses.
51.1.1.3.2 Common requirements

This subclause only gives the HBES specific use of the CCM parameters. It is not the intention or the
scope of this paper to define CCM. In Annex A, an informative overview is given of the resulting use of
CCM for HBES.

The below requirements shall apply both for the use with authentication only as well as with
authentication and confidentiality.

The presence of parameters and state of the link layer and transport layer in Bo and Ctrj requires
some collaboration between layers in the HBES stack implementation.

In the “upward” direction this could be implemented by just passing the required information in the
“.ind” messages.

For the “downward” direction, the lower layers shall implement helper methods so the S-AL can e.g.
resolve an ASAP to a destination address. The most demanding part is the TL sequence number in
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the connection-oriented case (which is part of the TPCI field), filling this field may be difficult to ensure
in a device implementation.

Bo

The composition of the first block Bo in the CCM algorithm shall be HBES specific. This is specified in
Figure 6. These fields from the HBES Frame are included here, so that they cannot be altered in the
communication path between sender and receiver without being detected.

The source address, destination address and TL sequence number are not available when the MaS is
accessed via a local TL connection. In this case, these fields shall be set to 0 in the Bo and Cltr;

blocks.
octet nr
0 15
msB | - 5 6 7 8 9 10 11 12 13 14 LSB
SeqNr for S-A_Data SA DA 00h AT TPCI/ 00h q
and S-A_Sync_Req- APCISec
PDU
Random for S-
A_Sync_Res-PDU

Figure 6 — Format of By

AT shall have the 8 bit value AOOOEEEEDb where A shall equal the Address Type of the HBES Frame.
EEEEb shall equal the Extended Frame format (EFF) if L_Data_Extended Frames are used and
0000b otherwise.

NOTE 1 From the Control field (CTRL) or Extended Control Field (CTRLE) (TP1 and PL110) or the HBES
Ctrl-field (HBES RF), the fields repeat flag, priority, hop count and ffff are thus not protected. (The value of the
hop count changes if the Frame passes a Coupler.)

TPCI / APCISec shall be composed as in Figure 7: the first 6 bits shall be the TPCI of the HBES
Frame and the last 10 bits shall be the Secure APCI (3F1h).

bit number| 15 | 14 |13 [ 12|11 | 10 | 9 8 7 6 5 4 3 2 1 0
field name TPCI Secure APCI
value 1 1 1 1 1 1 0 0 0 1

Figure 7 — Format of the field TPCI/APClscc in Bo

g shall be the length of the payload P: see A.3.

NOTE 2  The composition of P depends on the S-AlL-service (S-A_Data with authentication only or with
authentication and confidentiality and S-A_Sync). Q is however always specified as the length of P.
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Ctr;

Also the format of the Block Counter Ctrj (see NIST/SP 800-38A) is HBES specific. Ctrj shall be
composed as specified in Figure 8. The counter [j] for Ctro shall be 00h.

octet nr
0 15
MsB | 5 6 7 8 9 10 1 12 13 14 LSB
SeqNr for S-A_Data SA DA 00h
and S-A_Sync_Req-
PDU 00h 00h 00h 01h [
Random for S-
A_Sync_Res-PDU

Figure 8 — Format of Ctr;

Octet 14 of Ctrj shall be 01h. This shall guarantee that Bo and Ctrj always have different values,
regardless of the values of AT and TPCI in Bo.
Each counter value shall be calculated by incrementing the preceding counter value by 1.

Ctrj = Ctrj1 + 1 /I Forj=1ton;n<255
51.1.1.33 Confidentiality only
This use case does not exist in the case of “AES-128 with CTR operation mode and AES-CBC-MAC
signature (CCM)”, because the field MAC shall always be present.
51.1.1.3.4 Authentication only

5.1.1.1.3.41 Format of the Secure Data
The SCF, SeqNr and plain APDU shall not be encrypted. These shall be followed by the MAC.

octet 6 octet 7 octet 8 octet 9-
14
716/5|4|3|2|1|0|7|6|5|4(3|2|1|0|7|6|5|4|3|2|1|0
Secure APDU
TPCI Secure APCI Secure ASDU
SCF Secure Data
Plain APDU
Seqnr APCI + Data MAC
10 bit 8 bit 6 octets n octets
00000
1(1(1({1[{1({1]0[0[0[1 Ob

Key
|:| Plain text specific for the HBES S-A_Data-service.

I:l Plain text from the original AL-service.
- encrypted text

Figure 9 — Secure Data in case only authentication is used (example on TP1)

Documents

Document Sharing Hub

16

Full document details: BS EN 50090-3-4:2017


http://www.avadocuments.com/doc/bs-en-50090-3-4-2017
http://www.avadocuments.com/doc/bs-en-50090-3-4-2017

EN 50090-3-4:2017 (E)

NOTE The Sequence Number (SeqNr) is transmitted in plain and allows the receiver to quickly check the
freshness.

5.1.1.1.3.4.2 Message processing (authentication only)
Message generation
The MAC shall be calculated according to the CCM algorithm.

1. In the SCF, clear the field “Confidentiality” and set the field “Authentication”; fill the field SAI with
00b, to indicate “AES-128 with CTR operation mode and AES-CBC-MAC signature (CCM)”.

2. The SegNr shall be the current value of Sequence Number Sending. Sequence Number Sending
will then be incremented after the message is passed to the local transport layer, see 5.1.1.3.

3. For Authentication only
For “Authentication only” P 2) shall be empty and so the Plain APDU shall be included in A 2),
A = SCF | 000000b | Plain APDU (=plain APCI + data)
P = {empty}
4. The further calculation shall be according to Annex A.
The Block Bo shall be as specified in 5.1.1.1.3.2.
5. For HBES, the 32 most significant bits of Yn (MSBs2(Yn)) shall be used as MAC.

Message verification

The receiver shall verify the message exactly as it is done in the sender and as it is specified in
NIST/SP 800-38A.

1. Verify SegNr (see 5.1.1.3).
2. Compute MAC based on the received fields and check that it equals the received MAC-value.

If either one of the two verifications fails, the received secure message shall be ignored and the
Security Failure shall be handled. (See 5.1.1.4.)

2) For the definition of A and P, please refer to the CCM specification in ISO/IEC 24767-2. ‘A’ is the “associated
data” and ‘P’ is the payload.
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51.1.1.35 Authentication and Confidentiality

5.1.1.1.3.5.1 Format of the Secure Data

The Secure Data shall contain the SeqNr, the cipher APDU and the MAC. The cipher APDU shall be
based on the plain APDU encrypted with the AES-128 algorithm with CTR operation mode.

octet 6 octet 7 octet 8 octet 9 to 14
7/6/5|4|3|2(1|0|7|6|5|4|3|2|1|0|7|6|5|4|3|2|1|0
Secure APDU
TPCI Secure APCI Secure ASDU
SCF Secure Data
cipher text of
SeqNr the MAC
Plain APDU
10 bit 8 bit 6 octets
1(1(1{1[{1({1]0[0[0[1
Key
|:| Plain text specific for the HBES S-A_Data-service.
- encrypted text

Figure 10 — Secure Data in case Authentication and Confidentiality are used

The cipher text of the plain APDU and the MAC shall be calculated as follows.
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