BS EN 50131-5-3:2017

Alarm systems — Intrusion

systems

Part 5-3: Requirements for interconnections
equipment using radio frequency
techniques

o
bSl. Documents

Document Sharing Hub

Full document details: BS EN 50131-5-3:2017


http://www.avadocuments.com/doc/bs-en-50131-5-3-2017
http://www.avadocuments.com/doc/bs-en-50131-5-3-2017

BS EN 50131-5-3:2017 BRITISH STANDARD

National foreword

This British Standard is the UK implementation of EN
50131-5-3:2017. It supersedes BS EN 50131-5-3:2005+A1:2008 which
is withdrawn.

The UK participation in its preparation was entrusted to Technical
Committee GW/1, Electronic security systems.

A list of organizations represented on this committee can be
obtained on request to its secretary.

This publication does not purport to include all the necessary
provisions of a contract. Users are responsible for its correct
application.

© The British Standards Institution 2017.
Published by BSI Standards Limited 2017

ISBN 978 0 580 91845 2
ICS 13.310

Compliance with a British Standard cannot confer immunity from
legal obligations.

This British Standard was published under the authority of the
Standards Policy and Strategy Committee on 31 March 2017.

Amendments/corrigenda issued since publication
Date Text affected

Documents

Document Sharing Hub

Full document details: BS EN 50131-5-3:2017


http://www.avadocuments.com/doc/bs-en-50131-5-3-2017
http://www.avadocuments.com/doc/bs-en-50131-5-3-2017

BS EN 50131-5-3:2017

EUROPEAN STANDARD EN 50131-5-3
NORME EUROPEENNE
EUROPAISCHE NORM March 2017

ICS 13.310 Supersedes EN 50131-5-3:2005

English Version

Alarm systems - Intrusion systems - Part 5-3: Requirements for
interconnections equipment using radio frequency techniques

Systémes d'alarme - Systemes d'alarme contre I'intrusion - Alarmanlagen - Einbruch- und Uberfallmeldeanlagen - Teil
Partie 5-3: Exigences pour les équipements 5-3: Anforderungen an Ubertragungsgerate, die
d'interconnexion utilisant des techniques radio Funkfrequenz-Techniken verwenden

This European Standard was approved by CENELEC on 2016-11-14. CENELEC members are bound to comply with the CEN/CENELEC
Internal Regulations which stipulate the conditions for giving this European Standard the status of a national standard without any alteration.

Up-to-date lists and bibliographical references concerning such national standards may be obtained on application to the CEN-CENELEC
Management Centre or to any CENELEC member.

This European Standard exists in three official versions (English, French, German). A version in any other language made by translation
under the responsibility of a CENELEC member into its own language and notified to the CEN-CENELEC Management Centre has the
same status as the official versions.

CENELEC members are the national electrotechnical committees of Austria, Belgium, Bulgaria, Croatia, Cyprus, the Czech Republic,
Denmark, Estonia, Finland, Former Yugoslav Republic of Macedonia, France, Germany, Greece, Hungary, Iceland, Ireland, Italy, Latvia,
Lithuania, Luxembourg, Malta, the Netherlands, Norway, Poland, Portugal, Romania, Serbia, Slovakia, Slovenia, Spain, Sweden,
Switzerland, Turkey and the United Kingdom.

CENELEC

European Committee for Electrotechnical Standardization
Comité Européen de Normalisation Electrotechnique
Europaisches Komitee fiir Elektrotechnische Normung

CEN-CENELEC Management Centre: Avenue Marnix 17, B-1000 Brussels

© 2017 CENELEC All rights of exploitation in any form and by any means reserved worldwide for CENELEC Members.

R ROGMMENES

Document Sharing Hub

Full document details: BS EN 50131-5-3:2017


http://dx.doi.org/10.3403/30082437U
http://dx.doi.org/10.3403/30082437
http://www.avadocuments.com/doc/bs-en-50131-5-3-2017
http://www.avadocuments.com/doc/bs-en-50131-5-3-2017

BS EN 50131-5-3:2017
EN 50131-5-3:2017

Contents Page
T e oY== T B o] =NV o P 4
1 T o - PR 5
2 NOIrMAtiVe FEfEIrENCES .......ceiiiiie e e s e e e e e e e s e mn e 5
3 Terms, definitions and abbreviated terms..............oc oo ——— 5
31 Terms and defiNitioNs ... 5
3.2 Abbreviated termsS ... ———— 7
4 L= o [T = 4 U= o 7
41 L= 0 LT - 7
4.2 Immunity to attenNUAtioN .........cceiiii e —————————————————— 7
2 O € 7= o - - | 7
4.2.2 Requirement for immunity to attenuation ..........ccccconiriminni e ———————— 7
43 IMMUuNity to COIlISION ...t ———————— 8
L i O € 7= o - - | 8
4.3.2 Requirement for occupation rate ... e 8
4.3.3 Requirement for throughput ratio...........ccccciiiiiiccisiiiri e amn e e e e s e nnnn 8
4.4 ImMmunity to SUDBSHItULION.........cooeiiiee e ———————— 8
3 I € 7= 3= - 8
4.4.2 Immunity to unintentional message and component substitution ...........cccccciiiriiiiiiiniiinnnii.. 8
4.4.3 Immunity to intentional messages and components substitution............ccccociiiiiiiiiininnisnssncssnnnnnnn, 9
4.5 ImMmunity to iNterfereNCe........cciii e —————————————— 9
L O € 7= o - - | 9
4.5.2 Interference outside the assigned band for equipment of all grades..........ccccociriiiiiiiiiiciiniiniccnes 9
4.5.3 Interference within the assigned band for equipment of all grades ...........cccooooiiiiiiiciiiicincnccnes 9
4.6 Requirement for RF links Monitoring .......cccccceiiiiinininr s 10
T O € 7= o - - | 10
4.6.2 Requirement for the detection of a failure of periodic communication..........cccccccerriricccicrrnnnnnn. 10
4.6.3 Requirement for periodic communication before setting........ccccocccevrriiiiiccccccr e, 10
4.6.4 Requirement for the detection of interference ........ccccco e 10
4.7 N 1= 3 N 1
0 T € 7= 3 1= - 11
4.7.2 Requirements for antenNa............cocciiiiiieiiiiccrr e 1
5 =3 =N 1
51 =Y 4 T - 1
5.2 Test for immunity to attenuation..........ccccciriincnc e ———— 12
5.3 Verification of immunity to ColliSion.........c.ccciiiiiiiiinn s ——— 12
5.3.1 Calculation of the occupation rate............cooiii s 12
5.3.2 Test for throughput ratio ........ccccuciiiiiiii e —————— 13
54 Tests for immunity t0 SUDSHULION .....c.coooeiiee e 13
5.4.1 Test for immunity to unintentional messages and components substitution...........cccccccrrrnnenee 13
5.4.2 Test for immunity to intentional messages and components substitution.............ccccccccevrrrrnnnnee 13
5.5 Tests for immunity t0 INtErfEreNCe ... e 13
LT TR R € 7Y 4T - | 13
5.5.2 Test for interference outside of the assigned band (for all grades)..........cccccccrmrrrircccicerernnnnnscennns 14
5.5.3 Test for interference within the assigned band for equipment of all grades............cccccccerrrrnnnneeee 14
5.5.4 Test for interference within the assigned band for grade 3 and grade 4 equipment................... 15
5.6 Tests for RF link MONitoring........cco it 15
5.6.1 Tests for the detection of a failure of periodic communication on a link...........cccoceciiiiniiiinnnnees 15
5.6.2 Periodic communication before setting.........ccccocminniiini i ——————— 16
5.6.3 Tests for detection of INtErfEreNCe ..........oo e 16
5.7 IS5 08 0 = 1 1 1= 0T - 17
Annex A (Normative) TeSt SETUP .....coicccciiiiiiiiiiiirr e gt s i ssms s sasans 18
Dé6culiiénts

2 Document Sharing Hub

Full document details: BS EN 50131-5-3:2017


http://www.avadocuments.com/doc/bs-en-50131-5-3-2017
http://www.avadocuments.com/doc/bs-en-50131-5-3-2017

BS EN 50131-5-3:2017
EN 50131-5-3:2017

Annex B (informative) Interference signal...........cccccoiiiiiiiccieiiinn e nmn s 19
Annex C (informative) Example for the calculation of occupation rate..........cccccccemririicccicerrerennccccseeeeee, 20
Figures

Figure A1 — Test SEtUP.....coiiiiiiiiiiii it a e ra s ra e Ea e R e na s an e e nas 18
FIigure B.1 — LeVel L ...ttt s e s e s r e e e n e e n s 19
Figure B.2 — Interference Signal ... 19
Tables

Table 1 — Immunity to attenUatioN..........cccc s s 7
Table 2 — System occupation of the Medium...........oo i nas 8
Table 3 — Throughput ratio..........cccciiiii s s s s s s nsnsssnnssssssnsnsnsnnnnn 8
Table 4 — Identification COAES........cou e e e 9
Table 5 — Detection of interference timings .......cccccviicccciiir e s e e an 10
Table 6 — Detection Of INtEIrfEreNCe ... e 11
Table 7 — Level of interference signal........cccccvciiiiiniiin 1
Table 8 — Requirements for anteNNa ... mn e 1
Table 9 — Duration of interference signals ........cccocvciminii e ——————— 16
Table C.1 — Example for the calculation of occupation rate...........ccccoeiiiiiciiiin e 20

Documents

Document Shaying Hub

Full document details: BS EN 50131-5-3:2017


http://www.avadocuments.com/doc/bs-en-50131-5-3-2017
http://www.avadocuments.com/doc/bs-en-50131-5-3-2017

BS EN 50131-5-3:2017
EN 50131-5-3:2017

European foreword

This document (EN 50131-5-3:2017) has been prepared by CLC/TC 79 “Alarm systems”.

The following dates are fixed:

* latest date by which this document has to be implemented at
national level by publication of an identical national standard (dop)  2017-09-17
or by endorsement

» latest date by which the national standards conflicting with this
document have to be withdrawn (dow)  2020-03-17

This document supersedes EN 50131-5-3:2004.

This document is bound to be used in conjunction with the other parts of the EN 50131 series that define the
functional requirements of the equipment regardless of the type of interconnections used.

EN 50131-5 is currently composed with the following parts:

— CLC/FprTS 50131-5-1 Alarm systems — Intrusion systems — Part 5-1: Interconnections —
Requirements for wired Interconnection for I&HAS equipments located in supervised premises;

— ENS50131-5-3, Alarm systems — Intrusion systems — Part 5-3: Requirements for interconnections
equipment using radio frequency techniques;

— CLC/TS 50131-5-4, Alarm systems — Intrusion and hold-up systems — Part 5-4: System compatibility
testing for I&HAS equipments located in supervised premises.
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1 Scope
This European Standard applies to intrusion alarm equipment using radio frequency (RF) links and located
on protected premises. It does not cover long-range radio transmissions.

This European Standard defines the terms used in the field of intrusion alarm equipment using radio
frequency links as well as the requirements relevant to the equipment.

2 Normative references

The following documents, in whole or in part, are normatively referenced in this document and are
indispensable for its application. For dated references, only the edition cited applies. For undated references,
the latest edition of the referenced document (including any amendments) applies.

EN 50131-1:2008, Alarm systems - Intrusion and hold-up systems - Part 1: System requirements

N 50131-3, Alarm systems - Intrusion and hold-up systems - Part 3: Control and indicating equipment

3 Terms, definitions and abbreviated terms
3.1 Terms and definitions

For the purpose of this document, the following terms and definitions apply.

3.1.1
alarm message
message conveying information regarding intruder, tamper or fault alarms

31.2
assigned band
frequency band within which the equipment is authorized to operate

313
attenuation
degradation of the RF signal due to a change in the passive environment of the system after its installation

EXAMPLE Creation, relocation or reflection or absorption materials.

314

collision

simultaneous transmissions from two or more RF communication devices belonging to the same system, of
sufficient signal strength to cause corruption or obliteration of the RF signals

3.1.5

collision probability

likelihood of two or more messages having part or all of their information coincident on the RF link leading to
a collision

3.1.6

communication link
all local RF equipment, media and protocols used to route alarm system messages
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3.1.7

disturbance

event originating internally or externally to the system and liable to impair transmission and/or processing of
data in the system

Note 1 to entry: It can be unintentionally or intentionally harmful.

Note 2 to entry: Causes of disturbance are attenuation, collision, unintentional or intentional message substitution and
other RF interference.

Note 3 to entry:  The different effects that disturbances may have on the signals are:
— corruption of the RF signal with no message corruption,
— corruption of the RF signal with partial message corruption,
— total obliteration of the RF signal (inability to receive).

3.1.8
failure of communication
inability to pass a message on an RF link

3.1.9
identification code
part of a message used to identify a RF communication device belonging to the system

3.1.10

intentional message substitution

deliberate transmissions from an RF communication device using the correct protocol with the intention of
reducing the security of the system

3.1.1

RF interference

RF emissions from any other source, that may cause corruption or obliteration of wanted signals and do not
conform to the definition of collision or message substitution

3.1.12
RF communication device
device using RF transmission links

3.1.13

relaying equipment

device that receives RF messages from one or more devices and transmits them to another receiving device
of the alarm system either directly or through other relaying equipment

3.1.14

throughput ratio

ratio of the total number of messages correctly interpreted by the receiving device to the total number of
messages sent by the transmitting device

3.1.15

unintentional message substitution

non-deliberate transmissions from an RF communication device using the correct protocol originating from
another system with no intention of reducing the security

EXAMPLE Alarm system of same manufacturer and type installed in the neighbourhood, which could negatively
interfere by its normal operation

Documents
6 Document Sharing Hub

Full document details: BS EN 50131-5-3:2017


http://www.avadocuments.com/doc/bs-en-50131-5-3-2017
http://www.avadocuments.com/doc/bs-en-50131-5-3-2017

