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European foreword

This document (EN 50402:2017) has been prepared by CLC/SC 31-9 “Electrical apparatus for the detection
and measurement of combustible gases to be used in industrial and commercial potentially explosive
atmospheres” of CLC/TC 31 “Electrical apparatus for potentially explosive atmospheres” and by CLC/TC 216
“Gas detectors”.

The following dates are fixed:

+ latest date by which this document has to be (dop) 2018-02-04
implemented at national level by publication of
an identical national standard or by
endorsement

+ latest date by which the national standards (dow)  2020-02-04
conflicting with this document have to
be withdrawn

This document supersedes EN 50402:2005.

Attention is drawn to the possibility that some of the elements of this document may be the subject of patent
rights. CENELEC shall not be held responsible for identifying any or all such patent rights.

EN 50402:2017 includes the following significant technical changes with respect to EN 50402:2005:

— In general, the standard is updated to consider the modifications in the second edition of EN 61508 for
hardware and software. Route 2 of the second edition of EN 61508 will not be permitted for gas detection
equipment.

— The standard is updated for the SIL 1 requirements to be in line with the second edition of EN 50271
specifying the minimum requirements for functional safety for performance approved gas detectors, gas
detection apparatus and complete gas detection systems.

— The latest revisions of the metrological standards have been considered.

— SIL 4 has been deleted as being not appropriate to gas detection.

— Clauses 4 and 5 have been updated for more detailed specification.

— Clause 6 for software is new.

— Clauses 7 to 11 are restructured for clarification of requirements and relation to EN 61508.

— Clause 10 is specifying more details for the customer information.

— The former normative Annex D is now Clause 12.

— The former informative Annex A has been deleted. Relevant text was moved to Clauses 7 to 9.

— The new informative Annex D is providing information on failure modes of sensing elements.
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Introduction

This European Standard specifies requirements for the functional safety of gas detection systems. It
encompasses criteria for reliability, avoidance of faults and fault tolerance. Functional safety is that part of the
overall safety which relates specifically to the measures required within the gas detection system to avoid or to
handle failures so that the safety function is ensured. This includes not only design and the development
process requirements of the gas detection system but also the information requirements for planning, putting
into operation, maintenance and repair.

This European Standard is dedicated to the manufacturer. Information important for the safe use of the device
(gas detection system) will be specified in the instruction manual.

Gas detection systems will fail to function if dangerous failures occur in the equipment used. Failure to
function will also occur if such systems are not installed or maintained in an appropriate manner. In some
applications, failures of this type will dominate the functional safety achieved. This European Standard is only
targeted at reducing equipment failures to levels appropriate to the application. Users of gas detection
systems will therefore need to ensure installation and maintenance of such systems is carried out according to
the instruction manual. This European Standard does not specify the physical positioning of measuring points
/ locations.

Gas detection systems may differ widely in structure, complexity and performance. They may not be handled
in a uniform manner like low complexity devices, for this reason a general specification of requirements is not
possible.

Gas detection systems therefore need to be divided into functional modules for validation to ensure that
systems which have different structures are handled according to appropriate procedures. A gas detection
system will not normally include all the modules covered by this European Standard. Requirements are
specified for each of these modules in terms of hierarchical levels which represent one of the constituents of
functional safety performance. The hierarchical levels are termed as SlL-capabilities, with SIL-capability 1
representing the minimum and SlL-capability 3 the maximum levels of functional safety to comply with this
European Standard. The SIL-capability of a module is related to the maximum safety integrity level that may
be claimed for a safety function which uses modules of that specified SlL-capability. Modules will be
characterized in terms of their SlL-capability. Information is also required on failure rate characteristics of
modules or related physical components to enable the manufacturer to determine the overall level of
functional safety of a gas detection system. In this way, the manufacturer will take account of both random
failures of hardware components and systematic failures in hardware and software. This European Standard
also specifies the requirements that will enable determination of whether the gas detection system has a low
enough failure rate when used in conjunction with other equipment necessary for functional safety.

This European Standard will enable the functional safety characteristics of the gas detection system to be
determined from the characteristics of its modules and components (see Annex C). This will enable a gas
detection system to be used as a part of an overall safety system. The characterization including the
determination of a SIL-capability and failure rate data will only need to be carried out once for a particular
module or component.

Depending on characterization of each module and component, the properties of each chosen safety function
of the whole gas detection system will be specified. The procedure for determining the SlL-capability of a
safety function of a gas detection system will only need to be repeated for each new combination of modules
and components. Different combinations of equivalent modules may lead to gas detection systems which
reach different SIL-capabilities.

In this way a flexible adoption of the gas detection system into different applications will be possible without
repeating all steps of the validation procedure for every new configuration.
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This European Standard does not include requirements for availability which will need to be considered
separately.

This European Standard is dedicated to manufacturers and is applicable to gas detection systems or parts of
them (e.g. gas detection transmitters or gas detection control units) as basis for functional safety testing. It
supplements the requirements of the relevant metrological standards. It should not be confused with
EN 60079-29-3 which is dedicated to system integrators to give guidance for combining gas detection
apparatus with other equipment (e.g. gas processing, filters, valves) not provided by the gas detection
manufacturer but part of a safety function under the responsibility of the system integrator.
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1 Scope

This European Standard is applicable to detection and measurement apparatus and systems for flammable or
toxic gases or vapours or oxygen. It covers apparatus intended to measure reliably, gas concentration and to
provide an output signal (alarm and/or measurement signal), the purpose of which is to give a warning of a
potential hazard.

This European Standard is a product standard which is based on EN 61508 (all parts) and for gas detection
systems covers both low and high demand mode at SIL capabilities of 1, 2 or 3 only. Gas detection apparatus
and gas detection systems are developed as generic products. This European Standard covers part of the
phase 10 “realization” of the overall safety lifecycle defined in EN 61508-1:2010, Figure 2. Configuration and
integration into specific applications is not covered by this European Standard.

In the event of conflict between the requirements of this European Standard and those of EN 61508,
EN 50402 will take precedence.

NOTE 1 Applications requiring a SIL capability of 4 for a gas detection system are not practicable.
This European Standard is dedicated mainly to fixed apparatus and systems. However, it can also be applied
to transportable gas detectors which are intended to be used as temporary replacements for fixed apparatus.

This European Standard supplements the requirements of the European Standards for electrical apparatus for
the detection and measurement of flammable gases, vapours (e.g. EN 60079-29-1 or EN 60079-29-4), toxic
gases (e.g. EN 45544) or oxygen (e.g. EN 50104).

NOTE 2  These European Standards are called in the text “metrological standards”.
The examples above show the state of the standardization for industrial applications at the time of publishing

this European Standard. There may be other metrological standards covering other application fields, for
which this European Standard is also applicable.

EN 50271 specifies minimum requirements for apparatus using software and/or digital components. It also
defines additional optional requirements for compliance with SIL 1 in low demand mode operation. EN 50402
includes all requirements of EN 50271.

EN 50402 is also dedicated to apparatus and gas detection systems and/or components and should be used
instead of EN 50271 in the following cases:

— at SIL 1 when the system contains components not covered by EN 50271;
— at SIL 1 high demand mode operation;

— atSIL 2 and SIL 3;

— atall SILs when non-digital based apparatus is used.

Applying the above-mentioned metrological standards will ensure the performance is adequate in normal
operation of a gas detection system. Additionally, the requirements of this European Standard address the
functional safety of gas detection systems and encompass criteria for reliability, fault tolerance and avoidance
of systematic failures. The avoidance and control of systematic failures will be covered by the requirements for
the development processes and techniques and diagnostic measures chosen in the design. This European
Standard will lead to the characterization of the gas detection system by a SlL-capability and related hardware
failure rate representing a hierarchical order of safety levels. This will allow the user to incorporate the gas
detection system into an overall safety system according to the safety integrity levels of EN 61508 (all parts).

This European Standard is applicable for gas detection systems, which may consist of the following functional
units:

— gas-sampling;

— Sensor;
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— signal transmission;

— input to control unit;

— signal processing in control unit;

— output from control unit.

This European Standard does not specify requirements for the installation and maintenance of gas detection
systems. It also does not specify the physical positioning of measuring points / locations.

This European Standard does not specify which SIL-capability is sufficient for which application.

NOTE 3  The SlL-capability required for an application will be specified by the user (see Clause 9 and Annex A).
2 Normative references

The following documents, in whole or in part, are normatively referenced in this document and are
indispensable for its application. For dated references, only the edition cited applies. For undated references,
the latest edition of the referenced document (including any amendments) applies.

EN 45544-1, Workplace atmospheres — Electrical apparatus used for the direct detection and direct
concentration measurement of toxic gases and vapours — Part 1. General requirements and test methods

EN 45544-2, Workplace atmospheres — Electrical apparatus used for the direct detection and direct
concentration measurement of toxic gases and vapours — Part 2: Performance requirements for apparatus
used for exposure measurement

EN 45544-3, Workplace atmospheres — Electrical apparatus used for the direct detection and direct
concentration measurement of toxic gases and vapours — Part 3: Performance requirements for apparatus
used for general gas detection

EN 45544-4, Workplace atmospheres — Electrical apparatus used for the direct detection and direct
concentration measurement of toxic gases and vapours — Part 4: Guide for selection, installation, use and
maintenance

EN 50104, Electrical apparatus for the detection and measurement of oxygen - Performance requirements
and test methods

EN 50159, Railway applications - Communication, signalling and processing systems - Safety-related
communication in transmission systems

EN 50270, Electromagnetic compatibility — Electrical apparatus for the detection and measurement of
combustible gases, toxic gases or oxygen

EN 50271:2010, Electrical apparatus for the detection and measurement of combustible gases, toxic gases or
oxygen - Requirements and tests for apparatus using software and/or digital technologies

EN 60079-29-1:2016, Explosive atmospheres - Part 29-1: Gas detectors - Performance requirements of
detectors for flammable gases (IEC 60079-29-1:2016)

EN 60079-29-2, Explosive atmospheres — Part 29-2: Gas detectors — Selection, installation, use and
maintenance of detectors for flammable gases and oxygen (IEC 60079-29-2)

EN 60079-29-3, Explosive atmospheres - Part 29-3: Gas detectors - Guidance on functional safety of fixed
gas detection systems (IEC 60079-29-3)
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EN 60079-29-4, Explosive atmospheres - Part 29-4: Gas detectors - Performance requirements of open path
detectors for flammable gases (IEC 60079-29-4)

EN 61326-3-1, Electrical equipment for measurement, control and laboratory use - EMC requirements - Part
3-1: Immunity requirements for safety-related systems and for equipment intended to perform safety-related
functions (functional safety) - General industrial applications

EN 61326-3-2, Electrical equipment for measurement, control and laboratory use — EMC requirements —
Part 3-2: Immunity requirements for safety-related systems and for equipment intended to perform safety-
related functions (functional safety) — Industrial applications with specified electromagnetic environment (IEC
61326-3-2)

EN 61508-1:2010, Functional safety of electrical/electronic/programmable electronic safety-related systems -
Part 1: General requirements (IEC 61508-1:2010)

EN 61508-2:2010, Functional safety of electrical/electronic/programmable electronic safety-related systems -
Part 2: Requirements for electrical/electronic/programmable electronic safety-related systems (IEC 60158-
2:2010)

EN 61508-3:2010, Functional safety of electrical/electronic/programmable electronic safety-related systems -
Part 3: Software requirements (IEC 61508-3:2010)

EN 61508-4:2010, Functional safety of electrical/electronic/programmable electronic safety-related systems -
Part 4: Definitions and abbreviations (IEC 61508-4:2010)

EN 61508-5:2010, Functional safety of electrical/electronic/programmable electronic safety-related systems -
Part 5: Examples of methods for the determination of safety integrity levels (IEC 61508-5:2010)

EN 61508-6, Functional safety of electrical/electronic/programmable electronic safety-related systems - Part 6:
Guidelines on the application of IEC 61508-2 and IEC 61508-3 (IEC 61508-6)

EN 61508-7:2010, Functional safety of electrical/electronic/programmable electronic safety-related systems -
Part 7: Overview of techniques and measures (IEC 61508-7:2010)

EN 61784-3:2016, Industrial communication networks - Profiles - Part 3: Functional safety fieldbuses -
General rules and profile definitions (IEC 61784-3:2016)

3 Terms and definitions

For the purposes of this document, the terms and definitions given in EN 60079-29-1 and EN 61508-4:2010
and the following apply.

Some definitions are repeated for convenience. Some definitions from EN 61508-4:2010 are adapted to gas
detection.

3.1

functional safety

part of the overall safety relating to the equipment under control (EUC) and the EUC control system that
depends on the correct functioning of the electrical/electronic/programmable electronic safety-related systems
(E/E/PES) and other risk reduction measures

Note 1 to entry: The EUC is the equipment under control or the equipment or environment that the gas detection system
is assuring the safety of (EN 61508—4: 2010, 3.2.1 modified).

Note 2 to entry: The EUC control system responds to input signals and generates output signals causing the EUC to
operate in the desired manner (EN 61508—4:2010, 3.3.3 modified).

Note 3 to entry: The gas detection system is part of the E/E/PES.

[SOURCE: EN 61508-4:2010, 3.1.12, Notes modified]
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3.2

safety function of a gas detection system

any function (inclusive from gas sampling to output of the gas detection system) implemented by the gas
detection system which is related to safety as defined by the manufacturer

3.3

safety related part

any part, e.g. module or element, which is necessary to implement the required safety function of a gas
detection system

3.4

fault

abnormal condition that may cause a reduction in, or loss of, the capability of a functional unit to perform a
required function

[SOURCE: EN 61508-4:2010, 3.6.1]

3.5
fault tolerance
ability of a functional unit to continue to perform a required function in the presence of faults or errors

[SOURCE: EN 61508-4:2010, 3.6.3]

3.6

SIL-capability

SlL-capability is determined by the measures and techniques for avoidance and control of faults in both,
hardware and software. The SlL-capability number is a property of an element, a module, a combination of
modules or of one or several safety function(s) of a gas detection system. In the context of this standard, there
are three different SlL-capability numbers existing from 1 to 3, with SIL-capability 3 representing the highest
level of safety performance for a gas detection system. Each module or combination of modules will be
allocated a SIL-capability from both class of safe failure fraction (SFF) and failure rates (A)

3.7

engineered for SlL-capability

specialized form of the above term SIL-capability. It specifies the classes of SFF without reference to failure
rates

The term is used for functional modules where the failure modes apply in general but the failure rates will
depend on the applications and therefore cannot be determined in general by the manufacturer

3.8
module
the term module is used in two contexts

Functional modules form the functional units of a gas detection system. A functional module executes a
defined part of the functionality within the gas detection system. It consists of one or more elements

Note 1 to entry: Functional modules may be simple or complex (see 4.3).
Software modules are used in the sense of EN 61508-3:2010

3.9

element

functional sub-unit of a module

Note 1 to entry: The software or a part of it may be considered as an element.
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3.10
component
hardware of a gas detection system consists of components which are physically separable subassemblies

Note 1 to entry: Depending of the specific realization an element of a functional module may belong to different hardware
components.

3.1

periphery
components of the total system which do not belong to the gas detection system but are related to it

Note 1 to entry: See Figure 3.
Note 2 to entry: Periphery is not covered by this European Standard.

3.12
measuring point
location of a single sensor aspirated by diffusion or sampled by a probe inlet

Note 1 to entry: See Figure 1.

3.13
measuring location
area containing one or more measuring points in which similar gas concentrations are expected

Note 1 to entry: See Figure 1.

3.14

measuring group

redundant combination of two measuring points belonging to one measuring location

Note 1 to entry: See Figure 1.

Note 2 to entry: According to 3.12 to 3.14 it is possible that one sensor serves as a redundant partner for several other
SEnsors.

Location

/7
it —_
{ ~

Group . —

Figure 1 — Definitions of measuring point, measuring group and measuring location

Documents

Document Sharing Hub

Full document details: BS EN 50402:2017


http://www.avadocuments.com/doc/bs-en-50402-2017
http://www.avadocuments.com/doc/bs-en-50402-2017

BS EN 50402:2017
EN 50402:2017 (E)

3.15
measured signal
sensor signal in analogue or digital representation which may or may not be pre-amplified

3.16

measured value

processed measured signal including physical unit (e.g. % LEL). A measured value may be formed from a
single signal or a combination of several measured signals. The combined measured signals may represent
different physical units, e.g. gas concentration and temperature

3.17

status signal

electrical signal which indicates operational states or status of devices, adherence to general conditions (e.g.
allowed temperature range or gas flow) within a module or transmitted to another module of the gas detection
system

3.18

alarm signal

electrical signal which indicates the alarm state of one or more measuring points. The alarm signal will be
processed either in the gas detection system (e.g. by a switching output) or transmitted to the periphery

3.19

special state

any state of the equipment other than those in which monitoring of gas concentration and/or alarming is the
intent

Note 1 to entry: Special state includes warm-up, calibration mode or fault condition
[SOURCE: EN 60079-29-1:2016, 3.5.4]

3.20

parameter

settings by the manufacturer or user which affect the operation of the gas detection system, e.g. changing of
the alarm set points or measuring ranges. Parameter options are included in the hardware and/or software
during design of the gas detection system. Changes of parameter settings are not modifications of the
software. In the software several different levels of permission to read or to change parameters may exist

3.21

minimum response time

value which is determined by the applicable metrological standards. In metrological standards the allowed
response times during type testing are given. If there are different requirements for the response time in
different applicable metrological standards the smallest value is the “minimum response time”. If the
manufacturer claims shorter response times, these shall be the basis for minimum response time

3.22

smallest deviation of indication

value which is determined by the applicable metrological standards. In metrological standards the allowed
tolerances for deviation of indication during type testing are given. If there are different requirements for the
tolerances in different applicable metrological standards the smallest tolerance is the “smallest deviation of
indication”

The smallest deviation of indication is basis for the required resolution of measured signals which use digital

transmission and data processing to meet the requirements of the metrological standards when using digital
technologies
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3.23

self-testing facilities

cyclically repeated test routines, which do not interrupt the measuring mode. Test routines may also be carried
out prior to operation, during the start-up delay of a gas detection system before it starts the measuring mode,
carried out on user request or in calibration mode of single measuring points or parts of the gas detection
system. These facilities may function within a single module or by a combination of interconnected modules

3.24
check
covers operational procedures, e.g. manual calibration, additional to self-test facilities on user request

3.25
verification
confirmation by examination and provision of objective evidence that the requirements have been fulfilled

[SOURCE: EN 61508-4:2010, 3.8.1]

3.26

validation

confirmation by examination and provision of objective evidence that the particular requirements for a specific
intended use are fulfilled

[SOURCE: EN 61508-4:2010, 3.8.2]

3.27
redundancy
existence of more than one means for performing a required function or for representing information

Note 1 to entry: Redundancy is used primarily to improve reliability (probability of functioning properly over a given
period of time) or availability (probability of functioning at given instant).

[SOURCE: EN 61508-4:2010, 3.4.6, notes modified]

3.28

availability

fraction of the time in the measuring mode in relation to the total time where the gas detection system is either
in measuring mode or in special state including repair

3.29

diffusion mode

mode in which the transfer of gas from the atmosphere to the gas sensing element takes place by diffusion,
i.e. there is no aspirated flow

3.30

aspiration mode

mode in which the transfer of gas from the atmosphere to the gas sensing element takes place by aspiration,
using components whose primary purpose is to generate a flow of gases, e.g. by a pump

3.31

specified range of input values

range of analogue input values corresponding to the digital output range of the A/D-converter or range of
digital input values corresponding to the analogue output range of a D/A-converter. The minimum and
maximum digital values of the converter are not to be considered to be within the specified range because
minima and maxima correspond to stuck-at faults which have to be detected by the system
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3.32

defined range of input values

range of input values defined by the manufacturer of the apparatus to be valid; the defined range is a sub-
range of the specified range of input values

3.33

reduced mode of operation

operating mode of the overall system where it does not comply with its original system performance
characteristics or it has lost a level of redundancy

3.34

fault signal

audible, visible or other type of output, different from the alarm signal, permitting, directly or indirectly, a
warning or indication that the equipment is working outside its specification

4 General requirements
4.1 Specification of safety functions

The safety function of a gas detection system is strongly related to the measuring function specified by the
relevant metrological gas detection standard. The generic standard for functional safety, EN 61508, considers
environmental conditions, tolerances for measured signals and EMC interferences having a significant
influence on the functional safety of an apparatus or an overall safety system. Therefore gas detection
systems shall also comply with the relevant metrological standards for example EN 60079-29-1 or
EN 60079-29-4 for the detection and measurement of combustible gases, EN 45544-1, EN 45544-2 and
EN 45544-3 for toxic gases and EN 50104 for oxygen.

Gas detection equipment shall comply with EN 50270, which defines the EMC-requirements for all gas
detection equipment also with respect to functional safety. In the event of conflict between the requirements of
EN 50270 and those of EN 61326-3-1 and / or EN 61326-3-2, EN 50270 shall take precedence.

Functional safety of gas detection systems also depends on correct installation, operation and maintenance
which is under the responsibility of the user. Guidance for selection, installation, safe use and maintenance is
given in EN 60079-29-2 and EN 45544-4.

The manufacturer of particular gas detection equipment shall specify further information in its
instruction/safety manual (see Clause 10).

The overall gas detection system may have both safety and non-safety functions. For the safety functions an
overall gas detection system may include combinations of different SIL-capabilities for different safety
functions. The SIL-capability may be determined for one or several safety functions. The process of function
allocation starts at the measuring point/location and ends at the safety related output function (see Figure 2).

The safety functions of a gas detection system shall be considered separately from each other and from the
non-safety-functions.

Gas detection systems may differ widely in structure, complexity and performance. They may not be handled
in a uniform manner like low complexity devices. A general specification of requirements is not possible on
that basis.

Clause 5 covers the functional requirements specific to gas detection systems and is mainly dedicated to
hardware. This clause specifies the hardware requirements of EN 61508-2 for gas detection systems.

NOTE EN 50402 is the recommended route to comply with EN 61508-2 for gas detection equipment including gas
detection control units (see Figure 2).

Gas detection systems are divided into functional modules for validation to ensure that systems which have
different structures are handled by appropriate procedures. A gas detection system will not normally include
all modules covered by this European Standard. Constructional requirements are specified for each of these
modules in terms of hierarchical levels which represent one of the constituents of functional safety
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performance. The hierarchical levels are termed as SlL-capabilities, with SlL-capability 1 representing the
minimum and SlIL-capability 3 the maximum levels of performance to comply with this standard.

Clause 6 specifies gas detection specific requirements for the software based on EN 50271:2010 and gas
detection specific interpretations and additions to EN 61508-3:2010.

In Clause 7, functional modules are combined to achieve a SIL capability for one or several safety functions.

In Clause 8, a hardware failure rate calculation (PFD and/or PFH) is be carried out for one or several safety
functions.

If the determinations from Clause 7 and Clause 8 lead to different SIL capabilities, the lower SIL capability
shall be used for the respective safety function.

Clause 9 considers the gas detection system as part of an overall safety system.
Clause 10 specifies information requirements related to the instruction manual.
Clause 11 considers the validation of the gas detection system.

Clauses 12 to 14 consider the requirements for functional safety management, functional safety assessment
and documentation, respectively.

The overall gas detection system will consist of one or more gas detectors and a gas detection control unit
that triggers a safety related output function (e.g. switching output). The gas detection control unit could be
implemented by a separate device (e.g. a PLC). The overall gas detection system shall conform to the
metrological standards and EN 50402 with respect to hardware and software (operating system and
firmware). The safety related output function will start (or control) an actuator that is not part of the gas
detection system. The actuator is in the scope of EN 61508 (all parts) but not in the scope of EN 50402.

Subfigures 2a to 2g below show seven different examples of gas detection systems.

Gas detection equipment covered by EN 50402 Periphery covered by EN 50402
J\ /\
Y \
Example 1
Gas
Gas detection Actuator
detector control
unit

Gas by diffusion T

o /
'

Performance to EN 60079-29-1 or other applicable
metrological standard

Figure 2a — Gas detection system plus actuator for safety function

Example 1 in Figure 2a is the typical gas detection system.
In this example the gas detector is a gas detection transmitter with a

— standardized output signal (e.g. 4 — 20 mA)
— digital transmission of measured value and status information

The gas detection transmitter and separate gas detection control unit including the switching output are in the
scope of the relevant metrological standard plus EN 50402.

The actuator driven by the switching output of the gas detection system is in the scope of EN 61508 (all parts).
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Periphery covered by EN 61508

AN

—

e I

Example 2 Gas_
Gas detection
detector control Actuator
unit
Gas by diffusion |
PLC for
= monitoring and
visualisation
- A Y
N ~N/

Performance to EN 60079-29-1 or other applicable

metrological standard

Periphery not safety relevant

Figure 2b — Gas detection system plus actuator for safety function

Description of the safety function:

In example 2 in Figure 2b the gas detector is a gas detection transmitter with a

— standardized output signal (e.g. 4 — 20 mA).

— digital transmission of measured value and status information

Gas detection transmitter and separate gas detection control unit including the switching output are in the

scope of the relevant metrological standard plus EN 50402.

The actuator driven by the switching output of the gas detection system is in the scope of EN 61508 (all parts).

Description of the non-safety related signals:

The PLC is “periphery” and not part of the safety function, it is therefore outside the scope of this European
Standard. There are no performance requirements for the PLC as long it is not part of the safety function. The
PLC receives data from the gas detection transmitter (4 — 20 mA including status signals) and/or from the
separate gas detection control unit (processed measured values including their physical (scientific) units plus
alarm and status signals). This data may be used for visualizing and monitoring the gas concentration. The
PLC is permitted to initiate additional actions independent of the safety function. These include actions carried
out in the case of high gas concentration. The PLC may or may not be a safety (EN 61508 certified) PLC.

Full document details: BS EN 50402:2017
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Gas detection equipment covered by EN 50402 Periphery covered by EN 61508
AN AN
a e N
Example 3
Gas Actuator
detector

Gas by diffusion T
PLC for
= monitoring and
visualisation
o AN /
Y Y
Performance to EN 60079-29-1 or other applicable Periphery not safety relevant

metrological standard
Figure 2c — Gas detector with relay output plus actuator for safety function

Description of the safety function:

In example 3 in Figure 2c the gas detector includes the functional modules of the gas detection control unit
generating alarms and output signal to trigger the actuator. The gas detector acts as complete gas detection
system under the scope of EN 50402 and the metrological standards.

The actuator driven by the switching output of the gas detector is in the scope of EN 61508 (all parts).
Description of the non-safety related signals:

The PLC is “periphery” and not part of the safety function, it is therefore outside the scope of this European
Standard. There are no performance requirements for the PLC as long it is not part of the safety function. The
PLC receives data from the gas detection transmitter (4 — 20 mA including status signals) and/or from the
separate gas detection control unit (processed measured values including their physical (scientific) units plus
alarm and status signals). This data may be used for visualizing and monitoring the gas concentration. The
PLC is permitted to initiate additional actions independent of the safety function. These include actions carried
out in the case of high gas concentration. The PLC may or may not be a safety (EN 61508 certified) PLC.

Gas detection equipment covered by EN 50402 Periphery covered by EN 61508
/\ A
Example 4 gas Actuator
P Gas detection Safety PLC
detector control for shutdown
unit system :] Actuator

Gas by diffusion T

. /
e

Performance to EN 60079-29-1 or other applicable
performance standard

Figure 2d — Gas detection system plus actuator for safety function
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In example 4 in Figure 2d the gas detector is a gas detection transmitter with a

— standardized output signal (e.g. 4 — 20 mA).
— digital transmission of measured value and status information

Gas detection transmitter and separate gas detection control unit including the switching output are in the
scope of the relevant metrological standard plus EN 50402. There is no one to one relation between alarm
output and actuator. It is assumed that the PLC cannot negatively interfere with the safety relevant output of
the gas detection control unit.

The switching outputs from the gas detection system are safety related alarm inputs into the Safety PLC,
which is acting as a shutdown system. It correlates its alarm inputs with the correct actuators (e.g. by voting).
The Safety PLC and the actuators are in the scope of EN 61508 (all parts).

Gas detection equipment covered by EN 50402 Periphery covered by EN 61508
A A
4 ~ <
Example 5
Safety PLC
Gas as
detector Gas detection :] Actuator
control unit

Gas by diffusion T

. /
NV

Performance to EN 60079-29-1 or other applicable
metrological standard

Figure 2e — Gas detection system plus actuator for safety function

In Example 5 in Figure 2e the gas detector is a gas detection transmitter with a standardized output signal
(e.9.4-20 mA).

Gas detection transmitter and the PLC acting as separate gas detection control unit including the switching
output are in the scope of the relevant metrological standard plus EN 50402. Therefore the Safety PLC shall
conform to EN 60079-29-1 (flammable gases) or EN 50104 (oxygen) or other metrological standard e.g.
EN 45544 for toxic gases.

The actuator driven by the switching output of the PLC acting as separate gas detection control unit is in the
scope of EN 61508 (all parts).
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Gas detection equipment covered by EN 50402 Periphery covered by EN 61508

AN AN
4 Vo A

Example 6

Gas
detector

Actuator

Safety PLC
as alarm

voting system :] Actuator

Gas by diffusion T

detectors 1ton

Gas
detector

Gas by diffusion |

\_ J
VT

Performance to EN 60079-29-1 or other applicable
performance standard

Figure 2f — Gas detection system plus actuator for safety function

In example 6 in Figure 2f the gas detector includes the functional modules of the gas detection control unit. It
generates the alarms and output signal to trigger the actuator. Here the gas detector acts as a complete gas
detection system under the scope of EN 50402 and the metrological standards. There is no one—to—one
relation between alarm output and actuator. It is assumed that the PLC cannot negatively interfere with the
safety relevant output of the gas detectors.

The switching outputs from a number of gas detectors are safety related alarm inputs into the Safety PLC
which is acting as a ventilation control system. It correlates its alarm inputs with the correct actuators (e.g. by
voting). The Safety PLC and the actuators are in the scope of EN 61508 (all parts).

Gas detection equipment covered by EN 50402 Periphery covered by EN 61508
/\ A

Example 7

Gas Gas detection
detector control unit :] Actuator

Gas by diffusion T

- J
e

Performance to EN 60079-29-1 or other applicable
metrological standard

Figure 2g — Gas detection system plus actuator for safety function

Figure 2 — Examples for the overall safety function of gas detection systems
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In example 7 in Figure 2g the gas detector is a remote sensor connected to a gas detection control unit

The remote sensor and gas detection control unit including the switching output are in the scope of the
relevant metrological standard plus EN 50402.

The actuator driven by the switching output of the gas detection system is in the scope of EN 61508 (all parts).

4.2 Determination of safety function

In Clause 5, the modules of the gas detection system are defined according to their function and for each SIL-
capability the requirements are specified.

The SlL-capability of a module is determined by the measures and techniques for avoidance and control of
faults in both, hardware and software. The SIL-capability number is a property of an element, a module, a
combination of modules or of one or several safety function(s) of a gas detection system.

It is also a requirement of this European Standard to determine the hardware failure rates for each safety
function after dividing the gas detection system into physical components which may differ from the functional
modules.

Users should be able to determine the performance of an overall safety system that incorporates a gas
detection system in terms of safety integrity level (SIL) required according to EN 61508 (all parts). This is
possible if the SIL-capability and associated hardware failure rate data are known for safety function of the
gas detection system and the equivalent data are known for the other equipment (periphery) required for
functional safety (see Clause 9).

The hardware SlL-capability and hardware failure rate of a safety function of a gas detection system may be
derived from the SlL-capability of the functional modules, and hardware failure rates of the components (see
Clause 7 and Annex C).

The software of all modules which are part of the safety function shall be developed in a process compliant
with the SIL capability to be achieved for the safety function. If redundant hardware is used to achieve a
higher SIL capability the software shall comply with this higher SIL capability (see Figure 6), or, the software of
the redundant chains shall be verified to be diverse (see EN 61508-7:2010, C.3.5).

If a gas detection system has different safety functions with different SIL capability there are two options:
a) the entire software has to comply to the higher SIL capability, or

b) it has to be verified that the software with the lower SIL capability will not interfere with the safety function
of the higher SIL capability.

Software of modules which are not part of the safety function but are running on a microprocessor which is
part of the safety function shall be developed in line with a SIL 1 compliant process as a minimum. If this
software is complying with a lower SIL than the safety function, it has to be verified that this software will not
interfere with the safety function of the higher SIL capability.

NOTE 1 The assignment of a SlL-capability to a single module does not automatically imply that the same SIL-
capability is valid for the entire gas detection system.

NOTE 2 Different combinations of modules can result in a different SIL-capability for the chosen safety function.

NOTE 3 A separate gas detection control unit with a given SlL-capability of X may be connected to one or more
measuring locations that have different SIL-capabilities (of X or lower) depending on their connected transmitters and
switching outputs. It is thus possible that the total gas detection system (consisting of the control unit and multiple

measuring locations) could implement different SIL-capabilities (of X or lower) for different safety functions.

NOTE 4  Alternatively, the required SlL-capability for each module can be derived from the SIL-capability for the chosen
safety function of the gas detection system depending on the way in which modules are combined (see Annex C).

Determination of whether a specified safety function of the gas detection system together with other
equipment meets specified safety integrity will also require consideration of the functional safety
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characteristics of the other equipment (periphery) required for functional safety. Suitable procedures are
described in Clause 9.

Once the SlL-capability of a module and hardware failure rate of a component has been determined, the
module and component may be used in different system configurations without the need to re-determine the
SlL-capability and hardware failure rate

The determination of SlL-capability and hardware failure rate for a specific safety function of a gas detection
system shall be repeated for each new combination of modules and related components. The effect of all
modules and components belonging to the gas detection system shall be taken into account. Modules which
are not part of the safety function shall not negatively affect the safety function.

This European Standard specifies requirements for the actions to be taken when failures are detected in the
modules. The gas detection system shall enter a predefined state after detecting failures. If the safety function
is lost by the detected failure the related part of the system shall enter a special state. If the safety function is
still available (safe detected failure) it is recommended that a maintenance request be indicated (see 5.6.6).
The response to such an indication and the required repair action shall be described in the instruction manual.

In addition to the functional safety of the gas detection system the availability and the avoidance of false
alarms are the most important selection criteria for the user to choose a suitable system for a specific
application.

If means for increasing the availability are provided (e.g. by additional hardware or software), these functions
shall be considered as part of the related safety function and comply with the same SIL capability.

4.3 Functional safety characteristics of modules
This European Standard specifies modules and specific requirements for each SIL capability (numbered 1, 2

and 3). SlL-capabilities numbered higher than 1 include the requirements of the lower SlL-capability number
unless otherwise specified.

In Clause 5, the modules of the gas detection system are characterized as simple or complex and the
requirements are specified according to the SIL-capabilities.

For some modules their realization and implementation determines whether they are simple or complex.

Modules based on analogue techniques are presumed to be simple. All other modules shall be treated as
complex. Fault tolerance for all simple modules shall be in accordance with Table 1, likewise for all complex
modules in Table 2.

Table 1 — Fault tolerance for simple modules according to EN 61508-2:2010, (Table 2)

Minimum hardware fault tolerance
(see EN 61508-2:2010, 7.4.4.2.2)
SIL-capability Range of Range of Range of
safe failure safe failure safe failure
fraction fraction fraction 299 %
60 % to <90 % 90 % to <99 %

1 0 0

0 0
3 1 0 0
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Table 2 — Fault tolerance for complex modules according to EN 61508—-2:2010, (Table 3)

Minimum hardware fault tolerance
(see EN 61508-2:2010, 7.4.4.2.2)
SIL-capability Range of Range of Range of
safe failure fraction safe failure safe failure
60 % to <90 % fraction fraction 299 %
90 % to <99 %
1 0 0 0
1 0 0
3 2 1 0
(not practicable for
gas detection)

The specific requirements in Clause 5 are derived from the generic requirements in EN 61508-2:2010 and
also from the requirements specific to gas detection systems.

The requirements of the metrological standards are sufficient to ensure a minimum SFF of 60 %. Therefore,
this European Standard does not consider any solution for SFF below 60 %.

In the case of simple modules the specific requirements given in Clause 5 ensure that a SFF of 60 % to 90 %
is achieved.

In the case of complex modules, the specific requirements given in Clause 5 for Hardware Fault Tolerances 0
and 1 ensure that the claimed SFF is achieved. Architectures with HFT 2 are not described in Clause 5
because they are not practicable for gas detection.

If a level of safe failure fraction above 99 % is claimed this shall be justified by calculation and documented.

Designs not described in Clause 5 are permitted but they shall be justified and documented.

5 Functional modules and elements — Characterization and requirements
5.1 General
5.1.1  Structure of functional modules

In Clause 5, gas detection systems will be divided into functional modules, since those systems cannot be
described as stand-alone apparatus in general. The hardware design consisting of individual components may
be arranged in different ways. Therefore, modules are treated in this European Standard from the point of
view of their functionality within the gas detection system. Dependent on the respective realization,
components of a functional module may therefore belong to different hardware-components.

NOTE A gas detection system does not necessarily need to include all modules presented in the following. Also a
module need not include all elements.

The following requirements relate to the phase 10 “realization” in the overall safety lifecycle defined in
EN 61508-1. As per the requirements for the overall safety lifecycle, all activities necessary to fulfil the
requirements of this European Standard shall be carried out in accordance with an appropriate system for
management of functional safety (see Clause 12).

In 5.2 to 5.7, the modules of a gas detection system are described and the requirements are defined in
relation to the SlL-capabilities. Each module is specified to be simple or complex or if not specified both
realizations are possible.
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The modules described in Clause 5 show the range commonly encountered, but may not cover all technical
solutions. Requirements for new modules, not covered by this European Standard, shall be developed by
following Annex B of this European Standard.

Figure 3 shows the integration of a gas detection system in a safety related system.

The requirements of 5.1.2 are relevant to the generic aspects and are applicable to the hardware and software
of the entire gas detection system. General aspects of signal processing are handled in 5.6.1.

em c:omrnu,7 ice
&
(¢}

o¥®
]
Control unit A

Gas detection system

Control unit C

Control unit B \/

NOTE 1 Control units (and related gas sensors and gas sampling) may differ from each other. For details, see
Figure 4.

NOTE 2 A gas detection system may consist of one or more control units. The figure shows a multi control unit
combination.

NOTE 3  System communication is shown as a loop structure. Other topologies may also occur in practice, e.g. peer-to-
peer.

NOTE 4  The gas detection system may exchange (receive and/or send) safety relevant data (signals) with the
periphery.

Figure 3 — Overview of safety-related system

Figure 4 illustrates the modules of a gas detection system and their relations to each other.

Documents

Document Sharing Hub

Full document details: BS EN 50402:2017


http://www.avadocuments.com/doc/bs-en-50402-2017
http://www.avadocuments.com/doc/bs-en-50402-2017

BS EN 50402:2017

EN 50402:2017 (E)

(s10suas ‘Buijdwes seg)) waysAs uoijoajap seb e jo sanpop (e

jJlun |oJ3U0d 0}

L
(e'g) (sz'9)
Josusg [ [T T T jusunisnfpe pue
uopeiqies opewony
(eg) wee)
Jjosueg [ | [T apouw uoisnyip =1
Aq Bujdwes seg

jouod (1'ze) |

Joxajdiyinw e uoneJidse seo

seb EEH_J \\\ |

(€s) | (€z9) o | (1zs) Ll

Josueg Jaxaidynw seg g uopeldse seg)

/// S f

™ (1zs) Ll

uopesidse seo

- (zz9) -

._Mmcmmvm -| seBpanseswjo fe———o M._%mwvmm -

Buiuompuod e 9
€9 Lt ] (1'Z5) -

Josuag uopesdse seq)

(g°g) Josuag (z'g) Buidwes seo

wejsAs uonosejep seo

' painseaw a(q 0} sex) '

Documents

Document Sharing Hub

27

Full document details: BS EN 50402:2017


http://www.avadocuments.com/doc/bs-en-50402-2017
http://www.avadocuments.com/doc/bs-en-50402-2017

BS EN 50402:2017
EN 50402:2017 (E)

wa)lsAs uoljoalap seb e jo sanpo|\ — ¢ ainbi4

(yun jo13u09) waysAs uol}dajap seb e jo sajnpo (9

Documents

Document Sharing Hub

28

8
uoneiqi[ed opewolne o} uopeudse seb o} 3 W
A ea
m 1
JUN [OJUOD jun [0J3u0d S B
Jayjoue wouy juswisnipe diewone o) Jaxe|dyinw seb o} Jayjoue Wwoly TR
(o1'9°9)
L juawjsnipe onewojne .
(cr'g) e onses (Zzoge)
S8AIYoJE Bleq (6'9°5) Addns Jemod
6'9 JojejnbBai [eulsiy|
L— uope.qi[es opewoine
( ) jo |ojuo) ( )
v'is . GGG
Riayayed Ksydued (g'9°9) | fioyduad -
0} o1Inding j04u09 Joxadpinw ses) wou ﬁ.d du|
(2'9'g)
jo1uoo uonelidsy
(e'2q) (89"
9'9°5) B (rss) -
%w%m:ﬂﬁoo B uopesado jo ™ aoeJIaU| Josn
1SAS IndINO 8pow paonpsey
(g'97g) oo
- jlun [oQuod £6°S
Aiaydued ﬁmh s) LIYYIM Suesw onsoubelqg uoREDIUNWWIOD
0} ndyno Buiyoumsg (7'9'g) waysAs 3ndu
Juswissasse [eadg
(¢99) e
o)e)s [eads AL
bm,%_._wn (WA (z'95) [eubis Buunsesw h_v:mMMm
} uopeoipul [ensiA anjea Buunseaw 10} aoeps|U|
JO uopenoe)
(2¢) indino (9°g) Buisssooud |eubig (g-¢) 1nduy
(spaepuels [esiBojosjaw 03 Buipiosoe) Jun jonuod)

wa)sAs uoI}o9)ap sen)

Full document details: BS EN 50402:2017


http://www.avadocuments.com/doc/bs-en-50402-2017
http://www.avadocuments.com/doc/bs-en-50402-2017

BS EN 50402:2017
EN 50402:2017 (E)

5.1.2 General requirements

The indication of special state for the entire gas detection system shall be provided according to 5.6.3.

If a deviation in the signals of redundant units is detected, then the gas detection system shall enter its
reduced mode of operation (see 5.6.6), or a fault indication shall be made. This fault indication shall be
connected to an output function to the periphery (see 5.7.4), or switching output (see 5.7.2).

All parts shall only be used within their specifications. For interconnection between parts (like integrated
circuits), functional modules, components (see definition 3.10) interface specifications shall be complied with.

The gas detection system shall enter a predefined state after detecting failures. On removal of power, or loss
of signal, the output shall either change to the safe state or the fault condition shall be indicated.

Where hardware redundancy is used to achieve a higher SlIL-capability any associated software shall comply
with the higher SIL-capability, or, the software of the redundant chains shall be verified to be diverse (see
EN 61508-7:2010, C.3.5).

For each functional module the requirements are specified to achieve the related SlL-capability and class of
safe failure fraction. To achieve a given SlL-capability a functional module's requirements (taken from this
standard) shall match the SIL-capability achieved through the calculated hardware failure rates.

The failure rates shall be calculated for safety functions in the following two cases:

— a module or component,
— an apparatus or a complete gas detection system.

In some subclauses, the requirements are specified in relation to the term “Engineered for SIL-capability X”. In
these cases only the failure modes for the modules are generic but failure rates may depend on the
application and cannot be determined in general for each type of gas detection system. The failure rates for
these modules will not be part of the calculation of failure rates and PFD or PFH for the overall system. Failure
modes for these modules shall be specified in the customer documentation by the manufacturer for an
application specific calculation of failure rates.

If failure rates cannot be determined by the manufacturer for a type of device independent of its applications
then the failure rates should be determined in relation to the different applications in cooperation between
manufacturer, system integrator and user based on experiences with existing applications.

During data processing the digital unit shall control automatically the specified input data range and handle
range violations. The minimum and maximum value of the converter shall not be considered to be within the
specified range (see definition 3.31) in order to detect stuck-at faults.

The software design and verification shall protect against range violations occurring during data processing. If
a data processing error is detected (e.g. numerical overflow or a divide by zero fault) then appropriate
corrective action shall be taken. Depending upon the failure this action may include entering a special state.

During measuring operation, the maximum overall time of four successive updates of the measured values
and the safety relevant output signals shall not exceed the specified response time too of the apparatus or, for
alarm only apparatus, the minimum time to alarm. This timing requirement need not be applied to output
signals which are explicitly claimed by the manufacturer to be not safety-relevant.

NOTE This requirement ensures that calculation and updating of measured values is fast enough to avoid delays in
the indication of alarms which are caused by data processing only.

All software shall be developed in accordance with Clause 6.

Documents
Document Shariréy-lub

Full document details: BS EN 50402:2017


http://www.avadocuments.com/doc/bs-en-50402-2017
http://www.avadocuments.com/doc/bs-en-50402-2017

