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Foreword
This document (EN 50436-6:2015) has been prepared by CLC/BTTF 116-2 "Alcohol interlocks".

The following dates are fixed:

e latest date by which this document has (dop) 2015-12-29
to be implemented at national level by
publication of an identical national
standard or by endorsement

e latest date by which the national (dow) 2017-12-29
standards conflicting with this
document have to be withdrawn

Attention is drawn to the possibility that some of the elements of this document may be the subject of
patent rights. CENELEC [and/or CEN] shall not be held responsible for identifying any or all such
patent rights.
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Introduction

The series of European Standards EN 50436 specifies test methods and essential performance
requirements for alcohol interlocks and gives guidance for decision makers, purchasers and users.
The content and requirements of the European Standard "Alcohol interlocks — Test
methods and performance requirements, Part 1: Instruments for drink-driving-offender programs" are
based on the experience and necessities of drink driving offender programmes in different countries
over several decades.

The present document should be used in conjunction with the European Standard and
optionally with . It defines additional requirements for the security of event records which
are stored in the data memory of the alcohol interlock and which may be downloaded, processed and
transferred to supervising persons or organizations.

The security objectives describing how the threats are addressed are divided into security objectives
for the alcohol interlock with the service application and for the operational environment.

The security objectives for the alcohol interlock and the service application describe what is necessary
for the alcohol interlock and the service application to do to address the threats. In the context of this
European Standard, the combination of alcohol interlock and service application are to meet all listed
security objectives, and this is to be assessed as part of determining compliance with this European
Standard.

The security objectives for the operational environment describe what other entities should do to
address the threats. In the context of this European Standard, whether these entities actually achieve
these objectives are not to be assessed as part of determining compliance with this European
Standard. Therefore, in this European Standard these security objectives are informative only.

This European Standard is intended also to be listed as a Protection Profile for alcohol interlocks under
the Common Criteria Recognition Arrangement and the Senior Officials Group - Information Systems
Security (SOG-IS). For the purpose of being a Protection Profile, all sections (including also the
operational environment) are considered normative.
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1 Scope

1.1 General

This European Standard specifies security requirements for the protection and handling of event
records which are stored in the data memory of breath alcohol controlled alcohol interlocks and which
may be downloaded, processed and transferred to supervising persons or organizations.

This European Standard is a supplement to EN 50436-1. It is to be decided by the respective
jurisdiction whether the present standard has to be applied in addition to EN 50436-1|.

This European standard may also be used as a supplement to EN 50436-4 if a jurisdiction or a vehicle
fleet operator decides that the data security in his preventive application has to have the same high
level of requirements as for alcohol interlocks used in drink-driving-offender programmes.

This European Standard is mainly directed to test houses, manufacturers of alcohol interlocks,
legislating authorities and organizations which handle and use the alcohol interlock event records.

In this European Standard, the alcohol interlock consists basically of handset and control unit. Optional
accessory devices (e.g. cameras or GPS systems generating data related to event data of the alcohol
interlock, as well as accessory devices handling or transferring data for a drink-driving-offender
programme) authorized by the manufacturer as being part of the alcohol interlock system and which
are intended to be used in the vehicle during operation are also to be considered part of the alcohol
interlock, where applicable.

The service application communicates with the alcohol interlock and sends out the event records to a
register, either directly or alternatively indirectly through a broker.

The scheme is depicted in Figure 1. It also shows which parts are within the scope of this European
Standard and which are outside of the scope.

Within scope of Oufside scope of
the standard the standard
J

¢ e, | Broker
Handset ¥ Upload
: - Se_r\flc_e application
: =T application l
Format
: CONYErsian
Control unit
§ Alcohol aepeher ( \
H i | ication
L interlock PR ! Upload
\\‘\ g S application

S

Database
—
Register

<

Figure 1 — Alcohol interlock, service application, broker and register
NOTE In this, and all other figures, the direction of the arrows indicates the flow of event records.

This European Standard applies to

—  the alcohol interlock, Documents
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— the service application.

This European Standard does not apply to

data security of the broker,

data security of the register,

storage of downloaded data,

requirements for organizational processes, for example defining rights of access to the data.

1.2 Conformance claim

This European Standard conforms according to the Common Criteria for Information Technology
Security Evaluation as Protection Profile to:

— Common Criteria, Version 3.1, Revision 4, as defined by CCp1, CCp2, CCp3 and CEMe,
— Common Criteria - Part 2 as Common Criteria - Part 2 conformant,

— Common Criteria - Part 3 as Common Criteria - Part 3 conformant.

NOTE 1 An earlier revision of CCp1 is published as .

NOTE 2  An earlier revision of CCp2 is published as .

NOTE 3  An earlier revision of CCp3 is published as .

NOTE 4  An earlier revision of CEMe is published as .

This European Standard is not based on any other Protection Profile.

This European Standard conforms to the evaluation assurance level EAL3 + ALC_FLR.2 (for
explanation see 7.4).

Protection profiles or security targets that conform to this Protection Profile shall apply "Strict
Protection-Profile-Conformance".

For more information, see CCp1, Annex B5.

2 Normative references

The following documents, in whole or in part, are normatively referenced in this document and are
indispensable for its application. For dated references, only the edition cited applies. For undated
references, the latest edition of the referenced document (including any amendments) applies.

EN 50436-1:2014, Alcohol interlocks — Test methods and performance requirements —
Part 1: Instruments for drink-driving-offender programs

EN 50436-2:2014, Alcohol interlocks — Test methods and performance requirements —
Part 2: Instruments having a mouthpiece and measuring breath alcohol for general preventive use
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3 Terms and definitions
For the purposes of this document, the following terms and definitions apply.

31

alcohol interlock

device which is normally in the blocking state when installed to prevent the starting of a vehicle engine,
and which can be brought into the not-blocking state only after the presentation and analysis of an
accepted breath sample with an alcohol concentration below a limit value

Note 1 to entry: In this European Standard the expression “starting of the vehicle engine” includes provision
of an output signal from the alcohol interlock to the vehicle to enable the starting or operation of the vehicle.

Note 2 to entry: In this European Standard, the alcohol interlock consists of the following parts: handset,
control unit and optional accessory devices.

Note 3 to entry: According to the Common Criteria the alcohol interlock and the service application are the
Target of Evaluation (TOE).

3.2

handset

part of the alcohol interlock which is usually located inside the driver compartment of the vehicle, which
contains an alcohol measuring system, may store event records in a data memory, is connected to the
control unit and is able to interact with the driver

3.3

control unit

part of the alcohol interlock which is usually located under the dashboard of the vehicle, which is
electrically connected to the vehicle to prevent or to allow the starting of the vehicle engine, and which
may store event records in a data memory

Note 1 to entry: The electrical connections to the vehicle are considered to be part of the control unit.

34

accessory device

optional supplementary device being part of the alcohol interlock intended to be used in the vehicle
during operation

Note 1 to entry: Accessory devices may for example be a camera or a module for data transmission.
Note 2 to entry: The use of certain accessory devices may be required by national regulations.
3.5

event records
record of breath test results, other events and supporting data with date and time generated by the
alcohol interlock

Note 1 to entry: For this European Standard it is assumed that the event records are stored in the data
memory of the control unit and/or of the handset and optionally of the accessory devices.

Note 2 to entry: This European Standard uses the term “event records" instead of the Common Criteria
term “audit records”.
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3.6

service application

computer programme being used for functions such as adjustment of the alcohol interlock,
downloading and optionally viewing the event records and other data of the alcohol interlock, as well as
for uploading event records from the alcohol interlock to a register or broker

Note 1 to entry: A service application may have some or all of these functions, depending on its
implementation and the alcohol interlock class (see Clause 5).

Note 2 to entry: The service application is usually located inside a service centre.
Note 3 to entry: The service application may be used by a technician or an automatic system.
Note 4 to entry: The service application may be either transparent or opaque.

3.7
transparent service application
service application which is not able to decrypt the event records

Note 1 to entry: The functionality of the transparent service application for uploading event records from the
alcohol interlock to a register or broker may be incorporated into the alcohol interlock. In this case the alcohol
interlock uploads the event records to the register or boker.

3.8

opaque service application

service application that is able to decrypt the event records and performs the required conversion of
event records

3.9

adjustment

operation that calibrates and/or adjusts the sensor systems, sets parameters and/or changes the
firmware of the alcohol interlock

3.10
register
central register of event records, which stores the event records for future use

Note 1 to entry: The register is usually operated by the alcohol interlock manufacturer and/or the
authorities.

3.1

broker

processing centre which converts the records into a required format and then sends them to the
register or the service application

Note 1 to entry: The broker is usually operated by the service provider of the alcohol interlock.

3.12

security target

description and analysis of the assets, the threats to those assets, the countermeasures (in the form of
security objectives) and a demonstration that the countermeasures are sufficient to counter the threats

Note 1 to entry: For details see CCp1, clause 7.1.1.
3.13
security objective

concise statement of the intended solution to the problem defined by the security problem definition

Note 1 to entry: For details see CCp1, clause A.7.
Documents
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3.14

security problem definition

statement which in a formal manner defines the nature and scope of the security that the alcohol
interlock and the service application are intended to address, consisting of a combination of threats to
be countered by the alcohol interlock and the service application, the organizational security policies
enforced by the alcohol interlock and the service application, and the assumptions that are upheld for
the alcohol interlock and the service application and their operational environment

Note 1 to entry: For details see CCp1, clause A.6.

3.15

operational environment

environment in which the alcohol interlock and the service application are operated, containing all
entities that the alcohol interlock and the service application interact with, such as broker, register
service centre, vehicle, driver

4 General

4.1 Use of the alcohol interlock

Before the engine of the vehicle can start, the driver has to deliver an accepted breath sample into the
handset. If the measured alcohol concentration is equal to or above the limit value, the control unit
does not allow the vehicle engine to start.

At random intervals while driving, the driver may have to deliver an additional accepted breath sample
into the handset. Passing or failing a breath alcohol test generates event records. Additionally, other
events may generate event records (e.g. interruption of power to the control unit, or vehicle motion
without starting of the motor, indicating bypass of the alcohol interlock).

At set intervals, when the memory of the alcohol interlock fills up, or after certain events the handset
instructs the driver to go to a service centre. These service centres (which are for drink-driving-
offender programmes normally certified by the government) possess a service application. Service
centre personnel can use the service application to read out (download) the encrypted event records
from the alcohol interlock.

NOTE The service application may or may not decrypt these event records (see Clause 5).

The service application sends out the event records:

— directly to the register, or

— to the broker which sends the event records to the register, or

— to the broker which sends the event records back to the service application and which then sends
it to the register.

The service application requires a confirmation from the register and/or broker that it has received the

event records. Upon reception of this confirmation, the service centre personnel may use the service
application to delete the event records by erasing the data memory in the alcohol interlock.

4.2 Major security features
The alcohol interlock has the following major security features:

— The alcohol interlock is able to detect events (for example starting the vehicle engine or failed
breath test) and store these events;
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— Authenticated service personnel can use the service application to read out these event records
and send them onwards. The service personnel can also use the service application to delete the
event records and erase the data memory;

— All parts of the alcohol interlock protect the event records against unauthorized modification,
deletion, insertion and disclosure.

4.3 Hardware, software and firmware not being part of the alcohol interlock and the
service application

The alcohol interlock requires installation in a vehicle.
The service application may require an operating system and computer or similar setup in order to
function. The security target shall clarify the required hardware, software or firmware (if applicable)

required for the service application.

NOTE This depends on the class of the alcohol interlock (see Clause 5).

5 Alcohol interlock classes

5.1 General

This European Standard defines different classes of alcohol interlocks with their service application
(A, B1, B2, C1, C2 and D), each of which has slightly different requirements and objectives.

The security target shall define the class of the alcohol interlock (as part of the alcohol interlock
overview).

This difference in classes is caused by the following facts.

— The register has a strictly defined format in which it wishes to store event records. As there is no
standard for this format yet, each country or organization tends to use its own proprietary format.

—  The alcohol interlock may not be able to support all of these formats.

If the alcohol interlock does not support the required format, the files have to be converted somewhere:
— either in the service application, or

— atthe broker.

As event records can only be converted when they are not encrypted, they are very vulnerable to
unauthorized reading or modification at that point, so special care shall be taken to prevent this.

There may also be alcohol interlocks only using the service application, but not using a register and/or
broker, or alcohol interlocks not storing event records at all.

5.2 Class A: transparent service application without broker
Transparent refers to the fact that the service application is not able to decrypt the event records.
This class of alcohol interlocks is characterized by end-to-end encryption between the alcohol interlock

and the register. The alcohol interlock already generates the event records in the correct format
required by the register. This is depicted in Figure 2.

Documents

Document Sharing Hub

Full document details: BS EN 50436-6:2015


http://avadocuments2026.com/doc/bs-en-50436-6-2015
http://avadocuments2026.com/doc/bs-en-50436-6-2015

BS EN 50436-6:2015
-13- EN 50436-6:2015

Register
Alcohol Transparent
interlock SEenvice Database
application

Figure 2 — Class A alcohol interlock:
the alcohol interlock generates the correct format for the register

In class A alcohol interlocks:

— the service application never gets access to the unencrypted event records and therefore the
service application itself requires relatively little protection;

— there is no broker, so threats for the broker are not relevant and there are no security objectives
for the broker.

5.3 Class B: transparent service application with broker
Transparent refers to the fact that the service application is not able to decrypt the event records.

For this class of alcohol interlocks, the broker performs the required conversion. This means that the
broker has access to unencrypted event records, and should therefore protect them.

Two subclasses of class B alcohol interlocks are to be distinguished:
—  Class B1 alcohol interlocks:
The service application sends the event records to the broker. The broker converts the event

records, and sends the converted event records onwards to the register. This is depicted in
Figure 3.

Broker Register
Alcohol Transparent )
interlock SErvice Cornersion Database
application

Figure 3 — Class B1 alcohol interlock:
the broker converts and sends to the register

—  Class B2 alcohol interlocks:
The service application sends the event records to the broker. The broker converts the event
records, and sends the converted event records back to the service application. The service

application then sends the converted event records onwards to the register. This is depicted in
Figure 4.
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Figure 4 — Class B2 alcohol interlock:
the broker converts and sends to the service application

In class B alcohol interlocks:

— the service application never gets access to the unencrypted event records and therefore the
service application itself requires relatively little protection;

— abroker is required, so there are threats and objectives for the broker.

5.4 Class C: opaque service application
Opaque refers to the fact that the service application performs the required conversion.

This means that the service application has access to unencrypted event records, and shall therefore
be able to protect them.

It is distinguished between two subclasses of alcohol interlocks:
Two subclasses of class C alcohol interlocks are to be distinguished:
—  Class C1 alcohol interlocks:

The service application itself shall provide the protection. This means that the service application
shall partly consist of some sort of tamper-evident and/or tamper-responsive hardware.

—  Class C2 alcohol interlocks:
The environment of the service application shall provide the protection. The service application
may then be a simple software application running on a non-alcohol interlock workstation, but the
environment of that workstation shall meet stringent requirements to be able to protect the event
records.

This is depicted in Figure 5.

Register

Alcohal | Service

interlock "| application Database

Figure 5 — Class C1 and C2 alcohol interlock:
the service application converts the event records

In class C alcohol interlocks:

— there is no broker utilized;
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— so threats for the broker are not relevant and there are no security objectives for the broker.

5.5 Class D: service application without broker and without register

This class of alcohol interlocks uses only a service application.

There are no broker and no register involved. The event records may be stored in and seen with the

service application. This is depicted in Figure 6.

Alcohol

interlock

Service
application

Figure 6 — Class D alcohol interlock:

the event records are transferred to the service application

In class D alcohol interlocks:

— there is no broker and no register utilized;

— so threats for the broker and register are not relevant and there are no security objectives for the

broker and the register.

6 Security objectives

6.1 General

These security objectives describe how the threats described in Annex A are addressed. It is divided

into (see Figure 7):

— The security objectives for the alcohol interlock and the service application ("O"), describing what
the alcohol interlock and the service application shall do to address the threats. In the context of
this European Standard, the combination of alcohol interlock and service application shall meet all
security objectives that are listed for their class, and this shall be assessed as part of determining

compliance with this European Standard.

— The security objectives for the operational environment ("OE"), describing what other entities
should do to address the threats. In the context of this European Standard, whether these entities
actually achieve these objectives are not to be assessed as part of determining compliance with
this European Standard. Therefore, these security objectives are informative only.

A rationale that the combination of all of these security objectives indeed addresses the threats is

found in Annex B of this standard.
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Threats
{Annex A)
PN

Rationale
(Annex B.2)

Security objectives

X Security objectives for
for alcohol interlock

operational environment

and service application in common language
in common language (Clause 6.3)
(Clause 6.2)

Figure 7 — Relations between threats and security objectives

6.2 Security objectives for the alcohol interlock and the service application
Clause 5 defines several classes of alcohol interlocks, which differ from each other in various aspects.

This chapter describes a number of security objectives, but not all security objectives are valid for all
classes. This is indicated in Table 1.

Table 1 - Objectives for different classes of alcohol interlocks

Objective A | B1|B2|c1|c2|D
O.DETECT_EVENTS X | X | x| x| x| x
O.PROTECT EVENTS_BETWEEN_HANDSET_ AND_
CONTROL_UNIT_AND_ACCESSORY_DEVICE

O.RECORD_AND_ENCRYPT_EVENTS_IN_ALCOHOL_|
NTERLOCK

O.TAMPER_EVIDENT_HANDSET_AND_CONTROL_UNI
T_AND_ACCESSORY_DEVICE

O.TAMPER_EVIDENT_SERVICE_APPLICATION
O.NO_OVERFLOW_IN_DATA_MEMORY

O.ALCOHOL_INTERLOCK_AND_SERVICE_APPLICATI
ON

O.SERVICE_APPLICATION_AUTHENTICATION

O.SERVICE_APPLICATION_PROTECT_EVENT_RECO
RDS

O.SEND_TO_CORRECT_PARTY

X [ X]| X [ X

X [ X]| X [ X
X | X | X| X | X
X | X | X| X | X
X | X | X[ X | X[X]| X
X | X | X| X | X

b

O.DETECT_EVENTS

The alcohol interlock shall detect:

all events required by the applicable laws and regulations,

adjustment of the alcohol interlock,

other events and supporting data,

deletion of event records.
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