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National foreword

This British Standard is the UK implementation of EN 50710:2021.

The UK participation in its preparation was entrusted to Technical 
Committee FSS/0, Fire safety systems and security systems.

A list of organizations represented on this committee can be obtained on 
request to its committee manager.

BSI, as a member of CEN, is obliged to publish EN 50710:2021 as a 
British Standard. However, attention is drawn to the fact that during the 
development of this European Standard, the UK committee voted against 
its approval.

It is the UK committee’s view that this standard contains technical 
requirements that should not have been included, and that the result 
of their inclusion is that there are discrepancies between this standard 
and CLC/TS 50136-10 Alarm systems – Alarm transmission systems and 
equipment – Part 10: Requirements for remote access, with subsequent 
potential for users’ misinterpretation. CLC/TS 50136-10 (at the time of 
publication of this British Standard, CLC/TS 50136-10 is in final draft 
and is expected to be published in March 2022) is intended to specify 
minimum requirements for secure connection and session for remote 
access to one or more alarm systems that are within the scope of both 
the BS EN 50131 series and BS EN 50136-1:2012+A1:2018.

EN 50710 and CLC/TS 50136-10 define some of the same terms 
differently, and the UK committee therefore believes there may be 
potential for user misunderstanding of their application use. The UK 
committee also believes CLC/TS 50136-10 is highly likely to be cited 
within future BS EN 50131 and BS EN 50136 series standards, and it 
is the UK committee’s opinion that this could potentially lead to user 
confusion, incorrect application and impractical application of remote 
services in some types of alarm systems.

The UK committee draws users’ attention to National Annexes NA, NB 
and NC, which contain its further commentary, opinions and 
recommendations on the application of this standard.

Contractual and legal considerations

This publication has been prepared in good faith, however no 
representation, warranty, assurance or undertaking (express or 
implied) is or will be made, and no responsibility or liability is or will be 
accepted by BSI in relation to the adequacy, accuracy, completeness or 
reasonableness of this publication. All and any such responsibility and 
liability is expressly disclaimed to the full extent permitted by the law.

This publication is provided as is, and is to be used at the 
recipient’s own risk.

The recipient is advised to consider seeking professional guidance with 
respect to its use of this publication.

This publication is not intended to constitute a contract. Users are 
responsible for its correct application.

© The British Standards Institution 2021 
Published by BSI Standards Limited 2021
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ICS 13.220.20; 13.320; 33.200

Compliance with a British Standard cannot confer immunity from 
legal obligations.

This British Standard was published under the authority of the 
Standards Policy and Strategy Committee on 31 October 2021.

Amendments/corrigenda issued since publication

Date Text affected

31 December 2021 Correction to national foreword; addition of Na-
tional Annexes NA, NB and NC
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European foreword 

This document (EN 50710:2021) has been prepared by Technical Committee CEN/CLC/JTC 4 “Remote 
Services for fire safety systems and security systems”, the secretariat of which is held by DIN. 

The following dates are fixed: 

• latest date by which this document has to 
be implemented at national level by 
publication of an identical national 
standard or by endorsement 

(dop) 2022-07-26 

• latest date by which the national 
standards conflicting with this document 
have to be withdrawn 

(dow) 2024-07-26 

Attention is drawn to the possibility that some of the elements of this document may be the subject of patent 
rights. CENELEC shall not be held responsible for identifying any or all such patent rights. 

Any feedback and questions on this document should be directed to the users’ national committee. A complete 
listing of these bodies can be found on the CENELEC website. 
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Introduction 

It has been common practice for many years to monitor the alarm and fault status of fire safety and security 
systems installed in premises from remote locations. 

Technological developments within fire safety systems and/or security systems (FSSS) as well as the 
telecommunication paths now permit remote access to those FSSS with a wide variety of available functions up 
to and including full operation and programming / parameters setting as if an authorized person was at site. 

Remote service supplements the at site visits of competent person and enables new possibilities for customers 
(end-users). In short, the overall service quality offered by the various types of professional services providers 
at time of installation, maintenance or operation increases significantly. On one hand, end-users experience 
faster response times leading to higher system reliability and availability. On the other hand, service providers 
can provide new services such as predictive maintenance, which improves also staff utilization. 

Not all countries have industry standards for the use of remote access, which are crucial for end-users and 
service providers. Specifically, design requirements and strict operational procedures are fundamental in 
avoiding actions such as unintended deactivating parts of FSSS. 

This document is intended to support the implementation of the European Service Directive (2006/123/EC) and 
EN 16763, Services for fire safety systems and security systems. This document is intended to be applied in 
conjunction with installation guidelines, either European (if any) or national, as well as with national laws and 
regulations in the field of the systems. 

This document does not replace the work of other CEN/CENELEC committees such as CEN/TC72, CLC/TC79, 
CEN/TC191 and CLC/BTTF 133-1. It should be read in conjunction with their standards and application 
guidelines for the use of their products and systems. Only services for the systems within the scopes of 
CEN/TC72, CLC/TC79, CEN/TC191 and CLC/BTTF 133-1 are covered in this document with the exceptions 
defined in the scope. 

Service providers offering remote services for FSSS may consider the following: 

— how the use of remote checks instead of or as an addition to predictive maintenance can reduce the number 
of journeys to site; 

— how the prior use of remote diagnostic and test capabilities can be used to ensure that all necessary 
equipment and spares are carried to site for corrective maintenance purposes, and thus have the ambition 
of first time fixes; 

— how retaining data rather than keeping site/provider hard copies can reduce waste thus effecting a 
reduction in their “carbon footprint.”. 

Full document details: BS EN 50710:2021

http://www.avadocuments.com/doc/bs-en-50710-2021
http://www.avadocuments.com/doc/bs-en-50710-2021


EN 50710:2021 (E) 

6 

1 Scope 

This document specifies the minimum requirements for the provision of secure remote services via a remote 
access infrastructure (RAI) carried out either at site or off-site (e.g. via IP connections) to the following systems: 

a) fire safety systems including, but not limited to, fire detection and fire alarm systems, fixed firefighting 
systems, smoke and heat control systems; 

b) security systems including, but not limited to, intruder and hold-up alarm systems, electronic access control 
systems, external perimeter security systems and video surveillance systems; 

c) social alarm systems; 

d) emergency sound systems; 

e) a combination of such systems; 

f) management systems connected to systems a) – e). 

This document does not cover: 

a) at site services without using remote connection; 

b) the monitoring and alarm receiving services by the MARC, which are described in the EN 50518. 

2 Normative references 

The following documents are referred to in the text in such a way that some or all of their content constitutes 
requirements of this document. For dated references, only the edition cited applies. For undated references, the 
latest edition of the referenced document (including any amendments) applies. 

EN 16763, Services for fire safety systems and security systems 

EN 50131 (all parts), Alarm systems — Intrusion and hold-up systems 

EN 50136 (all parts), Alarm Systems — Alarm transmission systems and equipment 

EN 50518, Monitoring and Alarm Receiving Centre 

EN 50600 (all parts), Information technology — Data centre facilities and infrastructures 

3 Terms, definitions and abbreviations 

3.1 Terms, definitions 

For the purposes of this document, the following terms and definitions apply. 

ISO and IEC maintain terminological databases for use in standardization at the following addresses: 

— IEC Electropedia: available at https://www.electropedia.org/ 

— ISO Online browsing platform: available at https://www.iso.org/obp 

3.1.1 
at site 
physically at the FSSS site 
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3.1.2 
authentication 
provision of assurance that a claimed characteristic of an entity is correct 

[SOURCE: EN ISO/IEC 27000:2018, 3.5] 

3.1.3 
authorization 
permission to gain access to the various functions of a system 

3.1.4 
check 
confirmation that the system meets the specification 

Note 1 to entry: In the fire industry the term check means verification. 

3.1.5 
client 
party for which services are provided 

[SOURCE: EN 16763:2017, 2.16] 

3.1.6 
connection 
communication link between FSSS and remote location system used for remote access 

3.1.7 
control function 
operations including the transmission of commands, but without write functions 

EXAMPLES test commands, resets 

3.1.8 
fault 
condition detected within a FSSS that prevents the system or part(s) thereof from functioning normally 

3.1.9 
management system 
software system for reception, input, generation, storing, forwarding, processing and indication of messages 
and data as well as for the control of multiple FSSS 

EXAMPLE Building management system 

3.1.10 
monitoring and alarm receiving centre 
MARC 
continuously manned centre where information concerning the status of one or more FSSS is reported, and 
additionally where the status of one or more alarm transmission system is monitored 

Note 1 to entry: In accordance with EN 50518, MARC is equivalent to ARC (Alarm receiving centre). 

3.1.11 
read function 
the transmission of information from the FSSS at site 

EXAMPLES visual, acoustic, fault conditions, event log, software versions, parameters, time series, test results and 
such. 
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