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Foreword

The text of document 57/1454/FDIS, future edition 2 of IEC 60870-6-702, prepared by IEC/TC 57
"Power systems management and associated information exchange" was submitted to the IEC-
CENELEC parallel vote and approved by CENELEC as EN 60870-6-702:2014.
The following dates are fixed:
— latest date by which the document has to be implemented at (dop) 2015-05-19

national level by publication of an identical national

standard or by endorsement

— latest date by which the national standards conflicting with (dow)  2017-08-19
the document have to be withdrawn

This document supersedes EN 60870-6-702:1998.
Attention is drawn to the possibility that some of the elements of this document may be the subject of

patent rights. CENELEC [and/or CEN] shall not be held responsible for identifying any or all such
patent rights.

Endorsement notice

The text of the International Standard IEC 60870-6-702:2014 was approved by CENELEC as a
European Standard without any modification.

In the official version, for Bibliography, the following note has to be added for the standard indicated :

IEC 60870-6-802:2014  NOTE Harmonized as EN 60870-6-802:2014 (not modified).
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Annex ZA
(normative)

Normative references to international publications
with their corresponding European publications

The following documents, in whole or in part, are normatively referenced in this document and are
indispensable for its application. For dated references, only the edition cited applies. For undated
references, the latest edition of the referenced document (including any amendments) applies.

NOTE 1 When an International Publication has been modified by common modifications, indicated by (mod),
the relevant EN/HD applies.

NOTE 2  Up-to-date information on the latest versions of the European Standards listed in this annex is
available here: www.cenelec.eu.

Publication Year Title EN/HD Year
IEC 60870-6-503

Telecontrol equipment and systems - EN 60870-6-503 -
Part 6-503: Telecontrol protocols

compatible with ISO standards and ITU-T

recommendations - TASE.2 Services and

protocol

IEC/TS 62351-4 - Power systems management and - -
associated information exchange - Data
and communications security -
Part 4: Profiles including MMS

ISO/IEC 8327-2 - Information technology - Open Systems
Interconnection - Connection-oriented
Session protocol: Protocol Implementation
Conformance Statement (PICS) proforma

ISO/IEC 8650-2 - Information technology - Open Systems - -
Interconnection - Protocol specification for
the Association Control Service Element:
Protocol Implementation Conformance
Statement (PICS) proforma

ISO/IEC 8823-2 - Information technology - Open Systems
Interconnection - Connection-oriented
presentation protocol: Protocol
Implementation Conformance Statement
(PICS) proforma

ISO 9506-1 2003 Industrial automation systems - - -
Manufacturing Message Specification -
Part 1: Service definition

ISO 9506-2 2003 Industrial automation systems - - -
Manufacturing Message Specification -
Part 2: Protocol specification
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Publication Year
ISO/ISP 14226-1 1996 "

ISO/ISP 14226-2 1996 "

RFC 2126 -

Title EN/HD

Industrial automation systems - -
International Standardized Profile AMM11:
MMS General Applications Base Profile -

Part 1: Specification of ACSE, Presentation
and Session protocols for the use by MMS

Industrial automation systems - -
International Standardized Profile AMM11:
MMS General Applications Base Profile -

Part 2: Common MMS requirements

ISO Transport Service on top of TCP -
(ITOT)

Y withdrawn.
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INTRODUCTION

This part of IEC 60870 is one of the IEC 60870-6 series defining functional profiles to be used
in telecommunication networks for electric power systems. It is largely based on existing
ISO/IEC International Standards and International Standardized Profiles (ISP).

The notion of functional profiles is fundamental in the organization of the IEC 60870-6 series.
A description of functional profiles, their classification scheme and the manner of defining
them are laid down in IEC 60870-6-1.

This profile for telecontrol application service element (TASE.2, also known as inter-control
centre communications protocol, ICCP) is an application-class profile (A-profile) providing
communications capabilities to control centre applications. The TASE.2 in the application
layer is specified in IEC 60870-6-503. The present standard refines the application layer
protocol to meet interoperability requirements and specifies requirements on the presentation
and session layers support for TASE.2. TASE.2 operates in a connection mode, so this A-
profile needs to interface to a transport-class profile of the T-profile variety.

Since the TASE.2 is an MMS-based protocol, this functional profile (FP) is based on MMS
profiles. In the OSI international standardized profile taxonomy there is a category for MMS A-
profiles. The present standard makes frequent use of the AMM11 profile.
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TELECONTROL EQUIPMENT AND SYSTEMS -

Part 6-702: Telecontrol protocols compatible with
ISO standards and ITU-T recommendations —
Functional profile for providing the TASE.2
application service in end systems

1 Scope

This part of IEC 60870 is a functional profile (FP) and defines the provision of the TASE.2
communications services between two control centre end systems. It is supported by the
transport services implemented in accordance with transport-profiles defined for the type of
network that interconnects the control centre end systems. This is demonstrated in Figure 1.

This FP also defines the provision of the OSI connection-mode presentation and session
services between the end systems.

ISO/ISP 14226 specifies the AMM11 profiles for MMS. The parts of ISO/ISP 14226 that cover
the profile that are used as a basis for this FP are ISO/ISP 14226-1 and ISO/ISP 14226-2.
This FP is in alignment with ISO/ISP 14226, as far as possible, and maintains this
compatibility by reference. There are TASE.2 requirements in addition to ISO/ISP 14226.
These requirements are specified in this FP.

Control Control
centre centre
applications applications
Application A\ TASE.2/MMS Application
Presentation / \ Presentation protocol Presentation
Session \U/ Session protocol Session
4 4
3 3
2 2
1 1

IEC 2021/14

Figure 1 — Applicability of functional profile

2 Normative references

The following documents, in whole or in part, are normatively referenced in this document and
are indispensable for its application. For dated references, only the edition cited %oges. For
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undated references, the latest edition of the referenced document (including any
amendments) applies.

IEC 60870-6-503, Telecontrol equipment and systems — Part 6-503: Telecontrol protocols
compatible with ISO standards and ITU-T recommendations — TASE.2 Services and protocol

IEC/TS 62351-4, Power systems management and associated information exchange — Data
and communications security — Part 4: Profiles including MMS

ISO/IEC 8327-2, Information technology — Open Systems Interconnection — Connection-
oriented Session protocol: Protocol Implementation Conformance Statement (PICS) proforma

ISO/IEC 8650-2, Information technology — Open Systems Interconnection — Protocol
specification for the Association Control Service Element: Protocol Implementation
Conformance Statement (PICS) proforma

ISO/IEC 8823-2, Information technology — Open Systems Interconnection — Connection-
oriented presentation protocol: Protocol Implementation Conformance Statement (PICS)
proforma

ISO 9506-1:2003, Industrial automation systems — Manufacturing Message Specification —
Part 1: Service definition

ISO 9506-2:2003, Industrial automation systems — Manufacturing Message Specification —
Part 2: Protocol specification

ISO/ISP 14226-1:1996, Industrial automation systems — International Standardized Profile
AMM11: MMS General Applications Base Profile — Part 1: Specification of ACSE,
Presentation and Session protocols for the use by MMS1

ISO/ISP 14226-2:1996, Industrial automation systems — International Standardized Profile
AMM11: MMS General Applications Base Profile — Part 2: Common MMS requirements’

RFC 2126, ISO Transport Service on top of TCP (ITOT)

3 Terms and definitions

All the terms used in this standard are as defined in the normative references.

4 Abbreviations

All the abbreviations used in this standard are as defined in the normative references.

5 Profile protocol stacks

As shown in Figure 1, the TASE.2 profile includes the TASE.2, MMS and ACSE elements in
the TASE.2 protocol, the connection-mode presentation protocol, and the connection-mode
session protocol.

1 This publication has been withdrawn from circulation.
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6 Conformance requirements

6.1 General

The TASE.2 application profile can be referred to as a TASE.2 MMS application profile. It
shall follow the same rules and regulations governing MMS I[ISPs. Requirements of the
TASE.2 MMS application profile to support TASE.2 are separated into upper layer
requirements, MMS requirements, and TASE.2 requirements.

The ISPICS requirements lists for TASE.2, MMS, ACSE, presentation and session are given
in Annex A. Annex A makes mandatory some features that were optional in ISO/ISP 14226-1
and ISO/ISP 14226-2.

For each implementation claiming conformance to this part of IEC 60870 an appropriate set of
PICSs shall be made available stating support or non-support of each option identified in this
part.

6.2 TASE.2 requirements

The TASE.2 conformance requirements can be found in A.3.

6.3 MMS requirements

The MMS conformance requirements can be found in A.4. A data structure nesting level
parameter value of greater than 1 shall be supported.

6.4 Upper layers requirements

Upper layer requirements for TASE.2 shall be as defined by ISO/ISP 14226-1 for the AMM11
profile. In addition, the presentation protocol shall be able to support the default context
negotiation, default context name and simply encoded data options.

The TASE.2 MMS application profile requires that there be a mechanism for the application
association performance/quality attributes to be conveyed to the transport (and thus network)
service. The mechanism employed is implementation-defined, but the TASE.2 and transport
profile implementations must be compatible.

When an association is requested, if there is a priority class agreed for it, the value agreed
between the control centres is given to the transport layer. Every data unit that is sent on this
association is treated according to the priority class in the transport service. If no priority
value is agreed, then none is expressed and a default value is assumed.

6.5 Lower Layer requirements

The lower layers shall be based upon TCP/IP and include RFC-2126.

The implementation of IPv4 is mandatory.
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