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Foreword

The text of document 77C/92/FDIS, future edition 1 of |JEC 61000-4-23, prepared by SC 77C, High power
transient phenomena, of IEC TC 77, Electromagnetic compatibility, was submitted to the IEC-CENELEC
parallel vote and was approved by CENELEC as EN 61000-4-23 on 2000-11-01.

The following dates were fixed:

— latest date by which the EN has to be implemented
at national level by publication of an identical
national standard or by endorsement (dop) 2001-08-01

— latest date by which the national standards conflicting
with the EN have to be withdrawn (dow) 2003-11-01

Annexes designated "normative" are part of the body of the standard.

Annexes designated "informative" are given for information only.

In this standard, annex ZA is normative and annexes A, B, C, D and E are informative.
Annex ZA has been added by CENELEC.

Endorsement notice

The text of the International Standard IEC 61000-4-23:2000 was approved by CENELEC as a European
Standard without any modification.
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INTRODUCTION
IEC 61000 is published in separate parts according to the following structure:

Part 1: General

General considerations (introduction, fundamental principles)
Definitions, terminology

Part 2: Environment

Description of the environment
Classification of the environment
Compatibility levels

Part 3: Limits

Emission limits

Immunity limits (in so far as they do not fall under the responsibility of the product
committees)

Part 4: Testing and measurement techniques

Measurement techniques
Testing techniques

Part 5: Installation and mitigation guidelines

Installation guidelines
Mitigation methods and devices

Part 6: Generic standards

Part 9: Miscellaneous

Each part is further subdivided into several parts and published either as International
Standards or as technical specifications or technical reports, some of which have already been
published as sections. Others will be published with the part number followed by a dash and a
second number identifying the subdivision (example: 61000-6-1).
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ELECTROMAGNETIC COMPATIBILITY (EMC) -

Part 4-23: Testing and measurement techniques —
Test methods for protective devices for HEMP
and other radiated disturbances

1 Scope

This part of IEC 61000 provides the basic reasons behind HEMP testing and gives a brief
description of the most important concepts for shielding element testing. For each test, the
following basic information is provided:

— theoretical foundation of the test (the test concept);
— test set-up;

— required equipment;

— test procedures;

— data processing.

This International Standard does not provide information on requirements for specific levels for
testing.

2 Normative references

The following normative documents contain provisions which, through reference in this text,
constitute provisions of this part of IEC 61000. For dated references, subsequent amendments
to, or revisions of, any of these publications do not apply. However, parties to agreements
based on this part of IEC 61000 are encouraged to investigate the possibility of applying the
most recent editions of the normative documents indicated below. For undated references, the
latest edition of the normative document referred to applies. Members of IEC and ISO maintain
registers of currently valid International Standards.

IEC 60050(161), International Electrotechnical Vocabulary (IEV) — Chapter 161: Electro-
magnetic compatibility

IEC 60096-1:1986, Radio-frequency cables — Part 1. General requirements and measuring
methods

IEC 60625 (all parts), Programmable measuring instruments — Interface system (byte serial, bit
parallel)

IEC 61000-2-9, Electromagnetic compatibility (EMC) — Part 2: Environment — Section 9:
Description of HEMP environment — Radiated disturbance. Basic EMC publication

IEC 61000-5-3, Electromagnetic compatibility (EMC) — Part 5-3: Installation and mitigation
guidelines — HEMP protection concepts. Basic EMC publication

ANSI/IEEE Std 488.1:1987, Standard |IEEE Standard Digital Interface for Programmable
Instrumentation, 02-Feb-1988
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3 Definitions

For the purposes of this part of IEC 61000, the following definitions, together with those in
IEC 60050(161) apply.

3.1
aperture
opening in an electromagnetic barrier (shield) through which EM fields may penetrate

3.2

aperture point-of-entry

aperture port-of-entry

aperture points-of-entry including intentional or inadvertent holes, cracks, openings or other
discontinuities in a shield surface

NOTE Intentional aperture points of entry are provided for personnel and/or equipment entry and egress and for
ventilation through an electromagnetic barrier.

3.3

attenuation

reduction in magnitude (as a result of absorption and scattering) of an electric or magnetic
field, a current or a voltage, usually expressed in decibels

3.4
bandwidth

3.4.1

(of a device)

width of a frequency band over which a given characteristic of an equipment or transmission
channel does not differ from its reference value by more than a specified amount or ratio
[IEV 161-06-09]

3.4.2

(of an emission or signal)

width of the frequency band outside which the level of any spectral component does not exceed
a specified percentage of a reference level

[IEV 161-06-10]

3.5

bounded wave simulator

type of simulator for producing electromagnetic fields in a localized region of space referred to
as a "test volume"

3.6
box
enclosure that contains electrical equipment

NOTE Such boxes usually contain modules of subsystems.

3.7
broadband
wideband

3.71
(of an emission)

emission which has a bandwidth greater than that of a particular measuring apparatus or receiver
[IEV 161-06-11]
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3.7.2

(device)

device whose bandwidth is such that it is able to accept and process all the spectral
components of a particular emission

[IEV 161-06-12]

3.8
circuit
collection of interconnected electronics forming one or more closed paths

3.9

conductive point-of-entry

conductive port-of-entry

penetrating conductor

electrical wire or cable or other conductive object, such as a metal rod, which passes through
the electromagnetic barrier

3.10

coupling

interaction of electromagnetic fields with electrical systems, whereby part of the energy of the
field is transferred to the system

3.1

current injection

process, by which through some external means, a current is forced to flow in a circuit at a
desired location. For EMP testing purposes, it is a process by which simulated EMP transient
current pulses are introduced into a component, circuit or system to measure damage or upset
thresholds

3.12

current injection test

CIT

test technique using current injection

3.13

cut-off frequency (for a waveguide)

lowest frequency for which there is no attenuation of the electromagnetic fields propagating in
a lossless waveguide. Below this frequency, the fields attenuate exponentially with distance
along the waveguide

3.14

dipole

straight antenna, usually fed in the centre, that produces maximum radiation in a plane normal
to its principal axis

3.15

direct drive

excitation of an electrical system by directly applying a voltage or current source (either
transient or continuous wave) to system cables or surfaces as a means of simulating the
effects of transient EM pulses (see current injection)

3.16
direct field penetration
penetration of the system shielding by the EM field
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3.17

direction of propagation

direction of the electromagnetic plane-wave propagation vector k, which is perpendicular to the
plane containing the vectors of the electric and the magnetic fields

3.18

electric field strength

E

magnitude of the electric field vector of an electromagnetic wave, or of a field created by an
electric charge distribution measured in volts per metre

3.19

electromagnetic barrier

shield

topologically closed surface made to prevent or limit EM fields and conducted transients from
entering the enclosed space. The barrier consists of the shield surface and points-of-entry
treatments, and it encloses the protected volume

3.20

electromagnetic disturbance

any electromagnetic phenomenon which may degrade the performance of a device, equipment
or system, or adversely affect living or inert matter

[IEV 161-01-05]

3.21

electromagnetic environment

totality of electromagnetic phenomena existing at a given location
[IEV 161-01-01]

3.22

electromagnetic pulse (EMP)

nuclear electromagnetic pulse (NEMP)

all types of electromagnetic fields produced by a nuclear explosion. Also referred to as nuclear
electromagnetic pulse (NEMP)

3.23

electromagnetic radiation

a) phenomenon by which energy in the form of electromagnetic waves emanates from a
source into space

b) energy transferred through space in the form of electromagnetic waves

[IEV 161-01-10]

3.24

electromagnetic topology

description of the interconnection of shields or electromagnetic barriers in a system that limit
the EMP environment within the system

3.25

external coupling

process by which an incident electromagnetic field strikes the exterior portions of a conducting
system enclosure and induces current and charge
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3.26
gasket
flexible element, normally electrically conductive, used to seal an aperture in an enclosure

3.27

hardening

the process of decreasing vulnerability of a system or component by design techniques, e.g.
protecting against, or decoupling from, an undesirable external environment, such as EMP

3.28

high-altitude electromagnetic pulse

HEMP

electromagnetic pulse produced when a nuclear explosion occurs outside the earth's
atmosphere, typically above an altitude of 30 km

3.29

magnetic field strength

H

magnitude of the magnetic field vector of an electromagnetic wave, or the field produced by a
current flowing in a wire, loop antenna, etc.

3.30
overall shielding
global shielding

protection of an entire entity by use of a single shielding enclosure or some practical
equivalent, such as the protection of the contents of an entire building by shielding the entire
building

3.31

parallel plate EMP simulator

test apparatus using the electromagnetic field between the plates of a parallel plate
transmission line to approximate an EMP. The apparatus usually consists of a pulse generator,
tapered input and output sections on the line, and a terminating resistor to minimize reflections

3.32

penetration

transfer of electromagnetic energy through an electromagnetic barrier from one volume to
another. This can occur by field diffusion through the barrier, by field leakage through
apertures, and by electrical current passing through conductors connecting the two volumes
(wires, cables, conduits, pipes, ducts, etc.)

3.33

point-of-entry (PoE)

port-of-entry (PoE)

physical location (point/port) on the electromagnetic barrier, where EM energy may enter or exit
a topological volume, unless an adequate PoE protective device is provided. A PoE is not
limited to a geometrical point. PoEs are classified as aperture PoEs or conductor PoEs
according to the type of penetration. They are also classified as architectural, mechanical,
structural or electrical PoEs according to the architectural engineering discipline in which they
are usually encountered
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3.34

PoE protective device

PoE treatment

protective measure used to prevent or limit EM energy from entering a protected volume at
a PoE. Common PoE protective devices include waveguides below cut-off, closure plates for
aperture PoEs, and filters and surge arresters on penetrating conductors

3.35
protected volume
three-dimensional space enclosed by an electromagnetic barrier

3.36

pulse

abrupt variation of short duration of a physical quantity followed by a rapid return to the initial
value

[IEV 161-02-02]

3.37

radiofrequency

RF

frequency of the electromagnetic spectrum that is between the audiofrequency portion and the
infrared portion

NOTE Sometimes audiofrequencies are considered to be included.

3.38

shield penetrating fields

interior fields which are found in a shielded enclosure. Such interior fields exist because the
shield is made of finitely conducting material and when it is imperfect (by having holes or other
apertures)

3.39
shielded enclosure
screened room

mesh or sheet metallic housing designed expressly for the purpose of separating electro-
magnetically the internal and external environment
[IEV 161-04-37]

3.40

shielding degradation

general or localized reduction of electromagnetic shielding effectiveness as a result of
openings, penetrations, wear, improper utilization, etc.

3.41

shielding effectiveness

measure of the reduction or attenuation in the electromagnetic field strength at a point in space
caused by the insertion of a shield between the source and that point, usually expressed
in decibels (dB)

3.42

skin effect

tendency of alternating current to concentrate in the surface layer of a conductor. As a result,
the effective resistance of the conductor increases with frequency
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3.43

system

a) collection of subsystems, assemblies and/or components that function together in a
coherent way to accomplish a basic mission

b) collection of equipment, subsystems, skilled personnel, and techniques capable of
performing or supporting a defined operational role. A complete system includes related
facilities, equipment, subsystems, materials, services and personnel required for its
operation to the degree that it can be considered self-sufficient within its operational or
support environment

3.44

transient

pertaining to or designating a phenomenon or a quantity which varies between two consecutive
steady states during a time interval short compared with the time-scale of interest

[IEV 161-02-01]

3.45

transient protection devices

TPD

transient suppression devices

transient attenuation devices

device providing protection to a conductive PoE. It may, for example, consist of one or more of
the following: a spark gap, a metal oxide varistor (MOV) or a filter. These devices are used to
reduce the electrical disturbance which penetrates an electromagnetic barrier

3.46

wave impedance

ratio of electric field intensity to magnetic field intensity at the point of observation, expressed
in ohms (Q)

3.47

waveguide below cut-off

waveguide whose primary purpose is to attenuate electromagnetic waves at frequencies below
its lowest cut-off frequency, while at the same time providing a physical opening into a shielded
enclosure

3.48

waveguide below cut-off array

assembly of parallel waveguides below cut-off, used when the area of a shield aperture
required to obtain adequate fluid or air flow within pressure drop limitations is larger than the
permissible area of a single waveguide below cut-off

3.49
wire mesh
connected wire fabric normally used for protection of apertures in an electromagnetic barrier
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4 HEMP test concepts

A key aspect in HEMP protection is describing and using the electromagnetic shielding
topology of the system. This amounts to locating and characterizing the various surfaces (or
electromagnetic barriers) within the system enclosing regions (volumes) protected against
HEMP. Usually, these surfaces are made of conducting material, as in the case of a metal
shield. In real systems, openings shall be present in the shields for the normal operation and
functioning of the equipment inside. These openings degrade the shielding, and if the
degradation is too large, various types of HEMP protection devices shall be provided at these
penetration points in the shield. The location of the various penetration points, and the types of
protective devices determine the location and type of test to be conducted to verify the system
shielding.

As an example, a hypothetical case of a building containing a highly shielded screen room is
considered. Inside the screen room, it is assumed that there are several equipment enclosures,
linked together by shielded cables and connectors. The first shielding surface in this system is
the building enclosure. Depending on the type of building, this may or may not provide
significant shielding for the interior volume. Large apertures in the form of doors and windows,
as well as conducting penetrations for electrical power and communications lines, may be
present. Tests of these individual penetration mechanisms shall be required to evaluate the
shielding provided by this enclosure.

Inside the building, the HEMP field is attenuated somewhat by the building walls or enclosure.
Thus, the electrical disturbance experienced by the internal screen room is lower than that of
the ambient external HEMP field. Because the internal shielded room is specifically designed to
reduce the EM fields inside, it is expected that it will function properly — if the various protection
devices applied to the shield penetrations are operational. Field penetration through cracks and
joints in the walls, diffusion through the shield material and conductive penetrations along
signal wires are the main pathways for energy to leak into the shielded room.

Inside the screen room, the conducting exteriors of the equipment housing and the shielded
cables form the third barrier in this hypothetical system. As before, the EM energy is able to
penetrate into these internal boxes by conductive penetrations, aperture penetrations and by
diffusion. Moreover, energy penetration through braided cables and cable connectors may
occur on the lines linking the various internal equipment enclosures.

Annex A describes test concepts for both conductive and radiated disturbances. In this clause,
various methods are described for testing protective measures against the radiated HEMP
environment only. These tests involve the direct generation of EM fields acting on equipment
enclosures or shields, or the injection of current and charge onto shields to simulate the
radiated field interaction to the structures. In the remainder of this clause, a brief introduction
into the various HEMP test concepts and techniques for radiated field disturbances are
reviewed. The specific test procedures are presented in clause 5.
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4.1 Testing of shielding enclosures

There are several different ways of characterizing the behaviour of protective enclosures.
Below, various test concepts are examined that serve to describe the shielding behaviour of
the individual shielding elements in question. The issue of how the protective element functions
in the overall interaction sequence, leading up to the final system response to HEMP, is not
dealt with here. Neither are the aspects of a detailed system assessment, so-called "smoke"
(e.g., burnout), go-no-go testing, or system upset issues, which rely on observing overall
system-level effects. Annex A should be consulted for more information regarding these types
of HEMP tests. Instead, test methods for verifying the protection levels provided by individual
shielding components within the system will be examined and indication given as to what
should be measured in the tests.

Field transfer functions

A common measure of shielding is obtained by examining the strength of the internal EM field
relative to the intensity of the external excitation EM field (i.e. the field with the building
removed). Because the external and internal EM environments can be defined in terms of
either the E-field or the H-field, and because these fields are vector quantities, a large number
of field combinations is possible. Moreover, these fields are time-varying in nature, due to the
transient nature of the HEMP threat.

Considering the internal and external fields to be decomposed into their frequency-domain
spectra, a measure of the attenuation provided by the building is provided by the field transfer
function T(w) which is the ratio of suitably chosen field quantities as

Ain (a))

T(w):A (a)) (1)

where

Aout represents the spectral component of a particular vector component of either the E or H
excitation field outside the facility; and

Ain represents a component of either E or H inside the building.

Depending on the choice of the internal and external fields, this ratio can be dimensionless or
have dimensions of an impedance (in ohms) or an admittance (in siemens).

The field transfer function in equation (1) is a complex valued function, having both a
magnitude and phase. An illustration of a measured transfer function between the external
excitation and the internal H-fields for a sample shielding enclosure is illustrated in figure 1. If
an accurate representation of the internal transient fields is to be determined from
measurements of T(w), both quantities shall be measured. If only a relative indication of the
attenuation as a function of the frequency is desired for the building, then it is sufficient to
measure only the magnitude |T(w)|.
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Figure 1 — Example of measured magnitude and phase of the transfer
function T(w) = Hjn/Hoyt for a shielded enclosure

Shielding effectiveness

The shielding effectiveness of a facility is closely related to the shield transfer function
discussed above in that it compares the relative magnitudes of two similar field components in
the frequency domain. However, this quantity contains less information because the phase
information is lacking. Shielding effectiveness of the enclosure is defined as follows:

Aou 1
SEA =20 |Og10[HJ =20 Iogm[mJ dB (2)
in A

where Agyt and Aj, represent suitable external and internal E or H field quantities. Thus, it is
closely related to the magnitude plot of the transfer function for the fields.

Because of the fundamental differences in electric and magnetic shielding mechanisms at low
frequencies, the shielding effectiveness for electric fields, denoted by SEg, and for magnetic
fields, SEy, are significantly different at low frequencies. Figure 2 illust—=*-- *-- *--oretical
shielding provided by a closed aluminium shell of a thickness of 0,5 mm. = /Ec 1701/2000 strates
the fact that for frequencies about 1 MHz, the shielding effectiveness parameters for both fields
are about the same. Generally, SEy is less than SEg at low frequencies (below 100 kHz), due
to the fact that the low-frequency magnetic field is able to diffuse through the protective
enclosure walls more easily than does the electric field. It is for this reason that often just the
magnetic field shielding effectiveness of an enclosure is used to characterize an enclosure.
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Figure 2 — The electric field and magnetic field shielding effectiveness of
a 0,5 mm thick aluminium enclosure [28] 1)

IEC 1702/2000

) Figures in square brackets refer to the bibliography. Documents
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As a further example of the measured magnetic field shielding effectiveness of a real
enclosure, figure 3 illustrates the behaviour of SEy as measured for the same building
discussed in figure 1. It should be noted that the shielding has several peaks and nulls,
corresponding to internal and external resonances of the enclosure, as well as frequency-
dependent penetrations that occur in addition to the simple diffusive penetration of fields
through the shield material.

100

- H-field shielding g

80 -

SEn 60 —
dB

40 —

20 —

1E+4 1E+5 1E+6 1E+7 1E+8 1E+9

Frequency Hz

IEC 1703/2000

Figure 3 — Measured magnetic field shielding effectiveness SE for a building

4.1.1 Buildings

For a building such as that illustrated in figure 4, the internal HEMP-induced response arises
mainly from conductive and aperture-type penetrations. Thus, any test of the enclosure
shielding should strive to adequately excite these penetrations. The field penetration by
diffusion through the global shield (i.e. the walls of the enclosure) is generally small.

The HEMP test concept for physically large buildings requires the simulation of fields on
the exterior of the test object (see the discussion of the various test interface locations in
figure A.1). For this excitation, the measurement of a suitable internal response induced by this
external field is needed.

Excitation E and H field

Incident HEMP £ex

field Building Internal
E and H field
Earth-reflected 1
field HEX H

Figure 4 — Conceptual illustration of the HEMP test of a building

On the exterior of the building, the simulated HEMP excitation field is expressed by the

following parameters (see |[EC 61000-2-9):

— the incident field (plus ground-reflected field, if any) waveform characteristics (such as its
amplitude, rise time, and fall time);

IEC 1704/2000

— the excitation field polarization;

— the amount of the system exterior illuminated by the simulated field.
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Details of how this external field may be produced or approximated are presented in 5.1.

Different types of internal responses can be chosen to describe the shielding of the facility
enclosure. These include the internal E or H fields or the induced voltage and current on
internal conductors. Consequently, different measures for the shielding can be generated for
any particular system. Moreover, the location of the internal observation point can vary, again
giving rise to wide variations of shielding figures of merit.

4.1.2 Shelters and rooms

For a shelter or a shielded room, we assume that the simulated HEMP environment is still
being applied to the exterior of the enclosure where the incident HEMP fields are assumed to
provide the main excitation to the structure. Consequently, the test concepts for these
enclosures are similar to those for large buildings. These smaller enclosures can again be
characterized by either

— a complex-valued field transfer function, or

— a shielding effectiveness.

It should be kept in mind, however, that there will also be transient signals conducted into this
facility on power lines, and these must be addressed separately, as discussed in IEC 61000-5-3.

The main difference between large buildings and shelters or shielded rooms is that the HEMP
protection levels provided by these smaller enclosures will be significantly higher, since they
are specifically designed to provide a high degree of shielding. Consequently, the internal
signal levels are usually smaller than in the case of buildings. This makes the measurements
more susceptible to noise. In addition, due to the smaller size, the effects of internal cavity
resonances will occur at higher frequencies. As a result, quasi-static shielding concepts are
applicable over a wider range of frequencies for these enclosures (see IEC 61000-5-3).

Figure 5 illustrates a generic shielded room with several PoEs of the shielding barrier
identified.

NOTE Power _and signal conducting penetrations are not illustrated, as they are considered separately in

EC 61000-4-25.

Characterizing the overall barrier shielding by a field transfer function T(w), or by shielding
effectiveness SE, provides a global measure of the penetration effects from all of the
penetration mechanisms indicated in figure 5. That is to say, the internal fields arise from
the penetrations from all of the PoEs taken together, along with the diffusion through the
material in the walls of the shield. Alternate measurement techniques are available for
characterizing the protection provided by the individual penetrations (such as the gasket, air
vent, shielded conduit, etc.) and these are discussed in 4.3.
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Excitation E and H field

ex Air vent
H Accelss /,/' Irv
pane

é’/ Gasket
Shielded
conduit
Door
IEC 1705/2000
Figure 5 — lllustration of a shielded room or enclosure excited by HEMP fields

4.1.3 Cabinets, racks and boxes

These enclosures are typically located within an existing EM barrier, which significantly
modifies the electromagnetic field environment exciting the system. An internal box or an
equipment cabinet is excited by a combination of the internal EM field plus injected currents on
cable shields coming from other equipment that have also been excited by the local fields. This
is illustrated in figure 6.

Internal
E and H field

Vents Equipment cabinet

T

Coupled current

I(t)

Connectors _:|_
Door gaskets Ground
IEC 1706/2000
Figure 6 — Illlustration of equipment racks, cabinets and box excited by

internal HEMP disturbance

Field illumination test

For tests of these enclosures involving the EM fields inside a larger enclosure, the previous
concept of field illumination can be adopted to measure the global shielding provided by the
equipment. As before, this shielding may be characterized by

— a complex-valued field transfer function, or

— a shielding effectiveness of the enclosure.
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Due to the smaller size of these enclosures, however, difficulties in this measurement can arise
from the dense internal packing of internal electronic components. Often this makes it difficult
to locate suitable EM field sensors inside the box. Furthermore, because the testing is
conducted on the box or enclosure surface, there are large uncertainties in the characterization
of the HEMP field environment. Finally, the interconnection between the various equipment
items can be rather complex, and if a single box or equipment rack is tested, its measured
response may be considerably different from that found when it is connected to the rest of the
system. Details of the field testing of these enclosures is provided in clause 5.

Shield transfer impedance

An alternative to the field testing of boxes and small enclosures is to use the concept of a
transfer impedance of the enclosure, see annex E. This is similar to the treatment of a shielded
cable discussed in 4.2, and involves testing at a box level interface in the system. In this case,
a current /(t) is injected onto the surface of the box or rack, and an open-circuit voltage Vc(f)
on a suitable internal sense wire is measured. In this form of testing, it is important to ensure
that the injected current flows over the exterior of the box in the same way as when the box is
connected to the rest of the system. This implies that the current exit point (the ground
connection) has to be maintained so that the injected current can be removed properly.

Figure 7 illustrates a general shielded enclosure excited by an external current injection. Just
inside the shell at points a and b, a sense wire is connected to the shield, and the open-circuit
voltage V. is measured. The transfer impedance of this enclosure is a complex valued
quantity, defined in terms of the frequency domain spectral components as

Z(0) = V,(—Cff;” @)

where
(@) is the injected current, and

Voc(w) is the measured open-circuit voltage on the sense wire.
This shield transfer impedance value varies, depending on the location of terminals inside the
enclosure for determining the open-circuit voltage. For adequate sensing of the shielding

provided by the entire enclosure, the voltage sense points should be located within the
enclosure, near the current injection locations.

Current injection point

Shield

Current extraction point Y
IEC 1707/2000

Figure 7 — A general shield excited by current injection
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The shield transfer impedance is a function of the electrical properties of the shielding material,
as well as the shield dimensions and the nature of any imperfections in the enclosure such as
seams, apertures, etc. In the special case of a thin spherical shield in which there are no
aperture penetrations, it is possible to calculate the H-field shielding effectiveness SEy, given
the shield transfer impedance and the d.c. resistance of the shield through the relationship:

a 2
(A(J/A) j

Zy
RI

SEH =20 |Og10

where
a is the radius of a thin spherical shield (in m);

A is the thickness of the shield (in m);
y is the propagation constant in the shielding material, given by y ~ ./ joyuo ;

is the electrical conductivity of the shield material (in S/m);
is the magnetic permeability of the shield material (in F/m);
Z; is the shield transfer impedance (in Q/m);

R’ is the per unit length d.c. resistance of the shield (in Q/m).

4.2 Testing of shielded cables and connectors

Shielded cables are frequently used to transmit information between equipment contained
within two protective enclosures. As such, one can define two distinct transmission lines: an
external line having currents and charges flowing on the exterior of the cable, together with a
possible ground-plane return, and an internal line consisting of the conductors inside the
shield. HEMP fields can excite the external transmission line, and if the cable shield is
imperfect, some of the external currents and charges can penetrate through the shield and
excite the internal line. This leads to an unwanted response in the "protected" equipment. In
this subclause, test concepts for this coupling mechanism are examined.

Annex B summarizes important aspects of the characterization of a cable shield. This involves
two parameters: the shield transfer impedance and the transfer admittance. For most practical
cable shields, the transfer impedance is a complex valued, frequency-dependent function,
described by real and imaginary parts, or equivalently, by a magnitude and phase function. The
transfer admittance, however, is primarily reactive, and is effectively modelled by a frequency-
independent capacitance.

While the transfer impedance is a function only of the shield properties, the transfer admittance
depends on both the shield and the configuration of the external transmission line. It is
possible, however, to present the measured transfer admittance parameter in another form:
that of the shielding leakage parameter, which is independent of the external circuit. Clause 4
considers test methods for the transfer impedance and admittance quantities, keeping in mind
that the latter quantity depends on the details of the external circuit, such as the external line
height, wire radius, and nature of the local ground plane near the cable.
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4.2.1 Testing of cable shields
Determination of the transfer impedance

Although there are several different test configurations for measuring the transfer impedance of
a cable shield, they are all related to the basic configuration shown in figure 8. An external
voltage source Vg feeds the x = 0 end of a cable shield of length L which is connected to the
ground (i.e. the reference conductor) through a short-circuit at the opposite end of the cable.
The resistance Zg at the source limits the current flowing in the cable exterior.

The inner (coaxial) conductor of the shielded cable is shorted to the shield at the x = L end of
the line, and the open-circuit voltage, Vj, is measured at the x = 0 end. Under the assumptions
that

— the internal and external transmission lines are electrically short (L << 1), and

— that there is negligible field excitation of the inner cable due to fields entering through the
ends of the line,

the frequency-dependent transfer impedance of this cable shield can be approximated from
equation (B.5a) as

Zi(0) = Ri(0) + j Xi(0)~ —~ =271 Q/m (5)

where
Z4 is the cable transfer impedance (in Q/m);

o is the angular frequency (in 2n x Hz);

Vi is the internal open-circuit voltage on the internal conductor;
Vs is the excitation voltage of the external circuit of the cable shield (in V);
L is the length of the shield conductor (in m);

Zs is the effective source impedance of the external voltage source (in Q).

When using these expressions, it is very important to ensure that the line is electrically short.
As the frequency increases, the current distribution on the exterior cable begins to have
periodic nulls and peaks due to reflections from the shorted end of the line. Moreover, there
are internal reflections from the short on the interior cable. These oscillations are the cause of
significant errors in the measurement of transfer impedance at high frequencies.

Short-
circuit

Shield conductor

Internal
conductor

Short-
circuit

Reference
ground plane

IEC 1708/2000

Figure 8 — Basic configuration for transfer impedance measurement
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Figure 9 illustrates the typical frequency domain behaviour of the measured transfer
impedance for four different braided cables having reasonably good shielding. At low
frequencies, Z1 is primarily resistive, with a value equal to the per-unit-length d.c. resistance of
the shield. At higher frequencies, the field penetration through the apertures in the braid of the
shield begins to affect the internal response and the shielding behaviour is slightly degraded.
Accompanying this increase in transfer impedance at high frequencies is an electrical phase
variation — a quantity that it is essential to know if any detailed calculations are to be performed
using the measured Z}.

1 T T T 5 0r SRS T LRRRL ]
g Sample 1 r E
e Sample 2 L ]
L 45 =
0,1 Sample 4 [ ]
E Angle (Z E E
124l L gle ( t) 90 & Sample 1 4
Q/m L Deg E amemememes Sample 2 ]
Foomm - Sample 3 ]
0,01 E Fo——— Sample 4 ]
: 135 | <
0,001 180 B il Ll T
0,0 0,0 0,1 1 10
Frequency MHz Frequency MHz
IEC 1709/2000 IEC 1710/2000
Figure 9a — Magnitude Figure 9b — Phase

NOTE At high frequencies the curves are proportional to \/? rather than f which indicates that responses are not
well represented by a simple inductance.

Figure 9 — Measured transfer impedance magnitude and phase of transfer impedance per unit
length for four braided shield cables with good shielding properties

Determination of the transfer admittance

The evaluation of the transfer admittance of the cable shield utilizes the general test
configuration shown in figure 10. This is similar to the configuration for the transfer impedance
measurements, but with different terminations at the cable ends. Using equation (B.5b),
together with the same assumptions as for the transfer impedance, the transfer admittance of
the shield can be expressed as

10 ~ —joC{CeS S/m (6)
L Vs
where
Yt is the cable transfer admittance (in S/m);
l;  is the internal conductor current (in A);
Vs is the excitation voltage of the external circuit of the cable shield (in V);
is the length of the cable (in m);

o is the angular frequency (in 21 x Hz);

(7))

is the shield leakage parameter (in m/F);

i is the internal per-unit-length capacitance of the coaxial cable (in F/m);

e is the external per-unit-length capacitance of the coaxial cable (in F/m).
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Thus, a measurement of the internal conductor current arising from the external source voltage
provides the transfer admittance. Under the approximation that the Y} is purely reactive, the
shield leakage parameter can be determined, if the internal and external per-unit-length
capacitances of the coaxial cable are known. The parameter S is a single, real-valued number,
and depends only on the characteristics of the braided cable. Hence, it is a useful descriptor
for cable shields.

Shield conductor

Internal Short
conductor circuit
Open
< circuit
Sho
circuit >

Reference
ground plane

IEC 1711/2000

Figure 10 — Basic configuration for transfer admittance measurement

4.2.2 Testing of cable connectors

Connectors on shielded cables are often more important in determining the overall shielding of
the cable system than is the cable shield. This is because the connector introduces an
interruption to the shield, and, as such, presents an imperfection in the shielding topology. One
way to represent the effects of the connector (as seen by the internal, or shielded, transmission
line circuit) is by using discrete voltage and current sources at the location of the connector.
The strengths of these sources are related to the external current and voltage on the connector
multiplied by discrete transfer impedance and admittance parameters representing the
connector, much as in the case of the distributed cable shield penetrations.

As in the case of a braided shield, the lumped transfer impedance of a connector contains both
a resistive and reactive part, and the transfer admittance of a connector is primarily capacitive.
However, cable connectors are always designed so that there is very small E-field penetration
through the device. Consequently, the transfer admittance effects of the connector are almost
always much lower than the effects from the transfer impedance. Usually, the lumped transfer
impedance parameter is the only one required.

The test configuration for cable connectors is similar to that for the cable shield transfer
impedance discussed previously. Figure 11 illustrates the general test configuration for such
measurements. The same requirements for the test equipment for the cable shield test are
required here, and the construction of the outer shield shall be such that it is a much better
shield than the connector. This implies that a solid shield is preferable to a braid shield for this
measurement.

Connector Solid shield

(idealized)
Internal

conductor

Short
circuit

Short
circuit

Reference
ground plane

IEC 1712/2000
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Figure 11 — Test configuration for transfer impedance measurement of a cable connector

Given a measurement of the internal open-circuit voltage, the transfer impedance of the
connector is determined by the expression

Zi(w) = Ry(w) + ] xp(@) ~ -+~ Zg Q (7)

o | <
PES

where
Vi and Vg have been defined previously, and
Z; is the transfer impedance of the connnector (in Q);

Zs is the impedance of the external circuit (in Q).

It should be noted that while the length of the cable, L, does not appear explicitly in this
expression, it is necessary that L << A. Thus L should be as short as possible to maximize the
frequency range of validity for the measurements.

4.3 Testing of shielding materials

Imperfections in the shielding topology of a system can often be protected by using localized
methods such as gaskets (on seam or between doors and their jambs), conducting sheets or
screens (covering apertures), and other specialized measures like honeycombs and wave-
guides beyond cut-off. Characterizing these protection measures is different because their
behaviour depends not only on their individual electrical composition, but also on how the
devices are connected to the shielding topology. For example, a very long crack might be
protected by filling it with a conducting material. This could be effective in protecting against
currents flowing across the crack: the conducting material lets the current pass over the crack
without much distortion and the H-field on the shielded side is minimized. However, for currents
parallel to the crack, the presence or absence of the protective filling is unimportant.
The current is not significantly affected by the slit, and any protection against this current
component is unnecessary.

In describing tests suitable for these components, therefore, an attempt is made to
characterize the intrinsic shielding property of the protection device, independently of how it is
used in a particular installation. This means that a particular component might be classified as
a "good" protective device in one installation, but due to the particularities of how it is used in
another facility, considered to be a "poor" component in another installation. Evaluating the
global behaviour of a system, together with all of its protection devices, is the role of system
level testing, a subject which is beyond the scope of this standard.

4.3.1 Conducting gaskets

Figure 12 shows several configurations of a conducting gasket serving as a HEMP protection
device. The basic mechanism for protection is that the gasket forms a conducting path
between the two parts of the enclosure; this keeps current and charge from "leaking" into the
inside (i.e. into the protected region). Each of the three configurations in the figure has a
different shielding behaviour, due to the differences in the geometry of the enclosure walls that
surround the gasket.
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IEC 1713/2000

Figure 12 — Examples of conducting gaskets
used as HEMP protection devices

A simple yet general circuit model for a gasket seal can be made by noting the important parts
of the geometry in figure 12. Current flowing from one conductor to another has to pass
through the gasket and this will present an electrical resistance to the current. Similarly, the flat
plates on either side of the gasket appear locally as a capacitance through which a
displacement current can flow. Finally, the metal conductors of the two walls form an
inductance in this circuit.

Figure 13 shows the equivalent circuit representation of such a gasketed opening. The
resistance of the gasket and the capacitance of the gasket opening appear in parallel, and this
combination is in series with the inductances representing the current paths through the walls
of the enclosure. Specific values for L and C depend on the local geometry of the seal,
whereas the value of R depends on both the geometry and on the intrinsic electrical properties
of the gasket material.

IEC 1714/2000

Figure 13 — Circuit model representing the behaviour of
a conducting gasket for HEMP protection

These circuit values can be measured or calculated using simple models for the specific shape
and geometry under consideration for a given problem. For characterizing the electrical
properties of the gasket material, however, measurements of electrical resistivity of the gasket
material can be used. This quantity is independent of the surroundings of the gasket and can
be used to rank the effectiveness of one type of gasket with another. It should be noted,
however, that such gaskets are usually made of flexible material, and, therefore, their
characteristics are dependent on contact pressure as in all examples of figure 12. The age of
gasket materials is also a factor.

Figure 14 illustrates the measurement configuration for the resistivity. This is the four-electrode
method, and it is specially designed so that measurements of materials with very low
resistivities can be made. For this measurement, a block of the gasket material is sandwiched
between two electrodes made from copper or another highly conducting material. An external
d.c. voltage source is connected across the two outer electrodes and a current is allowed to
pass through the electrode. The resulting voltage drop across the sample is measured using a
high input impedance voltmeter, so as not to disturb the current
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flow in the sample. With these parameters measured, the d.c. resistivity of the sample material
is given by the expression:

Vs A
poc =—=  Qm (8)

[e]
where

Ppc is the d.c. resistivity of the sample material in (€-m);

A is the cross-sectional area of the gasket material (in m2);
L is the thickness of the gasket sample (in m);

I, is the current passing through the sample (in A);

Vs is the voltage drop across the sample (in V).

Electrodes

Bulk gasket material

IEC 1715/2000

V,, Primary Current
voltage source meter

Figure 14 — Measurement configuration for the resistivity of a sample

Similar measurements can be made at higher frequencies and a frequency-dependent gasket
impedance can be measured. However, this quantity is of limited use, because its frequency
variations are easily confused with those of the gasket-mounting hardware and surroundings.
Consequently, the d.c. resistivity is the most commonly used parameter for characterizing the
gasket material.

4.3.2 Conducting sheets and screens

Conducting screens or sheets of conducting material are often used to limit the HEMP
penetration through apertures in the shield. Such protection devices include

— wire mesh screens;

— conductive paint coatings;

— vacuum metallized coatings;

— flame/arc sprays;

— metallic foils lining equipment bays;

— metallic fillings added to plastic enclosures.

As in the case of gasketing material, it is possible to characterize these protection devices
either by measurements of their shielding behaviour as installed in a specific topological
configuration, or by an alternate measurement of some intrinsic electrical property of the
shielding material. While this latter measurement may not accurately indicate how the
protection device will function in an arbitrary installation, it does provide a useful technique for
distinguishing between one protection material and another in a self-consisteDdeuments
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Two test concepts for conducting aperture protective devices are discussed in 4.3.2.1 and
4.3.2.2: one which measures the resistivity of the conducting material, and another which
measures the shielding effectiveness of the material used for shielding under controlled
conditions.

4.3.2.1 Measurement of material resistivity

The resistivity of the material comprising the protective cover of an aperture is one parameter
that may be used to characterize its shielding. As in the case of the conducting gasket
described in 4.3.1, the resistivity of a conducting sheet can be determined using the test
configuration shown in figure 14. An alternative approach is to use a measurement technique in
which the d.c. resistivity is measured with probes located on the surface of the sample as
indicated in figure 15.

Surface

electrodes o
Current injection

source [,

IEC 1716/2000

Material
sample

Cross-section
area A

Figure 15 — Test concept for measuring the resistivity with surface probes

In this test, a constant d.c. current source I/, is connected to two electrodes separated by
a distance L and in good electrical contact with a block of conducting material. In response
to this current, a voltage Vg is induced across the two electrodes. This voltage may be
measured by a high impedance voltmeter and the resistivity is again given by the expression in
equation (8). The same expression is used in the present case, because it is assumed that the
block is a good conductor and the current tends to flow uniformly across the cross-sectional
area A of the material from one electrode to the other.

It is important to note that this measurement procedure is applicable only at low frequencies
where the skin depth of the material in question is very large compared to the thickness of the
sample. If the frequency of the current source were allowed to increase, the skin depth (given

by 6 =./p/(7 fu) ) decreases and, at some point, begins to be comparable with the thickness

of the material under test. At this point, the details of the current distribution in the conductor
cross-section must be taken into account, as discussed in annex E.

As noted in annex E, both the surface impedance (relating the tangential E-field outside
the protective barrier to the excitation surface current) and the transfer impedance (relating the
tangential E-field inside the protective barrier to the excitation surface current) may be
calculated (see equations E.14 and E.17), once the material resistivity is known. Thus, the d.c.
measurement of the resistivity can be used to infer the shielding properties of the material for
higher frequencies.

4.3.2.2 Shielding effectiveness measurements

A more direct approach for characterizing the shielding behaviour of a wire mesh or conducting
screen is to measure its shielding effectiveness under standard conditions. It is well known that
in the near field (or equivalently, for low frequencies), the elegtric and
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magnetic fields penetrate into a conductor differently. Consequently, a shield shall be
characterized in general by two different shielding effectiveness parameters. For far-field
shielding, where the incident field on the shield is a plane wave, the two shielding effectiveness
values become equal, and this single value may be used to characterize the protection.

Figure 16 illustrates the measurement concept for the plane-wave shielding effectiveness of
screens and sheets. Figure 16a shows the ideal situation, in which a plane wave is incident
upon an infinite screen. The shielding of this screen can be characterized by the following
equation (see equation (2)):

|Aout |

[An]

SEA = 201log1o dB (9)

where

Aout represents the principal component of the incident field EINC (or HIN¢) at an observation
point with the conducting screen removed;

Ain is the same component of the field that is transmitted through the screen: E (or HIr).

The resulting shielding effectiveness depends on the angle y that the incident field makes with
the normal to the sheet. Normally, the angle y = 0° is chosen for defining the shielding
properties of the infinite plane.

For actual measurements, the idealized configuration of figure 16a cannot be realized, due to
the fact that the source producing the incident field is not of infinite size, nor is it infinitely far
from the screen. Moreover, the screen is not infinitely large. This implies that the
measurements made using the test configuration in figure 16b can be different from those
expected from a theoretical treatment of the infinite plane geometry, due to the following
effects:

— the non-plane-wave nature of the incident fields from the source;

— the radiation pattern from the source;

— diffraction from the edges of the screen.

To minimize this difficulty, it is common to require the following conditions to be maintained in
the measurement configuration:

— the size of the screen a >> };

— the observation and source positions d, and dg < a;

— =0° (normal incidence).

With these assumptions, an approximation to the plane-wave shielding effectiveness of the

screen is obtained by making two measurements of the selected primary field components at
the observation location. The first measurement is with the plate removed and is denoted as

El moved (OF H oveq)- The second measurement is the same field component with the plate in

place in front of the radiator, and is denoted as E(’:‘;'Nered (or Hgvered). The shielding effective-

ness for this configuration is then evaluated as

Egmoved
SE = 20logyq dB (10)
cov ered
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