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Annex ZA has been added by CENELEC.
__________
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INTRODUCTION 

This part of IEC 61158 is one of a series produced to facilitate the interconnection of
automation system components. It is related to other standards in the set as defined by the
“three-layer” fieldbus reference model described in IEC/TR 61158-1.

The data-link protocol provides the data-link service by making use of the services available
from the physical layer. The primary aim of this standard is to provide a set of rules for
communication expressed in terms of the procedures to be carried out by peer data-link
entities (DLEs) at the time of communication. These rules for communication are intended to
provide a sound basis for development in order to serve a variety of purposes:

a) as a guide for implementors and designers;
b) for use in the testing and procurement of equipment; 
c) as part of an agreement for the admittance of systems into the open systems environment; 
d) as a refinement to the understanding of time-critical communications within OSI.

This standard is concerned, in particular, with the communication and interworking of sensors,
effectors and other automation devices. By using this standard together with other standards
positioned within the OSI or fieldbus reference models, otherwise incompatible systems may 
work together in any combination. 
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INDUSTRIAL COMMUNICATION NETWORKS –
FIELDBUS SPECIFICATIONS – 

Part 4-7: Data-link layer protocol specification – Type 7 elements

1 Scope 

1.1 General 

The data-link layer provides basic time-critical messaging communications between devices in
an automation environment. 

This protocol provides communication opportunities to all participating data-link entities

a) in a synchronously-starting cyclic manner, according to a pre-established schedule, and
b) in a cyclic or acyclic asynchronous manner, as requested each cycle by each of those

data-link entities.

Thus this protocol can be characterized as one which provides cyclic and acyclic access
asynchronously but with a synchronous restart of each cycle.

1.2 Specifications

This standard specifies 

a) procedures for the timely transfer of data and control information from one data-link user
entity to a peer user entity, and among the data-link entities forming the distributed data-
link service provider; 

b) the structure of the fieldbus DLPDUs used for the transfer of data and control information
by the protocol of this standard, and their representation as physical interface data units.

1.3 Procedures

The procedures are defined in terms of

a) the interactions between peer DL-entities (DLEs) through the exchange of fieldbus
DLPDUs; 

b) the interactions between a DL-service (DLS) provider and a DLS-user in the same system
through the exchange of DLS primitives; 

c) the interactions between a DLS-provider and a Ph-service provider in the same system
through the exchange of Ph-service primitives. 

1.4 Applicability

These procedures are applicable to instances of communication between systems which
support time-critical communications services within the data-link layer of the OSI or fieldbus
reference models, and which require the ability to interconnect in an open systems 
interconnection environment.

Profiles provide a simple multi-attribute means of summarizing an implementation’s
capabilities, and thus its applicability to various time-critical communications needs.

1.5 Conformance

This standard also specifies conformance requirements for systems implementing these 
procedures. This part of this standard does not contain tests to demonstrate compliance with
such requirements.
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2 Normative references

The following referenced documents are indispensable for the application of this document.
For dated references, only the edition cited applies. For undated references, the latest edition 
of the referenced document (including any amendments) applies.

IEC 61158-2 (Ed.4.0), Industrial communication networks – Fieldbus specifications – Part 2:
Physical layer specification and service definition

IEC 61158-3-7, Industrial communication networks – Fieldbus specifications – Part 3-7: Data
link service definition – Type 7 elements

ISO/IEC 7498-1, Information technology – Open Systems Interconnection – Basic Reference 
Model: The Basic Model

ISO/IEC 7498-3, Information technology – Open Systems Interconnection – Basic Reference 
Model: Naming and addressing

ISO/IEC 10731, Information technology – Open Systems Interconnection – Basic Reference 
Model  – Conventions for the definition of OSI services

3 Terms, definitions, symbols and abbreviations

For the purposes of this document, the following terms, definitions, symbols and abbreviations
apply.

3.1 Reference model terms and definitions

This standard is based in part on the concepts developed in ISO/IEC 7498-1 and ISO/IEC 
7498-3, and makes use of the following terms defined therein.

3.1.1 correspondent (N)-entities 
correspondent DL-entities (N=2) 
correspondent Ph-entities (N=1) 

[7498-1]

3.1.2 DL-address [7498-3]

3.1.3 DL-connection [7498-1]

3.1.4 DL-connection-end-point [7498-1]

3.1.5 DL-connection-end-point-identifier [7498-1]

3.1.6 DL-name [7498-3]

3.1.7 DL-protocol [7498-1]

3.1.8 DL-protocol-connection-identifier [7498-1]

3.1.9 DL-protocol-control-information [7498-1]

3.1.10 DL-protocol-data-unit [7498-1]

3.1.11 DL-relay [7498-1]

3.1.12 DL-service-connection-identifier [7498-1]

3.1.13 DL-service-data-unit [7498-1]
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3.1.14 DL-user-data [7498-1]

3.1.15 flow control [7498-1]

3.1.16 (N)-entity 
 DL-entity 
 Ph-entity 

[7498-1]

3.1.17 (N)-interface-data-unit
DL-service-data-unit  (N=2)
Ph-interface-data-unit   (N=1) 

[7498-1]

3.1.18 (N)-layer
DL-layer  (N=2) 
Ph-layer   (N=1)

[7498-1]

3.1.19 (N)-service
DL-service  (N=2)
Ph-service   (N=1)

[7498-1]

3.1.20 (N)-service-access-point
DL-service-access-point  (N=2)
Ph-service-access-point  (N=1)

[7498-1]

3.1.21 (N)-service-access-point-address
DL-service-access-point-address   (N=2)
Ph-service-access-point-address   (N=1)

[7498-1]

3.1.22 peer-entities [7498-1]

3.1.23 Ph-interface-control-information [7498-1]

3.1.24 Ph-interface-data [7498-1]

3.1.25 primitive name [7498-3]

3.1.26 reset [7498-1]

3.1.27 responding-DL-address [7498-3]

3.1.28 routing [7498-1]

3.1.29 segmenting [7498-1]

3.1.30 sequencing [7498-1]

3.1.31 system management
 systems-management

[7498-1]

3.2  Service convention terms and definitions

This standard also makes use of the following terms defined in ISO/IEC 10731 as they apply
to the data-link layer:

3.2.1 confirm (primitive); 
 requestor.deliver (primitive)

3.2.2 deliver (primitive)

3.2.3 DL-service-primitive;
 primitive

3.2.4 DL-service-provider

BS EN 61158-4-7:2008 – 10 –

Full document details: BS EN 61158-4-7:2008

http://dx.doi.org/10.3403/00527826U
http://www.avadocuments.com/doc/bs-en-61158-4-7-2008
http://www.avadocuments.com/doc/bs-en-61158-4-7-2008


3.2.5 DL-service-user

3.2.6 DL-user-optional-facility 

3.2.7 indication (primitive) 
 acceptor.deliver (primitive)

3.2.8 multi-peer

3.2.9 request (primitive);
 requestor.submit (primitive) 

3.2.10 requestor

3.2.11 response (primitive);
 acceptor.submit (primitive)

3.2.12 submit (primitive)

3.3 Other terms and definitions
NOTE Many definitions are common to more than one protocol Type; they are not necessarily used by all protocol
Types.

For the purpose of this part of IEC 61158, the following definitions also apply:

3.3.1
acknowledgement response DLPDU 
information that the recipient of an acknowledged message emits in order to signal either the
proper reception of the message or the lack of available resources to store the message,
received by the DLE on the local link that emitted the message which requested the 
acknowledgement 

3.3.2
basic cycle 
sequence of scanning by the bus-arbitrator of:

a) a set of DLCEP-identifiers for variables, requests, and cyclical application messages, 
b) plus the window provided for aperiodic exchanges,
c) plus the window provided for message services,
d) plus the window provided for synchronization

3.3.3
basic transaction
succession of DLPDUs related to a single DL-service instance 

3.3.4
bus-arbitrator (BA)
DLE that controls each data producer's right to access the medium

NOTE   At any given instant one and only one bus-arbitrator is active in each DL-segment of a DL-subnetwork.

3.3.5
consumed identified variable 
identified variable that corresponds to a DLCEP-identifier for which the entity in question 
receives data

3.3.6
control field 
portion of an emitted or received DLPDU that gives the nature of the data exchanged and the 
type of exchange
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3.3.7
destination address
three octets specifying the DL-segment of the DLE to whom the message is sent, and the
destination DLSAP’s sub-address within the local link DL-segment

3.3.8
DLCEP-address 
information that the bus-arbitrator emits to allocate the medium to a data producer for the
purpose of exchanging a variable 

3.3.9
DL-segment, link, local link
single DL-subnetwork in which any of the connected DLEs may communicate directly, without
any intervening DL-relaying, whenever all of those DLEs that are participating in an instance 
of communication are simultaneously attentive to the DL-subnetwork during the period(s) of
attempted communication 

3.3.10
DLSAP
distinctive point at which DL-services are provided by a single DL-entity to a single higher-
layer entity.

NOTE This definition, derived from ISO/IEC 7498-1, is repeated here to facilitate understanding of the critical
distinction between DLSAPs and their DL-addresses. (See Figure 1.) 

PhSA P PhSA P

DL-entity

DLS-user-entity DLS-user-entity

DLSAP DLSAP DLSAP

DLSAP-
addresses

group DL-
address

DLSAP-
address

Ph-layer

DL-layer

DLS-users

DLSAP-
address

NOTE 1   DLSAPs and PhSAPs are depicted as ovals spanning the boundary between two adjacent layers.

NOTE 2   DL-addresses are depicted as designating small gaps (points of access) in the DLL portion of a DLSAP. 

NOTE 3 A single DL-entity may have multiple DLSAP-addresses and group DL-addresses associated with a
single DLSAP.

Figure 1 – Relationships of DLSAPs, DLSAP-addresses and group DL-addresses

3.3.11
DL(SAP)-address 
either an individual DLSAP-address, designating a single DLSAP of a single DLS-user, or a
group DL-address potentially designating multiple DLSAPs, each of a single DLS-user. 
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NOTE   This terminology is chosen because ISO/IEC 7498-3 does not permit the use of the term DLSAP-address to
designate more than a single DLSAP at a single DLS-user

3.3.12
(individual) DLSAP-address
DL-address that designates only one DLSAP within the extended link

NOTE   A single DL-entity may have multiple DLSAP-addresses associated with a single DLSAP. 

3.3.13
end of message transaction indication DLPDU
information that the source entity of a message emits in order to return link access control to
the bus-arbitrator at the end of a message transaction

3.3.14
extended link 
DL-subnetwork, consisting of the maximal set of links interconnected by DL-relays, sharing a
single DL-name (DL-address) space, in which any of the connected DL-entities may 
communicate, one with another, either directly or with the assistance of one or more of those
intervening DL-relay entities 

NOTE   An extended link may be composed of just a single link.

3.3.15
frame 
denigrated synonym for DLPDU

3.3.16
group DL-address
DL-address that potentially designates more than one DLSAP within the extended link. A 
single DL-entity may have multiple group DL-addresses associated with a single DLSAP. A 
single DL-entity also may have a single group DL-address associated with more than one
DLSAP

3.3.17
identified variable (or simply "variable")
DLL variable (buffer) for which an associated DLCEP-identifier has been defined 

3.3.18
identifier
16-bit word associated with a system variable. A DLCEP-identifier uniquely designates a
single variable within the DL-subnetwork

3.3.19
invalid DLCEP-identifier
identifier not recognized locally

3.3.20
local link 
set of devices that respect the DL-protocol and that are interconnected through a medium . 
Only one bus-arbitrator is active on a single local link

3.3.21
macrocycle
set of basic cycles needed for all cyclical DLCEP-identifiers to be scanned

3.3.22
message DL-address 
information that the bus-arbitrator emits to allocate the medium to a source entity for a
message transfer
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3.3.23
message response DLPDU 
information that a data producer emits in response to a message DLCEP-identifier DLPDU 

NOTE   The desired destination entity or entities pick up this information.

3.3.24
node
single DL-entity as it appears on one local link

3.3.25
periodic scanning of variables
action by the bus-arbitrator that guarantees the cyclical exchange of variables

NOTE   This is the basic principle of the Type 7 DL-service and protocol.

3.3.26
produced identified variable
identified variable that corresponds to a DLCEP-identifier for which the DLE emits data

3.3.27
receiving DLS-user
DL-service user that acts as a recipient of DL-user-data

NOTE   A DL-service user can be concurrently both a sending and receiving DLS-user.

3.3.28
request DLCEP-address 
information that the bus-arbitrator emits to allocate the medium to the initiator of an explicit
request for a variable exchange

3.3.29
request response DLPDU 
information that the initiator of an explicit request for a variable exchange emits in response to 
a request DLCEP-identifier DLPDU, and to whose transmittal the bus-arbitrator also responds 

3.3.30
sending DLS-user
DL-service user that acts as a source of DL-user-data

3.3.31
source address
24-bit word including the DL-segment number of the entity sending the message, and the
entity's sub-address within the DL-segment

3.3.32
timers
see  5.6 

3.3.33
triggered message scanning
function of a bus-arbitrator that makes it possible to transfer messages 

3.3.34
triggered scanning of variables
function of a bus-arbitrator that makes possible the non-cyclical exchange of variables 
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3.3.35
triggered periodic scanning of messages
function of a bus-arbitrator that makes it possible to request triggered message exchanges
cyclically

3.3.36
triggered periodic scanning of variables
function of a bus-arbitrator that makes it possible to request triggered variable transfers
cyclically

3.3.37
turnaround time
time interval between reception or emission of the last MAC symbol of a DLPDU, signaled by
a SILENCE indication from the PhL, and the reception or emission of the first MAC symbol of
the subsequent DLPDU, signaled by an ACTIVITY indication from the PhL, both as measured
in a given station 

3.3.38
variable response DLPDU
information that a data producer emits in response to a DLCEP-identifier DLPDU, which also
alerts data consumers to the relevance of the immediately time-proximate DLPDU 

3.4 Symbols and abbreviations

3.4.1 BA bus-arbitrator  

3.4.2 B_Dat_Cons buffer which contains the value of the data consumed

3.4.3 B_Dat_Prod buffer which contains the value of the data produced

3.4.4 B_Req1/2 buffer containing the list of DLCEP-identifiers that are the objet
of a specified explicit request for a transfer at the priority 1 
(urgent) or 2 (normal)

3.4.5 ID_DAT DLPDU used to allocate the medium to a buffer transfer

3.4.6 ID_MSG DLPDU used to allocate the medium to a message exchange

3.4.7 ID_RQ1/2 DLPDU used to allocate the medium to a request for a buffer
transfer

3.4.8 PRT physical reaction time 

3.4.9 Q_IDMSG queue of requested DLCEP-identifiers received by the BA for
message transfer

3.4.10 Q_IDRQ1/2 queue of requested DLCEP-identifiers received by the BA at
the priority 1 (urgent) or 2 (normal)

3.4.11 Q_Msg_Cyc queue which contains messages to be emitted that are
associated with cyclical exchanges

3.4.12 Q_Msg_Aper queue which contains messages to be emitted that are
associated with aperiodic exchanges

3.4.13 Q_Req1/2 queue containing the list of DLCEP-identifiers that are the 
objet of a free explicit request for a transfer at the priority 1
(urgent) or 2 (normal)

3.4.14 Q_RPRQ queue for aperiodic transfers in progress 

3.4.15 RQ_Inhibit Indicator used to manage explicit request for variable 
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exchanges 

3.4.16 RP_ACK DLPDU used to transfer an acknowledgement of message
exchange, Transfer OK

3.4.17 RP_DAT DLPDU used to carry the value of the identified variable
previously requested.

3.4.18 RP_DAT_MSG DLPDU used to carry the value of the identified variable
previously requested with a request for a message exchange.

3.4.19 RP_DAT_RQ1/2 DLPDU used to carry the value of the identified variable
previously requested with a request for an explicit transfer of
variables.

3.4.20 RP_DAT_RQ1/2_MSG DLPDU used to carry the value of the identified variable
previously requested with a request for an explicit transfer
of variables and a request for a message transfer.

3.4.21 RP_MSG_ACK DLPDU used to carry the message to be exchanged with a
request of acknowledgement of this exchange.

3.4.22 RP_MSG_NOACK DLPDU used to carry the message to be exchanged without a 
request of acknowledgement of this exchange.

3.4.23 RP_NAK DLPDU used to transfer an acknowledgement of message
exchange, that the message was received correctly, but was
not stored by the DLE.

3.4.24 RP_END DLPDU used to terminate a message exchange.

3.4.25 STT station turnaround time

3.4.26 Tl latency time 
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4 Overview of the DL-protocol

4.1 Overall description of medium allocation

An element known as the bus-arbitrator (BA) controls the right of each data producer to
access the medium by emitting a DLPDU containing a DLCEP-identifier. At any given instant 
there should be only one active bus-arbitrator in each local link.

NOTE The term "data producer" designates the sole station connected to the local link that is recognized as
having the responsibility of emitting the data associated with the identifier DLPDU circulating on the medium. 

Each transaction belongs to one of the three medium allocation classes defined below:

— cyclical exchange of variables, requests, or messages, 
— explicit request for variable exchange,
— explicit request for message transfer.

For cyclical variable exchanges a basic transaction is made up of the following phases. The 
bus-arbitrator broadcasts a variable identifier DLPDU. The sole producer of the information
required then broadcasts a variable response DLPDU. During this phase consumers take the
information from the local link. Figure 2 shows the various phases of a variable exchange 
transaction. When one transaction has been completed the bus-arbitrator begins the following 
transaction according to guidelines defined when the system is configured.

During a cyclical variable exchange the information producer can, using the response DLPDU,
transmit to the BA an explicit request for the exchange of variables or messages. 

For an explicit request for a variable exchange, a basic transaction is made up of the 
following phases: The bus-arbitrator broadcasts a request identifier DLPDU. Then the initiator
of the request broadcasts a request response DLPDU. One or more transactions identical to
the cyclical variables exchange transaction then follow.

For message transfers a basic transaction consists of the following phases: The bus-arbitrator
broadcasts a message identifier DLPDU. Then the message response DLPDU is exchanged
between the communicating entities. This DLPDU may or may not be followed by an
acknowledgement DLPDU. The source entity then transmits an end of transaction indication
DLPDU to the bus-arbitrator.

The time interval separating the reception or emission of the end of one DLPDU and the 
emission or reception of the following DLPDU is known as the station's turnaround time,
whether the station's function be that of a producer/consumer or bus-arbitrator. 

A more detailed definition of turnaround time is given in 3.3.37. The impact of turnaround time
on data-link timers is described in  5.6.2. 

The role of the bus-arbitrator is to "give the floor" to each data producer, taking into account
the services required for the type of data (according to the three medium allocation classes
defined above).

The bus-arbitrator thus has three types of functions: 

— periodic scanning of variables or periodic triggering of variable and message exchanges,
— triggered scanning of variables,
— triggered scanning of messages.

In addition, the bus-arbitrator can provide a synchronization function in order to guarantee the 
constant length of scanning cycles.
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Each type of scanning takes place in a specific window, that is, respectively in a periodic
window, an aperiodic variables window, an aperiodic messages window, or a synchronization
window, as shown in Figure 2. These four windows constitute a basic scanning cycle. 

Phase 3: The publishing DLE broadcasts the data

D D D A D D D D D

Phase 1: The Bus Arbitrator broadcasts a DL-identifier

D :  Device A :  (Bus) Arbitrator

D D D A D D D D D

 Phase 2: Recognition of this DL-identifier:

- by the DLE that publishes the associated data
- by all the other DLEs which subscribe to the data

D D D A D D D D D

D D D A D D D D D

   Phase 4: The data is received by all the subscribing DLEs

Figure 2 – General description of medium allocation 

The medium access technique has the following characteristics:

— broadcasting of identified variables,
— increased efficiency in cyclical variable exchanges,
— parameters for medium sharing can be set by the user when the system is configured, 
— guaranteed access time for cyclical variable exchanges, under all circumstances and

regardless of the number of requests for triggered variable and/or message exchanges.
— possibility of triggering a transaction in accordance with a global clock, that is a clock that

indicates the same time for all stations.
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In addition, the medium access technique makes it possible to:

— give cyclical exchanges highest priority, 
— respect the scanning period associated with each variable, 
— give different priorities to triggered messages transfers and variable exchanges. These

transactions are triggered in adjustable windows: the lengths of the "aperiodic variable"
and "aperiodic message" windows are defined in terms of maximum limits set by the user
when the system is configured. 

— change the priority of aperiodic transactions by inserting them in the periodic window.

4.2 Types of entities 

4.2.1 Producer/consumer entity

DLL services use various types of DLPDUs. Each DLPDU type is defined in the control field of
the DLPDU. Interactions between a specific service and DLPDU types will be described in the
detailed specifications of each service. 

NOTE 5.5 describes all types of DLPDUs and also explains the use of various fields.

The functioning of an entity belonging to the highest conformance class requires:

— a mechanism for analyzing DLPDU type (use of the control field),
— a table of identifiers recognized upon emission,
— a table of identifiers recognized upon reception (both tables are defined at the interface

between the DLL and system management),
a mechanism that provides read/write access to variables and messages.

The conceptual model of a data-link producer/consumer entity includes various buffers: 
queues needed to provide the services offered by the DLL, as shown in .Figure 3.

  |   DLS-USER 
N |______________^_^_^________________________^_^______________ 
E |  | | |  | | | | |   | | 
T |  |_|_|__V V V_ __|_|___V_V_ 
W |  |  access to  |   | access to  | 
O |  ---------|  variables  |<----    | messages | 
R | | *  |_____________| |    |___^________| 
K | | | ^   |   | | 
  | V V |   |   <--  | 
M |  ___________ |     _|__________|__ 
A | | machine | |    | machine | 
N | | for | |    | for reception |<-->use of 
A | | response  | |    | of identifier |    control 
G | | emission  | |    |_______________|    fields 
E | |___________| |   ^   |   ^ 
M | |   ^ |   |   |   | 
E | |   | |   |   V   | 
N | |    __|________|____________|_______   | 
T | V   |   recognition of identifiers |   | 
  |  |________________________________|   | 
  |_____________________________________________|______________ 
  |   PHL

Figure 3 – Internal structure of a producer/consumer entity 

The following are associated with each identifier produced:

— a buffer called B_DATprod, which contains the value of the variable produced,
— a buffer called B_REQ, containing the list of identifiers that are the object of an explicit

request for a buffer transfer, if the identifier has been reserved for the explicit request for
buffer transfer service, 

— a queue called Q_MSGcyc, which contains messages to be emitted that are associated 
with cyclical message transfer, if the identifier has been reserved for cyclical message 
transfer, 
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— an indicator of the validity of the identifier produced (system management),
— for each of the B_DATprod and B_REQ buffers, an availability indicator,
— an indicator associated with Q_MSGcyc: queue filled or not,
— indicators used to manage explicit requests for variable exchange and message transfer

requests:
— explicit request for buffer transfer in progress (RQ), 
— priority associated with an explicit request (PR), 
— scope of the explicit request (RQ_INHIBIT)
— message transfer request in progress (MSG) if the identifier has been reserved for

aperiodic message transfer,
— reference to the queue of messages to be emitted associated with aperiodic message 

transfer. 

The following are associated with each identifier consumed: 

— a buffer called B_DATcons, which contains the value of the variable consumed,
— an indicator of the validity of the identifier consumed (system management),
— an indicator linked to the management of B_DATcons: availability of the buffer (access

conflict),
NOTE The buffer availability indicator provides information concerning the integrity of data manipulated by
service primitives. 

Each entity that supports a message transfer request service also uses: 

— a queue called Q_MSGaper, which is associated with aperiodic message transfer and 
contains messages to be emitted,

— a queue called Q_MSGrec that contains messages received.
— an indicator of queue status (full or not) is associated with the queue reserved for

aperiodic message transfer.

In addition, each entity that supports acknowledged message service has the following
characteristics:

— value of the source entity's even/odd bit, 
— maximum value of the restart counter,
— current value of the restart counter.

The following are associated with the queue Q_MSGrec: 

— an indicator of queue status (full or not),
— value of the destination entity's even/odd bit,
— value of the stored source address.

If the entity also supports the free explicit request for buffer transfer service, there are two
global queues for holding free explicit requests for buffer transfer:

— Q_REQ1 is associated with urgent requests,
Q_REQ2 is associated with normal requests.

A status indicator (full or not) is associated with each queue. 

Figure 4 shows many of these associated buffers and queues.  
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per identifier produced  per identifier consumed 
 _______   _______ _______  _______ 
| B_DAT | | B_REQ | | Q_MSG |  | B_DAT | 
| prod  | |  | | cyc  |  | cons  | 
|_______| |_______| |_______|  |_______| 

per DLE 
 _______   _______ _______   _______ 
| Q_REQ1| | Q_REQ2|    | Q_MSG | | Q_MSG | 
|    | |  |    |  aper | | rec  | 
|_______| |_______|    |_______| |_______| 

Figure 4 – Associated buffers and queues 

Timers associated with the data-link protocol are also managed by the producer/consumer
entity (see  5.6). 

Annex B presents an object model that defines the attributes of a DLCEP-identifier.

4.2.2 Bus arbitrator entity

The function provided by the bus-arbitrator consists of "giving permission to speak" to each 
data producer. This permission is granted for three types of scanning:

— periodic or triggered periodic scanning of variables and messages,
— triggered scanning of variables,
— triggered scanning of messages.

The bus-arbitrator also provides the following functions: 

— chaining of basic transactions,
— chaining of the various types of scanning,
— analysis of DLPDU control fields (the control field carries aperiodic variable and message 

requests),
— filling of aperiodic windows in accordance with these requests.
NOTE   A basic transaction is made up of the succession of DLPDUs related to a single service.

In addition, the bus-arbitrator can provide a synchronization function to guarantee the
constant length of a basic scanning cycle.

Each type of scanning takes place in a special window: respectively in a periodic window, an
aperiodic variables window, an aperiodic messages window, or a synchronization window.

The four windows constitute a basic scanning cycle. 

Figure 5 provides an overview of the bus-arbitrator structure. A more complete description of
the bus-arbitrator is given in  7.4.
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N | _____________ 
E |    | scanning  | 
T | ----------------| table  |<------------- 
W |   |    |_____________|   | 
O |   |   ^  ^   | 
R |   |   |  |   | 
K |  ____V_______   _________|__   __|_________   _____|______ 
  | |machine for | |requests for| |requests for| |machine for | 
M | |emission of | |message   | |buffer  | |reception of| 
A | |identifiers | |transfer    | |transfers  | |responses | 
N | |____________| |____________| |____________| |____________| 
A |   |  ^  ^   | ^ 
G |   |  |  |   | | 
E |   | ____|______________|__   | | 
M |   |  | use of control field |<---------- | 
E |   |  |______________________| | 
N |   | | 
T |___V____________________________________________________|___ 
  |  PHL 

Figure 5 – Internal structure of a bus arbitrator

The conceptual model of the bus-arbitrator details the various tables and queues needed to 
provide the services offered by the DLL.

The bus-arbitrator manages according to system configuration, as shown in Figure 6:

— a scanning table with static portions and portions that are modified dynamically during
scanning,

— a recovery buffer for the triggered periodic scanning of variables,
— a queue called Q_IDRQ1 for urgent explicit requests for buffer transfer,
— a queue called Q_IDRQ2 for normal explicit requests for buffer transfer,
— a queue for aperiodic transfers in progress (Q_RPRQ),
— a queue called Q_IDMSG for requests for message transfer,
— a basic padding sequence used to fill the synchronization window.
NOTE The management algorithm and/or calculation of these tables should provide equal access rights for the
various entities, that is, starving certain entities should be avoided.

  ^ 
windows:    | _________ 

  |  |   |  ________________ 
  |  | Static  |----| Buffer restart | 

periodic    |  |   | |________________| 
  |  |   | 
  |  |_________|  _________  ________ 
  |  | Dynamic |----| Q_IDRQ1 |------------| Q_RPRQ | 

aperiodic   |  |_________| |_________|  _________ |________| 
  .variable |  | Dynamic |----------------| Q_IDRQ2 |-----| 

  |  |_________|  |_________| _________ 
  .message  |  | Dynamic |---------------------------|Q_IDMSG | 

  |  |_________|  ______________  |________| 
synchronize |  | Dynamic |-------|   padding   | 

  V  |_________| |______________| 

Figure 6 – Polling BA Table

4.3 Addressing

4.3.1 DLSAP-user relationship

The role of the DLL is to transmit information reliably and in accordance with a transmission
protocol. 

Within a single physical station several user entities have access to DLL services. Each of
these entities uses a service access point (SAP) belonging to the DLL, in conformance with
the ISO's static model in which each entity (N+1) is recognized by the address of the service
access point (N) to which the entity is statically attached.
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Several associations between user entities are possible on the level of access points to DLL 
services.

Thus, in accordance with the ISO model, a user entity (N+1) requests the establishment of a
connection (N) in order to communicate with another user entity (N+1). The (N) entities, each
of which is linked to one of the two (N+1) entities, create and manage this connection after
negotiating it.

All exchanges between the entities (N+1) thus associated take place using this connection.
The connection is identified locally at each SAP by a specific connection end point identifier
(CEPi).

The number of DLSAPs corresponds to the number of entities in a station that are potential
users of DLL services. 

The number of CEPi per DLSAP corresponds to the number of potential communication links
allocated to the (N+1) entity linked to the DLSAP.

4.3.2 OSI model relationship

This DLL follows the same rules as ISO/IEC 7498. Each potential user entity calls upon the
services of the DLL through a DLSAP. 

The DLL places two distinct addressing spaces as the disposal of the DLS-user: 

— the addressing space concerning buffer transfer, each identifier being coded in 16 bits, 
— the addressing space concerning message exchanges, which enables addressing

messaging DLS-users, each address being coded in 24 bits.

The identifiers, encoded in 16 bits, allow addressing buffers within a local link, whereas the
messaging addresses, encoded in 24 bits are meant to identify all the messaging DLS-users
of the DL-subnetwork, that is those of all the DL-segments of the DL-subnetwork.
Consequently, a communication system composed of n local links will have a single 
messaging address space but will have n identifier spaces to address the buffers.

Figure 7 illustrates this usage.

_____   _________  ______ 
   ______|   |  ______|   |  ____________| | 
  |   | |    | |  Message Service  | 
  | MPS ENTITY | | Sub-MMS ENTITY | | Constructor ENTITY| 
  |____________| |________________| |___________________| 

 |  |     | 
 |  |     | 

  ..|…   ..|…     ..|… 
-----(……)--------(……)-----------------(……)--------- 
DLSAP MPS . DLSAP Sub-MMS .  DLSAP Mes. . 

 .    .    . 
  .    . . 

.     .   . 
 .    .  . 
  .    .  . 

.    . _________ 
 __________| | 
|  | 
|  DLE  | 
|____________________| 

  | 
  | 
..|…  

--------------------------(……)----------------------------- 
   PHYSAP 

PHL 

Figure 7 – Addressing scheme
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4.3.2.1 Buffer transfer addressing

For reasons relating to performance and determinism, all associations between the various
DLL user entities are known and defined when the system is configured.

Thus upon configuration the number of DLSAP is known, as well as the number of
connections within the DLSAP.

This DLL uses broadcasting as its mode of transmission over the physical support. There is
one producer and one or more consumers of each piece of information transmitted. 

The connections within each DLSAP are multipoint connections providing unilateral 
communication (connections have more than two extremities, and over these connections
data communication occurs in a single direction set in advance: from the producer to the 
consumers). 

Connection end point identifiers (CEPi) that are known as identifiers and are encoded using
16 bits identify associations between user entities.

Thus CEPis are not recognized locally within a DLSAP, but globally throughout the 
DL-subnetwork, and the role of the DLSAP address is less important in the addressing model.

Thus the concept of an DLSAP is not the same as in the general ISO model. This DLL
represents a group of between 1 and n identifiers employed by a user entity attached to the
DLL. On the other hand, a DLSAP does not address the Application entity directly, but 
through the use of identifiers.

Each connection (identifier) can be used differently (according to the configuration and 
periodic or aperiodic services chosen) to communicate with other stations (variable transfers)
or with the bus-arbitrator (requests for aperiodic transfers).

4.3.2.2 Message exchange addressing

4.3.2.2.1 Addressing requirements

The addressing of the messaging DLS-users must allow meeting the usual communication
requirement such as indicated in the ISO and which are as follows: 

— point-to-point communication between two DLS-users, whether or not located in the same 
local link,

— multipoint communication between an entity and all the entities of a group, the latter being
located in the same equipment or the local link or the extended link,

— communication by distribution between a DLS-user and all the other DLS-users of a DLE,
a local link or the extended link. 

NOTE This corresponds to the reservation of a particular group containing all the entities of a device, a local link
or the extended link. The addressing of the messaging DLS-users must distinguish between two types of
addresses: 

— the physical address, in order to identify an application entity with respect to its physical location, by
means of the DL-segment number and the number of the station where it is located,

— the logic address, in order to identify an application entity whose physical location will not be required.

The notions of restricted groups on the DL-subnetwork with respect to groups of DLS-users in a device or in a
DL-segment, have been defined with an aim to optimize the flow on the bus. Thus when addressing a group, it is
thus necessary to have the possibility of a filter on the level of each bridge. The function of this filter is to prevent
distribution on all the DL-segments of the extended link when this is not necessary.

The addressing of the buffers limits the number of devices on a DL-segment to 256. This must be taken into
account in the messaging addressing mode.
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4.3.2.2.2 Encoding of the addresses 

The source and addressee DLS-users exchanging messages are identified in a 
DL-subnetwork with the help of addresses which are found in the link protocol data units
(RP_MSG_NOACK and RP_MSG_ACK).

In order to meet the individual addressing requirements of the DLS-users in a device, in a 
group of devices of a local link or a group of devices of the extended link, the addressing 
space offered by the 24 bits is divided as shown in Figure 8.

I/G 15 Bits S/N 7 Bits

24 address bits

First symbol transmitted

I/G designates an individual DLS-user (I)or a group of DLS-users (G) 

S/N designates a group of DLS-users on a DL-segment (S) or on the DL-subnetwork (N) 

Figure 8 – Address partitioning

The encoding of the individual addresses and the groups of addresses is shown in Table 1.

Table 1 – Individual and group address encoding

I/G S/N Type of addressing 

0 0 Individual address

1 0 Address of a group in a DL-segment

not significant 1 Address of a group in the DL-subnetwork

The link layer thus offers an addressing space which is divided into two sub-spaces: 

— one containing link addresses meant to identify DLS-users individually,
— the other meant to identify DLS-user groups. 

The group addresses are themselves divided into two sub-spaces: 

— the sub-space defining addresses of restricted groups, thus enabling identification of the 
DLS-users which belong to the same local link,

— the other space defining the addresses of generalized groups, thus enabling identification
of the application identities which all belong globally to the DL-subnetwork.

Each of these previously defined sub-spaces (individual addresses and addresses of
restricted groups) are divided into: 

— physical addresses,
— logical addresses.

4.3.2.2.2.1 Individual addressing

The individual addresses enabling a DLS-user to correspond with one and only one other
DLS-user are structured as shown in Figure 9 and Figure 10:

a) Individual physical addresses:
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1 bit 7 bits 8 bits 1 bit 7 bits

I DLSAP Station S Segment

00
to
0F

00
to
FF

00
to
7F

First bit transmitted

Figure 9 – Structure of an individual physical address 

This structure allows identifying 16 physical DLSAPs per device.

b) Individual logical addresses:

I DLSAP or
DLCEP

S Segment

1000
to

7FFF

00
to
7F

1 bit 15 bits 1 bit 7 bits

First bit 
transmitted

Figure 10 – Structure of an individual logical address 

The addressing capacity is a total of 28K logical DLSAPs and DLCEPs per DL-segment. 

4.3.2.2.2.2 Addressing of restricted groups 

The restricted group addresses which enable a DLS-user to correspond with a group of DLS-
users of the same device or of the same DL-segment are represented by their codes as
shown in Figure 11 and Figure 12: 

a) Addresses of restricted physical groups: 

1 bit 7 bits 8 bits 1 bit 7 bits

G Group No. Station S Segment

80  
to  
8F

00 
to 
FF

00  
to 
7F

First bit transmitted

Figure 11 – Structure of restricted physical group address 

The addressing capacity is then 16 numbers of physical restricted groups in a DLE. The
distribution in a device is ensured by the specific group number, 8F.
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b) Addresses of restricted logical groups: 

G Group No. S Segment

9000  
to  
FFFF

00  
to 
7F

1 bit 15 bits 1 bit 7 bits

First bit transmitted

Figure 12 – Structure of a restricted logical group address 

This structure allows addressing 28K numbers of restricted logical groups in a local link. FFFF
corresponds to the distribution group in a DL-segment.

4.3.2.2.2.3 Addressing of generalized groups

The addresses of generalized groups allow a DLS-user to correspond with a group of DLS-
users on the extended link. These addresses are divided into three sub-areas:

— an addressing sub-area which can be used by all the equipment of the extended link, 
— a reserved sub-area,
— a vendor addressing sub-area.

The encoding structure of these addresses is as shown in Figure 13:

Group No. R General
16 bits 1 bit 7 bits

0000 
to 

FFFF

0000 
to  
FFFF

0000 
to 

FFFF

80 
to 
BF

C0 
to 
FE

FF

Free for 
vendor

Reserved

Used

Figure 13 – Structure of a generalized group address

This addressing area allows identifying generalized 64K groups by sub-area element.

The distributionto the entire extended link is ensured by means of the particular group number
FFFF. 

4.3.2.3 Addressing capacity

The encoding rules offer the following possibilities for DL-subnetwork in terms of maximum
capacity:
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— 126 DL-segments in a DL-subnetwork;
— the "00" segment number is the DL-segment number by default; 
— 256 DLEs per DL-segment in a DL-subnetwork;
— 16 physical DLSAPs in a DLE;
— 16 physical restricted group DL-addresses in a DLE; 
— 28K logical DLSAPs in a local link;
— 28K logical restricted group DL-addresses in a local link; 
— 64K generalized groups DL-addresses in the DL-subnetwork in the used sub-area.

The exact structure of the encoding of the beginning of an RP_MSG_XX message response
DLPDU is as shown in Figure 14:

CTRL b8 b1 b8 b1 b8 b1

Destination
address

0 X X X X X X X X X X X   X X X X 0 X X X X X X XLogical individual

1 X X X X X X X X X X X   X X X X 0 X X X X X X XLogical restricted
group

X X X X X X X X X X X X   X X X X 1 1 X X X X X XReserved general
group

X X X X X X X X X X X X   X X X X 1 0 X X X X X XVendor's general
group

0 0 0 0  X X X X X X X X   X X X X 0 X X X   X X X XPhysical individual (with a distinct 1st
octet of 0000 XXXX)

X X X X X X X X X X X X   X X X X 1 1 1 1 1 1 1 1Used general group
(with a distinct 3rd
octet of 1111 1111)

1 0 0 0 X X X X X X X X   X X X X 0 X X X   X X X XPhysical restricted
group

(with a distinct 1st
octet of 1000 XXXX)

CTRL designates the controlled field.

Figure 14 – Summary of address structure 

The source address follows the destination address according to the same encoding.

4.4 Flow control 

4.4.1 Variable exchanges 

For the cyclical transfer of identified variables the principle of periodic scanning implies the
replacement of an old variable value with a new variable independent of any reading access
by the data consumer. 

Management of flow control for these exchanges is definitively settled upon configuration:

— the bus-arbitrator manages flow control by respecting the scanning period associated with
the variable, 

— stations manage flow control by associating a buffer with each identified variable.

This principle also applies to triggered variable transfers since the user is only interested in
the most recent validated value, and since the user associates a buffer with each identified
variable. In addition, upon configuration of a DLL system a time delimiter is defined for the 
aperiodic window for triggered variable transfers for each of the bus-arbitrator's basic
scanning cycles. 
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4.4.2 Message transfers 

Flow control for message transfers is handled by the acknowledgement mechanism and by
the queues for messages to be emitted and messages received. 

When a DLL system is configured a time delimiter is defined for the aperiodic window for
triggered message transfers for each of the bus-arbitrator's basic scanning cycles. 

For acknowledged message transfers a portion of flow control is provided upon emission
since the DLL only accepts requests for acknowledged message transfers if there is available 
space in the queue for messages to be emitted that is specified in the request. With this type
of transfer there is also flow control upon reception by the queue of messages received and 
through the transmission of an acknowledgement DLPDU.

4.4.3 Detection of DLPDU duplication/loss 

Detection mechanisms provided apply to errors caused by communication problems (cut-off
DLPDUs, FCS error) or by out-of-service stations.

These errors include:

— loss of a DLCEP-identifier DLPDU,
— lack of a response DLPDU (DLPDU lost or station absent),
— loss of a request response DLPDU, 
— loss of a message response DLPDU,
— loss of a message acknowledgement DLPDU,
— loss of a DLPDU indicating the end of a message transaction.

and can cause either the loss or the duplication of data. 

DLPDU losses are taken into account in the graphs of final state machines defining data-link
protocols.

Loss or duplication of DLPDUs can have the following impact on services:

— loss of a DLCEP-identifier DLPDU or a response concerning periodically exchanged
variables is not usually detrimental since the value of the variable will be broadcast again
during the next local link cycle; 

— loss of an unacknowledged message DLPDU or of a DLPDU associated with a triggered
variable exchange will only be handled by the upper layers;

— loss of an acknowledgement DLPDU results in a negative confirmation being sent to the
initiating DLS-user;

— the concept of DLPDU duplication does not apply to periodically exchanged variables
since the principle of cyclical variable refreshing implies that the same variable will be sent
repeatedly;

— acknowledged message DLPDUs are protected from duplication by an even/odd
numbering mechanism for messages;

— the duplication of a DLPDU associated with an explicit request for a buffer transfer will 
result in an additional overriding of the variable. This duplication is not detrimental since 
the concept of exchanging variables cyclically or upon explicit request is based on an
asynchronous refreshing that is handled by the local link, and that the consumer cannot
control. The semantics of data transmitted must be compatible with this working principle,
that is, the variables exchange service is designed for the transmission of statuses, and
not for the transmission of sequences of events. 
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4.5 Graphical representation

To be helpful for the reader some mechanisms are explained by a graphical representation. 
These representations are based on evaluation network built on an oriented graph with three
types of nodes:

— the states, represented by a circle, 
— the requests represented by a rectangle, 
— the transitions, represented by a horizontal line.

The evaluation network is built according to the following principles, as illustrated in 
Figure 15:

R1 R2

F

E

Figure 15 – Example of an evaluation net 

When the described system is in state E, the arrival of request R1 or R2 results in a transition
which switches it state F.

On the other hand, crossing a transition takes place, by convention, in zero time.

4.5.1 Simple actions 

Simple actions can be associated with each transition, corresponding either to the
transmission of requests or to the execution of local actions. 

They are materially represented by a triangle, labeled with the name of the request or of the
description of the executed action. 

4.5.2 Conditions

The crossing of a transition can concern a condition. In this case, the oriented graph
associated with the representation, shows a condition associated with the arc which precedes
the transition. 

A corollary of this representation allows defining choices for crossing a transition from the
same initial state.

In the same way as for a simple transition, the transmission of an action can be associated
with the crossing of a conditional transition. 
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5 General structure and encoding of PhIDUs and DLPDUs and related 
elements of procedure 

5.1 DLPDU formats and components

This subclause describes the structure of DLPDUs and the use of the various control fields
within the DLPDU. The term "DLPDU" refers to the protocol data units exchanged by data-link
entities.

The basic structure of a DLPDU is as shown in Figure 16. The transmission and reception
order is shown in Figure 17:

first bit transmitted 
| 
| 
| 
|<-----------FSS------->    <----FES----> 
V 
___________________________________________________________________ 

 |  |  I I | 
Preamble|Start delimiter|Control I Data  I F C S  |End delimiter 
________|_______________|_________I__________I________|_____________ 

   8 bits   n*8 bits  16 bits 
  0≤n≤128 

 or 8+n*16 bits 
 n ≤ 64

 or 8 + 48 bits n*8 bits 
  0≤n≤256 

where FSS is the DLPDU Start Sequence, 
FES is the DLPDU End Sequence 
FCS is the DLPDU Check Sequence 

Figure 16 – Basic DLPDU structure

  -----First bit transmitted 
 | 
 V 
 _________________________________________________ 
|b8| |b1|b8|   |b1|b8|   |b1|b8|   |b1|b8|  |b1| 
|__|___|__|__|___|__|__|___|__|__|___|__|__|___|__| 
<---------><--------><--------><--------><--------> 
 octet 1    octet 2   octet 3   octet 4  octet 5 
| 
| 
V 
   CTRL IDENTIFIER  FCS 
<---------><------------------><-----------------> 
 _________________________________________________ 
|Bp| |ID|msb|  |  | |  |lsb|msb|  |  |  | |lsb| 
|__|___|RP|___|__|__|__|__|___|___|__|__|__|__|___| 

Figure 17 – DLPDU transmission / reception order 

Octets are transmitted in the same order in which they are received (from the DLS-user or the
PhL). 

5.2 Description of each DLPDU component

5.2.1 Preamble 

(See IEC 61158-2) 

5.2.2 DLPDU delimiters 

(See IEC 61158-2) 
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5.2.3 Control and addressing field

The control and addressing field specifies the type of DLPDU being exchanged:

— bit 1 of the control field indicates whether the DLPDU is a DLCEP-identifier DLPDU (bit 1
= 1) or a response DLPDU (bit 1 = 0)

— bits 2 through 7 of the control field, where each bit has a specific function, as shown in
Table 2:
– if bit 2 is set at 1 the DLPDU is related to a buffer transfer
– if bit 3 is set at 1 the DLPDU is related to a message transfer
– if bit 4 is set at 1 the DLPDU is related to an explicit request for a buffer transfer
– if bit 5 is set at 1 the DLPDU is related to an acknowledgement 
– bit 6 indicates priority or the result of the acknowledgement 
– bit 7 set at 1 is used only to indicate an end of message transaction DLPDU;

— bit 8 of the control field (the first bit transmitted) is used only for a message response 
DLPDU or an acknowledgement response DLPDU. Bit 8 provides for even/odd numbering
of messages to support duplicate message detection.

For a DLCEP-identifier DLPDU these bits specify the type of exchange in progress. For a 
response DLPDU these bits indicate the type of exchange in progress as well as requests for
message transfer and explicit requests for variable exchanges, with their priorities.

Table 2 – DLPDU control-field coding

Bits 

2 3 4 5 6 7 
Identifier DLPDU 

1 0 0 0 0 x allocation for identified variable 

0 1 0 0 0 x allocation for message 

0 0 1 0 1 x allocation for urgent explicit request

0 0 1 0 0 x allocation for normal explicit request

 Response DLPDU 

1 0 0 0 0 x identified variable response 

1 1 0 0 0 x identified variable response + message request

1 0 1 0 1 x identified variable response + explicit urgent request

1 0 1 0 0 x identified variable response + explicit normal request

1 1 1 0 1 x identified variable response + explicit urgent request + message request

1 1 1 0 0 x identified variable response + explicit normal request + message request

0 1 0 1 0 x acknowledged message 

0 1 0 0 0 x unacknowledged message 

0 0 0 1 1 x positive acknowledgement

0 0 0 1 0 x negative acknowledgement

0 0 1 0 1 x list of identifiers for an urgent request

0 0 1 0 0 x list of identifiers for a normal request

0 0 0 0 1 x end of message transaction 

For identifier DLPDUs the control and addressing field is extended to 8 + 16 bits. In this case
it includes a single DL-identifier that represents a local-link DL-address encoded in 16 bits.

For request response DLPDUs the control and addressing field is extended to 8 + × times 16 
bits. In this case it includes the list of DL-identifiers associated with the variables requested.
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For message response DLPDUs the control and addressing field is extended to 8 + 24 + 24 
bits. In this case it includes two extended-link DL-addresses — the destination and source, 
respectively, of the message.

Table 3 gives the correspondence between the name and coding of the control field’s bits.

Table 3 – Correspondence between name and coding of 8 bits in the control field 

Bits 

1 2 3 4 5 6 7 8 
Associated name

1 1 0 0 0 0 × x ID_DAT 

1 0 1 0 0 0 × x ID_MSG

1 0 0 1 0 1 × x ID_RQ1

1 0 0 1 0 0 × x ID_RQ2

0 1 0 0 0 0 × x RP_DAT

0 1 1 0 0 0 × x RP_DAT_MSG

0 1 0 1 0 1 × x RP_DAT_RQ1

0 1 0 1 0 0 × x RP_DAT_RQ2

0 1 1 1 0 1 × x RP_DAT_RQ1_MSG

0 1 1 1 0 0 × x RP_DAT_RQ2_MSG

0 0 1 0 1 0 × N RP_MSG_ACK

0 0 1 0 0 0 × x RP_MSG_NOACK

0 0 0 0 1 1 × N RP_ACK+ 

0 0 0 0 1 0 × N RP_ACK- 

0 0 0 1 0 1 × x RP_RQ1

0 0 0 1 0 0 × x RP_RQ2

0 0 0 0 0 0 1 x RP_END 

NOTE   N takes the value 0 or 1;
x values are ignored but should be 0 

5.2.4 DLS-user-data field

Only response DLPDUs include a DLS-user-data field. The DLS-user-data field contains: 

— either the value of a variable, 
— or a message. 

5.2.5 DLPDU frame check sequence (FCS) field

Within this subclause, any reference to bit K of an octet is a reference to the bit whose weight
in a one-octet unsigned integer is 2K. 

NOTE   This is sometimes referred to as “little endian” bit numbering.

For the protocol Type of this standard, as in other International Standards (for example,
ISO/IEC 3309, ISO/IEC 8802 and ISO/IEC 9314-2), DLPDU-level error detection is provided 
by calculating and appending a multi-bit frame check sequence (FCS) to the other DLPDU
fields during transmission to form a "systematic code word"1) of length n consisting of k
DLPDU message bits followed by n - k  (equal to 16) redundant bits, and by calculating during 

1) W. W. Peterson and E. J. Weldon, Jr., Error Correcting Codes (2nd edition), MIT Press, Cambridge, 1972.
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reception that the message and concatenated FCS form a legal (n,k) code word. The
mechanism for this checking is as follows: 

The generic form of the generator polynomial for this FCS construction is specified in
equation (6) and the polynomial for the receiver’s expected residue is specified in equation 
(11). The specific polynomials for this standard are specified in Table 4. An exemplary 
implementation is discussed in  Annex A.

Table 4 – FCS length, polynomial and expected residual

Item Value

n-k 16 

G(x) X16 + X12 + X11 + X10 + X8 + X7 + X6 + X3 + X2 + X + 1 (notes 1, 2, 3) 

R(x) X15 + X14 + X13 + X9 + X8 + X7 + X4 + X2 (note 4) 

NOTE 1   Code words D(X) constructed from this G(X) polynomial have Hamming distance 4 for lengths ≤ 344 
octets and Hamming distance 5 for lengths ≤ 15 octets. 

NOTE 2   This G(X) polynomial is relatively prime to all, and is thus not compromised by any, of the polynomials
commonly used in DCEs (modems): the differential encoding polynomial 1 + X-1 and all primitive scrambling 
polynomials of the form 1 + X-j + X-k. 

NOTE 3   This G(X) polynomial is the optimal 16-bit polynomial for burst error detection over DLPDUs of 300 
octets or less when the statistics of the error burst have a Poisson distribution (as is the usual case).

NOTE 4   The remainder R(x) should be 1110 0011 1001 0100 (X15 to X0, respectively) in the absence of errors.

5.2.5.1 At the sending DLE

The original message (that is, the DLPDU without an FCS), the FCS, and the composite 
message code word (the concatenated DLPDU and FCS) shall be regarded as vectors M(X), 
F(X), and D(X), of dimension k, n - k, and n, respectively, in an extension field over GF(2). If
the message bits are m1 … mk and the FCS bits are fn-k-1 … f0, where 

m1 … m8 form the first octet sent, 

m8N-7 … m8N form the Nth octet sent,

f7 … f0 form the last octet sent, and 

m1 is sent by the first PhL symbol(s) of the message and f0 is sent by the 
last PhL symbol(s) of the message (not counting PhL framing
information),

NOTE   This “as transmitted” ordering is critical to the error detection properties of the FCS.

then the message vector M(X) shall be regarded to be
M(X) =   m1Xk-1 + m2Xk-2 + … + mk-1X1 + mk (1) 

and the FCS vector F(X) shall be regarded to be
F(X) =   fn-k-1Xn-k-1 + … + f0 (2)

=   f15X15 + … + f0

The composite vector D(X), for the complete DLPDU, shall be constructed as the
concatenation of the message and FCS vectors 

D(X) =  M(X) Xn-k + F(X) (3) 
=   m1Xn-1 + m2Xn-2 + … + mkXn-k + fn-k-1Xn-k-1 + … + f0  
=   m1Xn-1 + m2Xn-2 + … + mkX16 + f15X15 + … + f0  (for the case of k = 15)

The DLPDU presented to the PhL shall consist of an octet sequence in the specified order.
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The redundant check bits fn-k-1 … f0 of the FCS shall be the coefficients of the remainder
F(X), after division by G(X), of L(X) (Xk + 1) + M(X) Xn-k

where G(X) is the degree n-k generator polynomial for the code words 

G(X) =   Xn-k + gn-k-1Xn-k-1 + … + 1 (4) 

and L(X) is the maximal weight (all ones) polynomial of degree n-k-1

L(X) = 
1X

1X k-n

+
+ =  Xn-k-1 + Xn-k-2 + … + X + 1 (5) 

=   X15 + X14 + X13 + X12 + … + X2 + X + 1  (for the case of k = 15)

That is, 
F(X) =  L(X) (Xk + 1) + M(X) Xn-k  (modulo  G(X)) (6) 

NOTE 1 The L(X) terms are included in the computation to detect initial or terminal message truncation or
extension by adding a length-dependent factor to the FCS.

NOTE 2 As a typical implementation when n-k = 16, the initial remainder of the division is preset to all ones. The
transmitted message bit stream is multiplied by Xn-k and divided (modulo 2) by the generator polynomial G(X),
specified in equation (7). The ones complement of the resulting remainder is transmitted as the (n-k)-bit FCS, with
the coefficient of Xn-k-1 transmitted first. 

5.2.5.2 At the receiving DLE

The octet sequence indicated by the PhE shall be concatenated into the received DLPDU and
FCS, and regarded as a vector V(X) of dimension u

V(X) =   v1Xu-1 + v2Xu-2 + … + vu-1X + vu (7) 

NOTE 1   Because of errors u can be different than n, the dimension of the transmitted code vector.

A remainder R(X) shall be computed for V(X), the received DLPDU and FCS, by a method
similar to that used by the sending DLE (see 5.2.5.1) in computing F(X)

R(X) =  L(X) Xu + V(X) Xn-k  (modulo  G(X)) (8)
=   rn-k-1Xn-k-1 + … + r0

Define E(X) to be the error code vector of the additive (modulo-2) differences between the
transmitted code vector D(X) and the received vector V(X) resulting from errors encountered
(in the PhS provider and in bridges) between sending and receiving DLEs.

E(X) =  D(X) + V(X) (9) 

If no error has occurred, so that E(X) = 0, then R(X) will equal a non-zero constant remainder
polynomial

Rok(X) =  L(X) Xn-k  (modulo  G(X)) (10) 

whose value is independent of D(X). Unfortunately R(X) will also equal Rok(X) in those cases
where E(X) is an exact non-zero multiple of G(X), in which case there are “undetectable”
errors. In all other cases, R(X) will not equal Rok(X); such DLPDUs are erroneous and shall
be discarded without further analysis. 

NOTE 2 As a typical implementation, the initial remainder of the division is preset to all ones. The received bit
stream is multiplied by Xn-k and divided (modulo 2) by the generator polynomial G(X), specified in equation (7).

5.3 PhIDU structure and encoding

Each PhIDU consists of Ph-interface-control-information (PhICI) and in some cases one octet
of Ph-interface-data. When the DLE transmits a DLPDU, it computes a DLPDU check
sequence for the DLPDU as specified in 5.2.5, concatenates the DLPDU and DLPDU check
sequence, and transmits the concatenated pair as a sequence of PhIDUs as follows:

a) The DLE issues a single Ph-DATA request primitive with PhICI specifying start-of-activity,
and awaits the consequent Ph-DATA confirm primitive. 
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