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Foreword

The text of document 65C/764/FDIS, future edition 3 of IEC 61158-6-10, prepared by SC 65C
"Industrial networks" of IEC/TC 65 "Industrial-process measurement, control and automation" was
submitted to the IEC-CENELEC parallel vote and approved by CENELEC as EN 61158-6-10:2014.
The following dates are fixed:
e latest date by which the document has to be implemented at (dop) 2015-06-23

national level by publication of an identical national

standard or by endorsement

e latest date by which the national standards conflicting with (dow) 2017-09-23
the document have to be withdrawn

This document supersedes EN 61158-6-10:2012.

Attention is drawn to the possibility that some of the elements of this document may be the subject of
patent rights. CENELEC [and/or CEN] shall not be held responsible for identifying any or all such
patent rights.

This document has been prepared under a mandate given to CENELEC by the European Commission
and the European Free Trade Association.

Endorsement notice

The text of the International Standard IEC 61158-6-10:2014 was approved by CENELEC as a
European Standard without any modification.

In the official version, for Bibliography, the following notes have to be added for the standards indicated:

IEC 61784-1 NOTE Harmonized as EN 61784-1.
IEC 61784-2 NOTE Harmonized as EN 61784-2.
IEC 61784-3-3 NOTE Harmonized as EN 61784-3-3.
IEC 60793-2-30 NOTE Harmonized as EN 60793-2-30.
IEC 60793-2-40 NOTE Harmonized as EN 60793-2-40.
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Annex ZA
(normative)

Normative references to international publications
with their corresponding European publications

The following documents, in whole or in part, are normatively referenced in this document and are
indispensable for its application. For dated references, only the edition cited applies. For undated
references, the latest edition of the referenced document (including any amendments) applies.

NOTE 1 When an International Publication has been modified by common modifications, indicated by (mod),
the relevant EN/HD applies.

NOTE 2  Up-to-date information on the latest versions of the European Standards listed in this annex is
available here: www.cenelec.eu.

Publication Year Title EN/HD Year

IEC 61158-1 2014  Industrial communication networks - EN 61158-1 2014
Fieldbus specifications -
Part 1: Overview and guidance for the
IEC 61158 and IEC 61784 series

IEC 61158-2 2014  Industrial communication networks - EN 61158-2 2014
Fieldbus specifications -
Part 2: Physical layer specification and
service definition

IEC 61158-5-10 2014  Industrial communication networks - EN 61158-5-10 2014
Fieldbus specifications -
Part 5-10: Application layer service
definition - Type 10 elements

IEC 61158-6-3 2014  Industrial communication networks - EN 61158-6-3 2014
Fieldbus specifications -
Part 6-3: Application layer protocol
specification - Type 3 elements

IEC 61588 - Precision clock synchronization protocol for - -
networked measurement and control
systems

IEC 62439-2 - Industrial communication networks - High EN 62439-2 -

availability automation networks -
Part 2: Media Redundancy Protocol (MRP)

ISO/IEC 646 1991  Information technology - ISO 7-bit coded - -
character set for information interchange

ISO/IEC 7498-1 - Information technology - Open Systems - -
Interconnection - Basic Reference Model:
The Basic Model

ISO/IEC 8822 - Information technology - Open Systems - -
Interconnection - Presentation service
definition

Documents

Document Sharing Hub

Full document details: BS EN 61158-6-10:2014


http://www.cenelec.eu/advsearch.html
http://www.avadocuments.com/doc/bs-en-61158-6-10-2014
http://www.avadocuments.com/doc/bs-en-61158-6-10-2014

BS EN 61158-6-10:2014

EN 61158-6-10:2014

Publication
ISO/IEC 8824-1

ISO/IEC 9545

ISO/IEC 10731

ISO 8601

IEEE 754
IEEE 802

IEEE 802.1AB

IEEE 802.1AS

IEEE 802.1D

IEEE 802.1Q

IEEE 802.3

IEEE 802.11

2005
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Title

Information technology - Abstract Syntax
Notation One (ASN.1): Specification of
basic notation

Information technology - Open Systems
Interconnection - Application layer structure

Information technology - Open Systems
Interconnection - Basic Reference Model -
Conventions for the definition of OSI
services

Data elements and interchange formats -

Information interchange - Representation of

dates and times

IEEE Standard for Floating-Point Arithmetic

IEEE Standard for Local and Metropolitan
Area Networks: Overview and Architecture

IEEE Standard for Local and metropolitan
area networks - Station and Media Access
Control Connectivity Discovery

IEEE Standard for Local and Metropolitan
Area Networks - Timing and
Synchronization for Time-Sensitive
Applications in Bridged Local Area
Networks

IEEE Standard for local and metropolitan
area networks - Media Access Control
(MAC) Bridges

IEEE Standard for Local and metropolitan
area networks - Media Access Control
(MAC) Bridges and Virtual Bridged Local
Area Networks

IEEE Standard for Information technology -
Telecommunications and information
exchange between systems - Local and
metropolitan area networks - Specific
requirements -

Part 3: Carrier Sense Multiple Access with
Collision Detection (CSMA/CD) Access
Method and Physical Layer Specifications

IEEE Standard for Information technology -
Telecommunications and information
exchange between systems - Local and
metropolitan area networks - Specific
requirements -

Part 11: Wireless LAN Medium Access
Control (MAC) and Physical Layer (PHY)
Specifications
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IETF RFC 768
IETF RFC 791
IETF RFC 792
IETF RFC 826

IETF RFC 1034
IETF RFC 1213

IETF RFC 2131
IETF RFC 2132

IETF RFC 2236
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IETF RFC 2474

IETF RFC 2674

IETF RFC 2863
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Year
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Title

IEEE Standard for Information technology -
Telecommunications and information
exchange between systems - Local and
metropolitan area networks - Specific
requirements -

Part 15.1: Wireless medium access control
(MAC) and physical layer (PHY)
specifications for wireless personal area
networks (WPANSs)

User Datagram Protocol
Internet Protocol
Internet Control Message Protocol

Ethernet Address Resolution Protocol: Or
Converting Network Protocol Addresses to
48.bit Ethernet Address for Transmission
on Ethernet Hardware

Domain names - concepts and facilities

Management Information Base for Network
Management of TCP/IP-based Internets:
MIB-II

Dynamic Host Configuration Protocol

DHCP Options and BOOTP Vendor
Extensions

Internet Group Management Protocol,
Version 2

Administratively Scoped IP Multicast

Definition of the Differentiated Services
Field (DS Field) in the IPv4 and IPv6
Headers

Definitions of Managed Objects for Bridges
with Traffic Classes, Multicast Filtering and
Virtual LAN Extensions

The Interfaces Group MIB

Management Information Base (MIB) for
the Simple Network Management Protocol
(SNMP)

Power Ethernet MIB

Node-specific Client Identifiers for Dynamic
Host Configuration Protocol Version Four
(DHCPv4)

Definitions of Managed Objects for Bridges
with Traffic Classes, Multicast Filtering, and
Virtual LAN Extensions

Definitions of Managed Obijects for
IEEE 802.3 Medium Attachment Units
(MAUSs)

Special Use IPv4 Addresses
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INTRODUCTION

This part of IEC 61158 is one of a series produced to facilitate the interconnection of
automation system components. It is related to other standards in the set as defined by the
“three-layer” fieldbus reference model described in IEC 61158-1.

The application protocol provides the application service by making use of the services
available from the data-link or other immediately lower layer. The primary aim of this standard
is to provide a set of rules for communication expressed in terms of the procedures to be
carried out by peer application entities (AEs) at the time of communication. These rules for
communication are intended to provide a sound basis for development in order to serve a
variety of purposes:

— as a guide for implementors and designers;
— for use in the testing and procurement of equipment;
— as part of an agreement for the admittance of systems into the open systems environment;

— as arefinement to the understanding of time-critical communications within OSI.

This standard is concerned, in particular, with the communication and interworking of sensors,
effectors and other automation devices. By using this standard together with other standards
positioned within the OSI or fieldbus reference models, otherwise incompatible systems may
work together in any combination.

NOTE Attention is drawn to the fact that use of the associated protocol type(s) is restricted by its (their)
intellectual-property-right holder(s). In all cases, the commitment to limited release of intellectual-property-rights
made by the holder(s) of those rights permits a particular data-link layer protocol type to be used with physical
layer and application layer protocols in type combinations as specified explicitly in the IEC 61784 series. Use of the
protocol type(s) in other combinations may require permission of their respective intellectual-property-right
holder(s).

The International Electrotechnical Commission (IEC) draws attention to the fact that it is
claimed that compliance with this document may involve the use of a patent concerning Type
10 elements and possibly other types given in this standard as follows:

The following patent rights for Type 10 have been announced by [SI]:

WO publication Title (WO)

WO 02/043336 System and method for parallel transfer of real-time critical and non-real-time critical data
via switchable data networks, particularly Ethernet

EP 1388238

WO 02/076033 Synchronous clocked communication system with decentralized input/output modules and
methods for integrating decentralized input/output modules in such a system

EP 1368935

WO 03/028258 Method for synchronizing nodes of a communication system

EP 1430628

WO 03/028259 Communications system and method for synchronizing a communications cycle

EP 1430627

WO 04/030284 Method for permanent redundant transmission of data telegrams in communication
systems

EP 1540895

EP 1558002 Method for assigning an IP address to a devic

EP 1318630 Matrices for controlling the device specific data transfer rates on a field bus

IEC takes no position concerning the evidence, validity and scope of these patent rights.

The holders of these patent rights have assured the IEC that they are willing to negotiate
licences either free of charge or under reasonable and non-discriminatory germ n
8&uiients
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conditions with applicants throughout the world. In this respect, the statement of the holders
of these patent rights is registered with IEC. Information may be obtained from:

[SI]: Siemens AG
CT IP L&T
Otto-Hahn-Ring 6
D-81739 Munich
Germany

Attention is drawn to the possibility that some of the elements of this document may be the
subject of patent rights other than those identified above. IEC shall not be held responsible for
identifying any or all such patent rights.

ISO (www.iso.org/patents) and IEC (http://patents.iec.ch) maintain on-line data bases of
patents relevant to their standards. Users are encouraged to consult the data bases for the
most up to date information concerning patents.
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INDUSTRIAL COMMUNICATION NETWORKS -
FIELDBUS SPECIFICATIONS -

Part 6-10: Application layer protocol specification —
Type 10 elements

1 Scope

1.1 General

The Fieldbus Application Layer (FAL) provides user programs with a means to access the
fieldbus communication environment. In this respect, the FAL can be viewed as a “window
between corresponding application programs.”

This standard provides common elements for basic time-critical and non-time-critical
messaging communications between application programs in an automation environment and
material specific to Type 10 fieldbus. The term *“time-critical” is used to represent the
presence of a time-window, within which one or more specified actions are required to be
completed with some defined level of certainty. Failure to complete specified actions within
the time window risks failure of the applications requesting the actions, with attendant risk to
equipment, plant and possibly human life.

This standard defines in an abstract way the externally visible behavior provided by the
Type 10 fieldbus application layer in terms of

a) the abstract syntax defining the application layer protocol data units conveyed between
communicating application entities,

b) the transfer syntax defining the application layer protocol data units conveyed between
communicating application entities,

c) the application context state machine defining the application service behavior visible
between communicating application entities, and

d) the application relationship state machines defining the communication behavior visible
between communicating application entities.

The purpose of this standard is to define the protocol provided to

a) define the wire-representation of the service primitives defined in IEC 61158-5-10 and
b) define the externally visible behavior associated with their transfer.

This standard specifies the protocol of the Type 10 fieldbus application layer, in conformance
with the OSI Basic Reference Model (ISO/IEC 7498-1) and the OSI Application Layer
Structure (ISO/IEC 9545).

1.2 Specifications

The principal objective of this standard is to specify the syntax and behavior of the application
layer protocol that conveys the application layer services defined in IEC 61158-5-10.

A secondary objective is to provide migration paths from previously-existing industrial
communications protocols. It is this latter objective which gives rise to the diversity of
protocols standardized in IEC 61158-6.
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1.3 Conformance

This standard does not specify individual implementations or products, nor does it constrain
the implementations of application layer entities within industrial automation systems.
Conformance is achieved through implementation of this application layer protocol
specification.

2 Normative references

The following documents, in whole or in part, are normatively referenced in this document and
are indispensable for its application. For dated references, only the edition cited applies. For
undated references, the Ilatest edition of the referenced document (including any
amendments) applies.

NOTE All parts of the IEC 61158 series, as well as IEC 61784-1 and IEC 61784-2 are maintained simultaneously.
Cross-references to these documents within the text therefore refer to the editions as dated in this list of normative
references.

IEC 61158-1:2014, Industrial communication networks — Fieldbus specifications — Part 1:
Overview and guidance for the IEC 61158 and IEC 61784 series

IEC 61158-2:2014, Industrial communication networks — Fieldbus specifications — Part 2:
Physical layer specification and service definition

IEC 61158-5-10:2014, Industrial communication networks - Fieldbus specifications -
Application layer service definition — Type 10 elements

IEC 61158-6-3:2014, Industrial communication networks — Fieldbus specifications — Part 6-3:
Application layer protocol specification — Type 3 elements

IEC 61588, Precision clock synchronization protocol for networked measurement and control
systems

IEC 62439-2, Industrial communication networks — High availability automation networks —
Part 2: Media Redundancy Protocol (MRP)

ISO/IEC 646:1991, Information technology — ISO 7-bit coded character set for information
interchange

ISO/IEC 7498-1, Information technology — Open Systems Interconnection — Basic Reference
Model: The Basic Model

ISO/IEC 8822, Information technology — Open Systems Interconnection — Presentation
service definition

ISO/IEC 8824-1, Information technology — Abstract Syntax Notation One (ASN.1):
Specification of basic notation

ISO/IEC 9545, Information technology — Open Systems Interconnection — Application Layer
structure

ISO/IEC 10731, Information technology — Open Systems Interconnection — Basic Reference
Model — Conventions for the definition of OSI services

ISO 8601, Data elements and interchange formats — Information interchange —
Representation of dates and times
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IEEE 754, IEEE Standard for Floating-Point Arithmetic, available at <http://www.ieee.org>

IEEE 802, I|EEE Standard for Local and metropolitan area networks: Overview and
Architecture, available at <http://www.ieee.org>

IEEE 802.1AB-2005, /EEE Standard for Local and metropolitan area networks: Station and
Media Access Control Connectivity Discovery, available at <http://www.ieee.org>

IEEE 802.1AS, [EEE Standard for Information technology — Telecommunications and
information exchange between systems — |IEEE standard for Local and metropolitan area
networks — Timing and Synchronization for Time-Sensitive Applications in Bridged Local Area
Networks, available at <http://www.ieee.org>

IEEE 802.1D, |/EEE Standard for Local and metropolitan area networks — Media access
control (MAC) Bridges, available at <http://www.ieee.org>

IEEE 802.1Q, [EEE Standard for Local and metropolitan area networks — Media Access
Control (MAC) Bridges and Virtual Bridged Local Area Networks, available at
<http://www.ieee.org>

IEEE 802.3, IEEE Standard for Information technology — Telecommunications and information
exchange between systems — Local and metropolitan area networks — Specific requirements —
Part 3: Carrier sense multiple access with Collision Detection (CSMA/CD) Access Method and
Physical Layer Specifications, available at <http://www.ieee.org>

IEEE 802.11, [|EEE Standard for Information technology - Telecommunications and
information exchange between systems — Local and metropolitan area networks — Specific
requirements — Part 11: Wireless LAN Medium Access Control (MAC) and Physical Layer
(PHY) Specifications, available at <http://www.ieee.org>

IEEE 802.15.1-2005, IEEE Standard for Information technology — Telecommunications and
information exchange between systems — Local and metropolitan area networks — Specific
requirements — Part 15.1: Wireless medium access control (MAC) and physical layer (PHY)
specifications  for  wireless personal area networks (WPANs), available at
<http://www.ieee.org>

IETF RFC 768, User Datagram Protocol, available at <http://www.ietf.org>
IETF RFC 791, Internet Protocol, available at <http://www.ietf.org>
IETF RFC 792, Internet Control Message Protocol, available at <http://www.ietf.org>

IETF RFC 826, An Ethernet Address Resolution Protocol or Converting Network Protocol
Addresses to 48.bit Ethernet Address for Transmission on Ethernet Hardware, available at
<http://www.ietf.org>

IETF RFC 1034, Domain names — concepts and facilities, available at <http://www.ietf.org>

IETF RFC 1213, Management Information Base for Network Management of TCP/IP-based
internets: MIB-Il, available at <http://www.ietf.org>

IETF RFC 2131, Dynamic Host Configuration Protocol, available at <http://www.ietf.org>

IETF RFC 2132, DHCP Options and BOOTP Vendor Extensions, available at
<http://www.ietf.org>
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IETF RFC 2236, Internet Group Management Protocol, Version 2, available at
<http://www.ietf.org>

IETF RFC 2365, Administratively Scoped IP Multicast, available at <http://www.ietf.org>

IETF RFC 2474, Definition of the Differentiated Services Field (DS Field) in the IPv4 and IPv6
Headers, available at <http://www.ietf.org>

IETF RFC 2674, Definitions of Managed Objects for Bridges with Traffic
Classes, Multicast Filtering and Virtual LAN Extensions, available at <http://www.ietf.org>

IETF RFC 2863, The Interfaces Group MIB, available at <http://www.ietf.org>

IETF RFC 3418, Management Information Base (MIB) for the Simple Network Management
Protocol (SNMP), available at <http://www.ietf.org>

IETF RFC 3621, Power Ethernet MIB, available at <http://www.ietf.org>

IETF RFC 4361, Node-specific Client Identifiers for Dynamic Host Configuration Protocol
Version Four (DHCPv4), available at <http://www.ietf.org>

IETF RFC 4363, Definitions of Managed Objects for Bridges with Traffic Classes, Multicast
Filtering, and Virtual LAN Extensions, available at <http://www.ietf.org>

IETF RFC 4836, Definitions of Managed Objects for IEEE 802.3 Medium Attachment Units
(MAUSs), available at <http://www.ietf.org>

IETF RFC 5735, Special-Use IPv4 Addresses, available at <http://www.ietf.org>

IETF RFC 5890, Internationalized Domain Names for Applications (IDNA): Definitions and
Document Framework, available at <http://www.ietf.org>

The Open Group — Publication C706, Technical standard DCE1.1: Remote Procedure Call,
available at <http://www.opengroup.org/onlinepubs/9629399/toc.htm>

3 Terms, definitions, abbreviations, symbols and conventions

For the purposes of this document, the following terms, definitions, symbols, abbreviations
and conventions apply:

3.1 Referenced terms and definitions
3.1.1 ISO/IEC 7498-1 terms

For the purposes of this document, the following terms as defined in ISO/IEC 7498-1 apply:

W)

application entity

(=)

application process

Q O

)

)

) application protocol data unit
) application service element

)

)

application entity invocation

—h

) application process invocation
g) application transaction

h) real open system Documents

Document Sharing Hub

Full document details: BS EN 61158-6-10:2014


http://www.ietf.org/
http://www.ietf.org/
http://www.ietf.org/
http://www.ietf.org/
http://www.ietf.org/
http://www.ietf.org/
http://www.ietf.org/
http://www.ietf.org/
http://www.ietf.org/
http://www.ietf.org/
http://www.ietf.org/
http://www.ietf.org/
http://www.opengroup.org/onlinepubs/9629399/toc.htm
http://www.avadocuments.com/doc/bs-en-61158-6-10-2014
http://www.avadocuments.com/doc/bs-en-61158-6-10-2014

BS EN 61158-6-10:2014

IEC 61158-6-10:2014 © IEC 2014 - 37 -

i) transfer syntax

3.1.2 ISO/IEC 8822 terms

For the purposes of this document, the following terms as defined in ISO/IEC 8822 apply:

a) abstract syntax
b) presentation context

3.1.3 ISOJ/IEC 8824-1 terms

For the purposes of this document, the following terms as defined in ISO/IEC 8824 apply:
a) object identifier

b) type

314 ISO/IEC 9545 terms

For the purposes of this document, the following terms as defined in ISO/IEC 9545 apply:

V)

application-association

(=)

application-context

o O

application-entity-invocation

D

)
)
) application context name
)
) application-entity-type

f) application-process-invocation
g) application-process-type
h) application-service-element

i) application control service element
3.2 Additional terms and definitions for decentralized periphery

3.2.1
alarm
activation of an event that shows a critical state

3.2.2
alarm ack
acknowledgment of an event that shows a critical state

3.2.3
alarm data object
object(s) which represent critical states referenced by device/API/slot/subslot/alarm type

3.24

allocate

take a resource from a common area and assign that resource for the exclusive use of a
specific entity

3.2.5
application
function or data structure for which data is consumed or produced

3.2.6
application layer interoperability
capability of application entities to perform coordinated and cooperative operations using the

services of the FAL Documents
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3.2.7

application objects

multiple object classes that manage and provide a run time exchange of PDUs across the
network and within the network device

3.2.8

application process

part of a distributed application on a network, which is located on one device and
unambiguously addressed

3.2.9
application process identifier
distinguishes multiple application processes used in a device

3.2.10

application process object

component of an application process that is identifiable and accessible through an FAL
application relationship

Note 1 to entry: Application process object definitions are composed of a set of values for the attributes of their
class (see the definition for Application Process Object Class Definition). Application process object definitions
may be accessed remotely using the services of the FAL Object Management ASE. FAL Object Management
services can be used to load or update object definitions, to read object definitions and to dynamically create and
delete application objects and their corresponding definitions.

3.2.11

application process object class

class of application process objects defined in terms of the set of their network-accessible
attributes and services

3.2.12

application relationship

cooperative association between two or more application-entity-invocations for the purpose of
exchange of information and coordination of their joint operation. This relationship is activated
either by the exchange of application-protocol-data-units or as a result of preconfiguration
activities

3.2.13

application relationship application service element

application-service-element that provides the exclusive means for establishing and
terminating all application relationships

3.2.14

application relationship endpoint

context and behavior of an application relationship as seen and maintained by one of the
application processes involved in the application relationship

Note 1 to entry: Each application process involved in the application relationship maintains its own application
relationship endpoint.

3.2.15
attribute
description of an externally visible characteristic or feature of an object

Note 1 to entry: The attributes of an object contain information about variable portions of an object. Typically, they
provide status information or govern the operation of an object. Attributes may also affect the behavior of an
object. Attributes are divided into class attributes and instance attributes.

3.2.16
backup
status of the IO AR, which indicates that it, is in the standby state Documents
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3.2.17
behavior
indication of how an object responds to particular events

3.2.18

channel

representation of a single physical or logical link of an input or output application object of a
server to the process in order to support addressing of diagnosis information

Note 1 to entry: The channel typically represents a single connector or clamp as a real interface of a module or
submodule. This reference is used to identify points of failure within diagnosis PDUs.

3.2.19

channel diagnosis

information concerning a specific element of an input or output application object, provided for
maintenance purposes

EXAMPLE line break

3.2.20
class
set of objects, all of which represent the same kind of system component

Note 1 to entry: A class is a generalization of an object; a template for defining variables and methods. All objects
in a class are identical in form and behavior, but usually contain different data in their attributes.

3.2.21
class attributes
attribute that is shared by all objects within the same class

3.2.22
class code
unique identifier assigned to each object class

3.2.23

class specific service

service defined by a particular object class to perform a required function which is not
performed by a common service

Note 1 to entry: A class specific object is unique to the object class which defines it.

3.2.24
clear
status of the IO controller, which indicates that the control algorithm is currently not running

3.2.25
client

a) object which uses the services of another (server) object to perform a task

b) initiator of a PDU to which a server reacts

3.2.26

common profile

collection of device independent information and functionality providing consistency between
all devices

3.2.27
communication data object
object(s) which are parameter of communication relationships and referenced by device/ slot/

subslot/ index Documents
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3.2.28

configuration check

comparison of the expected 10-Data object structuring of the client with the real 10-Data
object structuring to the server in the start-up phase

3.2.29

configuration fault

unacceptable difference between the expected |0-Data object structuring and the real |O-
Data object structuring, as detected by the server

3.2.30
configuration identifier
representation of a portion of 10 Data of a single input- and/or output-module of a server

3.2.31
consume
act of receiving data from a provider

3.2.32
consumer
node or sink receiving data from a provider

3.2.33

context management

network-accessible information (communication objects) that supports managing the operation
of the fieldbus system, including the application layer

Note 1 to entry: Managing includes functions such as controlling, monitoring and diagnosing.

3.2.34
conveyance path
unidirectional flow of APDUs across an application relationship

3.2.35
cyclic
repetitive in a regular manner

3.2.36

data consistency

means for coherent transmission and access of the input- or output-data object between and
within client and server

3.2.37
device
physical hardware connected to the link

Note 1 to entry: A device may contain more than one node.

3.2.38
device ID
vendor assigned device type identification

3.2.39

device profile

collection of device dependent information and functionality providing consistency between
similar devices of the same device type
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3.2.40
diagnosis data object
object(s) which contains diagnosis information referenced by device/APl/slot/subslot/index

3.2.41
diagnosis information
all data available at the server for maintenance purposes

3.2.42

dynamic reconfiguration

change of IO data objects without interruption of an established application relationship and
continuous updating of non-changed 10 data objects

3.2.43
endpoint
one of the communicating entities involved in a connection

3.2.44

engineering

abstract term that characterizes the client application or device responsible for configuring an
automation system

3.2.45

error

discrepancy between a computed, observed or measured value or condition and the specified
or theoretically correct value or condition

3.2.46
error class
general grouping for related error definitions and corresponding error codes

3.2.47
error code
identification of a specific type of error within an error class

3.2.48
event
instance of a change of conditions

3.2.49

extended channel diagnosis

information concerning a specific element of a specific application object, provided for
maintenance purposes

EXAMPLE Link Fail

3.2.50
frame
unit of data transfer on a link

3.2.51

identification data object

object(s) that contain information about device, module and submodule manufacturer and type
referenced by device/API/slot/subslot/index

3.2.52
implicit AR endpoint
AR endpoint that is defined locally within a device without use of the create serviceDocuments
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3.2.53
inbound
input communication relation from 10 device to 10 controller

3.2.54
index
address of a record data object within an application process

3.2.55

instance

the actual physical occurrence of an object within a class that identifies one of many objects
within the same object class

3.2.56
instance attributes
attribute that is unique to an object instance and not shared by the object class

3.2.57
instantiated
object that has been created in a device

3.2.58
invocation
act of using a service or other resource of an application process

Note 1 to entry: Each invocation represents a separate thread of control that may be described by its context. Once
the service completes, or use of the resource is released, the invocation ceases to exist. For service invocations, a
service that has been initiated but not yet completed is referred to as an outstanding service invocation. Also for
service invocations, an Invoke ID may be used to unambiguously identify the service invocation and differentiate it
from other outstanding service invocations.

3.2.59
10 controller
controlling device, which acts as client for several 10 devices (field devices)

Note 1 to entry: This is usually a programable controller or a distributed control system.

3.2.60

10 data object

object designated to be transferred cyclically for the purpose of processing and referenced by
device/APl/slot/subslot

3.2.61
10 device
field device which acts as server for IO operation

3.2.62
10 parameter server
server for application parameter of IO devices (client)

Note 1 to entry: This is usually a device to backup parameter data and to log online changes of device parameter.

3.2.63
10 subsystem
subsystem composed of one IO controller and all its associated 10 devices

3.2.64
10 supervisor
engineering device which manages commissioning and diagnosis of an 10 system
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3.2.65
10 system
system composed of all its IO subsystems

Note 1 to entry: As an example a Programable Logic Controller with more than one 10 controller (network interface)
controls one 10 system composed of an 10 subsystems for each |0 controller.

3.2.66
Isochronous mode
IO system operating tightly synchronized with a jitter of less than 1 ps

3.2.67
member
piece of an attribute that is structured as an element of an array

3.2.68
message
synonym for frame

3.2.69

method

synonym for an operational service which is provided by the server ASE and invoked by a
client

3.2.70
module
hardware or logical component of a physical device

3.2.71

network

set of nodes connected by some type of communication medium, including any intervening
repeaters, bridges, routers and lower-layer gateways

3.2.72

object

abstract representation of a particular component within a device, usually a collection of
related data (in the form of variables) and methods (procedures) for operating on that data
that have clearly defined interface and behavior

3.2.73
object specific service
service unique to the object class which defines it

3.2.74
operate
status of the 10 controller that indicates that the control algorithm is currently running

3.2.75
outbound
output communication relation from an 10 controller to an 10 device

3.2.76
packet
frame

3.2.77
peer
role of an AR endpoint in which it is capable of acting as both client and server Documents
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3.2.78
physical device
automation or other network device

3.2.79
point-to-point connection
connection that exists between exactly two application objects

3.2.80
primary
status of the 10 AR that indicates that it is in the operating state

Note 1 to entry: Besides a primary 10 AR a backup 10 AR may exist. In example used for redundancy and dynamic
reconfiguration of 10 data.

3.2.81
provider
node or source sending data to one or many consumer

3.2.82
PTCP subdomain
certain amount of DTEs with synchronized clocks

3.2.83

qualified channel diagnosis

information concerning a specific element of a specific application object, provided for
maintenance purposes with a parameterized severity

EXAMPLE Overload

3.2.84

record data object

object(s) which are already pre-processed and transferred acyclically for the purpose of
information or further processing and referenced by device/API/slot/subslot/index

3.2.85
resource
processing or information capability

3.2.86
run
status of the 10 controller which indicates that the control algorithm is currently operating

3.2.87
server

a) role of an AREP in which it returns a confirmed service response APDU to the client that
initiated the request

b) object which provides services to another (client) object

3.2.88

service

operation or function than an object and/or object class performs upon request from another
object and/or object class

3.2.89
slot
address of a structural unit within an 10 device
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Note 1 to entry: Within a modular device, a slot typically addresses a physical module. Within compact devices, a
slot typically addresses a logical function or virtual module.

3.2.90
stop
status of the 10 controller which indicates that the control algorithm is currently not running

3.2.91
submodule
hardware or logical component of a module

3.2.92
subslot
address of a structural unit within a slot

Note 1 to entry: A subslot may address a physical interface for submodules within a module. Generally, a subslot is
a second level to structure data within a device.

3.2.93
vendor ID
central administrative number used as manufacturer identification

3.3 Abbreviations and symbols

3.31 Abbreviations and symbols for media redundancy

MRC Media Redundancy Client

MRM Media Redundancy Manager

MRP Media Redundancy Protocol

MRPD Media Redundancy with Planned Duplication of frames

NOTE The Media Redundancy with Planned Duplication of frames is done by the sender using different paths for
the adjunctive frames.

3.3.2 Abbreviations and symbols for decentralized periphery

AE Application Entity

AL Application Layer

ALME Application Layer Management Entity
ALP Application Layer Protocol

ALPMI Alarm Protocol Machine Initiator
ALPMR Alarm Protocol Machine Responder

AP Application Process

APDU Application Protocol Data Unit

API Application Process ldentifier

APM Acyclic Protocol Machine

APMR Acyclic Protocol Machine Receiver
APMS Acyclic Protocol Machine Sender

APO Application Object

AR Application Relationship

AREP Application Relationship End Point

ARP Address Resolution Protocol

ARPM Address Resolution Protocol Machine
ASCII American Standard Code for Information Interchange
ASE Application Service Element

BLOB Binary Large OBject

BMA Best-Master-Algorithm Protocol Machine
BMC Best Master Clock

CLRPC Connectionless Remote Procedure Call
CL-RPC Connectionless Remote Procedure Call
CM Context Management

CMCTL Context Management Protocol Machine ControBbcuments
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CMDEV Context Management Protocol Machine Device

CMDEV_DA Context Management Device Access Protocol Machine
Device

CMDMC Discovery Multicast Communication Protocol Machine

CMINA Context Management IP and Name Assignment Protocol
Machine

CMIO Context Management Input Output Protocol Machine
Device

CMPBE Context Management Prm Begin End Protocol Machine
Device

CMRDR Context Management Read Record Responder Protocol
Machine Device

CMRPC Context Management RPC Device Protocol Machine

CMSM Context Management Surveillance Protocol Machine
Device

CMSU Context Management Startup Protocol Machine Device

CMWRR Context Management Write Record Responder Protocol
Machine Device

CPM Consumer protocol machine for cyclic transmitted data

CR Communication Relationship

CREP Communication Relationship End Point

CT Cut Through switching

CTLDINA Context Management Discovery, IP and Name Assignment

CTLIO Context Management Input Output Protocol Machine
Controller

CTLPBE Context Management Prm Begin End Protocol Machine
Controller

CTLRDI Context Management Read Record Initiator Protocol
Machine Controller

CTLRDR Context Management Read Record Responder Protocol
Machine Controller

CTLRPC Context Management RPC Protocol Machine Controller

CTLSM Context Management Surveillance Protocol Machine
Controller

CTLSU Context Management Startup Protocol Machine Controller

CTLWRI Context Management Write Record Initiator Protocol
Machine Controller

CTLWRR Context Management Write Record Responder Protocol
Machine Controller

DCE OSF Distributed Computing Environment

DCP Discovery and basic Configuration Protocol

DCPHMCS DCP Hello Multicast Sender Protocol Machine

DCPHMRC DCP Hello Multicast Receiver Protocol Machine

DCPMCR DCP Multicast Receiver Protocol Machine

DCPMCS DCP Multicast Sender Protocol Machine

DCPUCR DCP Unicast Receiver Protocol Machine

DCPUCS DCP Unicast Sender Protocol Machine

DEFRAG Defragmentation Protocol Machine

DELAY_REQ Line Delay Request Protocol Machine

DELAY_RSP Line Delay Response Protocol Machine

DEMUX Network Access Receiver

DFP Dynamic Frame Packing

DFP_RELAY DFP Protocol Machine

DFP_RELAY_IN_STORAGE
DFP_RELAY_INBOUND
DFP_RELAY_OUTBOUND

DFP Inbound Storage Protocol Machine
DFP Inbound Protocol Machine
DFP Outbound Protocol Machine

DHCP Dynamic Host Configuration Protocol

DIM Device Interface Module

DLC Data Link Connection

DLL Data Link Layer

DLPDU Data Link-Protocol Data Unit

DLSDU Data Link-service-data-unit Documents
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