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Foreword 

The text of document 56/1096/FDIS, future edition 2 of IEC 61165, prepared by IEC TC 56, 
Dependability, was submitted to the IEC-CENELEC parallel vote and was approved by CENELEC as 
EN 61165 on 2006-07-01. 

The following dates were fixed: 

– latest date by which the EN has to be implemented 
 at national level by publication of an identical 
 national standard or by endorsement 

 
 
(dop) 

 
 
2007-04-01 

– latest date by which the national standards conflicting 
 with the EN have to be withdrawn  

 
(dow) 

 
2009-07-01 

Annex ZA has been added by CENELEC. 

__________ 

Endorsement notice 

The text of the International Standard IEC 61165:2006 was approved by CENELEC as a European 
Standard without any modification. 

__________ 
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INTRODUCTION 

Several distinct analytical methods for reliability, availability, maintainability and safety 
analysis are available of which the Markov technique is one. IEC 60300-3-1 gives an overview 
of available methods and their general characteristics. 

This standard defines the basic terminology and symbols for the application of Markov 
techniques. It describes ground rules for the development, representation and application of 
Markov techniques as well as assumptions and limitations of this approach.  
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APPLICATION OF MARKOV TECHNIQUES 
 
 
 

1 Scope 

This International Standard provides guidance on the application of Markov techniques to 
model and analyze a system and estimate reliability, availability, maintainability and safety 
measures. 

This standard is applicable to all industries where systems, which exhibit state-dependent 
behaviour, have to be analyzed. The Markov techniques covered by this standard assume 
constant time-independent state transition rates. Such techniques are often called 
homogeneous Markov techniques. 

2 Normative references 

The following referenced documents are indispensable for the application of this document. 
For dated references, only the edition cited applies. For undated references, the latest edition 
of the referenced document (including any amendments) applies. 

IEC 60050(191):1990, International Electrotechnical Vocabulary (IEV) – Chapter 191: 
Dependability and quality of service 

IEC 60300-3-1: Dependability management – Part 3-1: Application guide – Analysis techniques 
for dependability: Guide on methodology 

IEC 61508-4:1998, Functional safety of electrical/electronic/programmable electronic safety-
related systems – Part 4: Definitions and abbreviations 

3 Terms and definitions 

For the purposes of this document, the terms and definitions given in IEC 60050(191):1990 
and the following apply.  

NOTE To facilitate the application of this standard for safety evaluations, the terminology from IEC 61508 is used 
where appropriate. 

3.1  
system 
set of interrelated or interacting elements 

[ISO 9000, 3.2.1] 

NOTE 1 In the context of dependability, a system will have a defined purpose expressed in terms of intended 
functions, stated conditions of operation/use, and defined boundaries. 

NOTE 2 The structure of a system may be hierarchical. 

3.2  
element 
component or set of components, which function as a single entity 

NOTE An element can usually assume only two states: up or down (see 3.4 and 3.5). For convenience the term 
element state will be used to denote the state of an element. 
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3.3  
system state  
X(t) 
particular combination of element states 

NOTE X(t) is the state of the system at time t. There are other factors that may have an effect on the system state 
(e. g. mode of operation). 

3.4  
up state 
system (or element) state in which the system (or element) is capable of performing the 
required function 

NOTE A system can have several distinguishable up states (e.g. fully operational states and degraded states). 

3.5  
down state 
system (or element) state in which the system (or element) is not capable of performing the 
required function 

NOTE A system can have several distinguishable down states.  

3.6  
hazard  
potential source of physical injury or damage to the health of people or property 

[IEC 61508-4, 3.1.2, modified] 

3.7  
dangerous failure  
failure which has the potential to put the safety-related system in a hazardous state or fail-to-
function state 

[IEC 61508-4, 3.6.7, modified] 

NOTE 1 Whether or not the potential is realised may depend on the architecture of the system.  

NOTE 2 The term unsafe failure or hazardous failure is also commonly used in this context. 

3.8  
safe failure  
failure which does not have the potential to put the safety-related system in a hazardous state 
or fail-to-function state 

[IEC 61508, modified] 

3.9  
transition 
change from one state to another state  

NOTE Transition takes place usually as a result of failure or restoration. A transition may also be caused by other 
events such as human errors, external events, reconfiguration of software, etc. 

3.10  
transition probability  
Pij(t) 
conditional probability of transition from state i to state j in a given time interval (s, s+t) given 
that the system is in state i at the beginning of the time interval 

NOTE 1 Formally Pij(s, s+t) = P(X(s+t) = j | X(s) = i). When the Markov process is time-homogeneous, then Pij(s, 
s+t) does not depend on s and is designated as Pij(t). 

NOTE 2 For an irreducible Markov process (i.e. if every state can be reached from every other state) it holds that 
Pij(∞)=Pj, where Pj is the asymptotic and stationary or steady-state probability of state j. 
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3.11  
transition rate  
qij 
limit, if it exists, of the ratio of the conditional probability that a transition takes place from 
state i to state j within a given time interval (t, t+∆t) and the length of the interval ∆t, when ∆t 
tends to zero, given that the system is in state i at time t  

NOTE pij or c ij are also used in this context. 

3.12  
initial state 
system state at time t = 0 

NOTE Generally, a system starts its operation at t = 0 from an up state in which all elements of the system are 
functioning and transits towards the final system state, which is a down state, via other system up states having 
progressively fewer functioning elements. 

3.13  
absorbing state 
state which once entered, cannot be left (i. e. no transitions out of the state are possible) 

3.14  
restorable system 
system containing elements which can fail and then be restored to their up state without 
necessarily causing system failure 

NOTE Repairable is also used in this context. 

3.15  
non-restorable system 
system the state transition diagram of which contains only transitions in the direction towards 
system failure states 

NOTE Non-repairable is also used in this context. 

4 Symbols and abbreviations 

4.1 Symbols for state transition diagrams 

Markov techniques are graphically represented by state transition diagrams or by transition 
rate diagrams, both terms being used as equivalents in this standard. 

The following symbols are used throughout this document. Other symbols may be applied as 
appropriate. 

4.1.1 State symbol 

A state is represented by a circle or a rectangle. 

NOTE In order to increase readability, down states can be highlighted, e. g. by bold lines, colouring or hatching. 

4.1.2 State description 

The state description is placed inside the state symbol and may take the form of words or 
alphanumeric characters defining those combinations of failed and functioning elements which 
characterise the state. 
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4.1.3 State label 

A state label is a number or a letter in a circle, placed adjacent to the state symbol, or in the 
absence of a state description, within the state symbol itself. 

NOTE The state can often be adequately represented by a circle with the state number or letter. 

4.1.4 Transition arrow 

The transition arrow indicates the direction of a transition (e. g. as a result of failure or 
restoration). Transition rates are written near the transition arrow. 

4.2  Other symbols and abbreviations 

Symbols for reliability, availability, maintainability and safety measures follow those of 
IEC 60050(191), where available. The references below with a prefix 191 are from 
IEC 60050(191). In this standard the following symbols are used: 

Symbol/  
Abbreviation Term Reference 

( )tR  reliability 

 NOTE 191-12-01 uses the general symbol ( )21,ttR  

DFR dangerous failure rate  IEC 61508 
 NOTE In a safety context, hazard rate (HR) is commonly used for DFR.  

MTTF mean time to failure 191-12-07 
MTTFF mean time to first failure 191-12-06 
MTTFH mean time to first hazardous situation 
PFD probability of failure on demand (unavailability) IEC 61508 

 NOTE The PFD at a given time t corresponds to ∑
j

j tP )( for all down states j. 

( )tλ  (instantaneous) failure rate 191-12-02 

( )tµ  restoration rate 

 NOTE 191-13-02 uses ( )tµ  for repair rate 

( )tA  instantaneous availability 191-11-01 

)(tU  instantaneous unavailability 191-11-02 

A  asymptotic and steady-state availability 
 NOTE Steady-state availability has the same numerical value  

as asymptotic availability. 

MUT mean up time 191-11-11 
MDT mean down time 191-11-12 

( )tPi  probability of finding the system in state i at time t 

iP  asymptotic and steady-state probability of finding the system in state i at 
time t 

∆t a small time interval 

( )tPij  transition probability from state i to state j in time t 

ijq  transition rate from state i to state j, j≠i 

 NOTE iq  is formally defined as ∑
≠

=
ij
iji qq . It is the departure rate from state i.  
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4.3 Example 

As an example, Figure 1 shows the diagram of transition probabilities in (t,t+∆t), for t arbitrary 
and small ∆t, for a non-restorable item with constant failure rate λ. 

0 1 λ∆t

Up state  Down state 
IEC   660/06  

   

Figure 1 – Diagram of transition probabilities in time interval (t,t+∆t), for arbitrary value 
of t and small ∆t, for a non-restorable one-element system with constant failure rate λ 

λ∆t is the conditional probability of a transition between state 0 and state 1 in the small time 
interval (t,t+∆t) given that the system was in state 0 at time t. To simplify the notation, the 
quantity ∆t is often omitted and the transition probabilities diagram of Figure 1 becomes the 
transition rates diagram given in Figure 2. 

 

0 1
λ 

IEC   661/06  

Figure 2 – State transition diagram of a non-restorable one-element system 

In Figure 2 and in the following, the term state transition diagram will be used as equivalent to 
the term transition rates diagram. 

5 General description 

The Markov techniques make use of a state transition diagram which is a representation of 
the reliability, availability, maintainability or safety behaviours of a system, from which system 
performance measures can be calculated. It models the system's behaviour with respect to 
time. In this standard, a system is regarded as a number of elements, each of which can 
assume only one of two states: up or down. The system as a whole, however, can assume 
many different states, each being determined by the particular combination of functioning and 
failed elements. Thus as an element fails or is restored, the system "moves" from one state to 
another state. This kind of model is generally called a discrete-state, continuous time model.  

Markov techniques are especially suited to the investigation of systems with redundancy, or to 
systems where system failure depends on sequential events, or to systems for which the 
maintenance strategies are complex, e.g. systems with restoration priorities or multiple 
restoration teams, queuing problems, and resource restrictions. The analyst should ensure 
that the model adequately reflects the operation of the real system with respect to 
maintenance strategies and policies. In particular the suitability of exponential distributions for 
the modelling of restoration times must be reviewed. It should be noted that when redundant 
repairable systems are modelled with limited repair capacity then due to the memory-less 
property of the model the actual repair time can be overrepresented, see Figure B.9 for an 
example. 

EN 61165:2006 – 10 –

Full document details: BS EN 61165:2006

http://www.avadocuments.com/doc/bs-en-61165-2006
http://www.avadocuments.com/doc/bs-en-61165-2006

