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European foreword

The text of document 65A/779/FDIS, future edition 2 of |JEC 61511-3, prepared by SC 65A “System
aspects” of IEC/TC 65 “Industrial process measurement, control and automation" was submitted to the
IEC-CENELEC parallel vote and approved by CENELEC as EN 61511-3:2017.

The following dates are fixed:

¢ latest date by which the document has to be (dop) 2017-10-21
implemented at national level by
publication of an identical national
standard or by endorsement

e latest date by which the national (dow) 2020-04-21
standards conflicting with the
document have to be withdrawn

This document supersedes EN 61511-3:2004].

Attention is drawn to the possibility that some of the elements of this document may be the subject of
patent rights. CENELEC [and/or CEN] shall not be held responsible for identifying any or all such
patent rights.

Endorsement notice

The text of the International Standard IEC 61511-3:2016 was approved by CENELEC as a European
Standard without any modification.

In the official version, for Bibliography, the following notes have to be added for the standards
indicated:

NOTE  Harmonized as .

NOTE  Harmonized as .

NOTE  Harmonized as .

EC 61508-6:201( NOTE  Harmonized as EN 61508-6:2010.

IEC 62551:2012 NOTE  Harmonized as EN 62551:2012.

NOTE  Harmonized as CEN ISO/TR 12489:2016.
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Annex ZA
(normative)
Normative references to international publications
with their corresponding European publications
The following documents, in whole or in part, are normatively referenced in this document and are

indispensable for its application. For dated references, only the edition cited applies. For undated

references, the latest edition of the referenced document (including any amendments) applies.

NOTE 1 When an International Publication has been modified by common modifications, indicated by (mod), the relevant
EN/HD applies.

NOTE 2 Up-to-date information on the latest versions of the European Standards listed in this annex is available here:
www.cenelec.eu.

Publication Year  Title EN/HD Year
EC 61511-1 2016 Functional safety - Safety instrumented N 61511-1 2016

systems for the process industry sector -
Normative (uon) -- Part 1: Framework,
definitions, system, hardware and software
requirements
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INTERNATIONAL ELECTROTECHNICAL COMMISSION

FUNCTIONAL SAFETY -
SAFETY INSTRUMENTED SYSTEMS
FOR THE PROCESS INDUSTRY SECTOR -

Part 3: Guidance for the determination
of the required safety integrity levels

FOREWORD

1) The International Electrotechnical Commission (IEC) is a worldwide organization for standardization comprising
all national electrotechnical committees (IEC National Committees). The object of IEC is to promote
international co-operation on all questions concerning standardization in the electrical and electronic fields. To
this end and in addition to other activities, IEC publishes International Standards, Technical Specifications,
Technical Reports, Publicly Available Specifications (PAS) and Guides (hereafter referred to as “IEC
Publication(s)”). Their preparation is entrusted to technical committees; any IEC National Committee interested
in the subject dealt with may participate in this preparatory work. International, governmental and non-
governmental organizations liaising with the IEC also participate in this preparation. IEC collaborates closely
with the International Organization for Standardization (ISO) in accordance with conditions determined by
agreement between the two organizations.

2) The formal decisions or agreements of IEC on technical matters express, as nearly as possible, an international
consensus of opinion on the relevant subjects since each technical committee has representation from all
interested IEC National Committees.

3) IEC Publications have the form of recommendations for international use and are accepted by IEC National
Committees in that sense. While all reasonable efforts are made to ensure that the technical content of IEC
Publications is accurate, IEC cannot be held responsible for the way in which they are used or for any
misinterpretation by any end user.

4) In order to promote international uniformity, IEC National Committees undertake to apply IEC Publications
transparently to the maximum extent possible in their national and regional publications. Any divergence
between any IEC Publication and the corresponding national or regional publication shall be clearly indicated in
the latter.

5) IEC itself does not provide any attestation of conformity. Independent certification bodies provide conformity
assessment services and, in some areas, access to IEC marks of conformity. IEC is not responsible for any
services carried out by independent certification bodies.

6) All users should ensure that they have the latest edition of this publication.

7) No liability shall attach to IEC or its directors, employees, servants or agents including individual experts and
members of its technical committees and IEC National Committees for any personal injury, property damage or
other damage of any nature whatsoever, whether direct or indirect, or for costs (including legal fees) and
expenses arising out of the publication, use of, or reliance upon, this IEC Publication or any other IEC
Publications.

8) Attention is drawn to the Normative references cited in this publication. Use of the referenced publications is
indispensable for the correct application of this publication.

9) Attention is drawn to the possibility that some of the elements of this IEC Publication may be the subject of
patent rights. IEC shall not be held responsible for identifying any or all such patent rights.

International Standard |EC 61511-3: has been prepared by subcommittee 65A: System
aspects, of IEC technical committee 65: Industrial-process measurement, control and
automation.

This second edition cancels and replaces the first edition published in 2003. This edition
constitutes a technical revision. This edition includes the following significant technical
changes with respect to the previous edition:

Additional H&RA example(s) and quantitative analysis consideration annexes are provided.
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The text of this document is based on the following documents:

FDIS Report on voting
65A/779/FDIS 65A786/RVD

Full information on the voting for the approval of this standard can be found in the report on
voting indicated in the above table.

This publication has been drafted in accordance with the ISO/IEC Directives, Part 2.

A list of all parts in the IEC 61511 series, published under the general title Functional safety —
Safety instrumented systems for the process industry sector, can be found on the
IEC website.

The committee has decided that the contents of this publication will remain unchanged until
the stability date indicated on the IEC website under "http://webstore.iec.ch” in the data
related to the specific publication. At this date, the publication will be

* reconfirmed,

* withdrawn,

* replaced by a revised edition, or
*+ amended.

IMPORTANT - The ‘colour inside' logo on the cover page of this publication indicates
that it contains colours which are considered to be useful for the correct
understanding of its contents. Users should therefore print this document using a
colour printer.
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INTRODUCTION

Safety instrumented systems (SIS) have been used for many years to perform safety
instrumented functions (SIF) in the process industries. If instrumentation is to be effectively
used for SIF, it is essential that this instrumentation achieves certain minimum standards and
performance levels.

The IEC 61511 series addresses the application of SIS for the process industries. A process
hazard and risk assessment is carried out to enable the specification for SIS to be derived.
Other safety systems are only considered so that their contribution can be taken into account
when considering the performance requirements for the SIS. The SIS includes all devices and
subsystems necessary to carry out the SIF from sensor(s) to final element(s).

The IEC 61511 series has two concepts which are fundamental to its application; SIS safety
life-cycle and safety integrity levels (SIL).

The IEC 61511 series addresses SIS which are based on the use of Electrical (E)/Electronic
(E)/Programmable Electronic (PE) technology. Where other technologies are used for logic
solvers, the basic principles of the IEC 61511 series should be applied. The IEC 61511 series
also addresses the SIS sensors and final elements regardless of the technology used. The
IEC 61511 series is process industry specific within the framework of IEC 61508:2010.

The IEC 61511 series sets out an approach for SIS safety life-cycle activities to achieve these
minimum standards. This approach has been adopted in order that a rational and consistent
technical policy is used.

In most situations, safety is best achieved by an inherently safe process design. If necessary,
this may be combined with a protective system or systems to address any residual identified
risk. Protective systems can rely on different technologies (chemical, mechanical, hydraulic,
pneumatic, electrical, electronic, and programmable electronic). Any safety strategy should
consider each individual SIS in the context of the other protective systems. To facilitate this
approach, the IEC 61511 series covers:

— a hazard and risk assessment is carried out to identify the overall safety requirements;

— an allocation of the safety requirements to the SIS is carried out;

— works within a framework which is applicable to all instrumented means of achieving
functional safety;

— details the use of certain activities, such as safety management, which may be applicable
to all methods of achieving functional safety;

— addressing all SIS safety life-cycle phases from initial concept, design, implementation,
operation and maintenance through to decommissioning;

— enabling existing or new country specific process industry standards to be harmonized
with the IEC 61511 series.

The IEC 61511 series is intended to lead to a high level of consistency (for example, of
underlying principles, terminology, information) within the process industries. This should
have both safety and economic benefits.

In jurisdictions where the governing authorities (for example national, federal, state, province,
county, city) have established process safety design, process safety management, or other
regulations, these take precedence over the requirements defined in the |[EC 61511-1|.

The deals with guidance in the area of determining the required SIL in hazards
and risk assessment. The information herein is intended to provide a broad overview of the
wide range of global methods used to implement hazards and risk assessment. The
information provided is not of sufficient detail to implement any of these approaches.
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Before proceeding, the concept and determination of SIL provided in IEC 61511-1:2016should
be reviewed. The informative annexes in the |[EC 61511-3 address the following:

Annex A provides information that is common to each of the hazard and risk assessment
methods shown herein.

Annex B provides an overview of a semi-quantitative method used to determine the
required SIL.

Annex C  provides an overview of a safety matrix method to determine the required SIL.

Annex D  provides an overview of a method using a semi-qualitative risk graph approach
to determine the required SIL.

Annex E  provides an overview of a method using a qualitative risk graph approach to
determine the required SIL.

Annex F provides an overview of a method using a layer of protection analysis (LOPA)
approach to select the required SIL.

Annex G  provides a layer of protection analysis using a risk matrix.

Annex H provides an overview of a qualitative approach for risk estimation & SIL
assignment.

Annex | provides an overview of the basic steps involved in designing and calibrating a
risk graph.

Annex J provides an overview of the impact of multiple safety systems on determining the
required SIL

Annex K  provides an overview of the concepts of tolerable risk and ALARP.

Figure 1 shows the overall framework for JEC 61511-1, JEC 61511-2 and JEC 61511-3 and
indicates the role that the IEC 61511 series plays in the achievement of functional safety for
SIS.
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Figure 1 — Overall framework of the IEC 61511 series
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FUNCTIONAL SAFETY -
SAFETY INSTRUMENTED SYSTEMS
FOR THE PROCESS INDUSTRY SECTOR -

Part 3: Guidance for the determination
of the required safety integrity levels

1 Scope

This part of IEC 61511 provides information on:

— the underlying concepts of risk and the relationship of risk to safety integrity (see Clause
A.4);

— the determination of tolerable risk (see Annex K);

— a number of different methods that enable the safety integrity level (SIL) for the safety
instrumented functions (SIF) to be determined (see Annexes B through K);

— the impact of multiple safety systems on calculations determining the ability to achieve the
desired risk reduction (see Annex J).

In particular, this part of IEC 61511:

a) applies when functional safety is achieved using one or more SIF for the protection of
either personnel, the general public, or the environment;

b) may be applied in non-safety applications such as asset protection;

c) illustrates typical hazard and risk assessment methods that may be carried out to define
the safety functional requirements and SIL of each SIF;

d) illustrates techniques/measures available for determining the required SIL;

e) provides a framework for establishing SIL but does not specify the SIL required for specific
applications;

f) does not give examples of determining the requirements for other methods of risk
reduction.

NOTE Examples given in the Annexes of this Standard are intended only as case specific examples of
implementing IEC 61511 requirements in a specific instance, and the user should satisfy themselves that the
chosen methods and techniques are appropriate to their situation.

Annexes B through K illustrate quantitative and qualitative approaches and have been
simplified in order to illustrate the underlying principles. These annexes have been included to
illustrate the general principles of a number of methods but do not provide a definitive
account.

NOTE 1 Those intending to apply the methods indicated in these annexes can consult the source material
referenced in each annex.

NOTE 2 The methods of SIL determination included in Part 3 may not be suitable for all applications. In particular,
specific techniques or additional factors that are not illustrated may be required for high demand or continuous
mode of operation.

NOTE 3 The methods as illustrated herein may result in non-conservative results when they are used beyond
their underlying limits and when factors such as common cause, fault tolerance, holistic considerations of the
application, lack of experience with the method being used, independence of the protection layers, etc., are not
properly considered. See Annex J.

Figure 2 gives an overview of typical protection layers and risk reduction means.
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COMMUNITY EMERGENCY RESPONSE
Emergency broadcasting
PLANT EMERGENCY RESPONSE
Evacuation procedures
MITIGATION
Mechanical mitigation systems
Safety instrumented systems
Operator supervision
PREVENTION
Mechanical protection system
Process alarms with operator corrective action
Safety instrumented systems

CONTROL and MONITORING
Basic process control systems
Monitoring systems (process alarms)

\\&\ (o /JJ

Figure 2 — Typical protection layers and risk reduction means

2 Normative references

The following documents, in whole or in part, are normatively referenced in this document and
are indispensable for its application. For dated references, only the edition cited applies. For
undated references, the latest edition of the referenced document (including any
amendments) applies.

IEC 61511-1:2016 Functional safety — Safety instrumented systems for the process industry
sector — Part 1: framework, definitions, system, hardware and application programming
requirements

3 Terms, definitions and abbreviations

For the purposes of this document the terms, definitions, and abbreviations given in IEC
61511-1:2016apply.

The annexes in this Part 3 are informative and not normative. Also, the application of any
particular method described in Part 3 annexes does not guarantee compliance with the

requirements of IEC 61511-1:2016. Documents
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Annex A
(informative)

Risk and safety integrity — general guidance

A.1 General

Annex A provides information on the underlying concepts of risk and the relationship of risk to
safety integrity. This information is common to each of the hazard and risk assessment
methods shown herein.

A.2 Necessary risk reduction

The necessary risk reduction (which may be stated either qualitatively (see Note 1) or
quantitatively (see Note 2) is the reduction in risk that has to be achieved to meet the
tolerable risk (for example, the process safety target level) for a specific situation. The
concept of necessary risk reduction is of fundamental importance in the development of the
safety requirements specification (SRS) for the SIF (in particular, the safety integrity
requirement). The purpose of determining the tolerable risk (for example, the process safety
target level) for a specific hazardous event is to state what is deemed reasonable with respect
to both the frequency of the hazardous event and its specific consequences. Protection layers
(see Figure A.2) are designed to reduce the frequency of the hazardous event and/or the
consequences of the hazardous event.

Important factors in assessing tolerable risk include the perception and views of those
exposed to the hazardous event. In arriving at what constitutes a tolerable risk for a specific
application, a number of inputs can be considered. These may include:

— guidelines from the appropriate regulatory authorities;

— discussions and agreements with the different parties involved in the application;

— industry standards and guidelines;

— industry, expert and scientific advice;

— legal and regulatory requirements, both general and those directly relevant to the specific
application.

NOTE 1 In determining the necessary risk reduction, the tolerable risk is established. Annexes D and E of
EC 61508-§: 2010 outline qualitative methods and semi-quantitative methods, although in the examples quoted the
necessary risk reduction is incorporated implicitly rather than stated explicitly.

NOTE 2 For example, that a hazardous event, leading to a specific consequence, would typically be expressed as
a maximum frequency of occurrence per year.

A.3 Role of safety instrumented systems

A safety instrumented system (SIS) implements the SIF(s) required to achieve or to maintain
a safe state of the process and, as such, contributes towards the necessary risk reduction to
meet the tolerable risk. For example, the SRS may state that when the temperature reaches a
value of x, valve y opens to allow water to enter the vessel.

The necessary risk reduction may be achieved by either one or a combination of SIS or other
protection layers.

A person could be an integral part of a safety function. For example, a person could receive
information on the state of the process, and perform a safety action based on this information.
If a person is part of a safety function, then all human factors should be considered
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A SIF can operate in a demand mode of operation or a continuous mode of operation.

Safety integrity is considered to be composed of the following two elements.

a) Hardware safety integrity — that part of safety integrity relating to random hardware
failures in a dangerous mode of failure. The achievement of the specified level of
hardware safety integrity can be estimated to a reasonable level of accuracy, and the
requirements can therefore be apportioned between subsystems using the established
rules for the combination of probabilities and considering common cause failures. It may
be necessary to use redundant architectures to achieve the required hardware safety
integrity.

b) Systematic safety integrity — that part of safety integrity relating to systematic failures in
a dangerous mode of failure. Although the contribution due to some systematic failures
may be estimated, the failure data obtained from design faults and common cause
failures means that the distribution of failures can be hard to predict. This has the effect
of increasing the uncertainty in the failure probability calculations for a specific situation
(for example the probability of failure of a SIS). Therefore a judgement has to be made on
the selection of the best techniques to minimize this uncertainty. Note that taking
measures to reduce the probability of random hardware failures may not necessarily
reduce the probability of systematic failure. Techniques such as redundant channels of
identical hardware, which are very effective at controlling random hardware failures, are of
little use in reducing systematic failures.

The total risk reduction provided by the SIF together with any other protection layer has to be
such as to ensure that:

— the accident frequency due to the failure of the safety functions is sufficiently low to
prevent the hazardous event frequency from exceeding that required to meet the tolerable
risk; and/or

— the safety functions modify the consequences of failure to the extent required to meet the
tolerable risk.
Figure A.1 illustrates the general concepts of risk reduction. The general model assumes that:

— there is a process and an associated basic process control system (BPCS);
— there are associated human factor issues;
— the safety protection layers features comprise:

¢ mechanical protection system;

o safety instrumented systems;

¢ non-SIS instrumented systems;

e mechanical mitigation system.

NOTE 1 Figure A.1 is a generalized risk model to illustrate the general principles. The risk model for a specific
application needs to be developed taking into account the specific manner in which the necessary risk reduction is
actually being achieved by the SIS or other protection layers. The resulting risk model may therefore differ from
that shown in Figure A.1.

The various risks indicated in Figures A.1 and A.2 are as follows:

— Process risk — The risk existing for the specified hazardous events for the process, the
basic process control system (BPCS) and associated human factor issues — no designated
safety protective features are considered in the determination of this risk;

— Tolerable risk (for example, the process safety target level) — The risk which is accepted in
a given context based on the current values of society;

— Residual risk — In the context of this standard, the residual risk is the risk of hazardous
events occurring after the addition of protection layers.

The process risk is a function of the risk associated with the process itself but |Qmiﬁ 1
account the risk reduction brought about by the process control syatem. ents
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unreasonable claims for the safety integrity of the BPCS, the IEC 61511 series places
constraints on the claims that can be made.

The necessary risk reduction is the minimum level of risk reduction that has to be achieved to
meet the tolerable risk. It may be achieved by one or a combination of risk reduction
techniques. The necessary risk reduction to achieve the specified tolerable risk, from a
starting point of the process risk, is shown in Figure A.1.

Process

Residual Tolerable
risk risk
Necessary risk reduction
-
Actual risk reduction
g
( . .
Partial risk Partial risk Partial risk
covered covered by SIS covered by other
by non-SIS protection layers
protection
L layers
Risk reduction achieved by all protection layers ]

NOTE 2

Figure A.1 — Risk reduction: general concepts

Increasing
risk

IEC

In some applications, risk parameters (e.g., frequency and probability of failure on demand) cannot be

combined simply to achieve the risk target as depicted in Figure A.1 without considering the factors noted in
Annex J. This may be due to overlapping, common cause failure, and holistic dependencies between the various

protection layers.

A4

Risk and safety integrity

It is important that the distinction between risk and safety integrity is fully appreciated. Risk is
a measure of the frequency and consequence of a specified hazardous event occurring. This
can be evaluated for different situations (process risk, tolerable risk, residual risk — see
Figure A.1). The tolerable risk involves consideration of societal and political factors. Safety
integrity is a measure of the likelihood that the SIF and other protection layers will achieve the
specified risk reduction. Once the tolerable risk has been set, and the necessary risk
reduction estimated, the safety integrity requirements for the SIS can be allocated.

NOTE The allocation can be iterative in order to optimise the design to meet the various requirements. The role
that safety functions play in achieving the necessary risk reduction is illustrated in Figures A.1 and A.2.
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Figure A.2 — Risk and safety integrity concepts

A.5 Allocation of safety requirements

The allocation of safety requirements (both the safety functions and the safety integrity
requirements) to the SIS and other protection layers is shown in Figure A.4. The requirements
of the allocation process are given in Clause 9 of IEC 61511-1: -.

The methods used to allocate the safety integrity requirements to the SIS, other technology
safety-related systems and external risk reduction facilities depend, primarily, upon whether
the necessary risk reduction is specified explicitly in a numerical manner or in a qualitative
manner. These approaches are termed semi-quantitative, semi-qualitative, and qualitative
methods respectively (see Annexes B through | inclusive).

A.6 Hazardous event, hazardous situation and harmful event

The terms “hazardous event” and “hazardous situation” are used often in the subsequent
annexes illustrated herein. Figure A.3 is intended to illustrate the difference between the
terms by showing the progression from hazardous event to hazardous situation through loss
of control to the occurrence of a harmful event.

Figure A.3 uses harm to people but can equally apply to the outcome of harm to the
environment, or damage to property.
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Figure A.3 — Harmful event progression

Figure A.3 shows how loss of control, or any other initiating cause result in an abnormal
situation and place a demand on protective measures, such as safety alarms, SIS, relief
valves etc. A hazardous event results when a demand occurs and the relevant protective
measures are in a failed state, and do not function as intended. A hazardous event in and of
itself does not necessarily cause harm, but should a person(s) be in the impact zone (or effect
area), thus exposed to the hazardous event, this results in a hazardous situation. If the
person is unable to escape the harmful consequences of exposure, this is characterized as a
harmful impact due to the personnel injury.

A.7 Safety integrity levels

In the IEC 61511-1:2016, four SlILs are specified, with SIL 4 being the highest level and SIL 1
being the lowest.

The target failure measures for the four SIL are specified in Tables 4 and 5 of IEC 61511-1: -.
Two parameters are specified, one for SIS operating in a low demand mode of operation and
one for SIS operating in a continuous/high demand mode of operation.

NOTE For a SIS operating in a low demand mode of operation, the target failure measure of interest is the
average probability of failure to perform its designed function on demand. For a SIS operating in a continuous/high
demand mode of operation, the target failure measure of interest is the average frequency of a dangerous failure,
see 3.2.83 and Table 5 of IEC 61511-1:2016.

A.8 Selection of the method for determining the required safety integrity level

There are a number of ways of establishing the required SIL for a specific application.
Annexes B to | present information on a number of methods that have been used. The method
selected for a specific application will depend on many factors, including:

— the complexity of the application;

— the guidelines from regulatory authorities;

— the nature of the risk and the required risk reduction;

— the experience and skills of the persons available to undertake the work;

— the information available on the parameters relevant to the risk (see Figure A.4);

— the information available on SIS currently in use in the particular applications, such as
those described in industry standards and practices.
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In some applications more than one method may be used. A qualitative method may be used
as a first pass to determine the required SIL of all SIFs. Those which are assigned a SIL 3 or
4 by this method should then be considered in greater detail using a quantitative method to
gain a more rigorous understanding of their required safety integrity.

It is important that whichever method(s) are selected for application, that the site risk criteria
should be used for the assessment.

Method of specifying Allocation of each safety
safety requirements function and its associated
safety integrity requirement

Appropriate Rational Non-SIS protection / Other protection

or international lavers |
standards y ayers
SIF
a) necessary risk #1
reduction to all |||I'
72 |
SIF / \

b) necessary risk SIF SIF
reduction to II“' #1 #2
specific SIF |

. ) SIF SIF

c) safety integrity ||||’ #1 #
levels — _

§ §

For SIS design requirements
see [EC 615111

IEC

NOTE Safety integrity requirements are associated with each SIF before allocation (see IEC 61511-1:2016,
Clause 9).

Figure A.4 — Allocation of safety requirements to the
non-SIS protection layers and other protection layers
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Annex B
(informative)

Semi-quantitative method — event tree analysis

B.1 Overview

Annex B outlines how the target safety integrity levels (SIL) can be determined if a semi-
quantitative approach is adopted. A semi-quantitative approach utilizes both qualitative and
quantitative techniques and is of particular value when the tolerable risk is to be specified in a
numerical manner (for example that a specified consequence should not occur with a greater
frequency than 1 in 100 years).

Annex B is not intended to be a definitive account of the method but is intended to be an
overview to illustrate the general principles. It is based on a method described in more detail
in the following reference:

CCPS/AIChE, Guidelines for Hazard Evaluation Procedures, Third Edition, Wiley-Interscience,
New York (2008).

B.2 Compliance with IEC 61511-1:2016

The overall objective of Annex B is to outline a procedure to identify the required safety
instrumented functions (SIF) and establish their SIL. The basic steps required to comply are
the following:

a) Establish the safety target (tolerable risk) for the process;

b) Perform a hazard and risk assessment to evaluate existing risk for each specific
hazardous event;

c) ldentify safety function (s) needed for each specific hazardous event;
d) Allocate safety function (s) to protection layers;

NOTE Protection layers are assumed to be independent from each other. The allocation process can ensure that
the common cause, common mode, and systematic failures are sufficiently low compared to the overall risk
reduction requirements.

e) Determine if a SIF is required;

f) Determine required SIL of the SIF.

Step a) establishes the process safety target. Step b) focuses on the risk assessment of the
process, and Step c) derives from the risk assessment what safety functions are required and
what risk reduction they need to meet the process safety target. After allocating these safety

functions to protection layers in Step d); it will become clear whether a SIF is required (Step
e)) and what SIL it will need to meet (Step f)).

Annex B proposes the use of a semi-quantitative risk assessment technique to meet the
objectives of the IEC 61511-1:2016, Clause 8. A technique is illustrated through a simple
example.

B.3 Example

B.3.1 General

Consider a process comprised of a pressurized vessel with a pumped in feed and two exits
(liquid and gas) containing a mixture of gas and volatile flammable liquid with [Bxa@lamdents

Document Sharing Hub

Full document details: BS EN 61511-3:2017


http://dx.doi.org/10.3403/BSEN61511
http://www.avadocuments.com/doc/bs-en-61511-3-2017
http://www.avadocuments.com/doc/bs-en-61511-3-2017

IEC 61511-3:2016 © IEC 2016 -21-

instrumentation (see Figure B.1). Control of the process is handled through a basic process
control system (BPCS) that monitors the signal from the flow transmitter and controls the
operation of the valve. The engineered systems available are: a) an independent pressure
transmitter to initiate a high pressure alarm and alert the operator to take appropriate action
to stop inflow of material; and b) in case the operator fails to respond, a non-instrumented
protection layer, which is a pressure relief valve, to address the hazards associated with high
vessel pressure. Releases from the pressure relief valve are piped to a knock out tank that
relieves the gases to a flare system. It is assumed in this example that the flare system is
under proper permit and designed, installed and operating properly; therefore potential
failures of the flare system are not considered in this example.

NOTE Engineered systems refer to all systems available to respond to a process demand including other
instrumented protection systems and associated operator action(s).

To flare

PRV

Gas

Liquid

IEC

Key

FC Flow controller

FCV  Flow control valve
PAH Pressure alarm high
BV Block valve

PRV Pressure relief valve

Figure B.1 — Pressurized vessel with existing safety systems

B.3.2 Process safety target

A fundamental requirement for the successful management of industrial risk is the concise
and clear definition of a desired process safety target (or tolerable risk). This may be defined
using national and International Standards and regulations, corporate policies, and input from
concerned parties such as the community, local jurisdiction and insurance companies
supported by good engineering practices. The process safety target is specific to a process, a
corporation or industry. Therefore, it should not be generalized unless existing regulations
and standards provide support for such generalisations. For the illustrative example, assume
that the process safety target is set as an average release rate of less than 10-4 per year
based on the expected consequence of a release to environment.

B.3.3 Hazard analysis

A hazard analysis to identify hazards, potential process deviations and their causes, available
engineered systems, initiating events, and potential hazardous events (accidents) that may
occur should be performed for the process. This can be accomplished using several
qualitative techniques:
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— safety reviews;

— checklists;

— what if analysis;

— HAZOP studies;

— failure mode and effects analysis;

— cause-consequence analysis.

One such technique that is widely applied is a Hazard and Operability (HAZOP study)
analysis. The hazard and operability analysis (or study) identifies and evaluates hazards in a
process plant, and non-hazardous operability problems that compromise its ability to achieve
design productivity.

As a second step, a HAZOP study is performed for the illustrative example shown in
Figure B.1. The objective of this HAZOP study analysis is to evaluate hazardous events that
have the potential to release the material to the environment. An abridged list is shown in
Table B.1 to illustrate the HAZOP results.

The results of the HAZOP study identified that an overpressure condition could result in a
release of the flammable material to the environment. High pressure is a process deviation
that could propagate into a hazardous event that causes various scenarios depending on the
response of the available engineered systems. If a complete HAZOP was conducted for the
process, other initiating events that could lead to a release to the environment may include
leaks from process equipment, full bore rupture of piping, and external events such as a fire.
For this illustrative example, the overpressure condition is examined.

Table B.1 — HAZOP study results

loop fails

2) External fire

release to environment

pressure alarm

2) Deluge
system

3) Pressure
relief valve

Item Deviations Causes Consequences Safeguards Action
Vessel High flow Flow control loop | High flow leads to
fails high pressure (see
Note below)
High pressure 1) Flow control Vessel damage and 1) High Evaluate design

conditions for
pressure relief
valve release to
environment

Low/no flow

Flow control loop

No consequence of

fails interest

Reverse flow No consequence of

interest

NOTE For this example, assume the vessel can experience high pressure due to the inability of the downstream
equipment to handle full gas flow from the vessel when the feed flow is too high.

B.3.4 Semi-quantitative risk analysis technique

An estimate of the process risk is accomplished through a semi-quantitative risk analysis that
identifies and quantifies the risks associated with potential process accidents or hazardous
events. The results can be used to identify necessary safety functions and their associated
SIL in order to reduce the process risk to an acceptable level. The assessment of process risk
using semi-quantitative techniques can be distinguished in the following major steps. The first
four steps can be performed during the HAZOP study.

a) ldentify process hazards;
b) Identify initiating events;
c) Develop hazardous event scenarios for every initiating event;
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d) ldentify protection layer composition;

NOTE 1 Safety functions are allocated to protection layers to safeguard a process and includes SIS and other risk
reduction means (see Figure B.2).

NOTE 2 This step applies to the above example since it involves an existing process with existing protection
layers.

e) Ascertain the frequency of occurrence of the initiating events and the reliability of existing
safety functions using historical data or modelling techniques (for example, event tree
analysis, failure modes and effects analysis, or fault tree analysis);

f) Quantify the frequency of occurrence of significant hazardous events;

g) Evaluate the consequences of all significant hazardous events;

h) Integrate the results (consequences and frequency of an accident) into risk assessment
associated with each hazardous event.

The significant outcomes of interest are:

a better and more detailed understanding of hazards and risks associated with the
process;

— knowledge of the process risk;
— the contribution of existing safety function to the overall risk reduction;

— the identification of each safety function needed to reduce process risk to an acceptable
level,

— a comparison of estimated process risk with the target risk.

The semi-quantitative technique is resource intensive but does provide benefits that are not
inherent in the qualitative approaches. The technique relies heavily on the expertise of a team
to identify hazards, provides an explicit method to handle existing safety systems of other
technologies, uses a framework to document all activities that have led to the stated outcome
and provides a system for life-cycle management.

For the illustrative example, one hazardous event — over-pressurization — was identified
through the HAZOP study to have the potential to release material to the environment. It
should be noted that the approach used in B.3.4 is a combination of a quantitative
assessment of the frequency of the hazardous event to occur and a qualitative evaluation of
the consequences. This approach is used to illustrate the systematic procedure that should be
followed to identify hazardous events and SIF.

B.3.5 Risk analysis of existing process

The next step is to identify factors that may contribute to the development of the initiating
event. In Figure B.2, a simple fault tree is shown that identifies some events that contribute to
the development of an overpressure condition in the vessel. The top event, vessel over-
pressurization, is caused due to the failure of the BPCS (e.g., flow control loop), or an
external fire (see Table B.1).

The fault tree is shown to highlight the impact of the failure of the BPCS on the process, and
the frequency of external fire is considered to be negligible in comparison. The BPCS does
not perform any safety functions. Its failure, however, contributes to the increase in demand
for the SIS to operate. Therefore, a reliable BPCS would create a smaller demand on the SIS
to operate.

The fault tree can be quantified, and for this example the frequency of the overpressure
condition is assumed to be in the order of 10-1 per year. Note that each cause shown in
Figure B.2 is assumed to be independent (i.e., no overlapping) of other causes, with failure
rate expressed as events per year.
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Figure B.2 — Fault tree for overpressure of the vessel

NOTE 1 Figure B.2 illustrates the fault tree without consideration of protective measures.

Once the frequency of occurrence of the initiating event has been established, the success or
failure of the safety systems to respond to the abnormal condition is modelled using event
tree analysis. The reliability data for the performance of the safety systems can be taken from
field data, published databases or predicted using reliability modelling techniques.

For this example, the reliability data were assumed and should not be considered as
representing published or predicted system performance. Figure B.3 shows the potential
outcome scenarios that could occur given an overpressure condition. The results of the event
modelling are: a) the frequency of occurrence of each event sequence; and b) the qualitative
consequences of the event outcome.

In Figure B.3, five outcome scenarios are identified, each with a frequency of occurrence and
a qualitative consequence. Outcome scenario 1 involves operator response to the high
pressure alarm, occurs at a frequency of 8 x 102 per year and results in reduced production
with no release. This is an acceptable design condition of the process and the operator is
trained and tested on the appropriate response to achieve the risk reduction.

Furthermore, outcome scenarios 2 and 4 involve release of material to the flare, occurs at a
combined frequency of 1,9 x 1072 per year (9 x 10-3 +1 x 10-2) and are also considered as a
design-condition of the process. The remaining outcome scenarios 3 and 5 have a combined
frequency of occurrence of 1,9 x 104 per year (9 x 10 +1 x 104) and result in vessel
damage and release material to the environment (see Note 2).

It should be noted that this analysis does not take into account the possibility of common
cause failure of the high pressure alarm and the failure of the BPCS flow sensor. Such
common cause failure could lead to a significant increase in the frequency of occurrence for
outcome 3 and hence the overall risk.
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1. No release to the flare, 8 x 10-2/year
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NOTE Results rounded to the first significant digit
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Figure B.3 — Hazardous events with existing safety systems

NOTE 2 In some applications the frequency and probability of failure on demand cannot be multiplied as shown in
Figure B.3. This may be due to overlapping, common cause failure, and holistic dependencies between the various
protection layers. See Annex J.

NOTE 3 Each event in Figure B.3 is assumed to be independent. Furthermore, the data shown is approximate;
the sum of the frequencies of all accidents approaches the frequency of the initiating event (0,1 per year).

B.3.6 Events that do not meet the process safety target

As was stated earlier, plant specific guidelines establish the process safety target as: no
release of material to the environment with a frequency of occurrence greater than 104 in one
year. The overall frequency of environmental releases is 9 x 10® (scenario 3) + 1,0 x 104
(scenario 5) = 1,9 x 104 per year, which is greater than the process safety target. Given the
frequency of occurrence of the hazardous events and consequence data in
Figure B.3, additional risk reduction is necessary in order for outcome scenarios 3 and 5 to be
below the process safety target.
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B.3.7 Risk reduction using other protection layers

Protection layers of other technologies should be considered prior to establishing the need for
a SIF implemented in a SIS. A deluge system is listed as a safeguard in Table B.1, but it does
not prevent the vessel damage or release to the environment.

Given that the intent of the analysis is to minimise the risk due to a release of material to the
environment, it can be assumed that the deluge system is not an acceptable risk reduction
scheme for vessel damage or release to the environment. The deluge system does reduce the
risk to personnel and for event escalation, which is not being assessed in this example.

B.3.8 Risk reduction using a safety instrumented function

The process safety target cannot be achieved using protection layers of other technologies. In
order to reduce the overall frequency of releases to the atmosphere, a new SIL 2 SIF is
required to meet the process safety target. The new SIF is shown in Figure B.4.

It is not necessary at this point to perform a detail design on the SIF. A general SIF design
concept is sufficient. The goal in this step is to determine if a new SIL 2 SIF will provide the
required risk reduction and allow the achievement of the process safety target. Detail design
of the SIF will occur after the process safety target has been defined for the SIF. For this
example, the new SIF uses dual, safety dedicated, pressure sensors in a 1002 configuration
(not shown in Figure B.4) sending signals to a logic solver. The output of the logic solver
controls the shutdown valve and the pump.

NOTE 1002 means that either one of the pressure sensors can initiate shutdown of the process.

The new SIL 2 SIF is used to minimize the frequency of a release from the pressurized vessel
due to an overpressure. Figure B.4 presents the new protection layer and provides all the
potential accident scenarios. As can be seen from this figure, the frequency of any release
from this vessel can be reduced to 104 per year or lower and the process safety target can be
met provided the SIF can be evaluated to be consistent with SIL 2 requirements.

In Figure B.4, seven outcome scenarios are identified, each with a frequency of occurrence
and a qualitative statement of consequence. The frequency of outcome scenario 1 is the
same as previously discussed. Operator response results in reduced production at a
frequency of 8 x 102 per year.

In this design case, successful operation of the SIS results in a shutdown of the process and
occurs at a frequency of 1,9 x 102 per year. The SIS reduces the process demand rate on the
pressure relief valve. The frequency of scenario outcome 3 involving release from the PRV to
the flare is reduced two orders of magnitude from the previous case to 9 x 10® per year.
Scenario outcome 4, the hazardous event with release of material to the environment has a
frequency of occurrence of 9 x 10°7 per year.

Scenario outcome 5 results in no release due to shutdown of the process by the SIS and
occurs at a frequency of 1 x 102 per year. If the SIS fails to operate, the PRV provides the
next safety function as shown in scenario outcome 6 and opens to the flare. The PRV opening
occurs at a frequency of 1 x 104 per year. The total frequency of releases to the flare is
determined by scenarios 3 and 6, which occur at an overall frequency of 9 x 105 + 1 x 104 or
1,9 x 104. Releases from the flare are an acceptable design condition for the process.
Scenario outcome 7 addresses the failure of all of the safety functions and occurs at 1 x 10-6
per year.

The total frequency of vessel failure with release to the environment (sum of frequencies of
scenarios 4 and 7) has been reduced to 1,9 x10-% per year, below the process safety target of
104 per year.
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It should be noted that this event tree analysis does not take into account the possibility of
common cause failure and holistic dependencies between the high pressure alarm and the
SIL 2 SIF. There may also be potential for common cause failure and holistic dependencies
between the safety functions and the failure of the BPCS flow sensor.

Such common cause failures may lead to a significant increase in the probability of failure on
demand of the protective functions and hence a substantial increase in the overall risk.

To flare

Gas
o =
|

n { % Liquid
>l iqui

High pressure Operator SIL 2 Pressure
alarm response SIS relief valve
IPL 1 IPL 2 IPL 3
0,9
1. No release to the flare, 8 x 10-2/year
0,9 0,99
2. No release to the flare, 9 x 10-3/year
0,99
0,1 —— 3. Release to the flare, 9 x 10-5/year
Overpressure 0,01
ST 4. Failure of the vessel and release
10-1/year 0,01 to the environment, 9 x 10-7/year
0,99
5. No release to the flare, 1 x 10-2/year
0,99
0,1 ——— 6. Release to the flare, 1 x 10-4/year
0,01
7. Failure of the vessel and release
0,01 to the environment, 1 x 10-6/year

NOTE Results rounded to the first significant digit
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Figure B.4 — Hazardous events with SIL 2 safety instrumented function
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Annex C
(informative)

The safety layer matrix method

C.1  Overview

Within each process, risk reduction should begin with the most fundamental elements of
process design: selection of the process itself, the choice of the site, and decisions about
hazardous inventories and plant layout. Maintaining minimum inventories of hazardous
chemicals; installing piping and heat exchange systems that physically prevent the
inadvertent mixing of reactive chemicals; selecting heavy walled vessels that can withstand
the maximum possible process pressures; and selecting a heating medium with maximum
temperature less than the decomposition temperatures of process chemicals are all process
design decisions that reduce operational risks. Such focus on risk reduction by careful
selection of the process design and operating parameters is a key step in the design of a safe
process. A further search for ways to eliminate hazards and to apply inherently safe design
practices in the process development activity is recommended. Unfortunately, even after this
design philosophy has been applied to the fullest extent, hazards may still exist and additional
protective measures should be applied.

In the process industries, the application of multiple protection layers to safeguard a process
is used, as illustrated in Figure C.1. In Figure C.1 below, each protection layer consists of
equipment and/or administrative controls that function in concert with other protection layers
to control or mitigate process risk.

Emergency response

Physical protection

Relief devices

Alarms,
operators

IEC

Figure C.1 — Protection layers

The concept of protection layers relies on three basic concepts:
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