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Foreword

The text of document 85/465/FDIS, future edition 1 of |JEC 61557-19, prepared by IEC/TC 85 "Measuring
equipment for electrical and electromagnetic quantities" was submitted to the IEC-CENELEC parallel vote
and approved by CENELEC as EN 61557-15:2014.

The following dates are fixed:

o latest date by which the document has to be (dop) 2014-12-19
implemented at national level by
publication of an identical national
standard or by endorsement

latest date by which the national (dow) 2017-03-19
standards conflicting with the
document have to be withdrawn

This standard is to be used in conjunction with EN 61557-§ and EN 61557-9.

Attention is drawn to the possibility that some of the elements of this document may be the subject of patent
rights. CENELEC [and/or CEN] shall not be held responsible for identifying any or all such patent rights.

This standard covers the Principle Elements of the Safety Objectives for Electrical Equipment Designed for
Use within Certain Voltage Limits (LVD).
Endorsement notice

The text of the International Standard IEC 61557-15:2014 was approved by CENELEC as a European
Standard without any modification.

In the official version, for Bibliography, the following notes have to be added for the standards indicated:

NOTE Harmonized as EN 60300-3-1].

IEC 60335-1:2001 NOTE Harmonized as " (not modified).

IEC 60335-1:2001/A1:2004 NOTE Harmonized as EN 60335-1:2002/A1:2004 " (not modified).
IEC 60335-1:2001/A2:2006 + Corr. 08-2006  NOTE Harmonized as EN 60335-1:2002/A2:2006 " (not modified).
IEC 60364-4-41:2005 NOTE Harmonized as HD 60364-4-41:2007 (modified).

IEC 60364-5-55:2011 NOTE Harmonized as HD 60364-5-559:2012 (modified).

IEC 60364-7-710:2002 NOTE Harmonized as HD 60364-7-710:2012 (modified).

IEC 60730-1:2010 NOTE Harmonized as (modified).

NOTE Harmonized as (not modified).

IEC 61010-1:201d + Corr. 05-2011 NOTE Harmonized as (not modified).

NOTE Harmonized as .

NOTE Harmonized as .

NOTE Harmonized as .

IEC 61508-7:2010 NOTE Harmonized as (not modified).

NOTE Harmonized as 2 (not modified).

[EC 61784-3:2007 NOTE Harmonized as ¥ (not modified).

|EC 61800-5-2:2007] NOTE Harmonized as EN 61800-5-2:2007] (not modified).
[EC/ISO 31010:2009 NOTE Harmonized as (not modified).

NOTE Harmonized as EN 1SO 9001:200§ (not modified).

) Superseded by EN 60335-1:2012 (IEC 60335-1:2010, mod.)

) Superseded by EN 61709:2011| (IEC 61709:2011)).
¥ Superseded by EN 61784-3:201d (IEC 61784-3:2010).

N

Documents

Document Sharing Hub

Full document details: BS EN 61557-15:2014


http://dx.doi.org/10.3403/30228019U
http://dx.doi.org/10.3403/01064895U
http://dx.doi.org/10.3403/02104036U
http://dx.doi.org/10.3403/02778396U
http://dx.doi.org/10.3403/02778396U
http://dx.doi.org/10.3403/02683654
http://dx.doi.org/10.3403/30124210
http://dx.doi.org/10.3403/30101028
http://dx.doi.org/10.3403/30101028
http://dx.doi.org/10.3403/30097782
http://dx.doi.org/10.3403/30097782
http://dx.doi.org/10.3403/30101041U
http://dx.doi.org/10.3403/30101041U
http://dx.doi.org/10.3403/00375988U
http://dx.doi.org/10.3403/00375988U
http://dx.doi.org/10.3403/30101073U
http://dx.doi.org/10.3403/30101073U
http://dx.doi.org/10.3403/30193479
http://dx.doi.org/10.3403/30193479
http://dx.doi.org/10.3403/02129590
http://dx.doi.org/10.3403/02129590
http://dx.doi.org/10.3403/30101780
http://dx.doi.org/10.3403/30101780
http://dx.doi.org/10.3403/30134107
http://dx.doi.org/10.3403/30134107
http://dx.doi.org/10.3403/30183975
http://dx.doi.org/10.3403/30183975
http://dx.doi.org/10.3403/30135838
http://dx.doi.org/10.3403/30135838
http://dx.doi.org/10.3403/30192265
http://dx.doi.org/10.3403/30184128
http://dx.doi.org/10.3403/30184128
http://dx.doi.org/10.3403/30176211
http://dx.doi.org/10.3403/30176211
http://www.avadocuments.com/doc/bs-en-61557-15-2014
http://www.avadocuments.com/doc/bs-en-61557-15-2014

BS EN 61557-15:2014
-3- EN 61557-15:2014

Annex ZA
(normative)

Normative references to international publications
with their corresponding European publications

The following documents, in whole or in part, are normatively referenced in this document and are
indispensable for its application. For dated references, only the edition cited applies. For undated references,
the latest edition of the referenced document (including any amendments) applies.

NOTE 1 When an International Publication has been modified by common modifications, indicated by (mod), the relevant EN/HD

applies.

NOTE 2 Up-to-date information on the latest versions of the European Standards listed in this annex is available here: www.cenelec.eu

Publication Year

EC 61326-2-4 2012

EC 61326-3-1 2008
+ corr. August 2008

EC 61508-1 2010

EC 61508-2 2010

EC 61508-3 2010
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EC 61508-5 2010
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INTRODUCTION

IEC 61508 deals with functional safety, this topic being of upmost importance for safety
related systems. Functional safety may be applicable to IT systems where safety is based on
insulation monitoring devices (IMD) and insulation fault location systems (IFLS), and also on
additional safety related measures (e.g. circuit-breakers).

Insulation monitoring devices and insulation fault location systems comprise electrical and
electronic components and can comprise embedded software.

Product requirements for these devices are defined in JEC 61557-8 and |[EC 61557-9. These
standards include elementary requirements which need to be taken into account for the
functional safety approach according to , but do not cover the whole range of
requirements which shall be fulfilled for the assignment of a defined level of functional safety
and for the respective validation.

IEC 61508 series covers basic aspects to be considered when electrical and electronic
systems are used to carry out safety functions. One of the major objectives of this series of
standards is to facilitate the development of international application or equipment standards
by the responsible technical committee. This will allow the technical committee to take the
special requirements of their application fully into account.

It is recognized that there is a great variety of applications of insulation monitoring devices
and of insulation fault location systems in IT systems. This part of IEC 61557 defines basic
safety functions as well as their related levels of functional safety (SIL) and defines feasible
measures and principles to develop and validate these devices and systems under functional
safety aspects.

Figure 1 shows the link between |EC 61557-1§ and the relevant product, safety and EMC
standards as well as the link to the IEC 61508 series.

EC 61557-

General requirements

EC 61557-8 - | :
1 1
Insulation monitoring . '
devices (IMD) — EC 61326-3-1 bl IEC 61557-15 ; IEC 61508 |

! series
EMC requirements Functional ' i
(functional safety) safety 1 Functional 1
to be used in requirements 4_: safety :
combination with for IMDs | basic standard |

) .

EC 615579 EC 61326-2 and IFLSs : i
Insulation fault location i |
systems (IFLS) - L | i
1 1
U |

IEC 0440/14

Figure 1 — Relationship between JEC 61557-18 and related standards

This part of IEC 61557 does not cover phases 1 to 9 and 11 to 16 of |[EC 61508-1| for the
complete IT systems. In particular, this standard does not cover the use of IMDs and IFLSs in
customer application.
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NOTE 1 An insulation fault location system (IFLS) can consist of several devices according to JEC 61557-9:

insulation fault locator (IFL), locating current injector (LCI), locating current sensor (LCS), insulation monitoring
device (IMD) according to |JEC 61557-§.

IMDs and IFLSs are not protective devices in general, but they are part of the protective
measures in IT systems. IMDs and IFLSs function as permanent monitoring of the insulation
resistance of the unearthed IT system and the localization of insulation faults in any part of
the system can be seen as safety functions which are part of the protective measures in an IT
system.

This part of IEC 61557 only applies to IMDs and IFLSs implementing SIL 1 and SIL 2 related
safety functions. Higher SIL levels are not specified in this standard because those levels are
generally not required for IMDs and IFLSs in IT systems.

Conformance to this standard may be required for IMDs or IFLSs when functional safety is
requested in the respective application within IT systems. However, it does not generally
dictate that for these devices, a defined level of functional safety according to this standard is
required.

NOTE 2 Examples of applications where functional safety can be requested depending on the risk analysis are:
—  chemistry,

— mines,

— marine,

— hospital,

—  photovoltaic farms,

— railway signalling systems,

— control systems ( e.g. in nuclear power plants),

- efc.

Examples of typical applications are provided in Annex F.
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ELECTRICAL SAFETY IN LOW VOLTAGE DISTRIBUTION SYSTEMS UP TO
1 000 VAC AND 1500 VDC - EQUIPMENT FOR TESTING, MEASURING OR
MONITORING OF PROTECTIVE MEASURES -

Part 15: Functional safety requirements for insulation monitoring devices
in IT systems and equipment for insulation fault location in IT systems

1 Scope

This part of IEC 61557 specifies requirements related to functional safety and is based on the
IEC 61508 standard series for the realization of insulation monitoring devices (IMD) as
specified_in [EC 61557-8 and for insulation_fault location systems (IFLS) according to

IEC 61557-9, according to phase 10 of the |EC 61508-1| lifecycle. These devices provide

safety related functions for IT systems.

This part of IEC 61557 is:
— concerned only with functional safety requirements intended to reduce the functional risk
during the use of IMDs and IFLSs;

— restricted to risks arising directly from the device itself or from several IMDs or IFLSs
working together in a system;

— intended to define the basic safety functions provided by the devices.
This part of IEC 61557 does not:

— deal with electrical safety according to IEC 61010-1 and the requirements of JEC 61557-8
and |[EC 61557-9;

— cover the hazard and risk analysis of a particular use of the IMD or IFLS;
— identify all the safety functions for the application in which the IMD or IFLS is used;

— cover the IMD or IFLS manufacturing process.

Functional safety requirements depend on the application and should be considered as part of
the overall risk assessment of the specific application. The supplier of IMDs and IFLSs is not
responsible for the application. The application designer is responsible for the risk
assessment and for specifying the overall functional safety requirements of the complete IT
system and he should select the functional safety level (SIL) of the IMD and/or IFLS when
their safety function is part of the functional safety assessment in the IT system.

2 Normative references

The following documents, in whole or in part, are normatively referenced in this document and
are indispensable for its application. For dated references, only the edition cited applies. For
undated references, the Ilatest edition of the referenced document (including any
amendments) applies.

IEC 61508-1:2010d, Functional safety of electrical/electronic/programmable electronic safety-
related systems — Part 1: General requirements

IEC 61508-2:2010d, Functional safety of electrical/electronic/programmable electronic safety-
related systems — Part 2: Requirements for electrical/electronic/programmable electronic
safety-related systems
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IEC 61508-3:2010, Functional safety of electrical/electronic/programmable electronic safety-
related systems — Part 3: Software requirements

IEC 61508-4:2010, Functional safety of electrical/electronic/programmable electronic safety-
related systems — Part 4: Definitions and abbreviations

IEC 61508-5:2010, Functional safety of electrical/electronic/programmable electronic safety-
related systems — Part 5: Examples of methods for the determination of safety integrity levels

IEC 61508-6:2010, Functional safety of electrical/electronic/programmable electronic safety-
related systems — Part 6: Guidelines on the application of JEC 61508-4 and JEC 61508-3

EC 61557-1|, Electrical safety in low voltage distribution systems up to 1 000 V a.c. and
1500 V d.c. — Equipment for testing, measuring or monitoring of protective measures — Part 1:
General requirements

EC 61557-8, Electrical safety in low voltage distribution systems up to 1 000 V a.c. and
1 500 V d.c. — Equipment for testing, measuring or monitoring of protective measures — Part 8:
Insulation monitoring devices for IT systems

IEC 61557-9:2009, Electrical safety in low voltage distribution systems up to 1 000 V a.c. and
1 500 V d.c. — Equipment for testing, measuring or monitoring of protective measures — Part 9:
Equipment for insulation fault location in IT systems

IEC 61326-2-4:2012, Electrical equipment for measurement, control and laboratory use —
EMC requirements — Part 2-4: Particular requirements — Test configurations, operational
conditions _and performance criteria for insulation monitoring devices according to

EC 61557-8 and for equipment for insulation fault location according to JEC 61557-9

IEC 61326-3-1:2008, Equipment for measurement, control and laboratory use — EMC
requirements — Part 3-1: Immunity requirements for safety-related systems and for equipment
intended to perform safety-related functions (functional safety) — General industrial
applications

3 Terms, definitions and abbreviations

3.1 Terms and definitions

For the purposes of this document, the definitions given in |EC 61557-1, |[EC 61557-§ and
EC 61557-9 and the following apply.

3.1.1
hazard
potential source of harm

Note 1 to entry: The term includes danger to persons arising within a short time scale (for example, fire and
explosion) and those that have a long-term effect on a person’s health (for example, release of a toxic substance).

[SOURCE: ISO/IEC Guide 51:1999, 3.5, modified — The note has been adapted.]

3.1.2

electrical hazard

potential source of harm when electric energy is present in an electrical installation or
equipment

[SOURCE: JEC 60050-651:1999, 651-01-30, modified — The note has been deleted.]
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3.1.3

hazardous situation

circumstance in which people, property or the environment are exposed to one or more
hazards

[SOURCE: |[EC 61508-4:201(, 3.1.3]

3.1.4
hazardous event
event that may result in harm

Note 1 to entry: Whether or not a hazardous event results in harm depends on whether people, property or the
environment are exposed to the consequence of the hazardous event and, in the case of harm to people, whether
any such exposed people can escape the consequences of the event after it has occurred.

[SOURCE: |JEC 61508-4:2010, 3.1.4]

3.1.5
harmful event
occurrence in which a hazardous situation or hazardous event results in harm

Note 1 to entry: Adapted from ISO/IEC Guide 51:1999, 3.4, to allow for a hazardous event.

[SOURCE: |[EC 61508-4:201(d, 3.1.5]

3.1.6
risk
combination of the probability of occurrence of harm and the severity of that harm

[SOURCE: ISO/IEC Guide 51:1999, 3.2]

3.1.7
tolerable risk
risk which is accepted in a given context based on the current values of society

Note 1 to entry: Tolerable risk is achieved by the iterative process of risk assessment (risk analysis and risk
evaluation) and risk reduction.

[SOURCE: ISO/IEC Guide 51:1999, 3.7, modified — Note 1 to entry has been added.]

3.1.8
residual risk
risk remaining after protective measures have been taken

[SOURCE: ISO/IEC Guide 51:1999, 3.9]

3.1.9
safety
freedom from unacceptable risk

[SOURCE: ISO/IEC Guide 51:1999, 3.1, modified — The note has been deleted.]

3.1.10

functional safety

part of the overall safety relating to the EUC and the EUC control system that depends on the
correct functioning of the E/E/PE safety related system and other risk reduction measures

[SOURCE: |[EC 61508-4:2010, 3.1.12]
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3.1.11
safe state
state of the EUC when safety is achieved

Note 1 to entry: In going from a potentially hazardous condition to the final safe state, the EUC may have to go
through a number of intermediate safe states. For some situations a safe state exists only so long as the EUC is
continuously controlled. Such continuous control may be for a short or an indefinite period of time.

[SOURCE: |[EC 61508-4:2010, 3.1.13]

3.1.12

reasonable foreseeable misuse

use of a product, process or service in a way not intended by the supplier, but which may
result from readily predictable human behaviour

[SOURCE: ISO/IEC Guide 51:1999, 3.14]

3.1.13

environment

all relevant parameters that can affect the achievement of functional safety in the specific
application under consideration and in any safety lifecycle phase

Note 1 to entry: This would include, for example, physical environment, operating environment, legal environment
and maintenance environment.

[SOURCE: |JEC 61508-4:2010, 3.2.2]

3.1.14

fault

abnormal condition that may cause a reduction in, or a loss of, the capability of a functional
unit to perform a required function

[SOURCE: |[EC 61508-4:2010, 3.6.1; based on ISO/IEC 2382-14:1997, 14-01-10]

3.1.15

fault avoidance

use of techniques and procedures that aim to avoid the introduction of faults during any phase
of the safety lifecycle of the safety related system

[SOURCE: JEC 61508-4:2010, 3.6.2]

3.1.16

fault tolerance

ability of a functional unit to continue to perform a required function in the presence of faults
or errors

Note 1 to entry: The definition in IEC 60050-191-15-05 refers only to sub-item faults (the attribute of an item that
makes it able to perform a required function in the presence of certain given sub-item faults).

[SOURCE: |EC 61508-4:2010, 3.6.3, modified — The note has been adapted; based
ISO/IEC 2382-14:1997, 14-01-10]

3.1.17

failure

termination of the ability of a functional unit to provide a required function or operation of a
functional unit in any way other than as required

Note 1 to entry: This is based on IEC 60050-191-04-01 with changes to include systematic failures due to, for

example, deficiencies in specification or software. Documents
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Note 2 to entry: See Figure 4 of JEC 61508-4:2010 for the relationship between faults and failures, both in the

IEC 61508 series and |EC 60050-191.

Note 3 to entry: Performance of required functions necessarily excludes certain behaviour, and some functions
may be specified in terms of behaviour to be avoided. The occurrence of such behaviour is a failure.

Note 4 to entry: Failures are either random (in hardware) or systematic (in hardware or software).

[SOURCE: |JEC 61508-4:2010, 3.6.4, modified — Figure 4 has been deleted.]

3.1.18

safety lifecycle

necessary activities involved in the implementation of safety-related systems, occurring during
a period of time that starts at the concept phase of a project and finishes when all of the
E/E/PE safety related system are no longer available for use

[SOURCE: |JEC 61508-4:2010, 3.7.1, modified — Notes 1 and 2 have been deleted.]

3.1.19

proven in use

demonstration, based on an analysis of operational experience for a specific configuration of
an element, that the likelihood of dangerous systematic faults is low enough so that every
safety function that uses the element achieves its required safety integrity level

[SOURCE: JEC 61508-4:2010, 3.8.18]

3.1.20

safety integrity level

SIL

discrete level (one out of a possible two), corresponding to a range of safety integrity values,
for specifying the safety integrity requirements of a safety function allocated (in whole or in
part) to an IMD or IFLS

Note 1 to entry: SIL 2 has the highest level of safety integrity and SIL 1 has the lowest according to this standard.

Note 2 to entry: SIL 3 and SIL 4 are not considered in this standard as it is not relevant to the risk reduction
requirements normally associated with IMDs and IFLSs. For applicable requirements to SIL 3 and SIL 4 see
IEC 61508.

[SOURCE: JEC 61508-4:2010, 3.5.8, modified — Note 3 has been deleted.]

3.1.21

safety function

function to be implemented by an E/E/PE safety-related system or other risk reduction
measures, that is intended to achieve or maintain a safe state for the EUC, in respect of a
specific hazardous event

EXAMPLE: Examples of safety functions include:

— functions that are required to be carried out as positive actions to avoid hazardous situations (for example
switching off a motor); and

— functions that prevent actions being taken (for example preventing a motor starting).

[SOURCE: |[EC 61508-4:201d, 3.5.1]

3.1.22

dangerous failure

failure of an element and/or subsystem and/or system that plays a part in implementing the
safety function that:

a) prevents a safety function from operating when required (demand mode), or causes a
safety function to fail (continuous mode) such that the EUC is put into a heﬁ&eﬁments

potentially hazardous state, or
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b) decreases the probability that the safety function operates correctly when required

[SOURCE: |JEC 61508-4:2010, 3.6.7]

3.1.23

safe failure

failure of an element and/or subsystem and/or system that plays a part in implementing the
safety function that:

a) results in the spurious operation of the safety function to put the EUC (or part thereof) into
a safe state or maintain a safe state, or

b) increases the probability of the spurious operation of the safety function to put the EUC
(or part thereof) into a safe state or maintain a safe state

[SOURCE: |JEC 61508-4:2010, 3.6.8]

3.1.24

diagnostic coverage

DC

fraction of dangerous failures detected by automatic on-line diagnostic tests

Note 1 to entry: The fraction of dangerous failures is computed by using the dangerous failure rates associated
with the detected dangerous failures divided by the total rate of dangerous failures.

Note 2 to entry: The dangerous failure diagnostic coverage is computed using the following equation, where DC is
the diagnostic coverage, App is the detected dangerous failure rate and Ap wtal is the total dangerous failure rate:

DC = 2700
Z%total

Note 3 to entry: This definition is applicable providing the individual components have constant failure rates.

[SOURCE: JEC 61508-4:2010, 3.8.6, modified — Part of the definition has been moved into
Note 1 to entry and the other notes have been renumbered accordingly.]

3.1.25

diagnostic test(s)

test(s) intended to detect faults or failures and to produce a specified output information or
activity when a fault or failure is detected

Note 1 to entry: Diagnostic tests can be carried out by manual activation of the tests or by automatic self-test of
the devices.

[SOURCE: JEC 61800-5-2:2007, 3.4, modified — Note 1 to entry has been added.]

3.1.26

validation

confirmation by examination and provision of objective evidence that the particular
requirements for a specific intended use are fulfilled

Note 1 to entry: In this standard there are three validation phases:
— overall safety validation (see Figure 2 of [EC 61508-1:2010);

— E/E/PE system validation (see Figure 3 of );
— software validation (see Figure 4 of m)

Note 2 to entry: Validation is the activity of demonstrating that the safety-related system under consideration,
before or after installation, meets in all respects the safety requirements specification for that safety-related system.
Therefore, for example, software validation means confirming by examination and provision of objective evidence
that the software satisfies the software safety requirements specification.

[SOURCE: [EC 61508-4:2010, 3.8.2] Documents

Document Sharing Hub

Full document details: BS EN 61557-15:2014


http://dx.doi.org/10.3403/30143466
http://dx.doi.org/10.3403/30143466
http://dx.doi.org/10.3403/30143466
http://dx.doi.org/10.3403/30134107
http://dx.doi.org/10.3403/30143454
http://dx.doi.org/10.3403/30143454
http://dx.doi.org/10.3403/30143454
http://dx.doi.org/10.3403/30143466
http://www.avadocuments.com/doc/bs-en-61557-15-2014
http://www.avadocuments.com/doc/bs-en-61557-15-2014

BS EN 61557-15:2014
- 16 - 61557-15 © IEC:2014

3.1.27

verification

confirmation by examination and provision of objective evidence that the particular
requirements for a specific intended use are fulfilled

Note 1 to entry: In the context of this standard, verification is the activity of demonstrating for each phase of the
relevant safety lifecycle (overall E/E/PE system and software)), by analysis, mathematical reasoning and/or tests,
that, for the specific inputs, the outputs meet in all respects the objectives and requirements set for the specific
phase.

EXAMPLE Verification activities include:

— reviews on outputs (documents from all phases of the safety lifecycle) to ensure compliance with the
objectives and requirements of the phase, taking into account the specific inputs to that phase;

— design reviews;
— tests performed on the designed products to ensure that they perform according to their specification;

— integration tests performed where different parts of a system are put together in a step-by-step manner and by
the performance of environmental tests to ensure that all the parts work together in the specified manner.

[SOURCE: |JEC 61508-4:2010, 3.8.1]

3.1.28

insulation monitoring device

IMD

device which permanently monitors the insulation resistance to earth of unearthed IT a.c.
systems, IT a.c. systems with galvanically connected d.c. circuits having nominal voltages up
to 1 000 V a.c., as well as monitoring the insulation resistance of unearthed IT d.c. systems
with voltages up to 1 500 V d.c., independent from the method of measuring

[SOURCE: |EC 61557-8:2007, Clause 1, modified — The scope has been adapted to form of a
definition.]

3.1.29

insulation fault location system

IFLS

device or combination of devices used for insulation fault location in IT systems

Note 1 to entry: The insulation fault location system is used in addition to an insulation monitoring device. It
injects a locating current between the electrical system and earth and locates insulation faults

[SOURCE: JEC 61557-9:2009, 3.1, modified — Part of the definition has been moved into Note
1 to entry.]

3.1.30

equipment under control

EUC

equipment, machinery, apparatus or plant used for manufacturing, process, transportation,
medical or other activities;, whose power supply system is an IT system such as described in
IEC 60364-4-41

Note 1 to entry: The SRS is separate and distinct from the EUC.

Note 2 to entry: In JEC 61557-19 EUC is the IT system in which the IMD or IFLS is installed.

[SOURCE: JEC 61508-4:201d, 3.2.1 modified — Notes 1 and 2 to entry have been added.]

3.1.31

safety-related system
SRS

designated system that both
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— implements the required safety functions necessary to achieve or maintain a safe state for
the EUC; and

— is intended to achieve, on its own or with other E/E/PE safety-related systems and other
risk reduction measures, the necessary safety integrity for the required safety functions

Note 1 to entry: The term refers to those systems, designated as safety-related systems, that are intended to
achieve, together with the other risk reduction measures (see JEC 61508-4:201(, 3.4.2), the necessary risk
reduction in_order to meet the required tolerable risk (see — 3.1.7). See also Annex A of
[EC 61508-5:2014.

Note 2 to entry: Safety-related systems are designed to prevent the EUC from going into a dangerous state by
taking appropriate action on detection of a condition which may lead to a hazardous event. The failure of a safety-
related system would be included in the events leading to the determined hazard or hazards. Although there may
be other systems having safety functions, it is the safety-related systems that have been designated to achieve, in
their own right, the required tolerable risk. Safety-related systems can broadly be divided into safety-related control
systems and safety-related protection systems.

Note 3 to entry: Safety-related systems may be an integral part of the EUC control system or may interface with
the EUC by sensors and/or actuators. That is, the required safety integrity level may be achieved by implementing
the safety functions in the EUC control system (and possibly by additional separate and independent systems as
well) or the safety functions may be implemented by separate and independent systems dedicated to safety.

Note 4 to entry: A safety-related system may be designed to:

a) prevent the hazardous event (i.e. if the safety-related systems perform their safety functions then no harmful
event arises);

b) mitigate the effects of the harmful event, thereby reducing the risk by reducing the consequences;
c) achieve a combination of a) and b).
Note 5 to entry: A person can be part of a safety-related system. For example, a person could receive information

from a programmable electronic device and perform a safety action based on this information, or perform a safety
action through a programmable electronic device.

Note 6 to entry: A safety-related system includes all the hardware, software and supporting services (for example,
power supplies) necessary to carry out the specified safety function (sensors, other input devices, final elements
(actuators) and other output devices are therefore included in the safety-related system).

Note 7 to entry: A safety-related system may be based on a wide range of technologies including electrical,
electronic, programmable electronic, hydraulic and pneumatic.

[SOURCE: |JEC 61508-4:2010, 3.4.1]

3.1.32

probability of dangerous failure on demand

PFD

safety unavailability (see |JEC 60050-191) of an E/E/PE safety-related system to perform the
specified safety function when a demand occurs from the EUC or EUC control system

Note 1 to entry: The [instantaneous] unavailability (as per |[EC 60050-191|) is the probability that an item is not in
a state to perform a required function under given conditions at a given instant of time, assuming that the required
external resources are provided. It is generally noted by U (t).

Note 2 to entry: The [instantaneous] availability does not depend on the states (running or failed) experienced by
the item before t. It characterizes an item which only has to be able to work when it is required to do so, for
example, an E/E/PE safety related system working in low demand mode.

Note 3 to entry: If periodically tested, the PFD of an E/E/PE safety-related system is, in respect of the specified
safety function, represented by a saw tooth curve with a large range of probabilities ranging from low, just after a
test, to a maximum just before a test.

[SOURCE: JEC 61508-4:2010, 3.6.17]

3.1.33

safety integrity

probability of an IMD or IFLS satisfactorily performing the specified safety functions under all
the stated conditions within a stated period of time

Note 1 to entry: The higher the level of safety integrity, the lower the probability that the safety-relat i
fail to carry out the specified safety functions or will fail to adopt a specified state when reqgiiiec. Bamments
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Note 2 to entry: In IEC 61508 there are four levels of safety integrity (SIL). For IMDs and IFLSs only SIL 1 and
SIL 2 are specified.

Note 3 to entry: In determining safety integrity, all causes of failures (both random hardware failures and
systematic failures) that lead to an unsafe state should be included, for example hardware failures, software
induced failures and failures due to electrical interference. Some of these types of failure, in particular random
hardware failures, may be quantified using such measures as the average frequency of failure in the dangerous
mode of failure or the probability of a safety-related protection system failing to operate on demand. However,
safety integrity also depends on many factors that cannot be accurately quantified but can only be considered
qualitatively.

Note 4 to entry: Safety integrity comprises hardware safety integrity and systematic safety integrity.

Note 5 to entry: This definition focuses on the reliability of the safety-related systems to perform the safety
functions (see IEC 60050-191-12-01 for a definition of reliability).

[SOURCE: JEC 61508-4:2010, 3.5.4, modified — Replaced "E/E/PE safety-related system" by
"IMD or IFLS".]

3.1.34

development lifecycle

way in which the following safety-related activities of IMD and IFLS development are included:
— the definition of safety functions
— planning of functional safety

— design and development

— integration and testing

— documentation

— organization of modifications

— verification

— validation

3.1.35

mode of operation
way in which a safety function operates

[SOURCE: |[EC 61508-4:2010, 3.5.16, modified — Low demand mode, high demand mode and
continuous mode have been separated into new definitions.]

3.1.35.1

low demand mode
mode of operation which is only performed on demand, in order to transfer the EUC into a
specified safe state, and where the frequency of demands is no greater than one per year

Note 1 to entry: The E/E/PE safety-related system that performs the safety function normally has no influence on
the EUC or EUC control system until a demand arises. However, if the E/E/PE safety-related system fails in such a
way that it is unable to carry out the safety function then it may cause the EUC to move to a safe state (see 7.4.6

of |JEC 61508-2:201().

3.1.35.2

high demand mode
where the safety function is only performed on demand, in order to transfer the EUC into a
specified safe state, and where the frequency of demands is greater than one per year

3.1.35.3

continuous mode
where the safety function retains the EUC in a safe state as part of normal operation
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3.1.36

systematic faults

faults which can appear in the different phases of the lifecycle, including:
— specification errors,

— design and development errors,

— integration errors,

— errors at verification or validation,

— errors in the documentation and

— errors at installation and use

3.1.37

additional functions
functions in a safety related IMD or IFLS which are not designated as safety function

3.1.38

systematic safety integrity

part of the safety integrity of a safety-related system relating to systematic failures in a
dangerous mode of failure

Note 1 to entry: Systematic safety integrity cannot usually be quantified (as distinct from hardware safety integrity
which usually can).

[SOURCE: |JEC 61508-4:2010, 3.5.6]

3.1.39

common cause failure

failure, that is the result of one or more events, causing concurrent failures of two or more
separate channels in a multiple channel system, leading to system failure

[SOURCE: |[EC 61508-4:2010, 3.6.10]

3.1.40

diagnostic test interval

interval between on-line tests to detect faults in a safety-related system that has a specified
diagnostic coverage

[SOURCE: |JEC 61508-4:2010, 3.8.7]

3.1.41

safe failure fraction

SFF

property of a safety related element that is defined by the ratio of the average failure rates of
safe plus dangerous detected failures and safe plus dangerous failures

Note 1 to entry: This ratio is represented by the following equation:

SFF = (Z)\S avg + ZADd avg) / (Z)\S avg + ZADd avg + Z)\Du avg)

when the failure rates are based on constant failure rates the equation can be simplified to:

SFF = (3As + SApg) ! (5As + SAog + SAou)

[SOURCE: JEC 61508-4:2010, 3.6.15, modified — Part of the definition has been moved into
Note 1 to entry.]
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3.1.42

mean time to restoration

MTTR

expected time to achieve restoration

Note 1 to entry: MTTR encompasses:

— the time to detect the failure (a); and,

— the time spent before starting the repair (b); and,

— the effective time to repair (c); and,

— the time before the component is put back into operation (d)

— the start time for (b) is the end of (a); the start time for (c) is the end of (b); the start time for (d) is the end of

(c).
[SOURCE: JEC 61508-4:2010, 3.6.21]

3.1.43

MooN architecture

architecture made up of a number (M) of independent channels, any of which (N) are
sufficient to perform the correct safety function

3.1.44

MooND architecture

architecture made up of a number (M) of independent channels, any of which (N) are
sufficient to perform the correct safety function plus diagnostics (D)

3.1.45

dangerous failure

failure of an element and/or subsystem and/or system that plays a part in implementing the
safety function that:

— prevents a safety function from operating when required (demand mode) or causes a
safety function to fail (continuous mode) such that the EUC is put into a hazardous or
potentially hazardous state; or

— decreases the probability that the safety function operates correctly when required.
[SOURCE: |[EC 61508-4:2010, 3.6.7]

3.1.46

safe failure

failure of an element and/or subsystem and/or system that plays a part in implementing the
safety function that:

— results in the spurious operation of the safety function to put the EUC (or part thereof) into
a safe state or maintain a safe state; or

— increases the probability of the spurious operation of the safety function to put the EUC (or
part thereof) into a safe state or maintain a safe state

[SOURCE: |JEC 61508-4:2010, 3.6.8]

3.1.47

dependent failure

failure whose probability cannot be expressed as the simple product of the unconditional
probabilities of the individual events that caused it

Note 1 to entry: Two events A and B are dependent, only if: P (A and B) > P (A) x P (B).

[SOURCE: |JEC 61508-4:2010, 3.6.9]
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3.1.48

end of life

EOL

life cycle stage of a product starting when it is finally removed from its intended use-phase
[SOURCE: IEC Guide 109:2012, 3.1]

3.1.49

mean time to failure

MTTF

expectation of the time to failure

[SOURCE: |[EC 60050-191:199d, 191-12-07]

3.1.50

insulation fault

defect in the insulation of an electric installation or equipment that can result either in an
abnormal current through this insulation or in a disruptive discharge

[SOURCE: IEC 60050-604:1987, 604-02-02, modified — Added "electric installation".]

3.1.50.1

symmetrical insulation fault

defect in the insulation of an electric installation or equipment creating a resistive path to
earth having approximately the same resistance from all phase conductors to earth

3.1.50.2

asymmetrical insulation fault

defect in the insulation of an electric installation or equipment creating a resistive path to
earth having different resistances from the phase conductors to earth

3.1.51

insulation resistance

Re

resistance in the system being monitored, including the resistance of all the connected
appliances to earth

[SOURCE: |[EC 61557-8:2007, 3.2]

3.1.52

proof test

periodic test performed to detect dangerous hidden failures in a safety-related system so that,
if necessary a repair can restore the system to an “as new” condition or as close as practical
to this condition

[SOURCE: |JEC 61508-4:2010, 3.8.5, modified — The notes have been deleted.]

3.1.53

process safety time

period of time between a failure, that has the potential to give rise to a hazardous event,
occurring in the EUC or EUC control system and the time by which action has to be completed
in the EUC to prevent the hazardous event occurring

[SOURCE: |[EC 61508-4:2010, 3.6.20]
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