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Foreword

The text of document 65C/591A/FDIS, future edition 2 of |[EC 61784-3-1|, prepared by SC 65C, Industrial
networks, of IEC TC 65, Industrial-process measurement, control and automation, was submitted to the
IEC-CENELEC parallel vote and was approved by CENELEC as EN 61784-3-1 on 2010-07-01.

This European Standard supersedes EN 61784-3-1:2008.

The main technical changes with respect to EN 61784-3-1:2008 are listed below:
— updates in relation with changes in EN 61784-3;

— adjustment of Figure 5;

— change of sequence number from two octets to four octets in 7.2.2 to match the final protocol from the
consortium.

— addition of details for time synchronization in 7.2.4;

— addition of information for safety response time in 9.3;

addition of information in constraints for calculation of system characteristics in 9.5.

Attention is drawn to the possibility that some of the elements of this document may be the subject of
patent rights. CEN and CENELEC shall not be held responsible for identifying any or all such patent
rights.

The following dates were fixed:

— latest date by which the EN has to be implemented
at national level by publication of an identical
national standard or by endorsement (dop) 2011-04-01

— latest date by which the national standards conflicting
with the EN have to be withdrawn (dow) 2013-07-01

Annex ZA has been added by CENELEC.
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Endorsement notice

The text of the International Standard IEC 61784-3-1:2010 was approved by CENELEC as a European
Standard without any modification.

In the official version, for Bibliography, the following notes have to be added for the standards indicated:
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Harmonized as EN 60204-1.

Harmonized in EN 61158 series (not modified).
Harmonized as

Harmonized as .

Harmonized in EN 61496 series (partially modified).
Harmonized as (not modified).
Harmonized as (not modified).
Harmonized as .

Harmonized in EN 61784-5 series (not modified).
Harmonized as .

Harmonized as EN 62061.

Harmonized as EN ISO 10218-1.

Harmonized as EN ISO 12100-1.

Harmonized as EN ISO 13849-1.

Harmonized as .

Harmonized as EN ISO 14121.
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Annex ZA
(normative)

Normative references to international publications
with their corresponding European publications

The following referenced documents are indispensable for the application of this document. For dated
references, only the edition cited applies. For undated references, the latest edition of the referenced
document (including any amendments) applies.

NOTE When an international publication has been modified by common modifications, indicated by (mod), the relevant EN/HD

applies.

Publication Year
IEC 61131-2 -

EC 61158-2 -

EC 61158-3- -

EC 61158-4- -

EC 61158-5-5 -

EC 61158-5-9 -

EC 61158-6-5 -

EC 61158-6-9 -

IEC 61508 Series

EC 61508-1 2010
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Title EN/HD Year
Programmable controllers - N 61131-2
Part 2: Equipment requirements and tests
Industrial communication networks - Fieldbus N 61158-2 -
specifications -
Part 2: Physical layer specification and service
definition
Industrial communication networks - Fieldbus N 61158-3-1 -
specifications -
Part 3-1: Data-link layer service definition -
Type 1 elements
Industrial communication networks - Fieldbus N 61158-4-1 -
specifications -
Part 4-1: Data-link layer protocol specification -
Type 1 elements
Industrial communication networks - Fieldbus N 61158-5-5 -
specifications -
Part 5-5: Application layer service definition -
Type 5 elements
Industrial communication networks - Fieldbus N 61158-5-9 -
specifications -
Part 5-9: Application layer service definition -
Type 9 elements
Industrial communication networks - Fieldbus N 61158-6-5 -
specifications -
Part 6-5: Application layer protocol
specification - Type 5 elements
Industrial communication networks - Fieldbus N 61158-6-9 -
specifications -
Part 6-9: Application layer protocol
specification - Type 9 elements
Functional safety of EN 61508 Series
electrical/electronic/programmable electronic
safety-related systems
Functional safety of N 61508-1 2010
electrical/electronic/programmable electronic
safety-related systems -
Part 1: General requirements
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EC 61784-1 -
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-

IEC 62280-1 -
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Title EN/HD Year
Functional safety of N 61508-2 2010

electrical/electronic/programmable electronic
safety-related systems -

Part 2: Requirements for
electrical/electronic/programmable electronic
safety-related systems

Functional safety of N 61508-3 2010

electrical/electronic/programmable electronic
safety-related systems -
Part 3: Software requirements

Functional safety of N 61508-4 2010

electrical/electronic/programmable electronic
safety-related systems -
Part 4: Definitions and abbreviations

Functional safety - Safety instrumented EN 61511
systems for the process industry sector

Industrial communication networks - Profiles - N 61784-1

Part 1: Fieldbus profiles

Series

Industrial communication networks - Profiles - N 61784-3 2010

Part 3: Functional safety fieldbuses - General
rules and profile definitions

Industrial communication networks - Installation EN 61918
of communication networks in industrial
premises

Railway applications - Communication,
signalling and processing systems -

Part 1: Safety-related communication in closed
transmission systems

Information technology - Telecommunications
and information exchange between systems -
Local and metropolitan area networks - Specific
requirements -

Part 3: Carrier sense multiple access with
collision detection (CSMA/CD) access method
and physical layer specifications

Documents

Document Sharing Hub


http://dx.doi.org/10.3403/02527782U
http://dx.doi.org/10.3403/02529963U
http://dx.doi.org/10.3403/02530708U
http://dx.doi.org/10.3403/03101355U
http://dx.doi.org/10.3403/30101780U
http://dx.doi.org/10.3403/30111460U
http://dx.doi.org/10.3403/00327038U
http://dx.doi.org/10.3403/02527782U
http://dx.doi.org/10.3403/02529963U
http://dx.doi.org/10.3403/02530708U
http://dx.doi.org/10.3403/03101355U
http://dx.doi.org/10.3403/30101780U
http://dx.doi.org/10.3403/30111460U
http://www.avadocuments.com/doc/bs-en-61784-3-1-2010
http://www.avadocuments.com/doc/bs-en-61784-3-1-2010

Documents
This page deF?B&r%%?}‘Fe?PB‘IQHQ Hub

Full document details: BS EN 61784-3-1:2010


http://www.avadocuments.com/doc/bs-en-61784-3-1-2010
http://www.avadocuments.com/doc/bs-en-61784-3-1-2010

BS EN 61784-3-1:2010

-4 - 61784-3-1 © IEC:2010(E)
CONTENTS

O INErOAUCTION L 9
O N €T =Y = | PP 9
0.2  Patent declaration ... ... 11
S o o 1= 12
2 NOIMaAtiVe FEfEIENCES e e 12
Terms, definitions, symbols, abbreviated terms and conventions..................coooeeieiiinn 13
3.1 Terms and definitioNs . ... 13
3.1.1  Common terms and definitions ....... ... 14
3.1.2 CPF 1: Additional terms and definitions ...........ccocoiiiiiii 18
3.2 Symbols and abbreviated terms...........cooiiiiii 19
3.2.1  Common symbols and abbreviated terms ...........ccooiiiiii 19
3.2.2 CPF 1: Additional symbols and abbreviated terms ..............c..ccooviiininn. 19
T N o o 1Y =Y o T o 20
3.3.1  State diagrams ... 20
3.3.2 Use 0f COIOrs iN figUIES ....ovviiiiiiiie e 21
4 Overview of FSCP 1/1 (FOUNDATION Fieldbus™ SIS) ......ccoiiiiiiiiiiiieeeee e 21
g € = o V=T - | 21
4.2  Key concepts Of FSCP 1/ e 22
4.2.1  Black Channel . ... 22
4.2.2  CONNECLION KBY ..oiiiiiiii e 22
4.2.3  CrOSS-CRECK ..eeuiieii e 23
4.2.4  F O CP 1/ e 23
4.2.5 Programmable electronic system ... 23
4.2.6  QUEUING AEIAYS ..ouiiiiiiii e 23
4.2.7  ReEAUNAANCY ..ottt e 23
4.2.8  SIL @NVIFONMENT ..ot 23
4.3  Key components of FSCP /1 . e 23
B B @ V=Y =1 PPN 23
4.3.2 Black channel ... 24
4.4 Relationship to the ISO OSI basic reference model ..., 25
LS T € 7= oY - | PP 25
5.1 External documents providing specifications for the profile.................cooooeiinni. 25
5.2 Safety functional requirements ........ ..o 25
5.2.1 Requirements for functional safety..............cooii 25
5.2.2 Functional ConStraints... ..o 26
5.2.3 Device manufacturer requirements ... 26
5.3 SaAfely MEBASUIES .ot 26
5.3.1  SeqUENCE NUMDET .. e 26
5.3.2 TIME S AMID oo e 26
5.3.3 Time eXpectation ... 26
5.3.4 Connection authentication ... 26
5.3.5 Data integrity @ssUranCe .......cc.oiiiiiiiii 26
5.3.6 Redundancy with cross checking ............ccooiiiiiii 27
5.3.7 Different data integrity assurance systems ............coooviiiiiiiiiiiien 27

5.3.8 Relationships between errors and safety measures ............._...... Docu.ments

Document Sharing Hub

Full document details: BS EN 61784-3-1:2010


http://www.avadocuments.com/doc/bs-en-61784-3-1-2010
http://www.avadocuments.com/doc/bs-en-61784-3-1-2010

BS EN 61784-3-1:2010

61784-3-1 © IEC:2010(E) -5-
5.4 Safety communication l[ayer structure ..o 27
5.4.1 Network topology and device connectivity...........ccocoviiiiiiiiiiii i, 27
5.4.2 Device architeCture ... .. ..o 28
5.5 Relationships with FAL (and DLL, PhL) ... 29
551 GBNEIAI i 29
L T B T 1 - T 4/ o 1= 1= 29
6 Safety communication [ayer SErVICES .. ...t 30
6.1  Application ProCess (AP) ... e 30
L g O O 1Y T PP 30
6.1.2  Network visible ObjJeCtSs ... 30
6.1.3 Application layer interface .........ccooviiiiiii i 30
6.1.4  ODbjJeCt diCiONAIY ....oviii e 30
6.1.5 Application program dir€Ctory ........oooeiiiiii 30
6.2 Function block application ProCeSSEeS .......iuiiiiiiii e 31
B.2.1  GeNEIAl e s 31
6.2.2 Function block model ... 31
6.2.3  ApPPliCation PrOCESS .. iviieii e 33
6.3 Device to device cOMMUNICAtIONS .. ..o 36
B.3.1  GONEIAl e 36
B.3.2  CleN/ SOV e 36
6.3.3 Publisher/subscriber........cooiii 37
6.3.4 Report distribution ... ... 37
6.3.5 FBAP operation in a linking device ...........cooiiiiiiiiiii 37
6.3.6 System management kernel protocol (SMKP) communications .................. 37
8.4 POl S e 37
B.4.1  GENEIAl oo 37
6.4.2 FSCP /1 Profile cooeeeiiie e 37
6.5  DeViIiCE AESCIIPIONS L eeii e 38
6.6  Common file fOrmats ... 38
6.7 Configuration information ........ ..o 39
B.7.1  OVEIVIBW oot ettt et et et 39
6.7.2 Level 1 configuration: manufacturer device definition................................. 39
6.7.3 Level 2 configuration: network definition.............ccoooiiiiii 39
6.7.4 Level 3 configuration: distributed application definition............................. 39
6.7.5 Level 4 configuration: device configuration .............ccooiiiiiiiiiii i 39
7 Safety communication l[ayer protoCOl .........ccoiiiiiiii 39
7.1 Safety PDU fOrmMat ... 39
T AT GENEIAl e 39
7.1.2 Safety communication layer CRC ... 39
7.1.3 Black channel time synchronization monitoring.............cccoooiiiiiiinn, 40
7.1.4  SeqUENCE NUMDET ..o e 40
7.5 Virtual REAET ... e 41
T7.1.6  CONNECHION KEY ..ottt 41
7.1.7 Redundancy and Cross-ChecCK ............ooiiiiiiiii e, 41
7.2 Protocol extensions for use in safety-related systems..............ccooviiiiiiiiiiiiinn, 42
40020 T O 1 =Y Y 42
7.2.2 Publisher-subscriber interactions ..o 42
7.2.3 Client-server interactions ...... ... e 47
7.2.4 Time synchronization...........ccoooiiiiiiiii i A e, DOCUB’:!entS

Document Sharing Hub

Full document details: BS EN 61784-3-1:2010


http://www.avadocuments.com/doc/bs-en-61784-3-1-2010
http://www.avadocuments.com/doc/bs-en-61784-3-1-2010

BS EN 61784-3-1:2010

-6 - 61784-3-1 © IEC:2010(E)

7.2.5  DeViCe Start-Up «oueeiii e e 54

7.3 Communications ENtitY ..o 54

T30 GONEIAI i 54

7.3.2  Network management ... ..o 54

7.3, S e 54

T7.3.4  HT StaCK oo 54

8 Safety communication layer management. ... ..o 55

Gt I O 1 Y Y 55

8.2  SMK COMMUNICATIONS ..ottt 55

8.3 FIM S SBIVICES ittt e 55

8.4 SIMK SEIVICES . iiiiii ittt 55

841 GENEIAl i 55

8.4.2  Address asSigNMENt .. ..ot 55

8.4.3 Time synchronization..........cooiiiiiii 55

8.5 Safety communication layer configuration and start-up .............cooooiii 55

8.5.1 H1 configuration and start-up ...........cooiiiiiiiiiii 55

8.5.2 FSCP /1 FBAP ..o e e 56

8.0.3 TS NG i 56

1 IV (Y 4 W Yo LT =T 0 T=T o £ PP 56

9.1 Indicators and SWItCNES .. ..o 56

9.2 Installation gUIAEIINES . ... e 56

9.3 Safety function response time ... 56

1S R T B O 1 Y T PSP 56

9.3.2  Safely SeNS O . o 56

9.3.3  Input FUNCHION BIOCK ....ieii e 57

9.3.4  Safe TransSmMiSSION ... 57

9.3.5  LOGIC SOIVET .ottt 57

9.3.6 Discrete Output Function BIOCK ..........ccooiiiiiiiiii e, 57

9.3.7  Safety ACTUATON . ..o 57

9.4  Duration Of demMandsS .. ... s 57

9.5 Constraints for calculation of system characteristics............ccoooiiiiiiiiii 57

9.5.1  System charaCteristiCs.......oiuiiiii 57

0.5.2  MESSAQE Al et 57

9.5.3  SIL BV ettt 58

9.5.4 Mixing FSCP 1/1 devices and CP 1/1 devViCeS........ccvivviiiiiiiiiiiiiiiiiceen, 58

9.5.5 DeViICesS 0N @ SEGMENT ....iiiiii e 58

9.5.6 Residual error rate calculations ..., 58

9.6 MaiNtENANCE .. e 59

9.7  Safely ManUal ... 59

0 A S S OSSN . ettt 59
Annex A (informative) Additional information for functional safety communication

101 11 (=T o) O = it PP 60

A.1 Hash function calculation ... e 60

A.2 Fault conditions arising from locations beyond the output function block......................... 62

Annex B (informative) Information for assessment of the functional safety
communication profiles Of CPF 1 ... e 64
Bl O g AP Y e 65
Documents

Document Sharing Hub

Full document details: BS EN 61784-3-1:2010


http://www.avadocuments.com/doc/bs-en-61784-3-1-2010
http://www.avadocuments.com/doc/bs-en-61784-3-1-2010

BS EN 61784-3-1:2010

61784-3-1 © IEC:2010(E) -7-

Table 1 — Example state transition table ... 21
Table 2 — Safety measures and possible communication errors .............ccccooiiiiiiiiiiiiceeneen, 27
Table 3 — Data types used within FSCP 1/1 ... 30
Table 4 — Fault state behaviour. ... e 33
Table 5 — Publisher states ... e 43
Table 6 — Publisher state table - Received transitions ..o, 44
Table 7 — Publisher state table - Internal transitions............cooii 44
Table 8 — SUDSCrIber States ..o e 45
Table 9 — Subscriber state table - Received transitions...........ccoooiiiiiiii 46
Table 10 — Subscriber state table - Internal transitions.............cooiiiii 47
Table 11 — Server states during read OpPerations ............oooiiiiiiiiiiiii e 48
Table 12 — Received transitions for a FSCP 1/1 Server during read operations..................... 49
Table 13 — States of a FSCP 1/1 server during write operations...........cc.oooviiiiiiiiiiien, 51
Table 14 — Received transitions for a FSCP 1/1 Server during write operations .................... 51
Table 15 — Values used for calculation of residual errorrate............ccooveiiiiiiiiiiiiiiiien, 58
Table 16 — Values of R (Pe) for different values of n................. 58
Table A.1 — Fault conditions arising from locations beyond the output function block ............ 63
Figure 1 — Relationships of with other standards (machinery)..................ooe. 9
Figure 2 — Relationships of with other standards (process).......cccocovevviiiiinennnnn. 10
Figure 3 — Example state diagrami. .. ..o 20
Figure 4 — Use of Colors in fIQUIes ... e 21
Figure 5 — Scope Of FSC P 1/ o 22
Figure 6 — FSCP 1/1 architecture (H1) ... 24
Figure 7 — BlaCck Channel ... ... e 24
Figure 8 — FSCP 1/1 in system architecture ... 28
FIgure 9 — FSCP 171 HT d@VICE ... oeiiiii e 28
Figure 10 — FSCP 1/1 ProtoCOl JaYErsS ......ciniiiiiiiie e 29
Figure 11 — Relationship between FSCP 1/1 and the other layers of IEC 61158 Type 1 ....... 29
Figure 12 — Key WIILE-10CK ... e 32
Figure 13 — Password WItE-10CK ........ooii i e 32
Figure 14 — Example of FSCP 1/1 communication...........ccoiiiiiiiiiiiiii e, 36
Figure 15 — Example of device deSCription .........c.iiiiiiii e 38
Figure 16 — Safety PDU showing virtual content..............oooiii e 43
Figure 17 — Safety PDU showing duplication of data and addition of CRC................cc.cceen. 43
Figure 18 — State transition diagram for a FSCP 1/1 Publisher................cooiiiiiiiiinnn, 43
Figure 19 — Safety PDU showing duplication of data and addition of CRC............................. 45
Figure 20 — Safety PDU showing virtual content.............ooooiiii e 45
Figure 21 — State transition diagram for a FSCP 1/1 subscriber ..........ccoooiiiiiiiiiin, 46
Figure 22 — Safety PDU showing virtual content..............ccoooiiiii i 48
Figure 23 — Safety PDU showing virtual content with sub index ...............cocoiiiiinn e, 48

Figure 24 — Safety PDU showing duplication of data, addition of sequence number

d
CRC o DB - SO THpiosion o7 Tomm, qrciiibn o soatenee et | Documents

Document Sharing Hub

Full document details: BS EN 61784-3-1:2010


http://dx.doi.org/10.3403/30101780U
http://dx.doi.org/10.3403/30101780U
http://www.avadocuments.com/doc/bs-en-61784-3-1-2010
http://www.avadocuments.com/doc/bs-en-61784-3-1-2010

BS EN 61784-3-1:2010

-8 - 61784-3-1 © IEC:2010(E)
Figure 25 — State transition diagram for a FSCP 1/1 Server during read operations .............. 49
Figure 26 — Safety PDU showing duplication of data and addition of sequence number
AN CR C e 50
Figure 27 — Example of FSCP 1/1 WIITE ..o 50
Figure 28 — Example of FSCP 1/1 write with sub indeX ...........cooiiiiii 50
Figure 29 — State transition diagram for a FSCP 1/1 Server during write operations.............. 51
Figure 30 — Safety PDU showing duplication of data and CRC...............cooiiiiiiiiiiiie, 52
Figure 31 — Example of safety function response time components.............c..cooeoviiiiineinnn, 56
Figure 32 — Example FSCP 1/1 network topology.......ooeuiiiiiiiiiie e 57

Documents

Document Sharing Hub

Full document details: BS EN 61784-3-1:2010


http://www.avadocuments.com/doc/bs-en-61784-3-1-2010
http://www.avadocuments.com/doc/bs-en-61784-3-1-2010

BS EN 61784-3-1:2010
61784-3-1 © IEC:2010(E) -9-

0 Introduction

0.1 General

The IEC 61158 fieldbus standard together with its companion standards IEC 61784-1 and
IEC 61784-2 defines a set of communication protocols that enable distributed control of
automation applications. Fieldbus technology is now considered well accepted and well
proven. Thus many fieldbus enhancements are emerging, addressing not yet standardized
areas such as real time, safety-related and security-related applications.

This standard explains the relevant principles for functional safety communications with
reference to IEC 61508 series and specifies several safety communication layers (profiles and
corresponding protocols) based on the communication profiles and protocol layers of
IEC 61784-1, IEC 61784-2 and the IEC 61158 series. It does not cover electrical safety and
intrinsic safety aspects.

Figure 1 shows the relationships between this standard and relevant safety and fieldbus
standards in a machinery environment.

Product standards 1
| 18O 12100-1 and ISO 14121
IEC 61496 || IEC 61131-6 || IEC 61800-5-2 ISO 10218-1 é| | Safety of machinery — Principles for

Safety f. e.g. Safety for PLC Safety functions | (Safety requirement: design and risk assessment

light curtains || |(under consideration) for drives for robots

Y

IEC 61784-4 IEC 62443 i Design of safety-related electrical, electronic and program- :

Security Security ' mable electronic control systems (SRECS) for machinery "

(profile-specific) (common part) i i

A 3 SIL based PL based ‘

IEC 61784-5 IEC 61918 : i

Installation guide Installation guide ! Design objective |

s ) EoRtinon|batt) e ateitette L. 4. 4. 14 p aiégbie L |

| t 3 v i

1 IEC 60204-1 ISO 13849-1, -2 :

i ; Safety-related parts !

v v IEC 61000-1-2 | Safety of electrical ofymachineR/ !

Methodology EMC & FS| | Sl (SRPCS) i

IEC 61784-3 IEC 61326-3-1 | ¥ Non-electrical !

Functional safety Test EMC & FS ! v !

. t \ - !

comggg:gg ion | | Us: NFPA 79 Electrical :

! (2006) |

| A 4 A4 \ 4 .

s IEC 62061 |

IEC 61158 series / f F‘;Qf ﬂf;;:iﬁzfg,ty ]

IEC 61784-1, -2 IEC 61508 series [+ (SRECS) ;

Fieldbus for use in Functional safety (FS) | . (including EMC for !

industrial control systems (basic standard) ; industrial environment) !
Key

[ ] (yellow) safety-related standards
[ ] (blue) fieldbus-related standards
[«

dashed yellow) this standard

NOTE Subclauses 6.7.6.4 (high complexity) and 6.7.8.1.6 (low complexity) of IEC 62061 specify the relationship
between PL (Category) and SIL.

Figure 1 — Relationships of IEC 61784-3 with other standards (machinery)
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Figure 2 shows the relationships between this standard and relevant safety and fieldbus
standards in a process environment.

Product standards

IEC 61496 || IEC 61131-6 || IEC 61800-5-2 || 1SO 10218-1 S|

Safety f. e.g. Safety for PLC Safety functions | [Safety requirement
light curtains | |(under consideration) for drives for robots
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Security Security .
(preflespeeiie) | (eomime ey ) See safety standards for machinery

IEC 61784-5 IEC 61918
Installation guide | Installation guide

(profile-specific) | (common part) Valid also in process industries,

l l [ whenever applicable

(Figure 1)
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ey
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[ ] (blue) fieldbus-related standards
¢

dashed yellow) this standard

@ For specified electromagnetic environments; otherwise IEC 61326-3-1.

b EN ratified.

Figure 2 — Relationships of IEC 61784-3 with other standards (process)

Safety communication layers which are implemented as parts of safety-related systems
according to IEC 61508 series provide the necessary confidence in the transportation of
messages (information) between two or more participants on a fieldbus in a safety-related
system, or sufficient confidence of safe behaviour in the event of fieldbus errors or failures.

Safety communication layers specified in this standard do this in such a way that a fieldbus
can be used for applications requiring functional safety up to the Safety Integrity Level (SIL)
specified by its corresponding functional safety communication profile.

The resulting SIL claim of a system depends on the implementation of the selected functional
safety communication profile within this system — implementation of a functional safety
communication profile in a standard device is not sufficient to qualify it as a safety device.
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This standard describes:

— basic principles for implementing the requirements of IEC 61508 series for safety-
related data communications, including possible transmission faults, remedial
measures and considerations affecting data integrity;

— individual description of functional safety profiles for several communication profile

families in |[EC 61784-1 and |EC 61784-2;

— safety layer extensions to the communication service and protocols sections of the
IEC 61158 series.

0.2 Patent declaration

The International Electrotechnical Commission (IEC) draws attention to the fact that it is
claimed that compliance with this document may involve the use of patents concerning the
functional safety communication profiles for family 1 as follows, where the [xx] notation
indicates the holder of the patent right:

US 6,999,824 [FF] System and method for implementing safety
instrumented systems in a fieldbus architecture

IEC takes no position concerning the evidence, validity and scope of these patent rights.

The holders of these patents rights have assured the IEC that they are willing to negotiate
licences under reasonable and non-discriminatory terms and conditions with applicants
throughout the world. In this respect, the statement of the holders of these patent rights are
registered with IEC.

Information may be obtained from:
[FF] Fieldbus Foundation

9005 Mountain Ridge Drive
Bowie Bldg. - Suite 190
Austin, TX 78759-5316
USA

Tel: +1 512 794 8890

Attention is drawn to the possibility that some of the elements of this document may be the
subject of patent rights other than those identified above. IEC shall not be held responsible for
identifying any or all such patent rights.
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INDUSTRIAL COMMUNICATION NETWORKS -
PROFILES -

Part 3-1: Functional safety fieldbuses —
Additional specifications for CPF 1

1 Scope

This part of the IEC 61784-3 series specifies a safety communication layer (services and
protocol) based on CPF 1 of |JEC 61784-1 and IEC 61158 Types 1 and 9. It identifies the
EC 61784-3

principles for functional safety communications defined in that are relevant for
this safety communication layer.

NOTE 1 It does not cover electrical safety and intrinsic safety aspects. Electrical safety relates to hazards such
as electrical shock. Intrinsic safety relates to hazards associated with potentially explosive atmospheres.

This part! defines mechanisms for the transmission of safety-relevant messages among
participants within a distributed network using fieldbus technology in accordance with the
requirements of IEC 61508 series?2 for functional safety. These mechanisms may be used in
various industrial applications such as process control, manufacturing automation and
machinery.

This part provides guidelines for both developers and assessors of compliant devices and
systems.

NOTE 2 The resulting SIL claim of a system depends on the implementation of the selected functional safety
communication profile within this system — implementation of a functional safety communication profile according to
this part in a standard device is not sufficient to qualify it as a safety device.

2 Normative references

The following referenced documents are indispensable for the application of this document.
For dated references, only the edition cited applies. For undated references, the latest edition
of the referenced document (including any amendments) applies.

IEC 61131-2, Programmable controllers — Part 2: Equipment requirements and tests

EC 61158-4, Industrial communication networks — Fieldbus specifications — Part 2: Physical
layer specification and service definition

EC 61158-3-1|, Industrial communication networks — Fieldbus specifications — Part 3-1: Data-
link layer service definition — Type 1 elements

EC 61158-4-1|, Industrial communication networks — Fieldbus specifications — Part 4-1: Data-
link layer protocol specification — Type 1 elements

EC 61158-5-5, Industrial communication networks — Fieldbus specifications — Part 5-5:
Application layer service definition — Type 5 elements

1 Inthe following pages of this standard, “this part” will be used for “this part of the |EC 61784-3 series”.

2 In the following pages of this standard, “IEC 61508” will be used for “IEC 61508 series”. Documents
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EC 61158-5-9, Industrial communication networks — Fieldbus specifications — Part 5-9:
Application layer service definition — Type 9 elements

EC 61158-6-9, Industrial communication networks — Fieldbus specifications — Part 6-5:
Application layer protocol specification — Type 5 elements

EC 61158-6-9, Industrial communication networks — Fieldbus specifications — Part 6-9:
Application layer protocol specification — Type 9 elements

IEC 61508 (all parts), Functional safety of electrical/electronic/programmable electronic
safety-related systems

IEC 61508-1:201083, Functional safety of electrical/electronic/programmable electronic safety-
related systems — Part 1: General requirements

EC 61508-2:201083, Functional safety of electrical/electronic/orogrammable electronic safety-
related systems — Part 2: Requirements for electrical/electronic/programmable electronic
safety-related systems

IEC 61508-3:201083, Functional safety of electrical/electronic/programmable electronic safety-
related systems — Part 3: Software requirements

IEC 61508-4:20103, Functional safety of electrical/electronic/programmable electronic safety-
related systems — Part 4: Definitions and abbreviations

IEC 61511 (all parts), Functional safety — Safety instrumented systems for the process
industry sector

EC 61784-1, Industrial communication networks — Profiles — Part 1: Fieldbus profiles

IEC 61784-3:20104, Industrial communication networks — Profiles — Part 3: Functional safety
fieldbuses — General rules and profile definitions

EC 61918, Industrial communication networks — Installation of communication networks in
industrial premises

IEC 62280-1, Railway applications — Communication, signalling and processing systems —
Part 1: Safety-related communication in closed transmission systems

ISO/IEC 8802-3, Information technology — Telecommunications and information exchange
between systems — Local and metropolitan area networks — Specific requirements — Part 3:
Carrier sense multiple access with collision detection (CSMA/CD) access method and
physical layer specifications

3 Terms, definitions, symbols, abbreviated terms and conventions

3.1 Terms and definitions

For the purposes of this document, the following terms and definitions apply.

3 To be published.
4 To be published. Documents
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3.1.1 Common terms and definitions

3.1.1.1

availability

probability for an automated system that for a given period of time there are no unsatisfactory
system conditions such as loss of production

3.1.1.2

black channel

communication channel without available evidence of design or validation according to
IEC 61508

3.1.1.3
bridge
abstract device that connects multiple network segments along the data link layer

3.1.1.4
communication channel
logical connection between two end-points within a communication system

3.1.15
communication system

arrangement of hardware, software and propagation media to allow the transfer of messages
(1SO/IEC 7494 application layer) from one application to another

3.1.1.6
connection
logical binding between two application objects within the same or different devices

3.1.1.7

Cyclic Redundancy Check (CRC)

<value> redundant data derived from, and stored or transmitted together with, a block of data
in order to detect data corruption

<method> procedure used to calculate the redundant data

NOTE 1 Terms “CRC code” and "CRC signature”, and labels such as CRC1, CRC2, may also be used in this
standard to refer to the redundant data.

NOTE 2 See also [34], [35]5.

3.1.1.8

error

discrepancy between a computed, observed or measured value or condition and the true,
specified or theoretically correct value or condition

[IEC 61508-4:20108], [IEC 61158]

NOTE 1 Errors may be due to design mistakes within hardware/software and/or corrupted information due to
electromagnetic interference and/or other effects.

NOTE 2 Errors do not necessarily result in a failure or a fault.

3.1.1.9

failure

termination of the ability of a functional unit to perform a required function or operation of a
functional unit in any way other than as required

5 Figures in square brackets refer to the bibliography.
6 To be published. Documents
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NOTE 1 The definition in is the same, with additional notes.
[IEC 61508-4:2010, modified], [ISO/IEC 2382-14.01.11, modified]

NOTE 2 Failure may be due to an error (for example, problem with hardware/software design or message
disruption)

3.1.1.10

fault

abnormal condition that may cause a reduction in, or loss of, the capability of a functional unit
to perform a required function

NOTE IEV 191-05-01 defines “fault” as a state characterized by the inability to perform a required function,
excluding the inability during preventive maintenance or other planned actions, or due to lack of external
resources.

[IEC 61508-4:2010, modified], [ISO/IEC 2382-14.01.10, modified]

3.1.1.11

fieldbus

communication system based on serial data transfer and used in industrial automation or
process control applications

3.1.1.12
frame
denigrated synonym for DLPDU

3.1.1.13

Frame Check Sequence (FCS)

redundant data derived from a block of data within a DLPDU (frame), using a hash function,
and stored or transmitted together with the block of data, in order to detect data corruption

NOTE 1 An FCS can be derived using for example a CRC or other hash function.

NOTE 2 See also [34], [35].

3.1.1.14

hash function

(mathematical) function that maps values from a (possibly very) large set of values into a
(usually) smaller range of values

NOTE 1 Hash functions can be used to detect data corruption.

NOTE 2 Common hash functions include parity, checksum or CRC.

[IEC/TR 62210, modified]

3.1.1.15

hazard

state or set of conditions of a system that, together with other related conditions will inevitably
lead to harm to persons, property or environment

3.1.1.16

master

active communication entity able to initiate and schedule communication activities by other
stations which may be masters or slaves

3.1.1.17
message

ordered series of octets intended to convey information
[ISO/IEC 2382-16.02.01, modified]
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3.1.1.18

message sink

part of a communication system in which messages are considered to be received
[ISO/IEC 2382-16.02.03]

3.1.1.19
message source

part of a communication system from which messages are considered to originate
[ISO/IEC 2382-16.02.02]

3.1.1.20
performance level (PL)
discrete level used to specify the ability of safety-related parts of control systems to perform a

safety function under foreseeable conditions
[ISO 13849-1]]

3.1.1.21

proof test

periodic test performed to detect failures in a safety-related system so that, if necessary, the
system can be restored to an “as new” condition or as close as practical to this condition

NOTE A proof test is intended to confirm that the safety-related system is in a condition that assures the specified
safety integrity.

[IEC 61508-4 and |[EC 62061, modified]

3.1.1.22

redundancy

existence of means, in addition to the means which would be sufficient for a functional unit to
perform a required function or for data to represent information

NOTE The definition in is the same, with additional example and notes.
[IEC 61508-4:2010, modified], [ISO/IEC 2382-14.01.12, modified]

3.1.1.23

reliability

probability that an automated system can perform a required function under given conditions
for a given time interval (t1,t2)

NOTE 1 It is generally assumed that the automated system is in a state to perform this required function at the
beginning of the time interval.

NOTE 2 The term "reliability" is also used to denote the reliability performance quantified by this probability.

NOTE 3 Within the MTBF or MTTF period of time, the probability that an automated system will perform a
required function under given conditions is decreasing.

NOTE 4 Reliability differs from availability.
[IEC 62059-11, modified]

3.1.1.24
risk
combination of the probability of occurrence of harm and the severity of that harm

NOTE For more discussion on this concept see Annex A of 7.
[IEC 61508-4:201d], [ISO/IEC Guide 51:1999, definition 3.2]

7 To be published. Documents

Document Sharing Hub

Full document details: BS EN 61784-3-1:2010


http://dx.doi.org/10.3403/30086351U
http://dx.doi.org/10.3403/02530708U
http://dx.doi.org/10.3403/03253831U
http://dx.doi.org/10.3403/02530708U
http://dx.doi.org/10.3403/30143466
http://dx.doi.org/10.3403/30193475
http://dx.doi.org/10.3403/30143466
http://www.avadocuments.com/doc/bs-en-61784-3-1-2010
http://www.avadocuments.com/doc/bs-en-61784-3-1-2010

BS EN 61784-3-1:2010
61784-3-1 © IEC:2010(E) -17 -

3.1.1.25

safety communication layer (SCL)

communication layer that includes all the necessary measures to ensure safe transmission of
data in accordance with the requirements of IEC 61508

3.1.1.26
safety data
data transmitted across a safety network using a safety protocol

NOTE The Safety Communication Layer does not ensure safety of the data itself, only that the data is transmitted
safely.

3.1.1.27

safety device

device designed in accordance with IEC 61508 and which implements the functional safety
communication profile

3.1.1.28

safety function

function to be implemented by an E/E/PE safety-related system or other risk reduction
measures, that is intended to achieve or maintain a safe state for the EUC, in respect of a
specific hazardous event

NOTE The definition in JEC 61508-4 is the same, with an additional example and reference.

[IEC 61508-4:2010, modified]

3.1.1.29

safety function response time

worst case elapsed time following an actuation of a safety sensor connected to a fieldbus,
before the corresponding safe state of its safety actuator(s) is achieved in the presence of
errors or failures in the safety function channel

NOTE This concept is introduced in [EC 61784-3:20108, 5.2.4 and addressed by the functional safety
communication profiles defined in this part.

3.1.1.30

safety integrity level (SIL)

discrete level (one out of a possible four), corresponding to a range of safety integrity values,
where safety integrity level 4 has the highest level of safety integrity and safety integrity level
1 has the lowest

NOTE 1 The target failure measures (see [EC 61508-4:201@, 3.5.17) for the four safety integrity levels are

specified in Tables 2 and 3 of IEC 61508-1:20 39.

NOTE 2 Safety integrity levels are used for specifying the safety integrity requirements of the safety functions to
be allocated to the E/E/PE safety-related systems.

NOTE 3 A safety integrity level (SIL) is not a property of a system, subsystem, element or component. The correct
interpretation of the phrase “SlLn safety-related system” (where nis 1, 2, 3 or 4) is that the system is potentially
capable of supporting safety functions with a safety integrity level up to n.

[IEC 61508-4:2010]

3.1.1.31

safety measure

<this standard> measure to control possible communication errors that is designed and
implemented in compliance with the requirements of IEC 61508

8 In preparation.
9 To be published. Documents
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NOTE 1 In practice, several safety measures are combined to achieve the required safety integrity level.

NOTE 2 Communication errors and related safety measures are detailed in |JEC 61784-3:2010, 5.3 and 5.4.

3.1.1.32

safety-related application

programs designed in accordance with IEC 61508 to meet the SIL requirements of the
application

3.1.1.33
safety-related system
system performing safety functions according to IEC 61508

3.1.1.34

slave

passive communication entity able to receive messages and send them in response to
another communication entity which may be a master or a slave

3.1.1.35
spurious trip
trip caused by the safety system without a process demand

3.1.1.36
time stamp
time information included in a message

3.1.2 CPF 1: Additional terms and definitions

3.1.21
client
connection entity that requests information from a server

3.1.2.2
cross-check
verification that the redundantly transmitted data are identical

3.1.2.3
H1
fieldbus standard communication data link

3.1.2.4

host

information processing unit that is able to perform the safety profile mechanisms, and
services the black channel

3.1.2.5
macro cycle
single iteration of the link level schedule

3.1.2.6
masquerade
error due to mistaken identification information

3.1.2.7
publisher
message source that transmits messages on a periodic basis
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