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EN 61850-8-1:2011+A1:2020 (E) 

European foreword 

The text of document 57/1109/FDIS, future edition 2 of IEC 61850-8-1, prepared by IEC TC 57, Power 
systems management and associated information exchange, was submitted to the IEC-CENELEC 
parallel vote and was approved by CENELEC as EN 61850-8-1 on 2011-07-22. 

This European Standard supersedes EN 61850-8-1:2004. 

The main changes with respect to EN 61850-8-1:2004 are listed below: 

– th  support of gigabit Ethernet,

– th  link layer redundancy,

– th  extension of the length of the object reference,

– th  extension of the reason for inclusion type for comprehensive logging,

– th  mapping of the tracking services,

– a econd mapping of the objectReference when used in the tracking services, or as linking,

– th  extension of the AdditionalCause enumeration,

– the simulation of GOOSE telegram,

– the so-called fixed-length encoded GOOSE,

– th  removal of the SCL Control Block,

– the appings of ACSI service error codes and ISO 9506 error codes have changed (see 8.1.3.4). One
change that should be noted is the change in usage of object-undefined. The object-undefined code has 
been replaced by object-non-existent in many responses. 

Attention is drawn to the possibility that some of the elements of this document may be the subject of 
patent rights. CEN and CENELEC shall not be held responsible for identifying any or all such patent 
rights. 

The following dates were fixed: 

– latest date by which the EN has to be implemented
at national level by publication of an identical
national standard or by endorsement (dop) 2012-04-22 

– latest date by which the national standards conflicting
with the EN have to be withdrawn (dow) 2014-07-22 

Annex ZA has been added by CENELEC. 

__________ 

Endorsement notice 

The text of the International Standard IEC 61850-8-1:2011 was approved by CENELEC as a European 
Standard without any modification. 

__________ 
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EN 61850-8-1:2011+A1:2020 (E) 

Foreword to amendment A1 

The text of document 57/2150/FDIS, future IEC 61850-8-1/A1, prepared by IEC/TC 57 "Power 
systems management and associated information exchange" was submitted to the IEC-CENELEC 
parallel vote and approved by CENELEC as EN 61850-8-1:2011/A1:2020. 

The following dates are fixed: 

• latest date by which the document has to be implemented at national
level by publication of an identical national standard or by endorsement

(dop) 2020-12-27 

• latest date by which the national standards conflicting with the
document have to be withdrawn

(dow) 2023-03-27 

Attention is drawn to the possibility that some of the elements of this document may be the subject of 
patent rights. CENELEC shall not be held responsible for identifying any or all such patent rights.  

This document has been prepared under a mandate given to CENELEC by the European Commission 
and the European Free Trade Association. 

Endorsement notice 

The text of the International Standard IEC 61850-8-1:2011/A1:2020 was approved by CENELEC as a 
European Standard without any modification. 

In the official version, for Bibliography, the following note has to be added for the standard indicated: 

IEC 62351-4:2018 NOTE Harmonized as EN IEC 62351-4:2018 (not modified) 
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Annex ZA 
(normative) 

Normative references to international publications 
with their corresponding European publications 

The following documents are referred to in the text in such a way that some or all of their content 
constitutes requirements of this document. For dated references, only the edition cited applies. For 
undated references, the latest edition of the referenced document (including any amendments) 
applies.  

NOTE 1   Where an International Publication has been modified by common modifications, indicated by (mod), the relevant 
EN/HD applies.  

NOTE 2   Up-to-date information on the latest versions of the European Standards listed in this annex is available here: 
www.cenelec.eu.  

Publication Year Title EN/HD Year 

Series Communication networks and systems in 
substations 

EN 61850 Series IEC 61850 

IEC/TS 61850-2 - Communication networks and systems in 
substations -  
Part 2: Glossary 

- -

IEC 61850-5 - Communication networks and systems in 
substations -  
Part 5: Communication requirements for 
functions and device models 

EN 61850-5 - 

IEC 61850-6 - Communication networks and systems for 
power utility automation -  
Part 6: Configuration description language for 
communication in electrical substations 
related to IEDs 

EN 61850-6 - 

IEC 61850-7-1 - Communication networks and systems for 
power utility automation -  
Part 7-1: Basic communication structure - 
Principles and models 

EN 61850-7-1 -

IEC 61850-7-2 2010 Communication networks and systems for 
power utility automation -  
Part 7-2: Basic communication 
structure - Abstract communication 
service interface (ACSI) 

EN 61850-7-2 2010 

+A1  

IEC 61850-7-3 - Communication networks and systems for 
power utility automation -  
Part 7-3: Basic communication structure - 
Common data classes 

EN 61850-7-3 - 

2019 +A1    2020 

IEC 61850-7-4 - Communication networks and systems for 
power utility automation -  
Part 7-4: Basic communication structure - 
Compatible logical node classes and data 
object classes 

EN 61850-7-4 - 

IEC 61850-9-2 -      Communication networks and systems for 
power utility automation - Part 9-2: Specific 
communication service mapping (SCSM) - 
Sampled values over ISO/IEC 8802-3 

EN 61850-9-2 - 
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EN 61850-8-1:2011+A1:2020 (E) 

ISO/IEC 7498-1 1994 Information technology - Open Systems 
Interconnection - Basic Reference Model: 
The Basic Model 

- -

ISO/IEC 7498-3 1997 Information technology - Open Systems 
Interconnection - Basic Reference Model: 
Naming and addressing 

- -

1996 Information technology - Open systems 
interconnection - Transport service definition 

- -ISO/IEC 8072 

ISO/IEC 8073 1997 Information technology - Open Systems 
Interconnection - Protocol for providing the 
connection-mode transport service 

- -

1996 Information technology - Open systems 
Interconnection - Session service definition 

- -ISO/IEC 8326 

ISO/IEC 8327-1 1997 Information technology - Open Systems 
Interconnection - Connection-oriented Session 
protocol: Protocol specification 

- -

ISO/IEC 8348 2002 Information technology - Open Systems 
Interconnection - Network service definition 

- -

IEC 62351-6 20191 Power systems management and associated 
information exchange - Data and 
communications security - Part 6: Security 
for IEC 61850 

EN IEC 62351-6 –2 

IEC 62439-3 2016 Industrial communication networks - High 
availability automation networks - Part 3: 
Parallel Redundancy Protocol (PRP) and 
High-availability Seamless Redundancy 
(HSR) 

EN IEC 62439-3 2018 

1 To be published. Stage at the time of publication: IEC/PRVC 62351-6:2020. 
2 To be published. Stage at the time of publication: prEN IEC 62351-6:2018. 

IEC/IEEE 61850-9-3 - Communication networks and systems for 
power utility automation - Part 9-3: Precision 
time protocol profile for power utility 
automation 

- - 

IEC/TR 61850-90-4 - Communication networks and systems for 
power utility automation - Part 90-4: Network 
engineering guidelines 

- - 

IEC 62351-9 - Power systems management and associated 
information exchange - Data and 
communications security - Part 9: Cyber 
security key management for power system 
equipment 

EN 62351-9 - 

IEC/TR 62357-200 2015 
-08 

Power systems management and associated 
information exchange - Part 200: Guidelines 
for migration from Internet Protocol version 4 
(IPv4) to Internet Protocol version 6 (IPv6) 

- - 

IEC 60255-24 
/ IEEE Std C37.111 

2013 
2013 

Measuring relays and protection equipment - 
Part 24: Common format for transient data 
exchange (COMTRADE) for power systems 

- - 
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ISO/IEC 8802-2 1998 Information technology - Telecommunications
and information exchange between systems - 
Local and metropolitan area networks - 
Specific requirements -  
Part 2: Logical link control 

 - -

ISO/IEC/IEEE 8802-3 2014  Standard for Ethernet  - -

ISO/IEC 8822 1994 Information technology - Open Systems 
Interconnection - Presentation service 
definition 

- -

ISO/IEC 8823-1 1994 Information technology - Open Systems 
Interconnection -Connection-oriented 
presentation protocol: Protocol specification 

- -

ISO/IEC 8824-1 2015 Information technology - Abstract Syntax 
Notation One (ASN.1): Specification of basic 
notation 

- -

ISO/IEC 8825-1 2015 Information technology - ASN.1 encoding 
rules: Specification of Basic Encoding Rules 
(BER), Canonical Encoding Rules (CER) and 
Distinguished Encoding Rules (DER) 

- -

ISO/IEC 9542 1988 Information processing systems - 
Telecommunications and information 
exchange between systems - End system to 
intermediate system routing exchange 
protocol for use in conjunction with the 
Protocol for providing the connectionless-
mode network service (ISO 8473) 

- -

ISO/IEC 9548-1 1996 Information technology - Open Systems 
Interconnection - Connectionless Session 
protocol: Protocol specification 

- -

ISO/IEC 9576-1 1995 Information technology - Open Systems 
Interconnection - Connectionless Presentation 
protocol: Protocol specification 

- -

ISO/IEC 10035-1 
+ A1 

1995 
1998 

Information technology - Open Systems 
Interconnection - Connectionless protocol for 
the Association Control Service Element: 
Protocol specification 
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ISO/IEC 8473-1 1998 Information technology - Protocol for providing
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ISO/IEC 8473-2 1996 Information technology - Protocol for profiding
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Standardized Profile - Common upper layer 
requirements -  
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requirements 

- -
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INTERNATIONAL ELECTROTECHNICAL COMMISSION 

____________ 

COMMUNICATION NETWORKS AND  
SYSTEMS FOR POWER UTILITY AUTOMATION – 

Part 8-1: Specific communication service mapping (SCSM) – 
Mappings to MMS (ISO 9506-1 and ISO 9506-2)  

and to ISO/IEC 8802-3 

FOREWORD 

1) The International Electrotechnical Commission (IEC) is a worldwide organization for standardization comprising
all national electrotechnical committees (IEC National Committees). The object of IEC is to promote
international co-operation on all questions concerning standardization in the electrical and electronic fields. To
this end and in addition to other activities, IEC publishes International Standards, Technical Specifications,
Technical Reports, Publicly Available Specifications (PAS) and Guides (hereafter referred to as “IEC
Publication(s)”). Their preparation is entrusted to technical committees; any IEC National Committee interested
in the subject dealt with may participate in this preparatory work. International, governmental and non-
governmental organizations liaising with the IEC also participate in this preparation. IEC collaborates closely
with the International Organization for Standardization (ISO) in accordance with conditions determined by
agreement between the two organizations.

2) The formal decisions or agreements of IEC on technical matters express, as nearly as possible, an international
consensus of opinion on the relevant subjects since each technical committee has representation from all
interested IEC National Committees.

3) IEC Publications have the form of recommendations for international use and are accepted by IEC National
Committees in that sense. While all reasonable efforts are made to ensure that the technical content of IEC
Publications is accurate, IEC cannot be held responsible for the way in which they are used or for any
misinterpretation by any end user.

4) In order to promote international uniformity, IEC National Committees undertake to apply IEC Publications
transparently to the maximum extent possible in their national and regional publications. Any divergence
between any IEC Publication and the corresponding national or regional publication shall be clearly indicated in
the latter.

5) IEC itself does not provide any attestation of conformity. Independent certification bodies provide conformity
assessment services and, in some areas, access to IEC marks of conformity. IEC is not responsible for any
services carried out by independent certification bodies.

6) All users should ensure that they have the latest edition of this publication.

7) No liability shall attach to IEC or its directors, employees, servants or agents including individual experts and
members of its technical committees and IEC National Committees for any personal injury, property damage or
other damage of any nature whatsoever, whether direct or indirect, or for costs (including legal fees) and
expenses arising out of the publication, use of, or reliance upon, this IEC Publication or any other IEC
Publications.

8) Attention is drawn to the Normative references cited in this publication. Use of the referenced publications is
indispensable for the correct application of this publication.

9) Attention is drawn to the possibility that some of the elements of this IEC Publication may be the subject of
patent rights. IEC shall not be held responsible for identifying any or all such patent rights.
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International Standard IEC 62850-8-1 has been prepared by IEC technical committee 57: 
Power systems management and associated information exchange. 

This consolidated edition was prepared taking into account the modifications of Amendment 1, 
published in 2020. 

This consolidated version includes the following changes with respect to IEC 61850-8-1:2011: 

– the update of the normative references,

– the extension of the transport layer with ipV6

– the extension of the time synchronization A-Profile with 1588 profiled with
IEC/IEEE 61850-9-3

– the extension of GOOSE and SMV A and T-Profiles to support the routable GOOSE and
SMV introduced by IEC TR 61850-90-5

– the optional support of the new COMTRADE file format

– the removal of OSI-T profile support for client / server communication

– the update of the reference for PRP / HSR causes reference to PRP1 to be change to PRP

– the deprecation of the unicast sample value model

– the deprecation of the GSSE model

– the annex regarding compatibility of different revision of the standard,

– provision of clarifications and corrections to the second edition of IEC 61850-8-1, based
on the technical issues (tissues) = 753, 770, 784, 817, 821, 827, 834, 851, 854, 935, 942,
951, 1036, 1040, 1041, 1042, 1043, 1047, 1058, 1063, 1064, 1068, 1135, 1155, 1164,
1171, 1174, 1178, 1181, 1192, 1274, 1285, 1287, 1289, 1290, 1299, 1300, 1309, 1324,
1336, 1345, 1361, 1369, 1376, 1422, 1440, 1441, 1442, 1443, 1453, 1454, 1462, 1495,
1499, 1500, 1612, 1626, 1629, 1645, 1658.

This document has been drafted in accordance with the ISO/IEC Directives, Part 2. 

A list of all the parts in the IEC 61850 series, under the general title Communication networks 
and systems for power utility automation, can be found on the IEC website.  

Contrary to usual IEC practice, for ease of use in this case, all tables and figures (including 
those which have been added since Edition 2) have been numbered consecutively in the 
amendment and the consolidated version. 

This IEC standard includes Code Components, i.e. components that are intended to be 
directly processed by a computer. Such content is any text found between the markers 
<CODE BEGINS> and <CODE ENDS>, or otherwise is clearly labeled in this standard as a 
Code Component. 

The purchase of this IEC standard carries a copyright license for the purchaser to sell 
software containing Code Components from this standard directly to end users and to end 
users via distributors, subject to IEC software licensing conditions, which can be found at: 
http://www.iec.ch/CCv1.  

This publication contains attached.nsd files which compose the Code Component of this part. 
These files are intended to be used as a complement and do not form an integral part of this 
standard. 
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The committee has decided that the contents of the base publication and its amendment will 
remain unchanged until the stability date indicated on the IEC web site under 
"http://webstore.iec.ch" in the data related to the specific publication. At this date, the 
publication will be  

 reconfirmed,

 withdrawn,

 replaced by a revised edition, or

 amended.

IMPORTANT – The 'colour inside' logo on the cover page of this publication indicates 
that it contains colours which are considered to be useful for the correct 
understanding of its contents. Users should therefore print this document using a 
colour printer. 
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INTRODUCTION 

This part of IEC 61850 is part of a set of specifications which details layered utility 
communication architecture. 

This part of IEC 61850 is intended to provide inter-device operation of a variety of devices to 
achieve interoperability providing detailed information on how to create and exchange 
concrete communication messages that implement abstract services and models specified in 
IEC 61850-7-4, IEC 61850-7-3, and IEC 61850-7-2. 

The mapping allows for data exchange over ISO/IEC 8802-3 Local Area Networks between all 
kinds of utility devices. Some of the protocol stacks used within this document are routable. 
Therefore, the actual communications path may not be restricted to the LAN. Data exchange 
consists of real-time monitoring and control data, including measured values, to name just a 
few. 

NOTE This part of IEC 61850 does not provide tutorial material. It is recommended that IEC 61850-5 and 
IEC 61850-7-1 be read in conjunction with IEC 61850-7-2. 
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COMMUNICATION NETWORKS AND  
SYSTEMS FOR POWER UTILITY AUTOMATION –  

 
Part 8-1: Specific communication service mapping (SCSM) –  

Mappings to MMS (ISO 9506-1 and ISO 9506-2)  
and to ISO/IEC 8802-3 

 
 
 

1 Scope 

1.1 General 

This part of IEC 61850 specifies a method of exchanging time-critical and non-time-critical 
data through local-area networks by mapping ACSI to MMS and ISO/IEC 8802-3 frames. 

MMS services and protocol are specified to operate over an OSI-A-Profile and TCP T-Profile. 
The use of MMS allows provisions for supporting both centralized and distributed 
architectures. This standard includes the exchange of real-time data indications, control 
operations, report notification. 

It specifies the mapping of the objects and services of the ACSI (Abstract Communication 
Service Interface, IEC 61850-7-2) to MMS (Manufacturing Message Specification, ISO 9506) 
and ISO/IEC 8802-3 frames. 

This standard also specifies the mapping of time-critical information exchanges to non-MMS 
protocol. The protocol semantics are defined in IEC 61850-7-2. It contains the protocol syntax, 
definition, mapping to ISO/IEC 8802-3 frame formats and any relevant procedures specific to 
the use of ISO/IEC 8802-3. 

This mapping of ACSI to MMS defines how the concepts, objects, and services of the ACSI 
are to be implemented using MMS concepts, objects, and services. This mapping allows 
interoperability across functions implemented by different manufacturers. 

This part of IEC 61850 defines a standardized method of using the ISO 9506 services to 
implement the exchange of data. For those ACSI services defined in IEC 61850-7-2 that are 
not mapped to MMS, this part defines additional protocols. It describes real utility devices with 
respect to their external visible data and behaviour using an object oriented approach. The 
objects are abstract in nature and may be used to a wide variety of applications. The use of 
this mapping goes far beyond the application in the utility communications. 

This part of IEC 61850 provides mappings for the services and objects specified within 
IEC 61850-7-2, IEC 61850-7-3, and IEC 61850-7-4. 

1.2 Namespace name and version 

This new section is mandatory for any IEC 61850 namespace (as defined by IEC 61850-7-1). 

The parameters which identify this new release of this namespace are: 

• Namespace Version: 2003 

• Namespace Revision: A 

• Namespace name: “IEC 61850-8-1:2003” 
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Edition Publication date Webstore Namespace 

Edition 1.0 2004-05 IEC 61850-8-1:2004 IEC 61850-8-1:2003 

Edition 2.0 2011-06 IEC 61850-8-1:2011 IEC 61850-8-1:2003 

Amendment 1 of Edition 
2.0 

2020-02 IEC 61850-8-1:2011/AMD1:2020 IEC 61850-8-1:2003 

Edition 2.1 2020-02 IEC 61850-8-1:2011+AMD1:2020 CSV IEC 61850-8-1:2003 

 

1.3 Code Component distribution 

The Code Component will be available in light and full version: 

– Full version will contain definition of the whole types and functional constrains defined in 
this standard with the documentation associated and access will be restricted to purchaser 
of this part. The code component package name will be  
IEC 61850-8-1.NSD.2003A2.full.zip 

– Light version will not contain the documentation but will contain the whole definition of the 
types functional constrains as per full version, and this light version will be freely 
accessible on the IEC website for download, but the usage remains under the licensing 
conditions. 

The link for downloading the light version of this code component is: 

http://www.iec.ch/tc57/supportdocuments/IEC 61850-8-1.NSD.2003A2.light.zip 

The Code Components for IEC 61850 data models (like the mapping of the control service 
parameter in this document) are available as the file format NSD defined by IEC 61850-7-7. 

The Code Component included in this IEC standard are potentially subject to maintenance 
works and user shall select the latest release in the repository located at:   

http://www.iec.ch/tc57/supportdocuments 

The latest version/release of the document will be found by selecting the file  
IEC 61850-8-1.NSD.{VersionStateInfo}.light.zip with the filled VersionStateInfo of the highest 
value. 

Each Code Component is a ZIP package containing the electronic representation of the Code 
Component itself, with a file describing the content of the package (IECManifest.xml). 

The IECManifest contains different sections giving information on: 

– The copyright notice 
– The identification of the code component  
– The publication related to the code component 
– The list of the electronic files which compose the code component 
– An optional list of history files to track changes during the evolution process of the 

code component 

The life cycle of a code component is not restricted to the life cycle of the related publication. 
The publication life cycle goes through two stages, Version (corresponding to an edition) and 
Revision (corresponding to an amendment). A third publication stage (Release) allow 
publication of Code Component without need to publish an amendment. 
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This is useful when InterOp Tissues need to be fixed. Then a new release of the Code 
Component will be released, which supersedes the previous release, and distributed through 
the IEC TC57 website. 

2 Normative references 

The following documents are referred to in the text in such a way that some or all of their 
content constitutes requirements of this document. For dated references, only the edition 
cited applies. For undated references, the latest edition of the referenced document (including 
any amendments) applies. 

IEC 61850 (all parts), Communication networks and systems for power utility automation 

IEC TS 61850-2, Communication networks and systems for power utility automation - Part 2: 
Glossary 

IEC 61850-5, Communication networks and systems for power utility automation - Part 5: 
Communication requirements for functions and device models 

IEC 61850-6, Communication networks and systems for power utility automation - Part 6: 
Configuration description language for communication in electrical substations related to IEDs 

IEC 61850-7-1, Communication networks and systems for power utility automation - Part 7-1: 
Basic communication structure - Principles and models 

IEC 61850-7-2:2010, Communication networks and systems for power utility automation – 
Part 7-2: Basic communication structure – Abstract communication service interface (ACSI) 
IEC 61850-7-2:2010/AMD1:2020 

IEC 61850-7-3, Communication networks and systems for power utility automation - Part 7-3: 
Basic communication structure - Common data classes 

IEC 61850-7-4, Communication networks and systems for power utility automation - Part 7-4: 
Basic communication structure - Compatible logical node classes and data object classes 

IEC 61850-9-2, Communication networks and systems for power utility automation - Part 9-2: 
Specific communication service mapping (SCSM) - Sampled values over ISO/IEC 8802-3 

IEC/IEEE 61850-9-3, Communication networks and systems for power utility automation – 
Part 9-3: Precision time protocol profile for power utility automation 

IEC TR 61850-90-4, Communication networks and systems for power utility automation - Part 
90-4: Network engineering guidelines 

IEC 62351-6:—1, Power systems management and associated information exchange data and 
communication security – Part 6: Security for IEC 61850 

IEC 62351-9, Power systems management and associated information exchange - Data and 
communications security - Part 9: Cyber security key management for power system 
equipment 

IEC 62439-3:2016, Industrial communication networks - High availability automation networks 
- Part 3: Parallel Redundancy Protocol (PRP) and High-availability Seamless Redundancy 
(HSR) 

1 Under preparation. Stage at the time of publication: IEC/PRVC 62351-6:2020. 
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IEC TR 62357-200:2015, Power system management and associated information exchange – 
Part 200: Guidelines for migration from Internet Protocol version 4 (IPv4) to Internet Protocol 
version 6 (IPv6) 

IEC 60255-24:2013 / IEEE Std C37.111-2013, Measuring relays and protection equipment – 
Part 24: Common format for transient data exchange (COMTRADE) for power systems 

ISO/IEC 7498-1:1994, Information technology – Open Systems Interconnection – Basic 
Reference Model: The Basic Model 

ISO/IEC 7498-3:1997, Information technology – Open Systems Interconnection – Basic 
Reference Model: Naming and addressing 

ISO/IEC 8072:1996, Information technology – Open systems interconnection – Transport 
service definition 

ISO/IEC 8073:1997, Information technology – Open Systems Interconnection – Protocol for 
providing the connection-mode transport service definition 

ISO/IEC 8326:1996, Information processing system – Open Systems Interconnection – 
Session service definition 

ISO/IEC 8327-1:1997, Information technology – Open Systems Interconnection – 
Connection-oriented session protocols: Protocol specification 

ISO/IEC 8348:2002, Information technology – Open Systems Interconnection – Network 
service definition 

ISO/IEC 8473-1:1998, Information technology – Protocol for providing the 
connectionless-mode network service: Protocol specification 

ISO/IEC 8473-2:1996, Information technology – Protocol for providing the 
connectionless-mode network service – Part 2: Provision of the underlying service by an 
ISO/IEC 8802 subnetwork 

ISO/IEC 8802-2:1998, Information technology – Telecommunications and information 
exchange between systems – Local and metropolitan area networks – Specific requirements – 
Part 2: Logical link control 

ISO/IEC/IEEE 8802-3:2014, Standard for Ethernet 

ISO/IEC 8822:1994, Information technology – Open Systems Interconnection – Presentation 
service definition 

ISO/IEC 8823-1:1994, Information technology – Open Systems Interconnection – 
Connection-oriented presentation protocol: Protocol specification 

ISO/IEC 8824-1:2015 [ITU-T X.680:2015], Information technology – Abstract Syntax Notation 
One (ASN. 1): Specification of basic notation 

ISO/IEC 8825-1:2015 [ITU-T X.690:2015], Information technology – ASN.1 encoding rules: 
Specification of Basic Encoding Rules (BER), Canonical Encoding Rules (CER) and 
Distinguished Encoding Rules (DER) 

ISO/IEC 9542:1988, Information processing systems – Telecommunications and information 
exchange between systems – End system to Intermediate system routeing exchange protocol 
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for use in conjunction with the Protocol for providing the connectionless-mode network service 
(ISO 8473) 

ISO/IEC 9548-1:1996, Information technology – Open Systems Interconnection – Connection-
less Session protocol: Protocol specification 

ISO/IEC 9576-1:1995, Information technology – Open Systems Interconnection – Connection-
less Presentation protocol: Protocol specification 

ISO/IEC 10035-1:1995/AMD1:1997, Information technology – Open Systems Interconnection – 
Connection-less protocol for the Association Control Service Element: Protocol specification 

ISO/IEC ISP 11188-1:1995 [ITU-T X.637:1996], Information technology – International 
Standardized Profile – Common upper layer requirements – Part 1: Basic connection-oriented 
requirements 

ISO/IEC ISP 11188-3:1996 [ITU-T X.638:1996], Information technology – International 
Standardized Profile – Common upper layer requirements – Part 3: Minimal OSI upper layer 
facilities 

ISO 4217:2015, Code for the representation of currencies  

ISO 9506 series, Industrial automation systems – Manufacturing Message Specification 

ISO 9506-1:2003, Industrial automation systems – Manufacturing Message Specification – 
Part 1: Service definition  

ISO 9506-2:2003, Industrial automation systems – Manufacturing Message Specification – 
Part 2: Protocol specification 

ISO/ISP 14226-1:1996, Industrial automation systems – International Standardized Profile 
AMM11: MMS General Applications Base Profile – Part 1: Specification of ACSE, 
Presentation and Session protocols for use by MMS 

ISO/ISP 14226-2:1996, Industrial automation systems – International Standardized Profile 
AMM11: MMS General Applications Base Profile – Part 2: Common MMS requirements 

ISO/ISP 14226-3:1996, Industrial automation systems – International Standardized Profile 
AMM11: MMS General Applications Base Profile – Part 3: Specific MMS requirements 

IEEE 754:1985, IEEE Standard for Binary Floating-Point Arithmetic 

IEEE 802.1Q:1998, IEEE Standards for Local and Metropolitan Networks: Virtual Bridged 
Local Area Networks 

IEEE 802.1D:2004, IEEE Standard for Local and Metropolitan Area Networks: Media access 
control (MAC) Bridges 

ITU-T X.217:1996, Information technology – Open Systems Interconnection – Service 
definition for the Associated Control Service Element 

NOTE The corresponding International Standard ISO/IEC 8649:1996 has been withdrawn. 

ITU-T X.227:1996, Information technology – Open Systems Interconnection – 
Connection-oriented protocol for the Association Control Service Element: Protocol 
specification 
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NOTE The corresponding International Standard ISO/IEC 8650-1:1996 has been withdrawn. 

RFC 614, Comments on the File Transfer Protocol, IETF, available at http://www.ietf.org 

RFC 640, Revised FTP reply codes, IETF, available at http://www.ietf.org 

RFC 768, User Datagram Protocol, IETF, available at http://www.ietf.org  

RFC 791, Internet Protocol – DARPA Internet Program – Protocol Specification, IETF, 
available at http://www.ietf.org 

RFC 792, Internet Control Message Protocol – DARPA Internet Program – Protocol 
Specification, IETF, available at http://www.ietf.org 

RFC 793, Transmission Control Procedure – DARPA Internet Program – Protocol 
Specification, IETF, available at http://www.ietf.org 

RFC 826, An Ethernet Address Resolution Protocol or Converting Network Protocol 
Addresses to 48.bit Ethernet Address for Transmission on Ethernet Hardware, IETF, available 
at http://www.ietf.org 

RFC 894, A Standard for the Transmission of IP datagrams over Ethernet Networks, IETF, 
available at http://www.ietf.org 

RFC 919, Broadcasting Internet Datagrams, IETF, available at http://www.ietf.org 

RFC 922, Broadcasting Internet Datagrams in the presence of subnets, IETF, available at 
http://www.ietf.org 

RFC 950, Internet Standard Subnetting Procedure, IETF, available at http://www.ietf.org 

RFC 1006, ISO Transport Service on top of TCP: Version 3, IETF, available at 
http://www.ietf.org 

RFC 1035, Domain Names – Implementation and specification, IETF, available at 
http://www.ietf.org 

RFC 1112, Host Extensions for IP Multicasting, IETF, available at http://www.ietf.org 

RFC 1122, Requirement for Internet Hosts - Communication Layers, IETF, available at 
http://www.ietf.org 

RFC 1123, Requirement for Internet Hosts – Application and Support, IETF, available at 
http://www.ietf.org 

RFC 1240, OSI Connectionless Transport Services on top of UDP Version:1, IETF, available 
at http://www.ietf.org 

RFC 2460, Internet Protocol, Version 6 (IPv6) Specification, IETF, available at 
http://www.ietf.org 

RFC 2474, Definition of Differentiated Services Field (DS Field) in IPv4 and IPv6 Headers, 
available at http://www.ietf.org 

RFC 2991, Multipath Issues in Unicast and Multicast Next-Hop Selection, available at 
http://www.ietf.org 
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RFC 3168, The Addition of Explicit Congestion Notification (ECN) to IP, available at 
http://www.ietf.org 

RFC 3246, An Expedited Forwarding PHB (Per-Hop Behavior), available at http://www.ietf.org 

RFC 3629, UTF-8, a transformation format of ISO 1646 – IETF, available at http://www.ietf.org 

RFC 4291, IP Version 6 Addressing Architecture, available at http://www.ietf.org 

RFC 4604, Internet Group Management Protocol, Version 3 (IGMPv3), available at 
http://www.ietf.org 

RFC 5771, IANA Guidelines for IPv4 Multicast Address Assignments, available at 
http://www.ietf.org 

RFC 5905, Network Time Protocol (NTP) Version 4: Protocol and Algorithms Specification, 
IETF, available at http://www.ietf.org 

RFC 6864, Updated Specification of the IPv4 ID Field, IETF, available at http://www.ietf.org 

3 Terms and definitions 

For the purposes of this document, the terms and definitions given in IEC 61850-2 and the 
following apply. 

ISO and IEC maintain terminological databases for use in standardization at the following 
addresses: 

• IEC Electropedia: available at http://www.electropedia.org/ 

• ISO Online browsing platform: available at http://www.iso.org/obp 

3.1  
(n)-layer 
any specific layer 

[SOURCE: ISO/IEC 7498-1:1994, 3.1] 

3.2  
(n)-protocol data unit 
unit of data specified in an (n)-protocol and consisting of (n)-protocol-control-information and 
possibly (n)-user-data  

[SOURCE: ISO/IEC 7498-1:1994, 5.6.1.3] 

3.3  
(n)-protocol 
set of rules and formats (semantic and syntactic) which determines the communication 
behavior of (N)-entities in the performance of (n)-functions 

[SOURCE: ISO/IEC 7498-1:1994, 5.2.1.9] 

3.4  
class 
description of a set of objects that share the same attributes, services, relationships, and 
semantics 
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[SOURCE: IEC 61850-7-2:2010+AMD1:2019 CSV, 3.1] 

3.5  
client 
entity that requests a service from a server and that receives unsolicited messages from 
a server 

[SOURCE: IEC 61850-7-2:2010+AMD1:2019 CSV, 3.2] 

3.6  
device 
entity that performs control, actuating and/or sensing functions and interfaces to other such 
entities within an automation system 

Note 1 to entry: Devices alone do not perform energy transport functions. 

[SOURCE: IEC 61850-7-2:2010+AMD1:2019 CSV, 3.3] 

3.7  
logical device 
entity that represents a set of typical substation functions 

[SOURCE: IEC 61850-7-2:2010+AMD1:2019 CSV, 3.6] 

3.8  
logical node 
entity that represents a typical substation function 

[SOURCE: IEC 61850-7-2:2010+AMD1:2019 CSV, 3.7] 

3.9  
physical device 
entity that represents the physical parts of a device (hardware and operating system, etc.) 

Note 1 to entry: Physical devices host logical devices. 

[SOURCE: IEC 61850-7-2:2010+AMD1:2019 CSV, 3.8] 

3.10  
application and transport profiles 

A-Profile and T-Profile 
set of protocols for a specific purpose 

3.11  
data attribute 
named element of data object which has a specific type 

3.12  
data object 
meaningful structured information of applications located in an automation device which can 
be read or written 

Note 1 to entry: This definition is in accordance with the DataObject definition of IEC 61850-7-2. The MMS use of 
DataObject refers to data types and potential instantiations of MMS variables.  

3.13  
ISO/IEC 8802-3 
communication technology according to ISO/IEC 8802-3 
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3.14  
server 
entity that provides services to clients or issues unsolicited messages 

3.15  
V-Put 
function used to set one or more values within an MMS Variable 

Note 1 to entry: The V-Put function executes the MMS variable’s access method using the value transferred with 
the MMS WriteRequest and generates an access-result indicating success or failure. A single MMS WriteRequest 
invokes the V-Put Function for each MMS Variable referenced in the request. 

3.16  
V-Get 
function used to obtain one or more values from an MMS Variable 

Note 1 to entry: The V-Get function executes the MMS variable’s access method and generates an access-result 
indicating failure or upon success the value. A single MMS ReadRequest invokes the V-Get Function for each MMS 
Variable referenced in the request. 

3.17  
ACSI basic conformance 
conformance with ACSI, as defined in IEC 61850-7-2:2010+AMD1:2019 CSV, Annex A 

4 Abbreviations 

A Application 

ACSE Association Control Service Element 

ACSI Abstract Communication Service Interface 

APPID or AppID Application Identification 

APDU Application Protocol Data Unit 

BRCB Buffered Report Control Block 

CBB Conformance Building Block 

CDC Common Data class 

CL Connectionless 

Client-CR Client Conformance Requirement 

CO Connection Oriented  

DNA Dynamic Namespace Attribute 

F/S Functional Standard.  

FC Functional Constraint 

FCD Functionally Constrained Data 

GMT Greenwich Mean Time 

GPS Global Positioning System 

GOOSE Generic Object Oriented Substation Event 

GSE Generic Substation Event 

GSSE Generic Substation Status Event 

HMAC Hashed Message Authentication Code 

HSR High-availability Seamless Redundancy 

ICD IED Capability Description 

IED Intelligent Electronic Device 

IEEE Institute of Electrical and Electronics Engineers 

IETF Internet Engineering Task Force 

IID Instantiated IED Description 
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IP Internet Protocol 

ISO International Standardization Organization 

LAN Local Area Network 

LCB Log Control Block 

LD Logical Device 

LI Length Indicator 

LLC Logical Link Control 

LN Logical Node 

LPDU Link Protocol Data Unit 

M or m Mandatory. Indicates that the service, parameter, or attribute shall be supported within an 
implementation 

M= or m= Mandatory information that shall be equal the original information supplied in the request 

MAC Media Access Control 

MJD Modified Julian Day 

MMPM Manufacturing Message Protocol Machine 

MMS Manufacturing Message Specification (ISO 9506) 

NTP Network Time Protocol 

o Optional: Indicates that the service, parameter, or attribute may be supported within an 
implementation 

OSI Open Systems Interconnection 

PDU Protocol Data Unit 

PI Parameter Indicator 

PICS Protocol Implementation Conformance Statement 

PIXIT Protocol Implementation Extra Information 

PTP Precision Time Protocol 

PV Parameter Value 

r Mandates that the item is readable. The ability to write the item is a local issue. 

R-GOOSE Routable GOOSE 

R-SV Routable Sampled Value 

RFC Request for Comments 

rw Mandates that the item is both readable and writeable. 

S Server specified parameter 

SAP Service Access Point. The Service Access Point represents a logical construct through 
which a peer selects a communication protocol or access to an application. The selection of 
the entire seven layers of SAPs represents a communication profile 

SBO Select Before Operate 

SCL substation automation System Configuration Language (IEC 61850-6) 

SCD System Configuration Description 

SCSM Specific Communication Service Mapping 

Server-CR Server Conformance Requirement 

SG Setting Group 

SI SPDU Identifier 

SNTP Simple Network Time Protocol 

SPDU Session Protocol Data Unit 

SV Sampled Values 

Sync Synchronization 

T Transport or Timestamp 

TAI Temps Atomique International 
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TCP Transmission Control Protocol 

TIssue Technical Issue 

TPDU Transport Protocol Data Unit 

TPID Priority Tagging Identification (for IEEE 802.1Q networks) = 0x8100 

u or U User-specific: Indicates that the service, parameter, or attribute can be defined by an 
implementation 

u= or U= User-specific information that shall be equal the original information supplied in the request 

UCA Utility Communication Architecture 

UD TDPU Unit Data TPDU 

URCB Unbuffered Report Control Block 

UTC Coordinated universal time 

VARSPEC Variable Specification 

V-GET Virtual Get Function. Defined in ISO 9506-1 

VID VLAN Identificator 

VLAN Virtual LAN 

VMD Virtual Manufacturing Device 

V-PUT Virtual Put Function. Defined in ISO 9506-1.  

w Mandates that the item is writeable. The ability to read the item is a local issue. 

 

5 Overview 

5.1 General 

The purpose of IEC 61850-8-1 is to provide detailed instructions/specifications as to the 
mechanisms and rules required to implement the services, objects, and algorithms specified 
in IEC 61850-7-2, IEC 61850-7-3, and IEC 61850-7-4 while making use of ISO 9506 (all parts) 
(Manufacturing Message Specification), SNTP, and other application protocols (see Figure 1). 
This clause is intended to provide an overview of the methodology to provide the mapping 
from IEC 61850-7-2, IEC 61850-7-3, and IEC 61850-7-4 into MMS. 

The communication requirements for utilities (listed in IEC 61850-5) are met by the profiles 
shown in Figure 1. 

The message types and performance classes specified in IEC 61850-5 are mapped as shown 
in Figure 1: 

Type 1 (Fast messages) 
Type 1A (Trip) 
Type 2 (Medium speed messages) 
Type 3 (Low speed messages) 
Type 4 (Raw data messages) 
Type 5 (File transfer functions) 
Type 6 (Time synchronisation messages) 

Messages of Type 1 and Type 1A are mapped to the same Ethertype. However, to optimise 
decoding of received messages they will use different ranges of the APPID (see Annex C). 

Messages of Type 2, 3, and 5 require message oriented services. The MMS standard 
provides exactly the information modelling methods and services required by the ACSI. 
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MMS Protocol 
Suite

Core ACSI
Services

Time
Synchronization

Generic Object
Oriented Substation

Event (multicast)
Sampled Values

(multicast)

(Type x) is the Message type and performance class defined in IEC 61850-5

(Type 2, 3, 5)

ISO/IEC 8802-3 Ethertype

PRP/HSR/RSTP (O)
802.1Q 802.1Q (O) 802.1Q

GOOSE

(Type 1, 1A)

SNTP 
(M)

(Type 6)

SV

(Type 4)

UDP
IP

TCP

IP
UDP

IP

(Type 6)

UDP
IP

PRP/HSR (O)

IEC/IEEE 
61850-9-3 

(O)

IEC 62351-6 
(O)

IEC 62351-6
(O)        (M)

IEC 62351-6
(O)       (M)

(Type 6)

 

Figure 1 – Overview of functionality and profiles 

Further details pertaining to the use and actual specification of each profile may be found in 
Clause 6. 

5.2 MMS communication profiles 

The VMD’s service address format is determined through the communication profile being 
used. However, ISO has recognized the existence of Application Profiles (A-Profiles) and 
Transport Profiles (T-Profiles). A-Profiles represent the protocols and agreements regarding 
the upper 3 layers of the OSI Reference Model (ISO/IEC 7498-1). The T-Profiles represent 
the protocols and agreements regarding the lower 4 layers of the OSI reference model. 

For the purpose of this document, there are 2 A-Profiles: Connection Oriented OSI and 
Connectionless OSI. Additionally, there are 3 T-Profiles: Connection Oriented TCP, 
Connection Oriented OSI, and Connectionless OSI. The ConnectionOriented A-Profile shall 
only be used over the connection-oriented T-Profiles. 

5.3 Non-MMS communication profiles 

There are several services, specified in IEC 61850-7-2, that have been intentionally mapped 
to application protocols and communication profiles that do not make use of ISO 9506 as the 
application layer protocol. Other communication profiles are used to accomplish time 
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synchronization, via IETF Simple Network Time Protocol (SNTP), sampled values, and 
GOOSE messages. 

5.4 MMS objects being used 

ISO 9506 (MMS) specifies several MMS objects that could be used as part of this SCSM. 
However, all objects are not required in order to perform the mapping of IEC 61850-7-2, 
IEC 61850-7-3, and IEC 61850-7-4. Table 1 shows the MMS objects and services that shall 
be used within this SCSM. 

Table 1 – MMS objects and services in use within this SCSM 

MMS OBJECT IEC 61850 OBJECT MMS SERVICES IN USE 

Application Process 
VMD 

Server Initiate 
Conclude 
Abort 
Reject 
Cancel 
Identifya 
Statusb 
GetCapabilityListb 

Named Variable Objects Logical Nodes 
and Data 

Read 
Write 
InformationReport 
GetVariableAccessAttribute 
GetNameList 

Named Variable List 
Objects 

Data Sets GetNamedVariableListAttributes 
GetNameList 
DefineNamedVariableList 
DeleteNamedVariableList 
Read 
Write 
InformationReport 

Journal Objects Logs ReadJournal 
GetNameList 

Domain Objects Logical Devices GetNameList 
GetDomainAttributesb 

Files Files FileOpen 
FileRead 
ObtainFile 
FileClose 
FileDirectory 
FileDelete 

a  Required by ISO 9506 for conformance.  

b  Suggested to be implemented for compatibility with MMS systems. 

 

6 Communication stack 

6.1 Overview of the protocol usage 

The OSI Reference Model (ISO/IEC 7498-1) details a model based upon the concept of 
layering of communication functionality. The model details 7 layers and details the functional 
requirements, for each layer, in order to achieve a robust communication system. The model 
does not specify the protocols to be used to achieve the functionality, nor does it restrict the 
solution to be a single set of protocols.  
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Figure 2 – OSI reference model and profiles 

The use of ISO Application (A-Profile) and Transport (T-Profile) Profiles (see Figure 2) 
describes the various stack profiles. An ISO A-Profile is the set of specifications and 
agreements relating to the upper 3 layers of the ISO OSI reference model (e.g. the layers of 
application, presentation, and session). An ISO T-Profile is the set of specifications and 
agreements relating to the lower 4 layers of the ISO OSI reference model (e.g. the layers of 
transport, network, DataLink and physical). 

Various combinations of A-Profiles and T-Profiles can be combined in order to allow certain 
types of information/services to be exchanged. The services, as specified in IEC 61850-7-2, 
are mapped into 4 different combinations of A- and T- profiles. The three different 
combinations are used for: 

– Client/server services (see Figure 1 Core ACSI Services). See 6.2 for further details; 
– GOOSE/GSE Management Services. See 6.3 for further details; 
– Time Sync. See 6.4 for further details. 

6.2 Client/server services and communication profiles 

6.2.1 Client/server services 

The client/server communication profile shall be used for any implementation claiming 
conformance to this standard and declaring support for one of the IEC 61850-7-2 services 
shown in Table 2. 

IEC   812/11 
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Table 2 – Services requiring client/server 
Communication Profile 

IEC 61850-7-2 model IEC 61850-7-2 service 
Server GetServerDirectory 
Association Associate 

Abort 

Release 
Logical Device GetLogicalDeviceDirectory 
Logical Node GetLogicalNodeDirectory 

GetAllDataValues 
Data GetDataValues 

SetDataValues 

GetDataDirectory 
GetDataDefinition 

Data Set GetDataSetValues 
SetDataSetValues 
CreateDataSet 
DeleteDataSet 
GetDataSetDirectory 

Setting Group Control Block SelectActiveSG 
SelectEditSG 
SetEditSGValue 
ConfirmEditSGValues 
GetEditSGValue 
GetSGCBValues 

Report Control Block Report 
GetBRCBValues 
SetBRCBValues 
GetURCBValues 
SetURCBValues 

LOG Control Block GetLCBValues 

SetLCBValues 
GetLogStatusValues 
QueryLogByTime 
QueryLogAfter 

GOOSE GetGoCBValues 
SetGoCBValues 

GSSE (deprecated) GetGsCBValues (deprecated) 
SetGsCBValues (deprecated) 

Sampled Value GetMSVCBValues 
SetMSVCBValues 

Control Select 
SelectWithValue 
Cancel 

Operate 
CommandTermination 
TimeActivatedOperate 

FILE transfer GetFile 
SetFile 
DeleteFile 

GetFileAttributeValues 
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6.2.2 A-Profile 

6.2.2.1 General 

Services and protocols of the A-Profile client/server shall be as shown in Table 3. 

Table 3 – Service and protocols for client/server  
communication A-Profile 

OSI model layer Specification m/o 

 Name Service specification Protocol specification  

Application Manufacturing 
Message 
Specification 

ISO 9506-1:2003 ISO 9506-2:2003 m 

Application level 
security 

IEC 62351-6  IEC 62351-6 c 

Association Control 
Service Element 

ITU-T X.217:1996 ITU-T X.227:1996 m 

Presentation Connection Oriented 
Presentation 

ISO/IEC 8822:1994 ISO/IEC 8823-1:1994 m 

Abstract Syntax ISO/IEC 8824-1:2015 ISO/IEC 8825-1:2015 m 

Session Connection Oriented 
Session 

ISO/IEC 8326:1996 ISO/IEC 8327-1:1997 m 

c Shall be ‘m’ if the implementation declares support for secured A-Profile 

 

There is 1 T-Profile that may be used by the client/server A-Profile: TCP/IP. The previously 
defined T-Profile over OSI has been deprecated in this revision of the standard. An 
implementation that claims conformance to this standard shall implement the TCP/IP profile 
as a minimum. 

6.2.2.2 Implementation agreements 

This A-Profile shall conform to the agreements specified in ISO/ISP 14226-1, ISO/ISP 14226-2, 
ISO/ISP 14226-3, ISO/IEC ISP 11188-1and ISO/IEC ISP 11188-3. 

There are further agreements required for compatibility with existing implementations. These 
impact parameters used in ACSE and Presentation. 

The following information shall be proposed, at a minimum, on a P-Connect.req: 

• For ACSE, the Object Identifiers that need to be proposed, as a minimum are: 
Abstract Syntax = 2.2.1.0.1 (ACSE) 
Transfer Syntax = 2.1.1 (ASN.1 basic encoding) 

• For ISO-9506, the Object identifiers that need to be proposed, as a minimum are: 
Abstract Syntax = 1.0.9506.2.1 (MMS) 
Transfer Syntax = 2.1.1 (ASN.1 basic encoding) 

• The proposed ASO Context name shall be: 
ASO Context Name = 1.0.9506.2.3 (this is called “Application Context” in ISO 9506-2). 

• The MMS version number shall be as specified in Table 124 and Table 125. 

• The max_mms_pdu_size is defined as the maximum number of octets in an MMSpdu 
encoded using the negotiated transfer syntax. This size shall apply to all MMSpdus 
with the exception of the initiate-Request PDU, initiate-Response PDU, and initiate-Error 
PDU. The max_mms_pdu_size shall be negotiated during connection initiation using the 
Local Detail Calling and Local Detail Called parameters of the MMS initiate service. 
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• The local detail called parameter in the initiate response shall specify the negotiated 
max_mms_pdu_size for the application association. 

• The local detail called parameter in the response shall be less than or equal to the value 
of the local detail calling parameter of the request. 

• The local detail called parameter shall not be less than 64; however, it is recommended 
that at least 8 192 octets be supported. 

• The negotiated max_mms_pdu_size shall be applied as follows: 
a) Any received MMSpdu whose length is less than or equal to the negotiated 

max_mms_pdu_size shall be properly parsed and processed. 
b) An MMS implementation should not send an MMSpdu whose size exceeds the 

negotiated max_mms_pdu_size. If an MMS implementation sends an MMSpdu that 
exceeds the negotiated max_mms_pdu_size, then it shall be prepared to receive a 
reject pdu. Should an MMS implementation receive an MMSpdu that exceeds 
the negotiated max_mms_pdu_size, it shall either reject the MMSpdu or accept the 
MMSpdu as if no size violation had occurred and perform the expected processing. 

c) If an MMS implementation is unable to send a service response because the response 
would exceed the max_mms_pdu_size, then it shall return a Service response (-) with 
an errorClass=”service” and an errorCode=”pdu-size”. 

d) When rejecting an MMSpdu because it exceeds the negotiated max_mms_pdu_size, 
an MMS implementation shall return a Reject with a rejectPDUType=”confirmed-
requestPDU” and a rejectCode=”value-out-of-range”. 

Further agreements required for compatibility with existing implementations are defined in the 
context of IEC 62351-6.  
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6.2.3 TCP/IP T-Profile 

6.2.3.1 Service and protocols 

Table 4 shows services and protocols of the TCP/IP T-Profile client/server. The use of 
IEEE 802.1Q is outside of the scope of this document. 

Table 4 – Service and protocols for client/server TCP/IP T-Profile 

OSI Model Layer Specification m/o 

 Name Service specification Protocol 
specification 

 

Communication Requirement for internet 
host 

RFC 1122 m 

Transport ISO Transport on top of 
TCP 

RFC 1006 m 

TLS IEC 62351-6 c1 

Internet Control Message 
Protocol (ICMP) 

RFC 792 m 

Transmission Control 
Protocol (TCP) 

RFC 793 m 

Network Internet Protocol RFC 791 – IPv4 m 

RFC 2460 – IPv6 o 

An Ethernet Address 
Resolution Protocol (ARP) 

RFC 826  m 

Link Redundancy Parallel Redundancy 
Protocol and High 
Availability Seamless 
Redundacy 

IEC 62439-3 – PRP or HSR o 

Rapid Spanning Tree 
Protocol (RSTP) 

IEEE 802.1D o 

DataLink Standard for the transmission 
of IP datagrams over 
Ethernet networks 

RFC 894 m 

Standard for Ethernet ISO/IEC/IEEE 8802-3:2014 m 

Physical Electrical IEC TR 61850-90-4 c2 

Optical IEC TR 61850-90-4 c2 

c1 Shall be ‘m’ if the implementation declares support for secured T-Profile. 

c2 AtLeastOne if the Product Standard (per IEC 61850-7-1) profiling this standard is not specifying another 
physical interface. 

 

6.2.3.2 Implementation agreements 

6.2.3.2.1 TCP_KEEPALIVE 

The TCP_KEEPALIVE function according to RFC 1122 shall be implemented. The value of the 
maximum time before a lost connection is detected shall be documented in seconds in the 
PIXIT. 

NOTE A loss of connection should be detected in less than 20 s. This time is not intended to be changed via SCL 
since the impact of the parameter can be IED wide. 

6.2.3.2.2 Transport selector 

The Transport Selector size shall be limited to a maximum of 4 octets. 
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6.2.3.2.3 TCP Port usage 

The TCP port used on a TCP-SYN shall be per IANA for iso-tsap (port 102 decimal) or iso-
tp0s (port 3782 decimal). iso-tp0s shall only be used for secure profiles (see IEC 62351-6). 

6.3 GSE management and GOOSE services communication profiles 

6.3.1 GSE mapping overview 

The GSE communication profile shall be used for any implementation claiming conformance 
to this standard and declaring support for one of the IEC 61850-7-2 services shown in  
Table 5. 

Table 5 – Services requiring GSE Management  
and GOOSE communication profile  

Model IEC 61850-7-2 service 

Generic Substation Event GetGoReference 

GetGOOSEElementNumber  

SendGOOSEMessage 

 

6.3.2 A-Profile 

6.3.2.1 General 

Table 6 shows services and protocols of the A-Profile GSE Management and GOOSE 
services. 

Table 6 – Service and protocols for GSE Management and  
 GOOSE communication A-Profile 

OSI model layer Specification m/o 

 Name Service specification Protocol specification  

Application GSE/GOOSE protocol See Annex A m 

Security IEC 62351-6 c1, c2 

Presentation Abstract Syntax NULL m 

Session Secure Session See Annex J c1 

OSI Connectionless 
Transport Services on 
top of UDP 

RFC 1240 c1 

c1 shall be ‘m’ if using UDP/IP in the T-Profile 

c2 shall be ‘m’ if the implementation declares support for layer 2 GOOSE security 

 

The presentation layer encoding shall be Basic Encoding Rules as defined in ISO/IEC 8824-1 
and ISO/IEC 8825-1 to encode the grammar referenced. 

6.3.2.2 Implementation agreement 

RFC 1240 defines several transport parameters. Table 7 specifies the parameters that shall 
be supported and lengths for those parameters.  
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Table 7 – RFC 1240 A-Profile Options 

Transport Parameter 
Description 

Parameter 
Value 

(decimal) 

Mandatory/Optional/ 
eXcluded 

Comment 

Source TSAP 193 X Used to identify the 
application emitter 
within a node. 

Destination TSAP 194 X  

Checksum 195 X  

User Data  M  

 

The variable parts of RFC 1240 shall not be used within this standard. Therefore, only the LI 
and UD fields shall be present (e.g. 2 octets). The value of the LI octet shall be one (1). 

6.3.3 T-Profile 

6.3.3.1 General 

The T-Profile for GSE and GOOSE Services shall be as shown in Table 8. 

Table 8 – GOOSE/GSE T-Profile 

OSI model layer Specification m/o 

 Name Service specification Protocol 
specification 

 

Transport UDP RFC 768 – User Datagram Protocol c1 

Network Internetwork Protocol RFC 791 – IPv4 c1 

RFC 2460 – IPv6 o 

RFC 2474 – Differentiated Service Field 

RFC 3168 – Explicit Congestion Notification 

RFC 3246 – Per-Hop Behavior 

RFC 4604 – IGMPv3 

c1 

RFC 2991 – Next-Hop Selection c2 

Link Redundancy Parallel Redundancy 
Protocol and High 
Availability Seamless 
Redundancy 

IEC 62439-3 – PRP or HSR o 

Rapid Spanning Tree 
Protocol (RSTP) 

IEEE 802.1D o 

DataLink Priority Tagging/ VLAN IEEE 802.1Q m 

Standard for Ethernet  ISO/IEC/IEEE 8802-3:2014 m 

Physical Electrical IEC TR 61850-90-4 c3 

Optical IEC TR 61850-90-4 c3 

c1 must be implemented at the same time if support of GOOSE over UDP/IP is declared. 

c2 for router only when GOOSE over UPD/IP is used. 

c3 AtLeastOne if the Product Standard (per IEC 61850-7-1) profiling this standard is not specifying another 
physical interface 
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6.3.3.2 Implementation agreements 
T-DATA service 
The T-DATA service shall be mapped directly to the M_UNITDATA service of the DataLink or 
the sending of a UDP packet. 

M_UNITDATA maps onto the MAC layer whereas the UDP packet maps onto sending of an IP 
packet. 

For M_UNITDATA: 

Link layer: MAC – sublayer. 
See Annex C for definitions. 

The T-DATA destination address for a GOOSE message shall contain a multicast MAC 
address. The T-DATA source address for a GOOSE message shall contain a unicast MAC 
address. 

The T-DATA destination address for a GSE management messages shall contain a unicast 
MAC address. The T-DATA source address for a GSE Management messages shall contain a 
unicast MAC address. 

Link Layer: Priority tagging/Virtual LAN 
See Annex C. 

For UDP: 

The T-DATA destination address for a GOOSE message shall contain a multicast IP address, 
DSCP QOS specification as specified in J.3.3, and optional IEEE 802.1Q information as 
specified in J.3.2.7.6. The T-DATA source address for a GOOSE message shall contain a 
unicast IP address. 

The T-DATA destination address for a GSE management messages shall contain a unicast IP 
address. The T-DATA source address for a GSE Management messages shall contain a 
unicast IP address. 

The destination UDP Port shall be port 102 decimal. The source port shall be locally assigned 
and the specification of it is out-of-scope. The UDP field implementation shall follow the 
specification of Table 9. 

Table 9 – UDP Field Implementation Requirements 

UDP Mandatory/Optional/ 
eXcluded 

Source Port M 

Destination Port M 

Length M 

Checksum M 

 

6.4 Time sync 

6.4.1 Conformance statement 

This communication profile shall be used for any implementation claiming conformance to this 
standard and declaring support for objects containing an attribute of type Timestamp. 
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6.4.2 A-Profile 

6.4.2.1 General 

The A-Profile for Time Sync Services shall be as shown in Table 10. 

Table 10 – Time sync A-Profile 

OSI model 
layer 

Specification m/o 

Name Service 
specification 

Protocol 
specification 

Application Simple Network Time Protocol RFC 5905  m 

PTP Profile for Power Utility 
Automation 

IEC/IEEE 61850-9-3 o 

Presentation    

Session    

NOTE It is intended to make SNTP and PTP 9-3 Conditional At Least One in the next major revision of this 
standard. 

 

6.4.2.2 Implementation agreements 

This A-Profile shall conform to the agreements specified in RFC 1122 and RFC 1123. 

The A-Profile conformity to RFC 5905 is limited to the SNTP subset of NTP. 

Mode 3 of SNTP time synchronization shall be supported for SNTP Clients. 

Mode 4 of SNTP time synchronization shall be supported for SNTP Servers. 

Modes 3, 4 of SNTP time synchronization shall be supported for SNTP Clients and Servers. 

If SNTP is the active protocol for time synchronization, then the unadjusted DELTA to the 
SNTP Root Dispersion attribute shall be used to determine the TimeQuality.TimeAccuracy. 

6.4.3 T-Profile 

6.4.3.1 General 

The T-Profile for Time Sync Services shall be as shown in Table 11. 
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Table 11 – Time sync T-Profile 

OSI model 
layer 

Specification m/o 

Name Service 
specification 

Protocol 
specification 

Transport Internet Control Message Protocol 
(ICMP) 

RFC 792 m 

User Datagram Protocol (UDP) RFC 768 m 

Network Internet Protocol RFC 791 – IPv4 m 

RFC 2460 – IPv6 o 

An Ethernet Address Resolution 
Protocol (ARP) 

RFC 826  m 

Link 
Redundancy 

Parallel Redundancy Protocol and 
High Availability Seamless 
Redundancy 

IEC 62439-3 – PRP or HSR o 

Rapid Spanning Tree Protocol (RSTP) IEEE 802.1D o 

DataLink Standard for the transmission of IP 
datagrams over Ethernet networks 

RFC 894 m 

Standard for Ethernet ISO/IEC 8802-3:2014 m 

Physical Electrical IEC TR 61850-90-4 c 

Optical IEC TR 61850-90-4 c 

c AtLeastOne if the Product Standard (per IEC 61850-7-1) profiling this standard is not specifying another 
physical interface 

 

6.4.3.2 Implementation agreement for SNTP 

The following implementation agreement applies to implementations claiming conformance 
with this standard. 

The UDP port number assigned by the IANA to NTP is 123. The SNTP client shall use this 
value in the UDP Destination Port field for client request messages. 

6.5 Sampled value management and Sampled value services communication profiles 

6.5.1 Sampled value mapping overview 

The sampled value communication profile shall be used for any implementation claiming 
conformance to this standard and declaring support for one of the IEC 61850-7-2 services 
shown in Table 12. 

Table 12 – Services requiring sampled value Management and sampled value 
communication profile 

Model IEC 61850-7-2 service 

Sampled value GetMsvReference  

GetMSVElementNumber  

SendMSVMessage 

 

6.5.2 A-Profile 

6.5.2.1 General 

Table 13 shows services and protocols of the A-Profile Sampled value Management and SMV 
services. 
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Table 13 – Service and protocols for Sampled value Management and Multicast sampled 
value communication A-Profile 

OSI model layer Specification m/o 

 Name Service specification Protocol specification  

Application SMV protocol See Annex A for Sampled value Management 

See IEC 61850-9-2 for Multicast sampled value 
communication 

m 

Security IEC 62351-6 c1,c2 

Presentation Abstract Syntax NULL m 

Session Secure Session See Annex J c1 

OSI Connectionless 
Transport Services on 
top of UDP 

RFC 1240 c1 

c1 shall be ‘m’ if using UDP/IP in the T-Profile 

c2 shall be ‘m’ if the implementation declares support for layer 2 SMV security 

 

The presentation layer encoding shall be Basic Encoding Rules as defined in ISO/IEC 8824-1 
and ISO/IEC 8825-1 to encode the grammar referenced. 

6.5.2.2 Implementation agreement 

As specified in 6.3.2.2. 

6.5.3 T-Profile 

6.5.3.1 General 

The T-Profile for MSV Services shall be as shown in Table 14. 
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Table 14 – MSV T-Profile 

OSI model layer Specification m/o 

 Name Service specification Protocol specification  

Transport UDP RFC 768 – User Datagram Protocol c1 

Network Internetwork Protocol RFC 791 – IPv4 c1 

RFC 2460 – IPv6 o 

RFC 2474 – Differentiateed Service Field 

RFC 3168 – Explicit Congestion Notification 

RFC 3246 – Per-Hop Behavior 

RFC 4604 – IGMPv3 

c1 

RFC 2991 – Next-Hop Selection c2 

Link Redundancy Parallel Redundancy 
Protocol and High 
Availability Seamless 
Redundancy 

IEC 62439-3 – PRP or HSR o 

DataLink Priority Tagging/ VLAN IEEE 802.1Q m 

Standard for Ethernet ISO/IEC 8802-3:2014 m 

Physical Electrical IEC TR 61850-90-4 c3 

Optical IEC TR 61850-90-4 c3 

c1 Must be implemented at the same time if support of MSV over UDP/IP is declared. 

c2 For router only when SMV over UPD/IP is used. 

c3 AtLeastOne if the Product Standard (per IEC 61850-7-1) profiling this standard is not specifying another 
physical interface 

 

6.5.3.2 Implementation agreements 
T-DATA service 
The T-DATA service shall be mapped directly to the M_UNITDATA service of the DataLink or 
the sending of a UDP packet. 

M_UNITDATA maps onto the MAC layer whereas the UDP packet maps onto sending of an IP 
packet. 

For M_UNITDATA: 

Link layer: MAC – sublayer. 
See Annex C for definitions. 

The T-DATA destination address for a MSV message shall contain a multicast MAC address. 
The T-DATA source address for a MSV message shall contain a unicast MAC address. 

The T-DATA destination address for a Sampled value management messages shall contain a 
unicast MAC address. The T-DATA source address for a Sampled value Management 
messages shall contain a unicast MAC address. 

Link Layer: Priority tagging/Virtual LAN 
See Annex C. 
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For UDP: 

The T-DATA destination address for a MSV message shall contain a multicast IP address, 
DSCP QOS specification as specified in J.3.3, and optional IEEE 802.1Q information as 
specified in as specified in J.3.2.7.6. The T-DATA source address for a MSV message shall 
contain a unicast IP address. 

The T-DATA destination address for a Sample value management messages shall contain a 
unicast IP address. The T-DATA source address for a Sample value Management messages 
shall contain a unicast MAC address. 

The destination UDP Port shall be port 102 decimal. The source port shall be locally assigned 
and the specification of it is out-of-scope. 

The UDP field implementation shall follow the specification of Table 9. 

7 Objects of IEC 61850 

7.1 Server 

An instance of an IEC 61850-7-2 Server class is mapped one-to-one to an MMS Virtual 
Manufacturing Device (VMD) object. The MMS VMD is that portion of an application task that 
makes available (for control, monitoring, or both) a set of resources and functionality 
associated with one or more devices. Each VMD is assigned one or more communication 
addresses that create Service Access Points (SAPs) through which MMS services can be 
exchanged. The format of the address is determined by the communication profile that is 
being used. It is through MMS services that MMS objects can be manipulated. Within this 
mapping to MMS, a VMD represents the capabilities provided by an IEC 61850-7-2 server on 
the network. 

The server also is specified to contain other objects. These objects are: 

– files; 
– client associations. 

7.2 Logical device (LD) 

An instance of an IEC 61850-7-2 GenLogicalDeviceClass shall be represented by an MMS 
domain object. The IEC 61850-7-2 server object shall contain one or more MMS domain 
objects. An MMS domain represents a collection of information associated with a specific 
name. The domain object provides both an unambiguous name space for its subordinate 
objects (they need only be uniquely named within the scope of the domain). Within this 
mapping to MMS, the domain is used to represent the collection of objects and services that 
constitute a logical device.  

Each physical device shall have one domain that represents the physical resources of the 
MMS VMD. This domain shall contain at least a LLN0 and a LPHD logical node. 

EXAMPLE IEC 61850-7-1 shows an example of a physical device that proxies other physical devices. This 
example can be extended to a single physical device with slotted CPU capability. Each CPU, and its associated 
Logical Devices, would have their own LPHD information. The entire box needs a set of independent LPHD and 
LLN0. 

7.3 Logical node (LN) 

7.3.1 General 

The construction of the contents of an IEC 61850-7-2 GenLogicalNodeClass, that need 
mapping, are defined in IEC 61850-7-2, IEC 61850-7-3, and IEC 61850-7-4. 
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