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Foreword
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Multimedia home server systems, of IEC TC 100, Audio, video and multimedia systems and equipment,
was submitted to the IEC-CENELEC parallel vote and was approved by CENELEC as EN 62295 on

2009-07-01.

The following dates were fixed:

— latest date by which the EN has to be implemented
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national standard or by endorsement (dop) 2010-04-01

— latest date by which the national standards conflicting
with the EN have to be withdrawn (dow) 2012-07-01

Endorsement notice

The text of the International Standard IEC 62295:2007 was approved by CENELEC as a European
Standard without any modification.
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INTRODUCTION

Numerous wired and wireless home network technologies of various types have been
developed and are in use today. However, since these technologies have been developed for
specific functions such as control, A/V and data services, interoperability is not guaranteed
among products employing these technologies. Hence, users who wish to implement the
home network environment either purchase devices that are based on a single technology for
interoperability or install independent, non-compatible networks in their home.

To solve these problems, home network businesses and service providers have taken into
account and developed a number of specific technologies in order to allow interoperability
among home network technologies. However, most of these technologies are local and offer
interoperability between a limited range of devices and give rise to new problems caused by
complexity and diversity in technologies of different companies.

In order to incorporate such complex and diverse technologies, there is a need to develop a
new convergence technology that can integrate not only current technologies but also those
expected to surface in the future.

The needs for the new convergence technology are the following:
— provide interoperability and interconnectivity among heterogeneous networks through a
specific convergence layer;

— provide expandability for applications in not only current network technologies, but also
new technologies to be developed in the future;

— are applicable in small devices with low processing capabilities by providing protocols
such as simple signaling in the convergence layer;

— available at a low cost and simple to implement on a device;

— able to provide diverse home network services (or applications).
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MULTIMEDIA SYSTEMS -
COMMON COMMUNICATION PROTOCOL
FOR INTER-CONNECTIVITY ON HETEROGENEOUS NETWORKS

1 Scope and object

This International Standard specifies the common communication protocol (CCP) layer that is
capable of providing interoperability and interconnectivity between heterogeneous network
technologies, as well as the basic data transmission scheme between devices linked to
heterogeneous networks through the CCP layer. The standard also specifies the packet
structure in the CCP layer and the common addressing scheme that can be understood
among heterogeneous devices. Furthermore, there are specifications regarding protocols
capable of providing diverse home network applications through the CCP layer such as the
home network management protocol (HNMP), universal home control protocol (UHCP), home
multimedia service protocol (HMSP) and home data service protocol (HDSP).

NOTE HNMP is the overall home network management protocol that detects or registers devices. UHCP controls
and monitors devices from remote locations. HMSP is the A/V protocol for home entertainment services. HDSP
deals with data and messaging services.

This standard is to be applied to systems with network capabilities and those that constitute
home networks such as electronic appliances, A/V components, control devices, network
terminals and home servers. Moreover, this standard is applicable to a home network
consisting of a single home server.

This International Standard gives

— a definition of the CCP layer,

— a data transmission scheme in the CCP layer,

— a CCP packet structure,

— a CCP addressing scheme,

— a home network management protocol (HNMP),

— auniversal home control protocol (UHCP),

— a home data service protocol (HDSP),

— requirements of home multimedia service protocol (HMSP).

A home network provides interoperability and interconnectivity regardless of the appliance
manufacturer or the network type so that the user is able to receive desired services at any
point in time. However, current home network technologies have independent communication

protocol layer structures, as shown in Figure 1, with different addressing schemes, data
transmission schemes, data processing methods and data formats.

In order to solve problems associated with interoperability and interconnectivity among
heterogeneous network technologies, this standard aims to define the CCP layer as a type of
a convergence layer.

Further objectives of this standard include specifying the data transmission method, packet
structure and common addressing scheme as well as the signaling protocol for providing
home network management, control, A/V and data services.
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Figure 1 — Communication layer structures of network technologies

2 Normative references

None.

3 Terms, definitions, abbreviations and conventions
For the purposes of this document, the following definitions apply.

3.1 Terms and definitions

3.11

CCP device

device which has networking capabilities using commercial network technologies to link to a
home network; it also supports at least home network management protocol (HMNP) among
four protocols provided in the CCP layer and CCP

3.1.2

CCP addressing

common addressing scheme used in the CCP layer which consists of four fields: domain
address, cluster address and device ID

NOTE One of the characteristics of CCP addressing is that it has a structure that is understood by application
programs embedded in devices linked to heterogeneous networks as well as the device users.

3.1.3

home server interface

HSI

interface module in a home server responsible for connection with a particular network which
can process the corresponding physical interface and the communication protocol according
to the type of network it is connected to

NOTE A home server interface is shown in Figure 2.
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Figure 2 — Server interface IEC 2073/07

3.14
cluster network
collection of devices using an identical physical interface and communication protocol

NOTE 1 As shown in Figure 3, a cluster network is a collection of devices using an identical physical interface
and communication protocol. Moreover, a HSI that links a home server to the devices within the cluster network is
also part of the cluster network. A cluster address is one of the CCP addressing fields defined in the CCP layer,
and it is used to distinguish multiple cluster networks linked to a single home server.

NOTE 2 A HSI that links a home server to the devices within the cluster network is also part of the cluster network.

NOTE 3 A cluster network is shown in Figure 3.

3.1.5

cluster address

one of the CCP addressing fields defined in the CCP layer which is used to distinguish
multiple cluster networks linked to a single home server

NOTE A cluster address is shown in Figure 3.
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Figure 3 — Cluster and domain network

3.1.6
domain network
collection of devices connected to a single home server

NOTE 1 Devices within the multiple cluster networks linked to the home server and the HSIs managing the cluster
network interface constitute the domain network.

NOTE 2 A domain network is shown in Figure 3.

3.1.7

domain address

one of the CCP addressing fields defined in the CCP layer which is used to distinguish
multiple domain networks in the home.

NOTE A domain address is shown in Figure 3.

3.1.8

single-HS network

a home network comprising a single home server where there is only one domain network
under the single-HS network environment

3.1.9

multi-HS network

a home network with two or more home servers where there are multiple domain networks
under the multi-HS network environment

NOTE A multi-HS network is shown in Figure 3.
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3.1.10

CCP application program

a CCP application program is positioned at the top of the CCP layer. A CCP application
program sends and receives data to/from CCP layer through CCP application programming
interface

3.1.11

application program data unit

APDU

the unit of data exchanged among multiple application programs on an equivalent level

3.1.12
CCP application programming interface(API)
the interface between the application program and the CCP layer

3.1.13

lower protocol layers

lower protocol layers refer to all communication protocol layers below the CCP layer, with the
exception of the physical layer

NOTE A diagram of lower protocol layers is shown in Figure 5.

3.1.14

lower protocol layers interface

the interface between the APDU and lower protocol layers which are referred to as the lower
protocol layers interface

NOTE A diagram of lower protocol layers interface is shown in Figure 5.

3.2 Abbreviations

ACDS Active Control & Data Service
ACMS Active Control & Multimedia Service
ACS Active Control Service

ALLSTAT All Status

APDU Application Program Data Unit
API Application Program Interface

AT Action Type

ATTR Attribute

CCP Common Communication Protocol
CCPADDRVER CCP Address Version

CCPDEV CCP Device

CCPH CCP Header

CCPHDRVER CCP Header Version

CCPID CCP ldentification

CCPPLEN CCP Payload Length

CMD Command

CT Cast Type

CTRLSTAT Control Status

DATALEN Data Length

DEV Device

DMS Data & Multimedia Service

DS Data Service Documents
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DSTADDR
ERRCODE
FMTS

FS

FSM
HDSP
HDSPPLEN
HMSP
HNMP
HNMPCMD
HNMPPLEN
HS

HSI

MCS

MON

MS

MT

MTS
MYMTS
PATHLEN
PCS

PnP

PT

QoS

REG
REGSTAT
RES

SEC
SEGNO
SEQNO
SRCADDR
STAT

TID

TT

UHCP
UHCPPLEN

3.3 Conventions

UHCP payload content is expressed as italic character as follows:

—14 —

Destination Address

Error Code

Final Maximum Transfer Size
Full Service

Finite State Machine

Home Data Service Protocol
HDSP Payload Length

Home Multimedia Service Protocol
Home Network Management Protocol
HNMP Command

HNMP Payload Length

Home Server

Home Server Interface
Monitoring Control Service
Monitoring

Multimedia Service

Message Type

Maximum Transfer Size

My Maximum Transfer Size
Path Length

Passive Control Service
Plug-and-Play

Payload Type
Quality of Service
Registration

Registration Status
Response

Second

Segmentation Number
Sequence Number

Source Address

Status

Transaction ID

Traffic Type

Universal Home Control Protocol
UHCP Payload Length

E.g. <ITEM>argument</ITEM>

4 Requirements

BS EN 62295:2009
62295 © IEC:2007(E)

This clause describes the requirements in order to implement the HSI and CCP devices.

Full document details: BS EN 62295:2009
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4.1 Home server interface requirements

The HSI shall satisfy the following requirements.

4.1.1 Basic requirements for data delivery

— In order to support the device registration process, the HSI shall be able to receive all
packets being broadcast to the cluster network from the physical layer and relay them to
the CCP layer.

— The HSI shall maintain and manage an address table that contains the CCP addresses of
CCP devices in its cluster network as well as the physical addresses used in the cluster
network.

— Upon completion of the device registration process, when delivering packets to a
particular CCP device within its cluster network, the HSI shall be able to transmit packets
from the physical layer using the CCP device’s physical address that corresponds to the
CCP destination address.

— An HSI shall support the CCP layer as well as the requirements specified in 4.1. HSI can
be implemented with the card module-type for the physical interface, communication
protocol and the CCP layer.

4.1.2 Functional requirements for HNMP

— After receiving a Device Registration Request (DEV_REG_REQ) packet, the HSI shall be
able to send a Device Registration Response (DEV_REG_RES) packet to the CCP device
from which the DEV_REG_REQ packet originated.

— The HSI shall be able to store CCP and physical addresses of the CCP device contained
in the DEV_REG_REQ packet in the address table.

— The HSI shall be able to allocate a unique Device ID to the CCP device from which the
DEV_REG_REQ packet originated. The HSI shall also specify data such as the allocated
Device ID, domain address and the HSI’'s own physical address in DEV_REG_RES
packet’s HNMP payload prior to transmission.

— The HSI shall be able to notify the fact that a new CCP device has been registered in the
home network to all CCP devices within its cluster network as well as all other HSIs in its
domain network by transmitting an Add Device (ADD_DEV) packet.

— In order to support CCP device’s Plug-and-Play (PnP) function, the HSI shall send on a
regular basis an Alive-Check Request (ALV_CHK_REQ) packet to the CCP devices that
have completed the device registration process and assess the response packets from
them. The HSI shall be able to determine that the non-responsive CCP devices have lost
connection with the home network.

— The HSI shall be able to notify the fact that a particular CCP device has been
disconnected from the home network to all CCP devices within its cluster network as well
as all other HSIs in its domain network by transmitting a Delete Device (DEL_DEV) packet.

4.1.3 Home server interface requirements for unicast, multicast and broadcast

— The HSI shall be able to process all packets received at its physical layer from the
physical layer to lower protocol layers before sending them to the CCP layer.

— The HSI shall be able to examine the cluster address in the CCP destination address field
of a packet arriving at the CCP layer through lower protocol layers and send the packet to
the HSI responsible for the interface of the cluster network that corresponds to the cluster
address.

— When a CCP packet arrives from another HSI

e if the cast type of the received CCP packet is unicast and the CCP destination address
is specified, then the HSI receiving the packet shall be able to relay the packet to the
particular CCP device within its cluster network,

o if the cast type of the received CCP packet is multicast, then the HSI receiving the
packet shall be able to relay the packet to only the restricted number of the CCP
devices within its cluster network in accordance with the content of the mult2@cUMents
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o if the cast type of the received CCP packet is broadcast, then the HSI receiving the
packet shall be able to relay the packet to all CCP devices within its cluster network.

4.2 CCP device requirements

This subclause specifies the requirements for the device registration process needed for CCP
devices to perform the plug-and-play function, as well as the requirements for classifying CCP
devices according to the CCP functions provided by CCP devices.

4.2.1 Requirements for device registration

— If a CCP device is not aware of the physical address of the HSI of its own cluster network,
the HSI's physical address (or network address) shall be obtained through the device
registration process.

— For the purpose of device registration, a CCP device shall be able to initially broadcast a
device registration request (DEV_REG_REQ) packet to its own cluster network.

— Upon completion of the device registration process, when a CCP device transmits data to
a heterogeneous network, it shall send all packets from the physical layer to the HSI of its
own cluster network, regardless of the cast type and the CCP destination address.

4.2.2 Requirements for classification of CCP devices

CCP devices refer to devices that support HNMP among the functions provided by the CCP
layer and the CCP. CCP devices can be classified according to their processing capabilities
and the network technologies being used. This standard shall classify CCP devices into nine
categories according to the functions provided by the CCP devices, as shown in Figure 4.

Data Service
(HDSP)

ACDS-CCPDEV

Passive Control Service

(UHCP) ACS-CCPDEV

Monitoring Control Service
(UHCP)

Active Control Service Multimedia Service
(UHCP) (HMSP)

IEC 2075/07

Figure 4 — Classification of CCP devices

— Active Control Service CCP Device (ACS-CCPDEV) is a CCP device that onB supports
the UHCP function. ocuments
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— Passive Control Service CCP Device (PCS-CCPDEV) is a CCP device whose UHCP
function is carried out by accepting commands from other devices.

— Monitoring Control Service CCP Device (MCS-CCPDEV) is a CCP device that only
provides the monitoring capabilities among UHCP functions.

— Data Service CCP Device (DS-CCPDEV) is a CCP device that only provides HDSP.

— Multimedia Service CCP Device (MS-CCPDEV) is a CCP device that only provides the
HMSP function.

— Active Control & Data Service CCP Device (ACDS-CCPDEV) is a CCP device that
provides UHCP and HDSP functions.

— Active Control & Multimedia Service CCP Device (ACMS-CCPDEV) is a CCP device that
provides UHCP and HMSP.

— Data & Multimedia Service CCP Device (DMS-CCPDEV) is a CCP device that provides
HDSP and HMSP.

— Full Service CCP Device (FS-CCPDEV) is a CCP device that provides UHCP, HDSP and
HMSP functions, and it is also equipped with a display panel for display capabilities.

5 Common communication protocol (CCP) layer

This clause specifies the CCP layer, which allows bilateral communication among
heterogeneous networks of various types of application programs.

5.1 CCP layer

The CCP layer provides a common communication channel for devices (or applications
executed from the devices) linked to heterogeneous networks. This CCP layer shall be
located below all application programs provided by the service providers (or device
manufacturers). From OSI 7 layer’'s perspective, although most network protocols and
application programs are similar to the OSI 7 layer structure, they are not clearly divided into
seven layers. The location of the CCP layer is variable according to the layer covered by the
application program (or the structure of lower protocol layers).

Case 1 in Figure 5 is an example where an application program of a home network device
sends data to lower protocol layers through the CCP layer, whereas Case 2 displays an
example of an application program of a home network device directly sending data to lower
protocol layers without going through the CCP layer.

The application program in Case 1 is transmitting a desired Application Program Data Unit
(APDU) to a device connected to a cluster network linked to a heterogeneous network via the
home server. On the other hand, the Case 2 example can be used when the application
program is to send a desired Application Program Data Unit (APDU) to a device located in the
same cluster network using the same network protocol, bypassing the home server. Therefore,
in Case 2, all services that have been offered within the same network prior to applying the
CCP layer (such as FTP among TCP/IP networks and Telnet service) remain available.
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Application
Application
program
D I =
- t CCP API
Presentation -7
- Case2 CCP Layer
Case1
i Lower protocol
Session N\ layers interface
Transport
Lower protocol
Network layers
Data Link
Physical Physical
OSI 7 Layer IEC 2076/07

Figure 5 — Definitions of application program, CCP API, lower protocol
layers interface, and lower protocol layers

In case of an application program only covering up to the application layer as shown in
Figure 6, the CCP layer is located below the application layer. For an application program
covering from the application layer to the presentation layer, the CCP layer is located below
the presentation layer. For an application program covering from the application layer to the
session layer, the CCP layer is located below the session layer.

Application
Application program
) S
Presentaton | e
e " '.":-. CCP Layer
Session | e
"
| Transport |
| Network | Lower protocol
layers
|  Datalink |
Physical Physical
0OSI 7 Layers
IEC 2077/07

Figure 6 — Location of CCP layer
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5.2 Data delivery over heterogeneous networks

This subclause describes the data transmission process using Figure 7. For data
communication with a heterogeneous network, an APDU shall go through the CCP layer
before being sent to lower protocol layers. For a home network device to transmit an APDU to
a heterogeneous network, the application program sends an APDU to the CCP layer through
the CCP API, and the CCP layer encapsulates the received APDU with a CCP header and
relays it to lower protocol layers.

— DEVan: CCP Device in Network A with Device ID n
— DEVpgH: CCP Device in Network B with Device ID m

— HSIp, HSIg: HSI responsible for interface with Network A (or Network B) in Home server.

The data transmission process is as follows.

1) The application program of DEVa, sends an APDU to the CCP layer through the CCP
API.

2) The CCP layer of DEVa, encapsulates the APDU from the application program with a
CCP header and sends it to lower protocol layers through the lower protocol layers
interface.

3) Lower protocol layers generate a header for each corresponding layer, and the
physical layer designates the physical address of HSIp as the destination address and
transmits the packet.

4) The physical layer of HSIp receives the packet and relays it to lower protocol layers.
The Lower Protocol Layers process a header for each corresponding layer and send it
to the CCP layer.

5) The CCP layer of HSIp relays the arrived CCP packet to the home server internal
processing block of the home server.

6) The home server internal processing block analyzes the received packet’s CCP header
information to process the packet and sends it to the HSI(HSIg) corresponding to the
cluster address of the CCP destination address.

7) The CCP layer of HSIg transmits the received packet to lower protocol layers. When
doing so, HSIg shall search for and retrieve the physical address of DEVpgn

corresponding to the CCP destination address from the address table and notify it to
the physical layer.

8) The physical layer of HSIg designates the physical address of DEVpg, as the
destination address and transmits the packet.

9) The physical layer of DEVg, receives the packet and sends it to lower protocol layers,

where each header is processed corresponding to each layer and the packet is
transmitted to the CCP layer.

10)The CCP layer of DEVgy, delivers the arrived packet to the application program
through the CCP API.
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program APDU HSI, HSlg APDU
CCP
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Layer Header] APDU Header| APDU Header]| APDU Header APDU Header APDU
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Figure 7 — Example of data transmission over heterogeneous networks using CCP layer

6 CCP addressing

6.1 General

In order to implement intercommunication and interoperability under the home network
environment where diverse heterogeneous networks coexist, devices that constitute the home
network shall be seen to one another as being linked to a single network regardless of the
type of network each device is connected to. This idea can only be materialized if there is an
addressing scheme that can be understood between devices of different networks.
Furthermore, an addressing scheme that can be understood by humans and application
programs will facilitate its use and make implementation of application programs easy.

This clause specifies a new CCP addressing scheme according to the following three

functional requirements:

— A new common address structure adequate for the home network environment.

— An addressing mechanism that can be understood by the user as well as the application
program.

6.2 An addressing structure to facilitate traffic switching for the home
server.Version 0

This subclause describes the CCP address format of version 0. The version field related to
the CCP addressing is described in Clause 8. The CCP address format can be changed or
extended for future use as other protocols that have their own addressing scheme. Anyway,
all CCP devices of CCP address version 0 shall meet the requirements described in 7.2.

In order to satisfy the functional requirements, the CCP address format of version 0 is defined
with four bytes, as shown in Figure 8. The CCP address contains three fields: Domain
Address, Cluster Address and Device ID.
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