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INTERNATIONAL ELECTROTECHNICAL COMMISSION

INDUSTRIAL COMMUNICATION NETWORKS -
HIGH AVAILABILITY AUTOMATION NETWORKS -

Part 2: Media Redundancy Protocol (MRP)

FOREWORD

1) The International Electrotechnical Commission (IEC) is a worldwide organization for standardization comprising
all national electrotechnical committees (IEC National Committees). The object of IEC is to promote
international co-operation on all questions concerning standardization in the electrical and electronic fields. To
this end and in addition to other activities, IEC publishes International Standards, Technical Specifications,
Technical Reports, Publicly Available Specifications (PAS) and Guides (hereafter referred to as “IEC
Publication(s)”). Their preparation is entrusted to technical committees; any IEC National Committee interested
in the subject dealt with may participate in this preparatory work. International, governmental and non-
governmental organizations liaising with the IEC also participate in this preparation. IEC collaborates closely
with the International Organization for Standardization (ISO) in accordance with conditions determined by
agreement between the two organizations.

2) The formal decisions or agreements of IEC on technical matters express, as nearly as possible, an international
consensus of opinion on the relevant subjects since each technical committee has representation from all
interested IEC National Committees.

3) IEC Publications have the form of recommendations for international use and are accepted by IEC National
Committees in that sense. While all reasonable efforts are made to ensure that the technical content of IEC
Publications is accurate, IEC cannot be held responsible for the way in which they are used or for any
misinterpretation by any end user.

4) In order to promote international uniformity, IEC National Committees undertake to apply IEC Publications
transparently to the maximum extent possible in their national and regional publications. Any divergence
between any IEC Publication and the corresponding national or regional publication shall be clearly indicated in
the latter.

5) IEC itself does not provide any attestation of conformity. Independent certification bodies provide conformity
assessment services and, in some areas, access to IEC marks of conformity. IEC is not responsible for any
services carried out by independent certification bodies.

6) All users should ensure that they have the latest edition of this publication.

7) No liability shall attach to IEC or its directors, employees, servants or agents including individual experts and
members of its technical committees and IEC National Committees for any personal injury, property damage or
other damage of any nature whatsoever, whether direct or indirect, or for costs (including legal fees) and
expenses arising out of the publication, use of, or reliance upon, this IEC Publication or any other IEC
Publications.

8) Attention is drawn to the Normative references cited in this publication. Use of the referenced publications is
indispensable for the correct application of this publication.

International Standard |EC 62439-24 has been prepared by subcommittee 65C: Industrial
networks, of IEC technical committee 65: Industrial-process measurement, control and
automation.

This second edition cancels and replaces the first edition published in 2010. This edition
constitutes a technical revision.

This edition includes the following significant technical changes with respect to the previous
edition:

— adding a protocol extension to select the media redundancy manager automatically;
— adding a protocol to redundantly connect media redundancy protocol rings.
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The text of this standard is based on the following documents:

FDIS Report on voting
65C/834/FDIS 65C/841/RVD

Full information on the voting for the approval of this standard can be found in the report on
voting indicated in the above table.

This publication has been drafted in accordance with ISO/IEC Directives, Part 2.
This International Standard is to be read in conjunction with [EC 62439-1.

A list of all parts of the J|EC 62439 series, published under the general title Industrial
communication networks — High availability automation networks, can be found on the IEC
website.

The committee has decided that the contents of this publication will remain unchanged until
the stability date indicated on the IEC web site under "http://webstore.iec.ch" in the data
related to the specific publication. At this date, the publication will be

¢ reconfirmed,

* withdrawn,

* replaced by a revised edition, or

* amended.

IMPORTANT - The 'colour inside' logo on the cover page of this publication indicates
that it contains colours which are considered to be useful for the correct
understanding of its contents. Users should therefore print this document using a
colour printer.
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INTRODUCTION

The |[EC 62439 series specifies relevant principles for high availability networks that meet the
requirements for industrial automation networks.

In the fault-free state of the network, the protocols of the series provide
ISO/IEC/IEEE 8802-3 (IEEE 802.3) compatible, reliable data communication, and preserve
determinism of real-time data communication. In cases of fault, removal, and insertion of a
component, they provide deterministic recovery times.

These protocols retain fully the typical Ethernet communication capabilities as used in the
office world, so that the software involved remains applicable.

The market is in need of several network solutions, each with different performance
characteristics and functional capabilities, matching diverse application requirements. These
solutions support different redundancy topologies and mechanisms which are introduced in

[EC 62439-1 and specified in the other Parts of the |[EC 62439 series. |[EC 62439-1 also

distinguishes between the different solutions, giving guidance to the user.

The |[EC 62439 series follows the general structure and terms of the IEC 61158 series.

The International Electrotechnical Commission (IEC) draws attention to the fact that it is
claimed that compliance with this document may involve the use of a patent concerning ring
protocol given in Clause 5. Table 1 gives an overview of the relevant patents.

Table 1 — Patent information

No. Status Country Granted Patent Number Title
or

Application Number (if

pending)
1 granted us US 6430151 Local networking with redundancy properties
having a redundancy manager
granted CA CA 2323429
granted CN CN 117195
granted NO NO 330908

granted | EP (AT, BE, CH, | EP 1062787
DE, DK, ES, FR,
GB, IT, NL, SE)

IEC takes no position concerning the evidence, validity and scope of this patent right.

The holder of this patent right has assured the IEC that he/she is willing to negotiate licences
either free of charge or under reasonable and non-discriminatory terms and conditions with
applicants throughout the world. In this respect, the statement of the holder of this patent right
is registered with IEC. Information may be obtained from:

Siemens Aktiengesellschaft

Otto-Hahn-Ring 6

Munich 81739

Germany
and

Hirschmann Automation and Control GmbH

Stuttgarter Strasse 45-51 Documents
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Neckartenzlingen 72654
Germany

Attention is drawn to the possibility that some of the elements of this document may be the
subject of patent rights other than those identified above. IEC shall not be held responsible for
identifying any or all such patent rights.

ISO (www.iso.org/patents) and IEC (http://patents.iec.ch/) maintain on-line data bases of
patents relevant to their standards. Users are encouraged to consult the data bases for the
most up to date information concerning patents.
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INDUSTRIAL COMMUNICATION NETWORKS -
HIGH AVAILABILITY AUTOMATION NETWORKS -

Part 2: Media Redundancy Protocol (MRP)

1 Scope

The |EC 62439 series is applicable to high-availability automation networks based on the
SO/IEC/IEEE 8802-3 (IEEE 802.3) (Ethernet) technology.

This part of the |[EC 62439 series specifies a recovery protocol based on a ring topology,
designed to react deterministically on a single failure of an inter-switch link or switch in the
network, under the control of a dedicated media redundancy manager node.

2 Normative references

The following documents, in whole or in part, are normatively referenced in this document and
are indispensable for its application. For dated references, only the edition cited applies. For
undated references, the latest edition of the referenced document (including any
amendments) applies.

IEC 60050-191|, International Electrotechnical Vocabulary — Chapter 191: Dependability and
quality of service

IEC 61158-6-10:2014, Industrial communication networks — Fieldbus specifications -
Part 6-10: Application layer protocol specification — Type 10 elements

EC 61784-1, Industrial communication networks — Profiles — Part 1: Fieldbus profiles

EC 61784-2, Industrial communication networks — Profiles — Part 2: Additional fieldbus
profiles for real-time networks based on |SO/IEC 8802-3

IEC 62439-1:2010, /ndustrial communication networks — High availability automation networks
— Part 1: General concepts and calculation methods
IEC 62439-1:2010/AMD1:20121

ISO/IEC 10164-1, Information technology — Open Systems Interconnection — Systems
Management: Object Management Function

ISO/IEC/IEEE 8802-3 Standard for Ethernet

IEEE 802.1D:2004, IEEE Standard for Local and metropolitan area networks — Media Access
Control (MAC) Bridges

IEEE 802.1Q:2011, IEEE Standard for Local and metropolitan area networks — Media Access
Control (MAC) Bridges and Virtual Bridge Local Area Network

1 A consolidated version of this publication exists, comprising [EC__ 62439-1:2010 and

IEC 62439-1:2010/AMD1:2012.
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3 Terms, definitions, abbreviations, acronyms, and conventions

3.1 Terms and definitions

For the purposes of this document, the terms and definitions given in |[EC 60050-191|, as well
as in |EC 62439-1, as well as the following, apply.

3.11
interconnection port
port of a switch that is used to interconnect two ring topologies

3.1.2
interconnection topology
topology in which two ring topologies are connected

3.2 Abbreviations and acronyms

For the purposes of this document, the abbreviations and acronyms given in |JEC 62439-1
apply, in addition to the following.

ASE Application Service Element

CCM Continuity Check Messages

CFM Connectivity Fault Management
CFM-MRP Connectivity Fault Management for MRP
CPU Central Processing Unit

FDB Filtering Database

LC-mode Link Check mode

LSB Least Significant Bit

MAID Maintenance Association ID

MD Maintenance Domain

MD Level Maintenance Domain Level

MEP Maintenance End Point

MEPID Maintenance Association End Point ID

MIB Management Information Base

MRA Media Redundancy Automanager

MRC Media Redundancy Client

MRM Media Redundancy Manager

MRP Media Redundancy Protocol

MIC Media Redundancy Interconnection Client
MIM Media Redundancy Interconnection Manager

RC-mode Ring Check mode
3.3 Conventions

This document follows the conventions defined in [EC 62439-1.

4 MRP Overview

This document specifies the Media Redundancy Protocol (MRP), a recovery protocol based
on a ring topology, and the redundant interconnection of MRP rings via the Media
Redundancy Interconnection Protocol as shown in Figure 1. Documents
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MRP is designed to react deterministically on a single failure of an inter-switch link or switch
in the ring or interconnection topology.

MRP is based on functions of |[SO/IEC/IEEE 8802-3 (IEEE 802.3) and IEEE 802.1Q including
the Filtering Database (FDB) and is located between the Data Link Layer and Application
Layer (see Figure 2).

NOTE Layering is assumed to be according to JEC 61158-1.

A MRP compliant network shall have a ring topology with multiple nodes.

One of the nodes has the role of a Media Redundancy Manager (MRM). The function of the
MRM is to observe and to control the ring topology in order to react on network faults. The
MRM does this by sending frames on one ring port over the ring and receiving them from the
ring over its other ring port, and vice—versa in the other direction.

The other nodes in the ring have the role of Media Redundancy Clients (MRC). An MRC
reacts on received reconfiguration frames from the MRM and can detect and signal link
changes on its ring ports.

Certain nodes or all nodes in the ring may also start as a Media Redundancy Automanager
(MRA). MRAs select one MRM among each other by using a voting protocol. The remaining
MRAs transition to the role MRC.

Each node in the ring is able to detect the failure or recovery of an inter-switch link or the
failure or recovery of a neighboring node.

To redundantly connect two MRP rings, two nodes of each ring are assigned additional roles.

One of the nodes has the role of a media redundancy interconnection manager (MIM), in
addition to the role of a MRC or MRM. The function of the MIM is to observe and to control the
redundant interconnection topology in order to react on interconnection faults. To cover a
maximum of applications, two detection methods are provided by this international standard.
The MIM can observe the interconnection topology by either reacting directly on
interconnection port link change notification messages (LC-mode) or by sending test frames
on the interconnection port over the connected rings and receiving them over its ring ports,
and vice—versa in the other direction (RC-mode).

The other three nodes in the interconnection topology have the role of media redundancy
interconnection clients (MIC), in addition to the role of a MRC or MRM. The MIC reacts on
received reconfiguration frames from the MIM, it can detect and signal link changes of its
interconnection port, and it can issue link change notification messages.

As described in the course of this international standard, LC-mode has the advantage of
restricting the interconnection test frame load only to the interconnection links, whereas RC-
mode has the advantage of deloading the MICs from interconnection test frame processing.
The selection of the mode has to be made in accordance with the requirements of the
application and is outside the scope of this international standard.

The vendor may implement only the LC-mode or only the RC-mode or both modes. The MIM
and all MICs of one MRP interconnection topology shall be configured to the same mode.
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Figure 1 — Two MRP rings redundantly connected via MRP Interconnection

Each MRP compliant node requires an IEEE 802.1 compliant switch element with two ring
ports connected to one ring and shall have the ability to perform at least as one of the
following:

e media redundancy manager (MRM); or

e media redundancy client (MRC); or

e both MRM or MRC (but both roles shall not be active at the same time for the same ring).
Each Media Redundancy Interconnection compliant node requires an IEEE 802.1 compliant
switch element with two ring ports connected to one ring, and with one interconnection port

connected to another MRP ring and shall have the ability to perform at least as one of the
following:

e both MRC and media redundancy interconnection manager (MIM) (both roles shall be
active at the same time); or

e both MRM and MIM (both roles shall be active at the same time); or

e both MRC and media redundancy interconnection client (MIC) (both roles shall be active

at the same time); or Documents
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e both MRM and MIC (both roles shall be active at the same time).

More than two MRP rings may be redundantly connected by applying the redundant
interconnection topology multiple times from one ring to other rings. This leads to rings
containing multiple nodes configured to MIM and multiple nodes configured to MIC. A
redundant connection of more than two rings may also be achieved by two nodes of a ring
containing multiple instances of MIMs or MICs.

An MRP compliant node may implement multiple instances of the MRC, MRM, MRA, MIM or
MIC functionality. In this case it shall obey the following configuration rules:

e if one or more MIM or MIC instances are active on one node, then there shall be only one
MRC or one MRM or one MRA instance active on this node at the same time;

e if more than one MRC or MRM or MRA instances are active on one node, then no MIC or
MIM shall be active on this node at the same time;

e if more than one MRC or MRM or MRA instances are active on one node, thereby
connecting the related rings connected to the ring ports of this node, then there shall be
no other node in the network connecting the same rings over its MRC or MRM or MRA
instances.

The following definitions and chapters with MRP and MRP Interconnection definitions always
apply to one MRP instance or one MRP Interconnection instance per compliant node. Multiple
activation of MRP instances or MRP Interconnection instances, according to the configuration
rules stated above, might demand additional requirements to correct frame processing and
frame forwarding, which are out of the scope of this document.

NOTE Additional interconnection ports can be used to connect to additional rings.

The MRP consists of a service and a protocol entity, see stack model in Figure 2.

The service entity specifies, in an abstract way, the externally visible service provided by the
Data Link Layer in terms of:
e primitive actions and events of the service;

e parameters associated with each primitive action and event, and the form which they take,
and;

e interrelationship between these actions and events, and their valid sequences.
MRP defines the services provided to:

o the Application Layer at the boundary between the Application Layer and the Data Link
Layer; and

o the MRP Management at the boundary between the Data Link Layer and the MRP
Management.
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Physical 802.3 802.3
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IEC

Figure 2 — MRP stack

5 MRP Media redundancy behavior

5.1 General

The following definitions for Media redundancy protocol roles always refer to one instance of
the MRP role.

5.2 Ring ports
The MRM and the MRC shall have two ring ports.

The MRM and MRC shall be able to detect the failure or recovery of a link on a ring port with
mechanisms based on |SO/IEC/IEEE 8802-3 (IEEE 802.3).

The MRM and MRC shall not forward MRP_Test frames, MRP_TopologyChange frames, and
MRP_LinkChange frames to non-ring ports.

NOTE Ring ports are expected to behave as if STP, RSTP or MSTP is disabled.

A ring port shall take one of the following port states:

— DISABLED
All frames shall be dropped.
— BLOCKED
All frames shall be dropped except the following:
e MRP_TopologyChange frames, MRP_Test frames and MRP_ TestMgrNAck frames;
¢ MRP_LinkChange frames and MRP_TestPropagate from an MRC;
¢ MRP_Option frames;
¢ MRP_InTopologyChange and MRP_InLinkStatusPoll from an MIM;
¢ MRP_InLinkChange frames from an MIC;

o frames specified in IEEE 802.1D-2004 Table 7-10 to pass ports in “Discarding” state
(e.g. LLDP, IEEE 1588-2008 PTP peer to peer frames); Documents
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e frames only produced or consumed by the higher layer entities of this node and never
forwarded.

— FORWARDING
All frames shall be passed through according to the forwarding behavior of IEEE 802.1D.

NOTE IEEE 802.1D refers to the port state corresponding to BLOCKED as “Discarding”.
5.3 Media Redundancy Manager (MRM)

One ring port of the MRM shall be connected to a ring port of an MRC. The other ring port of
that MRC shall be connected to a ring port of another MRC or to the second ring port of the
MRM, thereby forming a ring topology as shown in Figure 3.

end end end
node node| ... node
M (| (|

<> 1l ot
<+ T <+
N
MRM BLOCKED
LAN
N MRC MRC MRC MRC
e i
|}
end
| | 0 0 | | node 0 | 0
end end | ... end end end| ... end switching end end| end
node node node node node node end node node node node

IEC

Figure 3 — MRP ring topology with one manager and clients

The MRM shall control the ring state by:

o sending MRP_Test frames at a configured time period in both directions of the ring;

e setting one ring port to FORWARDING state and the other ring port to BLOCKED state if it
receives its own MRP_Test frames (this means that the ring is closed, see Figure 3);

e setting both ring ports to FORWARDING state if it does not receive its own MRP_Test
frames on both ring ports within a configured time according to MRP_TSTdefaultT,
MRP_TSTshortT and MRP_TSTNRmax in Table 59 (this means that the ring is open, see
Figure 4).
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Figure 4 — MRP open ring with MRM

The following mechanism supports synchronization between MRM and MRC in ring topology
changes.

The MRM shall indicate changes in the ring state to the MRCs by means of
MRP_TopologyChange frames.

The MRM shall not forward MRP specific frames (MRP_Test frames, MRP_TopologyChange
frames, MRP_LinkChange frames) between its ring ports.

If the MRM receives an MRP_LinkUp or MRP_LinkDown frame, then the MRM shall reduce its
test monitoring time according to Table 59 to accelerate the detection of the open ring. When
the open ring is detected then the MRM shall set one ring port to forwarding state and shall
send the MRP_TopologyChange frames through both its ring ports.

If parameter MRP_REACT_ON_LINK_CHANGE is set, see Table 41, the MRM shall, on
receiving an MRP_LinkDown frame, immediately set one ring port to forwarding state and
shall then send the MRP_TopologyChange frames through its ring ports.

The MRM shall send to the MRCs an MRP_TopologyChange frame containing the delay, after
which the ring topology change will be performed. The parameter carrying this delay is called
MRP_Interval. When this time has expired, all MRCs shall clear their Filtering Database (FDB)
information for their ring ports.

Each MRC shall send the configured delay in MRP_Interval to the MRM in the MRP_LinkUp
and MRP_LinkDown frames to tell the MRM after which time the MRC will change its port
state from BLOCKED to FORWARDING (MRP_LinkUp frame) or from FORWARDING to
BLOCKED (MRP_LinkDown frame).

Measures shall be included to prevent the MRM from remaining stuck in the closed state in
case of node failure.

The MRM shall not forward MRP_InTest frames, MRP_InLinkChange frames,
MRP_InLinkStatusPoll frames and MRP_InTopologyChange frames between its ring ports, if
one of its ring port is in the port state BLOCKED.

Documents

Document Sharing Hub

Full document details: BS EN 62439-2:2017


http://www.avadocuments.com/doc/bs-en-62439-2-2017
http://www.avadocuments.com/doc/bs-en-62439-2-2017

IEC 62439-2:2016 © IEC 2016 -19 -

The MRM shall process MRP_InTopologyChange frames. It shall clear its FDB if requested by
an MRP_InTopologyChange frame in a given time interval MRP_Interval. It shall send an
MRP_TopologyChange frame if requested by the MRP_InTopologyChange frame, in order to
ensure that all MRC, MIM and MIC in the ring domain clear their FDB at the same time.

5.4 Media Redundancy Client (MRC)

Each MRC shall forward MRP_Test frames received on one ring port to the other ring port and
vice versa.

If the MRC detects a failure or recovery of a ring port link, the MRC may optionally notify the
change by sending MRP_LinkChange frames through both of its ring ports. Each MRC shall
forward MRP_LinkChange frames received on one ring port to the other ring port and vice
versa.

Each MRC shall forward MRP_TopologyChange frames received on one ring port to the other
ring port and vice versa. Each MRC shall process these frames. It shall clear its FDB if
requested by an MRP_TopologyChange frame in a given time interval MRP_Interval.

Each MRC shall forward MRP_InTest frames, MRP_InLinkChange frames,
MRP_InTopologyChange frames and MRP_InLinkStatusPoll frames between its ring ports, if
no MIM and no MIC is active on the node at the same time.

5.5 Redundancy domain

The redundancy domain represents a ring. By default, all MRM and MRCs belong to the
default domain. A unique domain ID can be allocated to all ring nodes of one ring as a key
attribute. This is especially essential to distinguish frames if a device is member of multiple
rings by implementing multiple instances of MRMs or MRCs. A node shall assign exactly two
unique ring ports per redundancy domain.

NOTE A device can have other ports than the two assigned to MRP. These other ports are not influenced by MRP.
5.6 Media Link Check

To enhance the quality of the link detection of certain ring or interconnection ports, a media
link check protocol may be used. It shall be used for LC-mode.

The Continuity Check protocol, defined in the Connectivity Fault Management (CFM) protocol
suite within IEEE 802.1Q-2011 and further specified in this document under the name
Connectivity Fault Management for MRP (CFM-MRP), shall be supported as media link check
protocol.

CFM-MRP shall be used at the interconnection ports of the MIM and MICs when operating the
ring interconnection in LC-mode. CFM-MRP may be used at the interconnection ports if
operating the ring interconnection in RC-mode.

CFM-MRP may also be used at the ring ports of MRP devices.

5.7 Application of the Continuity Check protocol
5.71 General

When applying the CFM-MRP protocol according to the specification of the Continuity Check
protocol as defined in IEEE 802.1Q-2011 to check the links between ring- or interconnection
ports, then the ring- and interconnection ports represent Maintenance End Points (MEP)
belonging to a Maintenance Domain (MD) and a Maintenance Association (MA) in the sense
of IEEE 802.1Q-2011.
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An MRP device, applying the CFM-MRP protocol on its interconnection ports or ring ports,
shall internally produce a MAUTypeChangelnd event when the Continuity Check receiver
instance on its MRP port has detected a remote Maintenance End Point (MEP) error by
detecting a lifetime violation of the Continuity Check messages (CCM) from the linked remote
MRP devices MEP CFM-MRP initiator.

5.7.2 Continuity Check Message Interval

The CCM Interval to be used shall be either 3,33 ms or 10 ms according to IEEE 802.1Q-2011.

5.7.3 Maintenance Domain Level

The Maintenance Domain Level (MD Level) to be used between two ring- or interconnection
ports of two MRP devices shall be level 0 for lowest level physical connections. Thereby also
the fixed CCM Multicast MAC Address 01-80-C2-00-00-30 is assigned according to
IEEE 802.1Q-2011.

5.7.4 Maintenance Association ID (MAID)

The Maintenance Association ID (MAID) according to IEEE 802.1Q-2011 to be used may be
as specified in Table 2

Table 2 — Coding of the Maintenance Association ID (MAID)

Subfield Value
Maintenance Domain Name Format 4
(Character String)
Maintenance Domain Name Length Variable

Maintenance Domain Name Character string containing:
— forring ports:
the MRP Domain name
— for interconnection ports:

The Interconnection name plus either a string
extension .prm for primary link or .sec for secondary
link or .na during startup. ®

Short MA Name Format 3

(2-octet integer)

Short MA Name Length 2
Short MA Name

two Octets containing:
—  forring ports:

0x0000
— for interconnection ports:
Interconnection ID MRP_InID.

a

For a CCM MEP initiator to know whether it is sending on a secondary link is given by the fact that the MEP
initiator either residing on an MIM or an MEP receiver receives CCM frames from an MEP initiator with the
MIM role specified in the IEC specific TLV. Otherwise it is sending on a primary link.

5.7.5 Maintenance Association End Point ID (MEPID)

The content of the 2-octet Maintenance Association End Point ID is out of the scope of this
document.

5.7.6 Sender ID TLV

The use of the Sender ID TLV according to IEEE 802.1Q is optional for MRP.
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5.7.7 Port Status TLV
The use of the Port Status TLV according to IEEE 802.1Q is optional for MRP.

5.7.8 Interface Status TLV
The use of the Interface Status TLV according to IEEE 802.1Q is optional for MRP.

5.8 Usage with diagnosis and alarms

If the attribute Check Media Redundancy has the value TRUE, media redundancy events shall
cause diagnosis events and alarm notifications.

5.9 Ring diagnosis

In a redundancy domain the following diagnosis events handling shall be implemented by
each MRM:

e |f a device is configured as MRM, but not operating in the manager role, it shall signal a
“MANAGER_ROLE_FAIL” diagnosis event and suspend reporting of all other media
redundancy diagnosis events while not in the manager role.

o If a device is operating in manager role and this device detects another active MRM, it
shall signal the “MULTIPLE_MANAGERS” event. This event can occur concurrently with
the ring state event “RING_OPEN".

e |f a device is operating in manager role and detects an open ring, it shall signal the
“RING_OPEN” event.

These events shall be signaled by using the State Change service (see 7.3).

NOTE The presence of MRP_Test frames enables the checking of the existence of an MRM.
5.10 Multiple MRM in a single ring: Manager voting option
5.10.1 General

There shall be only one active MRM in the ring even if several nodes have this ability.

NOTE 1 Multiple active MRMs cause the ring to divide itself into several segments.

As an alternative to manual MRP-role configuration, in case of more than one node having the
ability to become an MRM in the ring, an enhanced manager voting option, specified in this
International Standard, may be used to decide which of these nodes shall finally become the
MRM, while the other nodes take over the MRC role as shown in Figure 5 and Figure 6. To
this effect, the nodes with the MRM ability have different priorities that shall be conveyed in
the MRP_Prio field of the MRP_Test frame.

If an option for multiple MRM in a single ring is used, then all MRM in the ring shall support
the same manager voting option, as defined in this document.

MRM supporting the manager voting option are named Media Redundancy Automanager or
MRA.

The MRA role is an MRP role which comprises both the MRP roles MRM and MRC.
Additionally the MRA has the capability to transition at any point in time, by virtue of the
voting protocol, from its initial operational role manager (MRA) to the operational role client
(MRC), and back again, in coordination with possible other MRAs in the ring.
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NOTE 2 To emphasize the principle, the following explanations use the expression MRM for the remaining MRA
managing the ring, although the device continues to be MRA, always capable to vote again.

Figure 5 shows an MRP ring at network startup with two devices in the administrative MRA

role.
end end end
node node| ... node
M (| (|
<> i ot
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|}
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| | 0 0 | | node 0 | 0
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Figure 5 — MRP ring with MRA at network startup

Figure 6 shows the same network ring after the manager voting process has taken place. The
MRA transitioned to the MRP roles MRM and MRC.

end end end
node node| ... node
M (| (|

<> 1l ot
<+ T <+
N
MRM BLOCKED
LAN
N MRC MRC MRC MRC
e )
[
|}
end
| | 0 0 | | node 0 | 0
end end | ... end end end| ... end switching end end| end
node node node node node node end node node node node

Figure 6 — MRP ring after the manager voting process

5.10.2 Basic principle of the manager voting process

The manager voting is an optional process only for devices which are capable of taking over
the MRM role within MRP.
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The manager voting phase of MRP shall take place right after device startup, and before the
device starts to take one of the possible MRP-roles MRM or MRC.

The basic functionality of the manager voting process shall be as follows:

e Each network node of the ring with MRM-capability and manager voting option support,
thereby being a so-called “Manager (Auto)” or short “MRA”, may be set to the MRP-role
“Manager (Auto)” by factory-default.

e Each MRA shall have assigned a priority (MRP_Prio) value. This MRP_Prio-value,
combined with the MAC address, results in a finally unique priority. A lower MRP_Prio-
value means a higher priority. If devices have identical MRP_Prio values, then the value of
the device MAC address decides. A lower MAC address means a higher priority.

e At startup, each MRA network node shall start up with the manager voting process and
shall send MRP_Test frames.

¢ Other MRA shall receive the MRP_Test frames and shall compare their own priority with
the priority of the next MRA. If they do have the higher priority, they shall cause the
remote manager that is sending the MRP_Test frame to withdraw from the MRA-role into
the MRC-role by sending a negative test manager acknowledgement.

e The MRA or MRM with the highest priority shall become the one and only MRM of the ring
and shall now start to manage the ring according to MRP.

¢ If the MRM, which has been elected via the manager voting option, is taken out of the ring
or fails to operate, the voting process shall start again and the next priority MRA shall
become the managing MRM.

o If an additional MRA is inserted into a ring containing an already elected MRM, then the
already elected MRM and the newly inserted MRA will exchange MRP_Test frames and
will thereby vote the new remaining MRM among each other.

e For the manager voting option to work correctly, all devices in the ring supporting the
manager role shall be set to MRP-role “Manager (Auto)” or shall remain in the MRP-role
“Client”. At least one device of a ring shall be set to either the MRP-role “Manager (Auto)”
or “Manager” though.

o If an MRM without MRA capability is part of the network ring, regardless whether the ring
is open or closed, all MRA shall be configured to the MRC role.

NOTE Configuring MRA to the MRC role is not performed automatically by the automanager voting process but is
done by the user.

5.10.3 The manager voting process
The manager voting process shall be as follows:

— At power on, all MRA shall start with the manager voting process.

— Each MRA shall start to send MRP_Test frames on both ring-ports. The MRP_Test frame
shall contain the MRAs priority value MRP_Prio.

— Received MRP_Test frames shall be forwarded to the local host only.

— The remote managers priority values contained in the received MRP_Test frames shall be
compared with their own priority, as described in 5.10.2. If their own priority is higher than
the received priority, a negative test manager acknowledgement (“MRP_TestMgrNAck”)
frame, with the remote managers MAC address as additional information, shall be sent.

— If a negative test manager acknowledgement (“MRP_TestMgrNAck”) with their own MAC
address is received, the receiving MRA shall initiate the transition into client (MRC) role by:

e recording the MAC address and priority of the higher priority manager;

e entering the client role and propagating the role change and the higher priority
manager information via a “MRP_TestPropagate” frame sent on both ring-ports.

— On reaching the MRP client role it shall forward MRP_Test frames between ring ports like
a standard MRC. Additionally, it shall also forward MRP_Test frames to the hos cuments
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— From now on, the MRA in client role shall monitor whether the recorded higher priority
manager is still alive, i. e. whether it still receives MRP_Test frames from that manager.

— The MRP_TestPropagate frame shall be used to inform other MRA devices in client role
about the role change and the new higher priority manager. The clients receiving this
frame shall update their higher priority manager information accordingly. This ensures that
clients stay in client role in case of a role change of the monitored higher priority manager.

— The frames MRP_TestMgrNAck and MRP_TestPropagate shall be sent using the
destination multicast address MC_TEST.

— If the MRA in client role recognises (via MRP_Test frame reception monitoring timeout)
that the higher priority manager has failed, it shall fall back into automanager role and
shall thereby start a new manager voting process with the other MRA, which have fallen
back into automanager role in the same way and for the same reason.

Figure 7 shows the frame exchanges over the time during the manager voting phase:

end end end
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Figure 7 — Manager voting process

e A handshake (negative test acknowledgement) is required to ensure the higher priority
manager is located in the ring. This is necessary, as due to the switch frame forwarding
rules, which allow MRP_Test frames from a manager device located outside the ring,
connected via its ring-port to a non-ring port of an MRP device being part of the ring, are
also forwarded into the ring, if a switch without “inbound” filtering capabili ‘ingr
filtering”) is used. botliitients
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Figure 8 shows an MRP ring with one MRA (MRA2) located outside the ring. MRAZ2 is
connected via one of its ring ports to a non-ring port of a device which is part of the ring. The
frames follow the forwarding rules as defined in 5.2.
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Figure 8 — MRA located outside the MRP ring
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e While lower priority manager MRA1 receives test frames from higher priority manager
MRA2, MRA2 does not receive test frames from lower priority manager MRA1 as these are
not forwarded to non-ring ports, which excludes it from the voting process. Therefore
MRAZ2 does not send negative test acknowledgements and MRA1 will stay in the MRM role.
If MRA1 would have a higher priority as MRA2, MRA1 would send negative test
acknowledgements but these would not reach MRA2 as these are not forwarded to non-

ring ports either.

5.11 BLOCKED not supported (Option)

If an MRC is not able to support the BLOCKED port state at its ring ports, the MRC shall

report it in the corresponding parameter of the MRP_LinkChange frames.

If an MRC does not support the BLOCKED state in a ring, then an MRM shall support
additional functionalities (see Table 40 and Table 41, MRP_BLOCKED_SUPPORTED).

5.12 Interconnection port

The MIM and the MIC shall have one interconnection port.

The MIM and the MIC shall be able to detect the failure or recovery of a link on the

interconnection port as follows:

— by using link detection mechanisms based on ISO/IEC/IEEE 8802-3 (IEEE 802.3)

In addition by applying one or both of the following mechanisms:
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— a media link check protocol between interconnection ports. The media link check protocol
shall be used at the MIM and MICs interconnection port if the MIM is configured to link
check mode (LC-mode) and may be used if the MIM is configured to ring check mode (RC-
mode).

— a periodic MRP_InTest frame which shall be sent and received by the MIM on its ring ports
and interconnection port and shall be forwarded by the MICs on their ring ports and
interconnection port. This mechanism shall be used for RC-mode and shall not be used for
LC-mode.

The MIM and the MIC shall not forward MRP_InTest frames, MRP_InTopologyChange frames,
MRP_InLinkStatusPoll frames and MRP_InLinkChange frames to ports other than ring ports
and other than the interconnection port.

The interconnection port shall take one of the following port states:

— DISABLED
All frames shall be dropped.
— BLOCKED
All frames shall be dropped except the following:
e MRP_InTest frames;
e MRP_InLinkChange frames and MRP_InTopologyChange frames;
e MRP_InLinkStatusPoll frames;
e Media link check frames CFM-MRP according to IEEE 802.1Q-2011;

e Frames specified in IEEE 802.1D-2004, Table 7-10 to pass ports in “Discarding” state
(e.g. LLDP, IEEE 1588-2008 PTP peer to peer frames);

e Frames only produced or consumed by the higher layer entities of this node and never
forwarded.

- FORWARDING
All frames shall be passed through according to the forwarding behavior of IEEE 802.1D.

NOTE |IEEE 802.1D refers to the port state corresponding to BLOCKED as “Discarding”.
5.13 Media redundancy Interconnection Manager (MIM)

The interconnection port of the MIM shall be connected to the interconnection port of an MIC
in another MRP ring, and the interconnection port of an MIC in the same ring shall be
connected to the interconnection port of an MIC in this other MRP ring, thereby forming an
MRP interconnection topology as shown in Figure 9.
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The MIM shall control its interconnection port state as follows:
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Figure 9 — MRP Interconnection topology

by directly reacting only on interconnection port link change notifications from the MICs
and from its own interconnection port (link check mode: LC-mode);

or optionally by reacting on MRP_InTest frames (ring check mode: RC-mode);

setting its interconnection port in BLOCKED state if:

e it is in LC-mode and receives interconnection port link up notifications from its own
interconnection port and from the MICs of the interlink connection (this means that the
interconnection topology is closed, see Figure 9);

e it is in RC-mode and receives its own MRP_InTest frames (this means that the
interconnection topology is closed, see Figure 9).

setting the interconnection port in FORWARDING state if:

e it is in LC-mode and receives an interconnection port link down notification from at
least one of the MICs of the interlink connection (this means that the interconnection

topology is open, see Figure 10.)

e itis in RC-mode and does not receive its own MRP_InTest frames within a configured
time according to MRP_IN_TSTdefaultT and MRP_IN_TSTNRmax in Table 59 (this
means that the interconnection topology is open, see Figure 10).
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Figure 10 — MRP ring interconnection open

The following mechanism supports synchronization between MIM and MIC at interconnection
topology changes.

The MIM shall indicate changes in the interconnection topology state to the MICs, and to the
MRMs in the connected MRP rings, by means of MRP_InTopologyChange frames.

When it is in LC-mode, the MIM shall, after startup and after recognition of a link up at its
interconnection port, issue a MRP_InLinkStatusPoll frame at its ring ports, to poll the status of
the redundant interlink connection from the MICs.

When it is in RC-mode, the MIM shall, after startup and after recognition of a link up at its
interconnection port, cyclically send and receive MRP_InTest frames at its ring ports and at its
interconnection port, to detect the status of the interconnection topology.

When a transition to open or closed interconnection topology is detected, then the MIM shall
send the MRP_InTopologyChange frames through both ring ports and through its
interconnection port to the MICs and to the MRMSs, to initiate the interconnection topology
change.

If the MIC receives an MRP_InTopologyChange frame, then the MIC shall, after recognition of
a link up at its interconnection port, change the port state of its interconnection port to
FORWARDING.
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If the MRMs receive a MRP_InTopologyChange frame, then the MRMs shall send
MRP_TopologyChange frames at both ring ports, with the delay, after which all MRCs and
MICs in the connected MRP rings will clear their Filtering Database (FDB).

The MIM shall not forward its own MRP_InTest frames between the ring ports and its
interconnection port.

The MIM shall forward MRP_InLinkChange frames, MRP_InLinkStatusPoll frames and
MRP_InTopologyChange frames received on one ring port to the other ring port and vice
versa. The MIM shall process MRP_InLinkChange frames and MRP_InTopologyChange
frames. The MIM shall not forward MRP_InLinkChange frames, MRP_InLinkStatusPoll frames
and MRP_InTopologyChange frames, if the MIM received these frames at its interconnection
port.

Each MIC shall send the configured delay in MRP_Interval to the MIM in the MRP_InLinkUp
and MRP_InLinkDown frames to tell the MIM after which time the MIC will change its
interconnection port state from BLOCKED to FORWARDING (MRP_InLinkUp frame) or from
FORWARDING to BLOCKED (MRP_InLinkDown frame).

Each MIM shall support BLOCKED port state at the interconnection port.

5.14 Media redundancy Interconnection Client (MIC)

The interconnection port of the MIC shall be connected to the interconnection port of a MIM in
another MRP ring, and the interconnection port of another MIC in the same ring shall be
connected to the interconnection port of a MIC in this other MRP ring, thereby forming a MRP
interconnection topology as shown in Figure 9.

Each MIC shall forward MRP_InTest frames received on one ring port to the other ring port
and to the interconnection port. Each MIC shall forward MRP_InTest frames received on the
interconnection port to both ring ports. If the MIC detects a failure or recovery of the
interconnection port link, the MIC shall notify the change by sending MRP_InLinkChange
frames through both of its ring ports. Each MIC shall forward MRP_InLinkChange frames
received on one ring port to the other ring port and vice versa. Each MIC shall forward
MRP_InLinkChange frames received on one of the ring ports to the interconnection port.

Each MIC shall forward MRP_InTopologyChange frames received on one ring port to the
other ring port and vice versa. Each MIC shall process MRP_InTopologyChange frames. It
shall, after recognition of a link up at its interconnection port, change the port state of its
interconnection port to FORWARDING.

After receiving a MRP_InLinkStatusPoll frame from the MIM, each MIC shall respond with a
MRP_InLinkChange status frame informing about its current interconnection port link status.

Each MIC shall support BLOCKED port state at the interconnection port.

5.15 Interconnection domain

The interconnection domain represents an interconnection topology. The MIM and the MICs of
one interconnection topology belong to the same interconnection domain. A unique
interconnection ID shall be allocated as a key attribute, especially if MIM and MICs are
member of rings with multiple interconnections. A node shall assign exactly one unique
interconnection port per interconnection domain.

Each interconnection topology in the network shall have a unique interconnection ID.

There shall be only one active MIM in an interconnection domain.
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NOTE Interconnection ports are expected to behave as if STP, RSTP or MSTP is disabled.
5.16 Interconnection diagnosis

In an interconnection domain the following diagnosis events handling shall be implemented by
each MIM.

e |If a device is configured as MIM, but not operating in this role, it shall signal a
“MRP_INTERCONNECTION_MANAGER_ROLE_FAIL” diagnosis event and suspend
reporting of all other media redundancy interconnection protocol diagnosis events while
not in the manager role.

e If a device is operating in MRP interconnection manager role (MIM) and detects or is
informed about an open interconnection topology, it shall signal the
“‘INTERCONNECTION_OPEN” event.

These events shall be signaled by using the State Change service (see 7.3).

6 MRP Class specification
6.1 General

The MRP Application Service Element (ASE) defines two object types.

6.2 Template
6.2.1 Media redundancy template
An MRP object is described by the following template:
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ASE:
CLASS:

CLASS ID:
PARENT CLASS:
ATTRIBUTES:

8.1
8.2
8.3
8.4
8.5
8.6

(m)
(m)
(m)
(m)
(0)
(m)
(c)
(m)
(m)
(m)
(m)
(m)
(m)
(m)
(c)
(m)
(0)
(m)
(c)
(m)
(m)
(o)
(o)
(c)
(m)
(m)
(m)
(0)
(0)
(m)

SERVICES:

6.2.2

NOoO O~ WON =

—-31-—

Media redundancy ASE

Media redundancy

not used

IEEE 802.3, IEEE 802.1D

Key Attribute:
Attribute:
Attribute:
Attribute:
Attribute:
Attribute:

Constraint:

Attribute:
Attribute:
Attribute:
Attribute:
Attribute:
Attribute:
Attribute:

Constraint:

Attribute:
Attribute:
Attribute:

Constraint:

Attribute:
Attribute:
Attribute:
Attribute:

Constraint:

Attribute:
Attribute:
Attribute:
Attribute:
Attribute:
Attribute:

(m)
(m)
(0)
(m)
(m)
(o)
(0)

Domain ID
Domain Name
Ring Port 1 ID
Ring Port 2 ID
VLAN ID

Expected Role (MANAGER (AUTO), MANAGER, CLIENT)
Expected Role = MANAGER

Manager Priority
Topology Change Interval

Topology Change Repeat Count

Short Test Interval
Default Test Interval
Test Monitoring Count

Non-blocking MRC supported (TRUE, FALSE)

Non-blocking MRC supported = TRUE
Test Monitoring Extended Count
React On Link Change (TRUE, FALSE)

Check Media Redundancy (TRUE, FALSE)

Check Media Redundancy = TRUE

Real Role State

Real Ring State

Ring Port 1 Port State
Ring Port 2 Port State
Expected Role = CLIENT
Link Down Interval

Link Up Interval

Link Change Count

Ring Port 1 Port State
Ring Port 2 Port State

BLOCKED state supported (TRUE, FALSE)

OpsService:
OpsService:
OpsService:
OpsService:
OpsService:
OpsService:
OpsService:

Media redundancy Interconnection template

Start MRM
Stop MRM
State Change
Start MRC
Stop MRC
Read MRM
Read MRC

An MRP Interconnection object is described by the following template:
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ASE: Media redundancy interconnection ASE
CLASS: Media redundancy interconnection
CLASS ID: not used
PARENT CLASS: IEEE 802.3, IEEE 802.1D
ATTRIBUTES:
1. (m) Key Attribute: Interconnection 1D
2. (m) Attribute: Interconnection Name
3. (m) Attribute: Interconnection Port ID
4. (0) Attribute: Interconnection Port State
5. (o) Attribute: Interconnection VLAN ID
6. (o) Attribute: Interconnection Mode
7. (m) Attribute: Interconnection Role (MANAGER, CLIENT)
8. (c) Constraint: Interconnection Role = MANAGER
8.1 (m) Attribute: Interconnection Topology Change Interval
8.2 (m) Attribute: Interconnection Topology Change Repeat Count
8.3 (o) Attribute: Interconnection Default Test Interval
8.4 (o) Attribute: Interconnection Test Monitoring Count
8.5 (o) Attribute: Interconnection Link Status Poll Interval
8.6 (o) Attribute: Interconnection Link Status Poll Repeat Count
8.7 (m) Attribute: Interconnection Topology State
9. (c) Constraint: Interconnection Role = CLIENT
9.1 (m) Attribute: Interconnection Link Down Interval
9.2 (m) Attribute: Interconnection Link Up Interval
9.3 (m) Attribute: Interconnection Link Change Count
SERVICES:
1 (m) OpsService: Start MIM
2 (m) OpsService: Stop MIM
3 (o) OpsService: Interconnection State Change
4 (m) OpsService: Start MIC
5 (m) OpsService: Stop MIC
5 (o) OpsService: Read MIM
6 (o) OpsService: Read MIC

6.3 Attributes

Domain ID
This key attribute defines the redundancy domain representing the ring the MRP object
belongs to. It is set to default Domain ID or provided as unique ID by engineering.

Attribute Type: UUID

Domain Name
This attribute defines the redundancy domain representing the ring the Media redundancy
object belongs to. It is set to default Domain Name or provided as unique ID by
engineering.
Attribute Type: VisibleString[240]

Ring Port 1 ID
This attribute specifies one port of a switch which is assigned as ring port 1 in the
redundancy domain referenced by the value of the attribute Domain ID.

Attribute Type: Unsigned16

Ring Port 2 ID
This attribute specifies another port of a switch different from Ring Port 1 ID which is
assigned as ring port 2 in the redundancy domain referenced by the value of the attribute
Domain ID.

Attribute Type: Unsigned16

VLAN ID
This optional attribute may be used by the MRP object and specifies its VLAN identifier in
the redundancy domain.

Attribute Type: Unsigned16
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Expected Role
This attribute specifies the role of the MRP object in the redundancy domain.

Attribute Type: Unsigned16
Allowed values: MANAGER (Auto), MANAGER, CLIENT

Manager Priority
This attribute shall contain the priority of the MRM. A lower value indicates a higher
priority, 0x0000 (highest priority) to OXxFFFF (lowest priority) in increments of 0x0001.

Attribute Type: Unsigned16

Topology Change Interval
This attribute specifies the interval for sending MRP_TopologyChange frames.

Attribute Type: Unsigned16

Topology Change Repeat Count
This attribute specifies the interval count which controls repeated transmissions of
MRP_TopologyChange frames.

Attribute Type: Unsigned16

Short Test Interval
This attribute specifies the short interval for sending MRP_Test frames on ring ports after
link changes in the ring.

Attribute Type: Unsigned16

Default Test Interval
This attribute specifies the default interval for sending MRP_Test frames on ring ports.

Attribute Type: Unsigned16

Test Monitoring Count
This attribute specifies the interval count for monitoring the reception of MRP_Test
frames.

Attribute Type: Unsigned16

Non-blocking MRC supported
This attribute specifies the ability of the MRM to support MRCs without BLOCKED port
state support in the ring.

Attribute Type: Boolean

Test Monitoring Extended Count
This attribute specifies the extended interval count for monitoring the reception of
MRP_Test frames.

Attribute Type: Unsigned16

React On Link Change
This optional attribute specifies whether the MRM reacts immediately on
MRP_LinkChange frames or not.

Attribute Type: Boolean

Check Media Redundancy
This attribute specifies whether monitoring of MRM state is enabled (TRUE) or disabled
(FALSE) in the redundancy domain.

Attribute Type: Boolean

Real Role State
This attribute specifies the actual role of the MRP object in the redundancy domain.

Attribute Type: Unsigned16
Allowed values: MANAGER (Auto), MANAGER, CLIENT, UNDEFINED

Real Ring State
This attribute specifies the actual ring state of the MRP object in the redundancy domain.
The Ring State shall have one of the following values:

OPEN: Ring is open due to link or MRC failure in ring. Documents
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CLOSED: Ring is closed (normal operation, no error).

UNDEFINED: Shall be set if the attribute Real Role State contains the value CLIENT
(i.e. MRP object was reconfigured to client role).

Attribute Type: Unsigned16
Allowed values: OPEN, CLOSED, UNDEFINED

Ring Port 1 Port State
This optional attribute specifies the actual port state of Ring Port 1. The Ring Port 1 state
shall be specified according to Ring port states in 5.2.

Attribute Type: Unsigned16
Allowed values: DISABLED, BLOCKED, FORWARDING

Ring Port 2 Port State
This optional attribute specifies the actual port state of Ring Port 2. The Ring Port 2 state
shall be specified according to Ring port states in 5.2.

Attribute Type: Unsigned16
Allowed values: DISABLED, BLOCKED, FORWARDING

Link Down Interval
This attribute specifies the interval for sending MRP_LinkDown frames on ring ports.

Attribute Type: Unsigned16

Link Up Interval
This attribute specifies the interval for sending MRP_LinkUp frames on ring ports.

Attribute Type: Unsigned16

Link Change Count
This attribute specifies the MRP_LinkChange frame count which controls repeated
transmission of MRP_LinkChange frames.

Attribute Type: Unsigned16

BLOCKED state supported
This attribute specifies whether the MRC supports BLOCKED state at its ring ports or not.

Attribute Type: Boolean

Interconnection ID
This key attribute defines the interconnection domain representing the interconnection
topology the MRP interconnection object belongs to. It is provided as unique ID by
engineering..
Attribute Type: Unsigned16

Interconnection Name
This attribute specifies the name of the interconnection domain referenced by the value of
the attribute Interconnection ID. It is set to a default Interconnection Name or provided as
Interconnection Name by engineering.

Attribute Type: VisibleString[240]

Interconnection Port ID
This attribute specifies one port of a switch which is assigned as interconnection port in
the interconnection domain referenced by the value of the attribute Interconnection ID.

Attribute Type: Unsigned16

Interconnection Port State
This optional attribute specifies the actual port state of the interconnection port. The
Interconnection Port state shall be specified according to Interconnection port states in
5.2.

Attribute Type: Unsigned16
Allowed values: DISABLED, BLOCKED, FORWARDING
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Interconnection VLAN ID
This optional attribute may be used by the MRP interconnection object and specifies its
VLAN identifier in the interconnection domain.

Attribute Type: Unsigned16

Interconnection Mode
This attribute specifies the mode of the MRP interconnection object in the interconnection
domain.

LC_MODE: Link check mode. The MIM analyses the ring interconnection state by
using the link change notifications of the MICs. MRP_InTest frames are disabled.

RC_MODE: Ring check mode. The MIM analyses the ring interconnection state by
sending and receiving MRP_InTest frames. Link change notifications of the MICs
may be used in addition to optimize the recovery timing.

Attribute Type: Unsigned16
Allowed values: UNDEFINED, LC_MODE, RC_MODE

Interconnection Role
This attribute specifies the role of the MRP interconnection object in the interconnection
domain.

Attribute Type: Unsigned16
Allowed values: MANAGER, CLIENT

Interconnection Topology Change Interval
This attribute specifies the interval for sending MRP_InTopologyChange frames.

Attribute Type: Unsigned16

Interconnection Topology Change Repeat Count
This attribute specifies the interval count which controls repeated transmissions of
MRP_InTopologyChange frames.

Attribute Type: Unsigned16

Interconnection Default Test Interval
This attribute specifies the default interval for sending MRP_InTest frames on ring ports
and on the interconnection port.

Attribute Type: Unsigned16

Interconnection Test Monitoring Count
This attribute specifies the interval count for monitoring the reception of MRP_InTest
frames.

Attribute Type: Unsigned16

Interconnection Link Status Poll Interval
This attribute specifies the interval for sending MRP_InLinkStatusPoll frames.

Attribute Type: Unsigned16

Interconnection Link Status Poll Repeat Count
This attribute specifies the interval count which controls repeated transmissions of
MRP_InLinkStatusPoll frames.

Attribute Type: Unsigned16

Interconnection Topology State
This attribute specifies the actual interconnection topology state of the MRP
interconnection object in the interconnection domain. The Interconnection Topology State
shall have one of the following values:

UNDEFINED: Device has no information (yet) about the Interconnection topology;

OPEN: Interconnection topology is open due to link or MIC failure in the
interconnection topology;

CLOSED: Interconnection topology is closed (normal operation, no error).

Attribute Type: Unsigned16 Documents
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Allowed values: UNDEFINED, OPEN, CLOSED

Interconnection Link Down Interval
This attribute specifies the interval for sending MRP_InLinkDown frames on ring ports.

Attribute Type: Unsigned16

Interconnection Link Up Interval
This attribute specifies the interval for sending MRP_InLinkUp frames on ring ports.

Attribute Type: Unsigned16

Interconnection Link Change Count
This attribute specifies the MRP_InLinkChange frame count which controls repeated
transmission of MRP_InLinkChange frames.

Attribute Type: Unsigned16
7 MRP Service specification

7.1 Start MRM

The Start MRM service creates a local instance of the MRM protocol machine.
Table 3 shows the parameters of the service.

Table 3 — MRP Start MRM

Parameter name Cnf

A
(13
o]

Argument
Domain ID
Ring Port 1 ID
Ring Port 2 ID
VLAN ID
Manager Priority
Topology Change Interval
Topology Change Repeat Count
Short Test Interval

Default Test Interval

Test Monitoring Count

Non-blocking MRC supported

Test Monitoring Extended Count
React On Link Change
Check Media Redundancy

C CcC CclCcclcccccc (< £

Result(+) S
Domain ID M

Result(-) S
Domain ID

Error Code M
The meaning of Req, Cnf, M, U and S is specified in |[SO/IEC 10164-1.

Argument Documents

The argument shall convey the service specific parameters of the service rzauest.
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Domain ID
This is the key attribute to identify the instance of the protocol machine.

Ring Port 1 ID
This parameter contains the ID of the port which serves as first ring port.

Ring Port 2 ID
This parameter contains the ID of the port which serves as second ring port.

VLAN ID
This optional parameter contains the value for the VLAN identifier.

Manager Priority
This parameter contains the value for the manager priority.

Topology Change Interval
This parameter contains the value of the interval for sending MRP_TopologyChange
frames.

Topology Change Repeat Count
This parameter contains the value of the interval count which controls repeated
transmissions of MRP_TopologyChange frames.

Short Test Interval
This parameter contains the value of the short interval for sending MRP_Test frames
on ring ports after link changes in the ring.

Default Test Interval
This parameter contains the value of the default interval for sending MRP_Test frames
on ring ports.

Test Monitoring Count
This parameter contains the value of the interval count for monitoring the reception of
MRP_Test frames.

Non-blocking MRC supported
This parameter specifies the ability of the MRM to support MRCs without BLOCKED
port state support in the ring.

Test Monitoring Extended Count
This optional parameter contains the value of the extended interval count for
monitoring the reception of MRP_Test frames.

React On Link Change
This optional parameter specifies whether the MRM reacts on MRP_LinkChange
frames or not.

Check Media Redundancy
This parameter selects whether monitoring of MRM state is enabled or disabled.

Result(+)
This parameter indicates that the service request succeeded.

Domain ID
This is the key attribute to identify the instance of the protocol machine.

Result(-)
This parameter indicates that the service request failed.
Domain ID
This is the key attribute to identify the instance of the protocol machine.

Error Code
The parameter Result contains the error code of the specific error.

Type: Unsigned16

Allowed values: DOMAIN_ID_MISMATCH, ROLE_NOT_SUPPORTED,
INVALID_RINGPORT
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7.2 Stop MRM

This service shall be used to stop the MRM protocol machine. Ring port states and switch
functionality remain.

Table 4 shows the parameters of the service.

Table 4 — MRP Stop MRM

Parameter name Req Cnf
Argument M
Domain ID M
Result(+) S
Domain ID M
Result(-) S
Domain ID M
Error Code M
The meaning of Req, Cnf, M and S is specified in |[SO/IEC 10164-1.

Argument
The argument shall convey the service specific parameters of the service request.

Domain ID
This is the key attribute to identify the instance of the protocol machine.

Result(+)
This parameter indicates that the service request succeeded.

Domain ID
This is the key attribute to identify the instance of the protocol machine.

Result(-)
This parameter indicates that the service request failed.

Domain ID
This is the key attribute to identify the instance of the protocol machine.

Error Code
The parameter Result contains the error code of the specific error.

Type: Unsigned16
Allowed values: DOMAIN_ID_MISMATCH

7.3 State Change

This service shall be used to indicate a change of the MRP domain state.

Table 5 shows the parameters of the service.
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Table 5 — MRP Change State

Parameter name Ind

Argument M

Domain ID M

Error Type List M
The meaning of Ind and M is specified in |[SO/IEC 10164-1.

Argument
The argument shall convey the service specific parameters of the service request.

Domain ID
This is the key attribute to identify the instance of the protocol machine.

Error Type List
This attribute consists of the following elements:

Error Type
This attribute identifies a media redundancy error.

Attribute Type: Unsigned16

Allowed values: MANAGER_ROLE_FAIL, RING_OPEN, MULTIPLE_MANAGERS

Appear
This attribute identifies whether the error appears or disappears.

Attribute Type: Boolean
Allowed values: TRUE, FALSE

7.4 Start MRC

The Start MRC service creates an instance of the MRC protocol machine.

Table 6 shows the parameters of the service.

Documents

Document Sharing Hub

Full document details: BS EN 62439-2:2017


https://doi.org/10.3403/00309272U
http://www.avadocuments.com/doc/bs-en-62439-2-2017
http://www.avadocuments.com/doc/bs-en-62439-2-2017

—-40 - IEC 62439-2:2016 © IEC 2016

Table 6 — MRP Start MRC

Parameter name

A
®
Ee]

Cnf

Argument
Domain ID
Ring Port 1 1D
Ring Port 2 ID
VLAN ID

Link Down Interval

Link Up Interval

Link Change Count
BLOCKED state supported

CcC CcCccjc £ £ £

Result(+)

Domain ID

Result(-)

Domain ID

Error Code

The meaning of Req, Cnf, M, U and S is specified in |SO/IEC 10164-1].

Argument

The argument shall convey the service specific parameters of the service request.

Domain ID

This is the key attribute to identify the instance of the protocol machine.

Ring Port 1 ID

This parameter contains the ID of the port which serves as first ring port.

Ring Port 2 ID

This parameter contains the ID of the port which serves as second ring port.

VLAN ID

This optional parameter contains the value for the VLAN identifier.

Link Down Interval

This parameter contains the value of the interval for sending MRP_LinkDown frames

on ring ports.
Link Up Interval

This parameter contains the value of the interval for sending MRP_LinkUp frames on ring

ports.
Link Change Count

This parameter contains the value of the MRP_LinkChange frame count which controls

repeated transmissions of MRP_LinkUp or MRP_LinkDown frames.

BLOCKED state supported

This parameter specifies whether the MRC supports BLOCKED state at its ring ports or

not.

Result(+)
This parameter indicates that the service request succeeded.

Domain ID

This is the key attribute to identify the instance of the protocol machine.

Result(-)
This parameter indicates that the service request failed.

Full document details: BS EN 62439-2:2017

Documents

Document Sharing Hub


https://doi.org/10.3403/00309272U
http://www.avadocuments.com/doc/bs-en-62439-2-2017
http://www.avadocuments.com/doc/bs-en-62439-2-2017

IEC 62439-2:2016 © IEC 2016 -41 -

Domain ID
This is the key attribute to identify the instance of the protocol machine.

Error Code
The parameter Result contains the error code of the specific error.

Type: Unsigned16

Allowed values: DOMAIN_ID_MISMATCH, ROLE_NOT_SUPPORTED,
INVALID_RINGPORT

7.5 Stop MRC

This service shall be used to stop the MRC protocol machine. Ring port states and switch
functionality remain. Table 7 shows the parameters of the service.

Table 7 — MRP Stop MRC

Parameter name Req Cnf
Argument M
Domain ID M
Result(+) S
Domain ID
Result(-) S
Domain ID
Error Code M
The meaning of Req, Cnf, M and S is specified in |[SO/IEC 10164-1].

Argument
The argument shall convey the service specific parameters of the service request.

Domain ID
This is the key attribute to identify the instance of the protocol machine.

Result(+)
This parameter indicates that the service request succeeded.

Domain ID
This is the key attribute to identify the instance of the protocol machine.

Result(-)
This parameter indicates that the service request failed.

Domain ID
This is the key attribute to identify the instance of the protocol machine.

Error Code
The parameter Result contains the error code of the specific error.

Type: Unsigned16
Allowed values: DOMAIN_ID_MISMATCH

7.6 Read MRM

The optional Read MRM service reads the actual state of the MRM protocol machine.

Table 8 shows the parameters of the service.
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Table 8 - MRP Read MRM

Parameter name Req Rsp

Argument M
Domain ID M

Result(+)
Domain ID
Ring Port 1 ID
Ring Port 2 ID
VLAN ID
Manager Priority
Check Media Redundancy
Real Role State

Real Ring State

Ring Port 1 Port State

Ring Port 2 Port State

Topology Change Interval
Topology Change Repeat Count
Short Test Interval

Default Test Interval

Test Monitoring Count
Non-blocking MRC supported
Test Monitoring Extended Count

cC cCccccccccg g EcCcf (< <O O

React On Link Change

Result(-)
Domain ID M
Error Code M

The meaning of Req, Rsp, M, U and S is specified in |[SO/IEC 10164-1.

w»

Argument
The argument shall convey the service specific parameters of the service request.

Domain ID

This is the key attribute to identify the instance of the protocol machine.
Result(+)

This parameter indicates that the service request succeeded.

Domain ID

This is the key attribute to identify the instance of the protocol machine.
Ring Port 11D

This parameter contains the ID of the port which serves as first ring port.
Ring Port 2 ID

This parameter contains the ID of the port which serves as second ring port.
VLAN ID

This optional parameter contains the value for the VLAN identifier.

Manager Priority
This parameter contains the value for the manager priority.

Documents

Document Sharing Hub

Full document details: BS EN 62439-2:2017


https://doi.org/10.3403/00309272U
http://www.avadocuments.com/doc/bs-en-62439-2-2017
http://www.avadocuments.com/doc/bs-en-62439-2-2017

IEC 62439-2:2016 © IEC 2016 —-43 -

Check Media Redundancy
This parameter indicates whether monitoring of MRM is enabled or disabled

Topology Change Interval
This parameter contains the value of the interval for sending MRP_TopologyChange
frames.

Topology Change Repeat Count
This parameter contains the value of the interval count which controls repeated
transmission of MRP_TopologyChange frames.

Short Test Interval
This parameter contains the value of the short interval for sending MRP_Test frames on
ring ports after link changes in the ring.

Default Test Interval
This parameter contains the value of the default interval for sending MRP_Test frames on
ring ports.

Test Monitoring Count
This parameter contains the value of the interval count for monitoring the reception of
MRP_Test frames.

Non-blocking MRC supported
This parameter contains the ability of the MRM to support MRC without BLOCKED port
state support in the ring.

Test Monitoring Extended Count
This optional parameter contains the value of the extended interval count for monitoring
the reception of MRP_Test frames.

Real Role State
This attribute contains the actual role of the MRP object in the redundancy domain.

Real Ring State
This attribute contains the actual ring state of the MRP object in the redundancy domain.

Ring Port 1 Port State
This optional attribute contains the actual port state of Ring Port 1.

Ring Port 2 Port State
This optional attribute contains the actual port state of Ring Port 2.

React On Link Change
This optional parameter contains whether the MRM reacts on MRP_LinkChange frames or
not.

Result(-)
This parameter indicates that the service request failed.

Domain ID
This is the key attribute to identify the instance of the protocol machine.

Error Code
The parameter Result contains the error code of the specific error.

Type: Unsigned16
Allowed values: DOMAIN_ID_MISMATCH, MANAGER_READ_FAIL

7.7 Read MRC

The optional Read MRC service reads the actual state of the MRC protocol machine.

Table 9 shows the parameters of the service.
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Table 9 - MRP Read MRC

Parameter name Req Rsp

Argument M
Domain ID M

Result(+)

Domain ID

Ring Port 1 ID

Ring Port 2 ID

VLAN ID

Ring Port 1 Port State
Ring Port 2 Port State

Link Down Interval

Link Up Interval

Link Change Count
BLOCKED state supported

cC ccclcccg 2o

Result(-)

w

Domain ID

Error Code M
The meaning of Req, Rsp, M, U and S is specified in |]SO/IEC 10164-1.

Argument
The argument shall convey the service specific parameters of the service request.

Domain ID
This is the key attribute to identify the instance of the protocol machine.

Result(+)
This parameter indicates that the service request succeeded.

Domain ID
This is the key attribute to identify the instance of the protocol machine.

Ring Port 11D
This parameter contains the ID of the port which serves as first ring port.

Ring Port 2 ID
This parameter contains the ID of the port which serves as second ring port.

VLAN ID
This optional parameter contains the value for the VLAN identifier.

Link Down Interval
This parameter contains the value of the interval for sending MRP_LinkDown frames on
ring ports.

Link Up Interval
This parameter contains the value of the interval for sending MRP_LinkUp frames on ring
ports.

Link Change Count
This parameter contains the value of the MRP_LinkChange frame count which controls
repeated transmission of MRP_LinkUp or MRP_LinkDown frames.

Ring Port 1 Port State
This optional attribute contains the actual port state of Ring Port 1.
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Ring Port 2 Port State
This optional attribute contains the actual port state of Ring Port 2.

BLOCKED state supported

This parameter contains whether the MRC supports BLOCKED state at its ring ports or

not.
Result(-)
This parameter indicates that the service request failed.
Domain ID
This is the key attribute to identify the instance of the protocol machine.

Error Code
The parameter Result contains the error code of the specific error.

Type: Unsigned16
Allowed values: DOMAIN_ID_MISMATCH, CLIENT_READ_FAIL

7.8 Start MIM

The Start MIM service creates a local instance of the MIM protocol machine.

Table 10 shows the parameters of the service.

Table 10 — MRP Start MIM

Parameter name

Req

Cnf

Argument
Interconnection 1D
Interconnection Name
Interconnection Port ID
Interconnection VLAN ID
Interconnection Mode
Interconnection Topology Change Interval
Interconnection Topology Change Repeat Count
Interconnection Default Test Interval
Interconnection Test Monitoring Count
Interconnection Link Status Poll Interval

Interconnection Link Status Poll Repeat Count

Result(+)

Interconnection ID

Result(-)

Interconnection ID

Error Code

cC CcCccccgcCcc < < <

The meaning of Req, Cnf, M, U and S is specified in |[SO/IEC 10164-1.

Argument

The argument shall convey the service specific parameters of the service request.

Interconnection ID

This is the key attribute to identify the instance of the interconnection protocol

machine.
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