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Foreword

The text of document 65C/668/FDIS, future edition 1 of IEC 62439-7, prepared by SC 65C, "Industrial
networks", of IEC TC 65, "Industrial-process measurement, control and automation" was submitted to the
IEC-CENELEC parallel vote and approved by CENELEC as EN 62439-7:2012.

The following dates are fixed:

e latest date by which the document has (dop) 2012-10-20
to be implemented at national level by
publication of an identical national
standard or by endorsement

e latest date by which the national (dow) 2015-01-20
standards conflicting with the
document have to be withdrawn

Attention is drawn to the possibility that some of the elements of this document may be the subject of
patent rights. CENELEC [and/or CEN] shall not be held responsible for identifying any or all such patent
rights.

Endorsement notice

The text of the International Standard IEC 62439-7:2011 was approved by CENELEC as a European
Standard without any modification.

In the official version, for Bibliography, the following note has to be added for the standard indicated:

IEC 61158 series NOTE Harmonized in EN 61158 series.
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Annex ZA
(normative)

Normative references to international publications
with their corresponding European publications

The following documents, in whole or in part, are normatively referenced in this document and are
indispensable for its application. For dated references, only the edition cited applies. For undated
references, the latest edition of the referenced document (including any amendments) applies.

NOTE When an international publication has been modified by common modifications, indicated by (mod), the relevant EN/HD

applies.
Publication Year Title EN/HD Year
IEC 60050-191 - International Electrotechnical Vocabulary -
(IEV) -
Chapter 191: Dependability and quality of
service
IEC 62439-1 2010  Industrial communication networks - High EN 62439-1 2010

availability automation networks -
Part 1: General concepts and calculation
methods

ISO/IEC 8802-3 2000 Information technology - Telecommunications - -
and information exchange between systems -
Local and metropolitan area networks -
Specific requirements -
Part 3: Carrier sense multiple access with
collision detection (CSMA/CD) access method
and physical layer specifications
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INTRODUCTION

The IEC 62439 series specifies relevant principles for high availability networks that meet the
requirements for industrial automation networks.

In the fault-free state of the network, the protocols of the IEC 62439 series provide
ISO/IEC 8802-3:2000 (IEEE 802.3) with compatible, reliable data communications, and
preserve determinism in real-time data communications. In cases of fault, removal, and
insertion of a component, they provide deterministic recovery times.

These protocols retain fully the Ethernet communication capabilities typically used in the
office world, to ensure that software that relies on these protocols will remain applicable.

The market is in need of several network solutions, each with different performance
characteristics and functional capabilities, meeting diverse application requirements. These
solutions support different redundancy topologies and mechanisms, which are introduced in
IEC 62439-1 and specified in the companion International Standards. IEC 62439-1 also
distinguishes between these different solutions, providing guidance for the user.

The IEC 62439 series follows the general structure and terms of IEC 61158 series.

The International Electrotechnical Commission (IEC) draws attention to the fact that it is
claimed that compliance with this document may involve the use of patents concerning
IEC 61158-4-21 given in Clause 4 and Clause 5.

Patent Number KR 0789444 “COMMUNICATION PACKET PROCESSING APPARATUS AND METHOD FOR RING
TOPOLOGY ETHERNET NETWORK CAPABLE OF PREVENTING PERMANENT PACKET LOOPING,” owned by LS
INDUSTRIAL SYSTEMS CO., LTD., Anyang, Korea

Patent Number KR 0732510 “NETWORK SYSTEM”'! owned by LS INDUSTRIAL SYSTEMS CO., LTD., Anyang,
Korea

Patent Number KR 0870670 “Method For Determining a Ring Manager Node”, owned by LS INDUSTRIAL
SYSTEMS CO., LTD., Anyang, Korea

IEC takes no position concerning the evidence, validity and scope of these patent rights.

The holder of these patent rights has assured the IEC that he/she is willing to negotiate
licences either free of charge or under reasonable and non-discriminatory terms and
conditions with applicants throughout the world. In this respect, the statement of the holder of
these patent rights is registered with IEC. Information may be obtained from:

LSIS Co Ltd

LS Tower

1026-6, Hogye-Dong

Dongan-Gu

Anyang, Gyeonggi-Do, 431-848

South Korea

Phone +82 2 2034 4917

Fax +82 2 2034 4648
Attention is drawn to the possibility that some of the elements of this document may be the

subject of patent rights other than those identified above. IEC shall not be held responsible for
identifying any or all such patent rights.

ISO (www.iso.org/patents) and IEC (http://patents.iec.ch) maintain on-line data bases of
patents relevant to their standards. Users are encouraged to consult the data bases for the

most up to date information concerning patents. Documents
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INDUSTRIAL COMMUNICATION NETWORKS -
HIGH AVAILABILITY AUTOMATION NETWORKS -

Part 7: Ring-based Redundancy Protocol (RRP)

1 Scope

The IEC 62439 series of standards is applicable to high-availability automation networks
based on the ISO/IEC 8802-3:2000 (Ethernet) technology.

This part of the IEC 62439 series specifies a redundancy protocol that is based on a ring
topology, in which the redundancy protocol is executed at the end nodes, as opposed to being
built into the switches. Each node detects link failure and link establishment using media-
sensing technologies, and shares the link information with the other nodes, to guarantee fast
connectivity recovery times. The nodes have equal RRP network management functions.

2 Normative references

The following documents, in whole or in part, are normatively referenced in this document and
are indispensable for its application. For dated references, only the edition cited applies. For
undated references, the Ilatest edition of the referenced document (including any
amendments) applies.

IEC 60050-191, International Electrotechnical Vocabulary — Chapter 191 : Dependability and
quality of service

IEC 62439-1:2010, Industrial communication networks — High availability automation networks
— Part 1: General concepts and calculation methods

ISO/IEC 8802-3:2000, Information technology — Telecommunications and information
exchange between systems — Local and metropolitan area networks — Specific requirements —
Part 3: Carrier sense multiple access with collision detection (CSMA/CD) access method and
physical layer specifications

3 Terms, definitions, abbreviations, acronyms, and conventions

3.1 Terms and definitions

For the purposes of this document, the terms and definitions given in IEC 60050-191 as well
as in IEC 62439-1, and the following apply.

3.1.1
R-port
port in a communication device that is part of a line or ring structure

3.1.2

device address

2 octet address that designates the device associated with a single device on a specific local
link
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3.1.3

Gateway Device

GWD

RRP device that has more than 3 Ethernet ports on it. At least 2 ports have to support RRP
protocol

3.14

Normal Device

ND

normal RRP device which has two RRP ports on it

3.1.5

Unique Identification

uiD

Unique 8 octet identification used to identify a RRP device within a network segment. UID is
combines a 2 octet device address and a 6 octet MAC address, so that it has a unique value
in a network

3.2 Abbreviations and acronyms

For the purposes of this document, the abbreviations and acronyms given in IEC 62439-1 as
well as the following, apply.

ASE Application Service Element

DLE Data Link layer Entity

FC Frame Control

FCS Frame Check Sequence

GD General Device

GWD Gateway Device

LNM Line Network Manager

MAC Media Access Control

MIB  Management Information Base
NCM Network Control Message

NCMT Network Control Message Type
ND Normal Device

NMIB Network Management Information Base
PHY  Physical Interface Transceiver
PO Power On

PRI Priority

RES Reserved

RNM Ring Network Manager

RRP Ring based Redundancy Protocol
SA Stand Alone

ToS  Type of Service

VoE Validation of Extension code

3.3 Conventions

This part of the IEC 62439 series follows the conventions defined in IEC 62439-1.
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4 RRP overview

4.1 General

The RRP specifies a recovery protocol, based on a ring topology. All links in an RRP network
shall be full duplex through the use of an internal hardware Ethernet switch. Thus, RRP
provides a collision-free transmission mechanism between two nodes. Every RRP device
detects link failure and link establishment using the rules specified in ISO/IEC 8802-3:2000
and shares this information with other RRP devices so that fast connectivity recovery time is
also guaranteed in the ring network.

A RRP device is a dual-port switching device that receives and transmits standard
ISO/IEC 8802-3:2000 Ethernet frames. It is intelligent and can control directional frame
forwarding between its dual ports according to the network status and device status. RRP
uses a special network management scheme specified in this standard. RRP also uses a
network control based on device address and MAC address, and thus general bridge hub or
switch might not be suitable for RRP network. However, when connecting a general Ethernet
device to RRP network, Gateway Device (GWD) should be used.

4.2 Frame forwarding and receiving control
4.2.1 General

RRP provides a collision-free transmission mechanism with an internal full-duplex hardware
switch with switching queue and dual MACs in a device. The switching priority method
between Tx and Forwarding can be Round-Robin, Tx-First or Forwarding-First scheme.
However RRP does not specify the switching method.

Thus, a RRP device transmits frames without the restriction of medium access, as soon as
they appear in the transmit queue for each MAC. Figure 1 shows the forwarding and receiving
control of the RRP device.

| Data link layer entity (DLE) |

RXET X RXS.Ipd RRP
Forwarding Device

Control
»

A

ISO/IEC 8802-3 Ethernet Frame
‘ ISO/IEC 8802-3 Ethernet Frame

IEC 2661/11

ISO/IEC 8802-3 Ethernet Frame
ISO/IEC 8802-3 Ethernet Frame

Figure 1 — Forwarding and receiving Ethernet frames

4.2.2 Normal Device (ND) and Gateway Device (GWD)

RRP is operated in a dual-port ring topology. A general Ethernet device can send standard
Ethernet frames through RRP ring network with GWD. Multi-ring network can also be
established using GWD.

GWD is responsible for switching Ethernet frames between RRP network and external

Ethernet networks through application layer using a dynamic table. The dynamic table maps

addresses to external Ethernet ports automatically. The dynamic table is automatically made

by learning frame movements in the network. The GWD inspects both the destination and the

source addresses. The destination address is used for the forwarding decision;!:? L

address is used for adding entries to the table and for updating purposes: N h2n Qﬁyme“ts
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frame is received at the media access control (MAC) layer through the physical interface
transceiver (PHY), a GWD handles the received frame by taking one of the following actions,
depending on the destination MAC address and the source MAC addresses in the received
frame:

o for a broadcast or multicast frame, accept and deliver the frame to the data link layer
entity (DLE), and forward the frame to the other RRP port and external Ethernet ports;

e for a frame designated for the device itself, accept and deliver the frame to the DLE
without forwarding;

o for a frame designated for another device, accept the frame to its application layer and
inspect both the destination and the source addresses. When the destination address of
the frame is in the dynamic table, the GWD delivers the frame to the corresponding port in
the dynamic table without forwarding to other ports. Otherwise, the GWD delivers the
frame to all other ports. The GWD adds this entry to the dynamic table with source MAC
address and port number information.

NOTE Dynamic table entries are automatically removed after the Ageing Time which is specified in IEEE 802.1D.

Figure 2 shows different structures of ND and GWD. In GWD, external Ethernet connection is
connected to RRP ring network through MAC_E and PHY_E.

Dynamic Table

q q Port1 |  MACaddr, ‘\
Application Any other Potz | wAcsar |
Apps " Portn | wmaAC addr.J

RRP type

evice
Application Any other
Apps.

RRP type J

Non-RRP
... OYDEES

(eavz | [ PHYE [ PYEn

IEC 2662/11

Figure 2 — Structures of ND and GWD

4.2.3 Behaviours of the General Device (GD)

When an Ethernet frame is received at the MAC layer through the PHY, a RRP general device
other than the ring network manager (RNM) or the line network manager (LNM), handles the
received frame by taking one of the following actions, depending on the destination MAC
address and the device address in the received frame:

e for a broadcast or multicast frame, accept and deliver the frame to the DLE, and forward
the frame to the other port;

o for a frame designated for the device itself, accept and deliver the frame to the DLE
without forwarding;

e for a frame designated for another device, do not accept the received frame, but forward
the frame to the other port.

This frame forwarding procedure is processed by the internal hardware switch, so that it has
little impact on the performance of the RRP protocol.
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4.2.4 Behaviours of the Line Network Manager (LNM)

As shown in Figure 3, the LNM disables the frame forward functions in both directions, so that
frames are not forwarded to another port. In RRP networks, a LNM is automatically configured.
When a device senses that only one port is connected, the device takes this to indicate that it
is at the end of the line network. The LNM also becomes a control point of the hop count to
other devices in a line network.

Data link layer entity (DLE)

IEC 2663/11

Figure 3 — LNM forwarding control

4.2.5 Behaviours of the Ring Network Managers (RNMs)

A frame in a ring network can be continuously circulated when the designated device is not
found or when the frame is broadcast on the network. In a RRP ring network, two RNMs are
automatically selected, and each RNM enables only one directional frame forward function to
prevent infinite frame circulation, as shown in Figure 4.

The dual RNM structure is used to avoid message duplication. A primary RNM (RNMP) is
selected with the highest UID device first, and then one of its neighbouring nodes is selected
as a secondary RNM (RNMS). The RNMP and RNMS send Network Control Message Type
(NCMT) messages to each other, to monitor network integrity.

Data link layer entity (DLE) Data link layer entity (DLE)

\ YY) J

IEC 2664/11

Figure 4 — RNM forwarding control
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4.3 Link status monitoring

The RRP manages the network dynamically. When a link between two devices is established
or released, it is automatically detected in the physical layer, as specified in
ISO/IEC 8802-3:2000, Clause 24. This link status information is distributed and shared with
every device on the network using NCMT messages, so that the network topology can be
managed dynamically. The link status information is either “PHY_LINK_UP” or
“PHY_LINK_DOWN?” and the link status detection process is initiated by the sublayer of PHY
service. A status of “PHY_LINK _UP” means that a RRP communication link is connected
between two devices and it is possible to send frames through the link. A status of
“PHY_LINK_DOWN” means that a RRP communication link is not established through an
Ethernet MAC port and it is not possible to send frames through the port. By sharing all the
link information on the network, all RRP devices on the network can determine the online
network connectivity status. Figure 5 shows the intrinsic link status monitoring procedure of
the RRP device.

Data link layer entity (DLE)

Rx SIBg RRP
Device

Indicates the link
status of

Indicates the link

status of . .
“PHY_LINK_UP" PHY_LINK_DOWN
7
S Fault! ===
-

IEC 2665/11

Figure 5 — Link status information

4.4 Error detection

A RRP device examines both frame validation and physical link status. Frame validation is
examined using the frame check sequence (FCS) of ISO/IEC 8802-3:2000, Clause 3. The
physical link status can be validated by a PHY link monitoring function. RRP uses a service of
PHY sublayer to monitor link status.

4.5 Plug and play

When a new device joins an existing network, the new link information is broadcast via a
NCMT message to every device on the network. The new device also collects existing link
information from each device so that it can communicate to the other nodes on the network
without manual configuration.

4.6 Network management information base (NMIB) management

A RRP device automatically manages network information and a path table. Network
information and the path table are stored in the device’s NMIB. All RRP devices in a network
share link information via NCMT messages. Every device updates its network information and
path table when it receives a NCMT message containing network information. Every device on
the same network shares and gathers link information on the network to update its own
network information and path table. Every device updates its network information and path
table when it receives link status change information.
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4.7 Network recovery

When link failure or device failure is detected in a RRP ring network, the topology changes
and the link status information is automatically broadcast to every device on the network.
After broadcasting topology change information, every device on a network starts to update its
own path table and tries to find new paths to other devices on the network. This process is
operated in protocol machine and changing the blocking point of the network. Thus, devices
can transmit messages to their destinations, while they are updating their NMIB.

4.8 Automatic network configuration

RRP supports automatic network configuration. When the network topology changes, the RRP
protocol machine of every device shares the changed network information, and then every
device updates its own NMIB. RNMs or LNMs are automatically selected on the network
according to the device UID and connection status.

When a device joins to a RRP network, the device broadcasts a NCMT message with its
network information. Other devices in a RRP network receive the NCMT message then update
their NMIB and reply to a new device. Thus NMIB is updated automatically through a joining
process.

Similarly when a device detects any fault conditions, the device broadcasts a NCMT message
to other devices in the network. So that network information is managed automatically by
NCMT messages.

4.9 RRP basic operating principle
The RRP network is established by following steps:

e power On (Initialization);

e establishment of line network;
e extension of line network;

e establishment of ring network;

e change topology from ring network to line network.

In the initialization phase, a RRP device becomes a stand-alone device. The device tries to
find valid RRP connections on its ports. Figure 6 shows that Device1 is initialized and
remained stand-alone device. In this phase, the device is in SA state.

@

A

GSA
e

Device1

IEC 2666/11

Figure 6 — A device operation in initialization phase

When the device detects a valid RRP connection on any port, it changes its state from SA to
LNM and broadcast a NCMT message to the network. Figure 7 shows the device connection

and its state. Documents
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Figure 7 — Devices operation in line network establishing phase

If one or more devices added to the line network, the network is extended and two devices at
both ends of the line network remain LNMs. This process is operated by RRP protocol
machine in each device with NMIB. Figure 8 shows extension of line network operation.
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RRP device RRP device
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Device1 Device2

Device3

IEC 26668/11

Figure 8 — Extension of line network operation

When both ends of the line network are connected, the line network is changing to ring
network. Then the highest UID device sends a NCMT message as a RNMP. RNMP chooses

R-port1 side neighbouring device as RNMS. Figure 9 shows a ring network establishment
operation.
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IEC 2669/11
Figure 9 — Ring network establishment operation

If any fault condition is detected, neighbouring devices of the fault point broadcast NCMT
message and change their state to LNM. Then the ring network is changed to line network.
Figure 10 shows topology changing operation from ring network to line network. If the loss of
valid connection is recovered, the network will be changed to ring network automatically as

shown Figure 9.

Connectlon.@ . .W .W
Connection
lost
lost

"=

Device1 Device2 Device3

IEC 2670/11
Figure 10 — Ring to line network change operation
5 RRP redundancy behaviours
5.1 Network topology
Figure 11 shows a basic example of a RRP ring network.
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Figure 11 — Ring topology

When a new link is established between two end nodes in a line network, the network is
automatically reconfigured as a ring network. Two RNMs are automatically selected to prevent
the infinite circulation of any frame in a ring network. However, when a link failure is detected
in the ring network, the ring network managers (RNMs) change their internal state to convert
network topology from a ring to a line network. RNM could send NCMT message periodically
to other RNM though the network to examine of the network integrity.

5.2 Network recovery in ring network
5.2.1 General

The RRP network recovery process is simple and is handled within the protocol machine to
provide fast recovery time upon network topology changes. When a link failure is detected in
a ring network, the network is reconfigured automatically as a line network. A topology change
from a ring to a line network occurs in the following three cases:

e link fault with the neighbouring device;

e link fault of the remote device;

e local device fault.

If a link failure occurs, the two devices nearest the fault point enter the LNM state and

broadcast the NCMT message NCM_LINE _START. When a device receives
NCM_LINE_START, it checks its connection status and changes its state to GD or LNM.

A cable break or power failure is treated in the same way as a link fault. A device fault also
takes the same time to recover. Redundancy recovery time is determined from the time when
a link fault occurs to the time when the path is recovered in a new direction.

The RRP specifies recovery times for the transition from a ring to a line network. Table 1
shows the parameter set for worst case RRP recovery times when the network parameter is
set as Table 2.
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Table 1 — RRP network recovery parameter

Parameter 100BASE-X 1000BASE-X Meaning

T_fault_sense 350 us 2 ms the network fault sense time in PHY specified in
ISO/IEC 8802-3:2000, Clause 24, Clause 25,
Clause 26 and Clause 36
100BASE-TX: ANSI X3.263-1995, Clause 10
100BASE-FX: ISO/IEC 9314-3:1990, Clause 9
1000BASE-X: ANSI X3.230-1994, Annex |

T_state_transient 1 ms 1 ms the time spent switching the protocol machine
from RNM or GD to LNM, in the RRP device

T_message_propagation 6 ms 700 ps the message delivery time of NCM_LINE_START
from a new LNM to the farthest device in a
segment

T_recovery (max.) <8 ms <4 ms the total network recovery time in ms

Table 2 — Parameters for calculation
Parameter Value Meaning
100BASE-X 1000BASE-X

N 50 50 the number of nodes between sending and receiving devices

TekT 24 ps 2,4 us the packet transmit time

NCMsize 112 octets 112 octets the message length of NCM_LINE_START message

POsize 40 octets 40 octets the size of protocol overhead

LDR 100 1000 the link speed in Mbit/s

TCPD 0,5 us 0,05 us the cable propagation time of node for 100 m

TsnD 50 ps 50 ps the sender stack traversal time including PHY and MAC

Trev 50 ps 50 ps the receiver stack traversal time including PHY and MAC

TNLD 120 ps 12 ps the node latency delay time for worst case

3 us 0,3 us the node latency delay time for best case

The network recovery time can be calculated by Equation (1)

where

TRECOVER

Trs
TRtoL

Tusc

TrRecover = Trs* TrioL + TMisG (

is the network recovery time in ms;

is the link fault sense time in ms;

is the device state transition delay time in pus;

is

the

message

propagation time to the farthest device

NCM_LINE_START message in ms, see Equation (2).

1)

of

The NCMT message, NCM_LINE_START, propagation time to the farthest device 7,,; can
be calculated by Equation (2).

N
Tusc = Tsnp+ Tekt+ Tcep+ D Taip i + Trev

i=0

(2)
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where

Tvsc is the message propagation time in pus;

TsnD is the sender stack traversal time including PHY and MAC in ps;

TpkT is the packet transmit time in microseconds, see Equation (3);

Tcpd is the cable propagation time for a node, in ps;

TNLD i is the node latency time for node i in micro seconds, see Equation (4);

Trcv is the receiver stack traversal time including PHY and MAC in ps;

N is the number of nodes between sending and receiving devices.

The packet transmit time Tpkt can be calculated by Equation (3)

Toxt = (NCMsize + POsize)x 8 (3)
LDR
where
TekT is the packet transmit time on the medium, in ps;
NCMsize is the size of the NCM data unit in octets;
LDR is the link data rate in bits per second;
POsize is the size of the protocol overhead in octets.

The node latency time of node i Ty p ; can be calculated by Equation (4)

S (4)
Tnep i = Tnep it TekT it ZTTX_PKT_ij
j=0
where
TNLD i is the node latency delay time for node i in pus;
TNPD | is the node propagation delay time for node i in ps;
TpKT i is the packet transmit time for node i in pus;
TTx_PKT i is the packet transmit time for packet j in ms within the port transmit
- queue of node i in front of this packet;
M is the number of packets in the port transmit queue of node i in front of

this packet.

5.2.2 Link fault between neighbouring devices

Figure 12 shows an example of a link fault between neighbouring devices in a ring network.

Documents

Document Sharing Hub

Full document details: BS EN 62439-7:2012


http://www.avadocuments.com/doc/bs-en-62439-7-2012
http://www.avadocuments.com/doc/bs-en-62439-7-2012

BS EN 62439-7:2012
62439-7 © IEC:2011 -21-

Device1

Device4

Recovered Path

Device6

RNM — 5

IEC 2672/11

Figure 12 — Link fault between neighbouring devices

If the link between Device1 and Device?2 is disconnected when Device1 tries to send a frame
to Device3d, the link fault event is triggered spontaneously by a hardware signal, and it is
detected by the RRP protocol machine in Device1. Device1 then decides that the link is not
available for data transmission, and so the ring network should be reconfigured as a line
network, by changing the state of Device1 to LNM. Device1 broadcasts a NCM_LINE_START
message and modifies the destination R-port to Device3. Device1 transmits the frame to the
new destination R-port. Device2 also broadcasts a NCM_LINE_START message, to announce
the link fault, and changes its own state to LNM.

In case that Device2 could not detect the link fault, Device5 receives NCM_LINE_START
message from Devicel and change its state from RNM to GD. Then, Device5 relays
NCM_LINE_START message to Device6. Thus, other devices of the network recognize
topology changing.

5.2.3 Link fault of remote device

Figure 13 shows an example of a link fault of the remote device in a ring network.
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Figure 13 — Link fault of remote device

If the link between Device2 and Device3 is disconnected when Device1 tries to send a frame
to Device3, the link fault event is triggered spontaneously by the hardware signal and is
detected by the RRP protocol machine in Device2. At this point, Device2 broadcasts an
NCM_LINE_START message indicating that the link is not available and that the ring network
should be reconfigured as a line network. Device1 modifies the destination R-port to Device3
as the other R-port and transmits the frame through the new R-port. Device3 also broadcasts
a NCM_LINE_START message, to announce the link fault, and changes its own state to LNM.

5.2.4 Device fault on a RNM

Figure 14 shows an example of a device fault on a RNM in a ring network.

Device1

Device4 Device2

«~®— .\

@\ N
~ Fault! =

IEC 2674/11

Figure 14 — Device fault on a RNM

If a fault occurs on Device5, Device6 and Device4 sense link failure on their respective
Device5 side R-ports. Device6 and Device4 both broadcast NCM_LINE_START messages to
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other devices and change their state of to LNM. A GD fault is treated in same way as a RNM
fault.

5.3 Automatic Ring Network Manager (RNM) election procedure
5.3.1 General

To prevent infinite frame circulation in a RRP ring network, the primary RNM (RNMP) and the
secondary RNM (RNMS) are selected automatically using their device unique IDs (UID), via
the following steps:

e when two LNMs are connected, each LNM sends NCMT message as multicast or
broadcast;

e every device which receives NCMT message responds with its UID as multicast or
broadcast;

e when a device receives its own responded NCMT message, the device detects the
network is a ring network and does not forward the message;

e the device with the highest device UID value in the ring network is selected automatically
as the RNMP;

e the RNMP sends an NCM_RING_START message including the RNMS assignment
request to the neighbouring device connected through its both of R-port1 and R-port2;

e the RNMS replies with an NCM_ACK_RNMS message to the RNMP;
e automatic ring network configuration is completed with RNMP and RNMS;

e the RNMP blocks frame forwarding to RNMS side R-port and RNMS also blocks frame
forwarding to RNMP side R-port to prevent looping on the ring.

5.3.2  Primary RNM (RNMP)

A RRP device realizes that the network is configured as a ring topology when the NCMT
message generated by the device itself is received through the other port. In a ring network,
the device with the highest device UID value is selected as the RNMP. When a RRP device
detects that the network is configured as a ring network, each device tries to find the device in
the path table that has the highest device UID value. Thus, competition to select the RNMP is
not necessary in RRP. If a remote device has the highest UID on the network, the other
devices wait for the NCM_RING_START message from it. If a local device has the highest
UID on the network, then it is selected as the RNMP, the RRP protocol machine disables both
frame forwarding functions to prevent looping on the network, and generates an
NCM_RING_START message, including the RNMS information of the device connected
through both of R-port1 and R-port2 of the RNMP.

When the RNMP receives the NCM_ACK_RNMS message from the RNMS, it disables the
frame forwarding function in the RNMS direction, but keeps the opposite direction enabled.
The RNMS disables the frame forwarding function in the RNMP direction and enables it in the
opposite direction.

RNMP could send NCM_CHECK_RNMS message to RNMS as a network integrity check
frame periodically. If the response of NCM_CHECK_RNMS message is not arrived within the
timer RRP_ChkRNMST from RNMS and exceed the number of network integrity retry count,
the RNMP figures out the network has an error.

NOTE 1 The device UID has a unique value on the network. The RNMP and RNMS are therefore selected
automatically even in the case of a device address collision (See 5.5).

NOTE 2 NCM_CHECK_RNMS and NCM_ACK_RNMS messages are using to choose RNMS and to confirm RNMS

by RNMP. But RRP supports these messages could be used to check network integrity by user. The timer and the
retry count are specified as local variables (See Table 32).
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5.3.3 Secondary RNM (RNMS)

The RNMS is assigned by the RNMP. When a GD device receives an NCM_RING_START
message from the RNMP, the RRP protocol machine compares the local device UID to the
RNMS device UID in the received NCM_RING_START message. If the device is not
designated as the RNMS, the RRP protocol machine enables both frame forwarding functions
in the GD state device. If the device is designated as the RNMS, the RRP protocol machine
enters the RNMS state and transmits NCM_ACK_RNMS to the RNMP through the received
R-port of the NCM_RING_START message and NCM_CHECK _RNMS message from the
RNMP. Additionally, the RNMS device disables the frame forwarding function in the RNMP
direction, but enables it in the opposite direction.

5.4 Path management
5.4.1 General
The RRP device provides path information about each RRP device on the network. Path

management is calculated from the hop count. The hop count indicates how many frame
forward operations are required to transfer a frame to the destination device.

5.4.2 Path in a line topology network

In a line network, only one path is possible to the destination device. Figure 15 shows an
example of path management in a line topology network.

Device1

port 2 port1 port 1

Full Duplex Ethernet

Deviced

Deviceb

Device3

Device2 Device5

IEC 2675/11

Figure 15 — Path management in a line topology network

Table 3 shows the path table of Device1 and Table 4 shows the path table of Device4 in
Figure 15. In a line network, only one path is possible between any two devices.

Table 3 — Path table of Device1 in a line topology network

Destination
R-port
Device2 Device3 Device4 Device5 Device6
R-port1 0 hop 1 hop 2 hops 3 hops 4 hops
R-port2 Invalid Invalid Invalid Invalid Invalid
Preferred Port R-port1 R-port1 R-port1 R-port1 R-port1
Destination Port R-port1 R-port1 R-port1 R-port1 R-port1
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