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National foreword

This British Standard is the UK implementation of EN 62481-1:2014. It is
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The UK participation in its preparation was entrusted to Technical
Committee EPL/100, Audio, video and multimedia systems and
equipment.

A list of organizations represented on this committee can be obtained on
request to its secretary.

This publication does not purport to include all the necessary provisions of
a contract. Users are responsible for its correct application.
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Published by BSI Standards Limited 2014
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legal obligations.
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Amendments/corrigenda issued since publication

Date Text affected

Documents

Document Sharing Hub

Full document details: BS EN 62481-1:2014


http://www.avadocuments.com/doc/bs-en-62481-1-2014
http://www.avadocuments.com/doc/bs-en-62481-1-2014

BS EN 62481-1:2014

EUROPEAN STANDARD EN 62481-1
NORME EUROPEENNE
EUROPAISCHE NORM April 2014

ICS 33.160; 35.100.05; 35.110

English version

Digital living network alliance (DLNA) home networked device
interoperability guidelines -
Part 1: Architecture and protocols
(IEC 62481-1:2013)

Lignes directrices pour l'interopérabilité Digital living network alliance (DLNA)

des dispositifs domestiques DLNA (Digital Interoperabilitats-Richtlinien fur Gerate im
Living Network Alliance) - Heimnetzwerk -

Partie 1: Architecture et protocoles (TA9) Teil 1: Architektur und Protokolle

(CEl 62481-1:2013) (IEC 62481-1:2013)

This European Standard was approved by CENELEC on 2013-11-27. CENELEC members are bound to comply
with the CEN/CENELEC Internal Regulations which stipulate the conditions for giving this European Standard
the status of a national standard without any alteration.

Up-to-date lists and bibliographical references concerning such national standards may be obtained on
application to the CEN-CENELEC Management Centre or to any CENELEC member.

This European Standard exists in three official versions (English, French, German). A version in any other
language made by translation under the responsibility of a CENELEC member into its own language and notified
to the CEN-CENELEC Management Centre has the same status as the official versions.

CENELEC members are the national electrotechnical committees of Austria, Belgium, Bulgaria, Croatia, Cyprus,
the Czech Republic, Denmark, Estonia, Finland, Former Yugoslav Republic of Macedonia, France, Germany,
Greece, Hungary, Iceland, Ireland, Italy, Latvia, Lithuania, Luxembourg, Malta, the Netherlands, Norway, Poland,
Portugal, Romania, Slovakia, Slovenia, Spain, Sweden, Switzerland, Turkey and the United Kingdom.

CENELEC

European Committee for Electrotechnical Standardization
Comité Européen de Normalisation Electrotechnique
Europaisches Komitee fiir Elektrotechnische Normung

CEN-CENELEC Management Centre: Avenue Marnix 17, B - 1000 Brussels

© 2014 CENELEC -  All rights of exploitation in any form and by any means reserved worldwide for CENELEC members.

Ref. No. EN 62481-1:2014 E

Documents

Document Sharing Hub

Full document details: BS EN 62481-1:2014


http://dx.doi.org/10.3403/30295199U
http://www.avadocuments.com/doc/bs-en-62481-1-2014
http://www.avadocuments.com/doc/bs-en-62481-1-2014

BS EN 62481-1:2014
EN 62481-1:2014 -2-

Foreword

The text of document 100/1992A/CDV, future edition 2 of , prepared by technical area 9,
"Audio, video and multimedia applications for end-user network", of IEC/TC 100, "Audio, video and
multimedia systems and equipment" was submitted to the IEC-CENELEC parallel vote and approved by
CENELEC as EN 62481-1:2014.

The following dates are fixed:

¢ latest date by which the document has (dop) 2014-10-07
to be implemented at national level by
publication of an identical national
standard or by endorsement

e latest date by which the national (dow) 2016-11-27
standards conflicting with the
document have to be withdrawn

Attention is drawn to the possibility that some of the elements of this document may be the subject of
patent rights. CENELEC [and/or CEN] shall not be held responsible for identifying any or all such patent
rights.

Endorsement notice

The text of the International Standard IEC 62481-1:2013 was approved by CENELEC as a European
Standard without any modification.
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Normative references to international publications

with their corresponding European publications

The following documents, in whole or in part, are normatively referenced in this document and are
indispensable for its application. For dated references, only the edition cited applies. For undated
references, the latest edition of the referenced document (including any amendments) applies.

NOTE When an international publication has been modified by common modifications, indicated by (mod), the relevant EN/HD

applies.

Publication Year

-
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EC 62481-3 2013

SO 3166 -
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ISO/IEC 13818-d 1996

SO/IEC 1497 1996

ISO/IEC 29341-1 2011

ISO/IEC 29341-3-2 -

ISO/IEC 29341-3-3 -

ISO/IEC 29341-3-10 2008

ISO/IEC 29341-3-11

ISO/IEC 29341-3-12 2008
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Manager Service
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Service
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architecture - Part 4-13: Audio Video Device
Control Protocol - Level 2 - Rendering Control
Service

Information technology - UPnP Device -
Architecture - Part 4-14: Audio Video Device
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Information technology - UPnP Device -
Architecture - Part 9-1: Imaging Device
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Information technology - UPnP Device
Architecture - Part 9-12: Imaging Device
Control Protocol - Print Basic Service

Information technology - UPnP device -
architecture - Part 14-3: Audio Video Device
Control Protocol - Level 3 - Media Server
Device

Information technology - UPnP device -
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Content Directory Service

Requirements for Internet Hosts - -
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Digital Video Broadcasting (DVB): -
Specification for Service Information (SI) in
DVB systems
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Publication Year Title EN/HD Year
IETF RFC 768 1980 User Datagram Protocol - -
IEEE 802.3 2002 IEEE Standard for Information technology - - -

Telecommunications and information
exchange between systems - Local and
metropolitan area networks - Specific
requirements - Part 3: Carrier Sense Multiple
Access with Collision Detection (CSMA/CD) -
Acess Method and Physical Layer

Specifications

IETF RFC 791 1981 Internet Protocol - DARPA Internet Program - -
Protocol Specification

IETF RFC 793 1981  Transmission Control Protocol - DARPA - -
Internet Program Protocol Specification

IETF RFC 826 1982  Ethernet Address Resolution Protocol - -

IETF RFC 1305 1992  Network Time Protocol, Version 3 - - -
Specification and Implementation

IETF RFC 792 1981 Internet Control Message Protocol - -

IETF RFC 2474 1998 Definition of the Differentiated Services Field
(DS Field) in the IPv4 and IPv6 Headers

IEEE 802.1D 2004 |EEE Standard for Local and Metropoitan - -
Area Networks - Media Access Control (MAC)
Bridges

IEEE 802.1Q 2003 IEEE Standard for Local and Metropolitan - -
Area Networks - Virtual Bridged Local Area
Networks

IETF RFC 2131 1997  Dynamic Host Configuration Protocol - -

IETF RFC 3551 - RTP Profile for Audio and Video Conferences - -
with Minimal Control

IETF RFC 3555 - MIME Type Registration of RTP Payload - -

Formats, S. Casner, Packet Design
IETF RFC 2326 1998 Real time Streaming protocol (RTSP) - -

IETF RFC 3550 - A Transport Protocol for Real-Time - -
Applications

IETF RFC 3984 - RTP Payload Format for H.264 Video - -

IETF RFC 2250 RTP Payload Format for MPEG1/MPEG2 - -
Video

IETF RFC 3640 - RTP Payload Format for Transport of MPEG-4- -
Elementary Streams

IETF RFC 3927 - Dynamic Configuration of IPv4 Link-Local - -
Addresses

IEEE 802.11 2011 IEEE Standard for Information Technology - - -

Telecommunications and Information
Exchange Between Systems - Local and
Metropolitan Area Networks - Specific
Requirements - Part 11: Wireless LAN
Medium Access Control (MAC) and Physical
Layer (PHY) Specifications
IETF RFC 1191 1990 Path MTU Discovery - -

IETF RFC 1738 1994  Uniform Resource Locators (URL) - -
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ITU-T G.9954 2007 Recommendation, Home networking - -

transceivers - Enhanced physical, media
access, and link layer specifications. ITU-T
SG15/Q4 T-REC-G.9954-200701-I

Broadcast and On-line Services: Search, - -
select, and rightful use of content on personal

storage systems ("TV-Anytime") - Part 3:

Metadata

Broadcast and On-line Services: Search, - -
select, and rightful use of content on personal

storage systems ("TV-Anytime") - Part 4:

Content referencing

IETF RFC 1812 1995 Requirements for IP version 4 Routers - -

IETF RFC 2119 1997  Key words for use in RFCs to Indicate - -
Requirement Levels

ANSI/ICEA S-90- 2002 Category 3, 5, & 5e Individually Unshielded

661-2002 Twisted Pair Indoor Cable for Use In General
Purpose and LAN Communication W iring
Systems, Insulated Cable Engineers
Association

IETF RFC 2234 1997  Augmented BNF for Syntax Specifications:
ABNF

IETF RFC 2279 1998 UTF-8, a transformation format of ISO 10646
IETF RFC 2327 1998 SDP: Session Description Protocol - -

IETF RFC 2396 1998  Uniform Resource Identifiers (URI): Generic
Syntax

IETF RFC 2429 2004 RTP Payload Format for the 1988 Version of
ITU-T Rec. H.263 Video (H.263+)

IETF RFC 2766 2000 Network Address Translation - Protocol - -
Translation (NAT-PT)

IETF RFC 2822 2001 Internet Message Format, P. Resnick, - -
QUALCOMM Incorporated

IETF RFC 2929 2000 Domain Name System (DNS) IANA - -
Considerations

IETF RFC 3066 2001  Tags for the Identification of Languages - -
IETF RFC 3261 2002  SIP: Session Initiation Protocol - -

IETF RFC 3267 2002 Real-Time Transport Protocol (RTP) Payload
Format and File Storage Format for the
Adaptive Multi-Rate (AMR) and Adaptive
Multi-Rate Wideband (AMR-WB) Audio
Codecs

IETF RFC 3391 2002 The MIME Application/Vnd.pwg-multiplexed
Content-Type

IETF RFC 3556 2003  Session Description Protocol (SDP) - -
Bandwidth Modifiers for RTP Control Protocol
(RTCP) Bandwidth

IETF RFC 4184 2005 RTP Payload Format for AC-3 Audio - -

IETF RFC 4352 2006 RTP Payload Format for the Extended - -
Adaptive Multi-Rate Wideband (AMR-WB+)
Audio Codec

ETSI TS 102 822-3

ETSI TS 102 822-4
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IETF RFC 4585 2006

IETF RFC 4588 2006
IETF RFC 4646 2006
ANSI/CEA-766-C 2008

ANSI/CEA-2033 A 2008
IETF RFC 2616 1999
IETF RFC 1945 1996

IETF RFC 2145 1997
SO 8601 2004

Title EN/HD
Extended RTP Profile for Real-time Transport -
Control Protocol (RTCP)-based Feedback
(RTP/AVPF)

RTP Retransmission Payload Format -

Tags for the Identification of Languages -

U.S. and Canadian Rating Region Tables -
(RRT) and Content Advisory Descriptors for
Transport of Content Advisory Information
Using ATSC Program and System Information
Protocol (PSIP)

Specification for Electronic Program Guide -
Data Interchange

Hypertext Transfer Protocol HTTP/1.1. -

Hypertext Transfer Protocol - HTTP/1.0, T.
Berners-Lee, MIT/LCS, R. Fielding, UC Irvine,
H. Frystyk

Use and Interpretation of HTTP Version -
Numbers

Data elements and interchange formats - -
Information interchange - Representation of
dates and times
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AHRA, U.S. Audio Home Recording Act of 1992, United States Public Law 102-563, Subchapter

D, Section 1008, 1992.

http://thomas.loc.gov/cgi-bin/query/z?¢102:S.1623.ENR:

ARIB TR B-14 Ver. 2.7, Operational Guidelines For Digital Terrestrial Television Broadcasting,

March 14 2006.

ARIB TR B-15 Ver. 3.6, Operational Guidelines For Digital Satellite Broadcasting, March 14

2006.

ASF, Advanced System Format (ASF) Specification, Microsoft Corporation, December 2004.
http://www.microsoft.com/windows/windowsmedia/format/asfspec.aspx

ATSC Standard A/52B, Digital Audio Compression (AC-3) Rev B, Advanced Television Systems
Committee, 14 June. 2005.
http://www.atsc.org/standards/a_52b.pdf

Bluetooth Security Architecture, Bluetooth Security Architecture, Whitepaper, version 1.0,
Bluetooth SIG, July 15, 1999.

https://www.bluetooth.org

Specification of the Bluetooth System, Master Table of Content and Compliance Requirements,
version 1.2, Bluetooth SIG, November 05, 2003.

https://www.bluetooth.org

Specification of the Bluetooth System (Volume 1 — Core, Volume 2 — Profiles, Addendum,
Errata), Specification of the Bluetooth System, version 1.1, Bluetooth SIG, February 22, 2001.

https://www.bluetooth.org

BNEP, Bluetooth Network Encapsulation Protocol (BNEP) Specification, version 1.0, Bluetooth

SIG, February 14, 2003.
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https://www.bluetooth.org/

CEA-2014 Revision A:2011, Global Engineering Documents, World Headquarters, 15 Inverness
Way East, Englewood, CO USA 80112-5776; Phone 800-854-7179; Fax 303-397-2740
http://global.ihs.com; E-mail: global@ihs.com

CSS3 Paged Media Module, CSS3 Paged Media Module, H. Lie and J. Bigelow (editor), W3C,
February 25, 2004.
http://www.w3.0rg/TR/2004/CR-css3-page-20040225/

HPNA 3.1 Certification Specification, Version 0.2, October 2006
http://www.homepna.org/

MoCA MAC/PHY Specification v1.1, Multimedia over Coax Alliance
http://www.mocalliance.org/

MoCA Certification Test Plan v1.1, Multimedia over Coax Alliance
http://www.mocalliance.org/

PAN Profile, Personal Area Networking Profile version 1.0, Bluetooth SIG, February 14, 2003.
https://www.bluetooth.org

PWG5101.1,PWG Candidate Standard 5101.1-2002 — Standard for Media Standardized Names,
Ron Bergman and Tom Hastings, Printer Working Group, February 26, 2002.
ftp://ftp.pwg.org/pub/pwg/standards/pwg5101.1

RTP Payload format for WMV and WMA, RTP Payload Format for Windows Media Audio and
Video, Microsoft Corporation.
http://download.microsoft.com/download/5/5/a/55a7b886-b742-4613-8ea8-d8b8b5c27bbc/RTP
PayloadFormat_for WMAandWMV_v1.doc

Universal Unique Identifier, DCE 1.1 Appendix for Universal Unique Identifiers, The Open Group,
1997.
http://www.opengroup.org/onlinepubs/9629399/apdxa.html

UPnP Printer:1 Annex A V1.0, Printer:1 Device Template Version 1.01 with Annex A — Optional
Service Addition V1.0, UPnP Forum, May 4, 2005.
http://www.upnp.org/standardizeddcps/documents/AnnexA-Printer_v1_050504.pdf

UPnP PrintEnhanced:1, PrintEnhanced:1 Service Template Version 1.01, UPnP Forum, May 4,
2005.
http://www.upnp.org/standardizeddcps/documents/

UPnP XHTML Photo Templates, XHTML-Print Photo Templates for UPnP PrintEnhanced:1 v1.0,
UPnP Forum, May 4, 2005.
http://www.upnp.org/standardizeddcps/documents/

Wi-Fi IEEE 802.11 with WPA2, WPA, and WEP System Interoperability Test Plan with ASD Test
Engine for IEEE 802.11a, b, and gg Devices Version 1,15, Wi-Fi Alliance, January 17, 2011.
http://www.wi-fi.org/testing_information.php

Wi-Fi Simple Configuration Test Plan, Wi-Fi Alliance, Version 2.2, 24-Feb-20117
http://www.wi-fi.org/testing_information.php

Wi-Fi Direct System Interoperability Test Plan, Version 1.0.0, Wi-Fi Alliance, 25-Oct-2010
http://www.wi-fi.org/testing_information.php
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WMM Specification, Wi-Fi WMM (Wireless Multimedia) Specification, Wi-Fi Alliance, March 09,
2004.
http://www.wi-fi.org

WMM Test Plan, Wi-Fi WMM System Interoperability Test Plan, version 2.2, Wi-Fi Alliance,
January 12, 2011.
http://www.wi-fi.org/testing_information.php

W3C CSS Print Profile, CSS Print Profile, Jim Bigelow (editor), W3C, February 25, 2004.
http://www.w3.org/TR/css-print

W3C Namespaces,Namespaces in XML 1.0 (Third Edition)
http://www.w3.org/TR/xml-names/

W3C XHTML-Print, XHTML-Print, Jim Bigelow (editor), W3C, January 31, 2006.
http://www.w3.org/TR/xhtml-print/

W3C XML, Extensible Markup Language (XML) 1.0 (Third Edition), W3C Recommendation,
February 4, 2004.
http://www.w3.0org/TR/REC-xml

W3C XQuery, XQuery 1.0 and XPath 2.0 Functions and Operators (Second Edition)
http://www.w3.0rg/TR/2010/REC-xpath-functions-20101214/

XHTML-Print/CSS Print Guidelines, XHTML-Print/CSS Print Profile Guidelines for
PrintEnhanced:1, UPnP Forum, May 4, 2005.
http://www.upnp.org/standardizeddcps/documents/PrintEnhanced1_guideline_v1_050504.pdf

XML Schema for ContentDirectory:3 LastChange Event CDS:event-v1-2007
(cds-event-v3-20071128.xsd)
http://www.upnp.org/schemas/specs/av/av3.asp

3GPP TS 23.107, 3rd Generation Partnership Project; Technical Specification Group Services
and System Aspects; Quality of Service (QoS) concept and architecture (Release 6), December
2004

http://www.3gpp.org/ftp/Specs/archive/23_series/23.107/23107-620.zip

3GPP TS 26.244, 3rd Generation Partnership Project; Technical Specification Group Services
and System Aspects;Transparent end to end packet switched streaming service (PSS); 3GPP
file format (3GP)(Release 6), September 2005.
http://www.3gpp.org/ftp/Specs/archive/26_series/26.244/26244-640.zip
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INTRODUCTION

Overview

Consumers are acquiring, viewing, and managing an increasing amount of digital media (photos,
music, and video) on devices in the Consumer Electronics (CE), Mobile Device, and Personal
Computer (PC) domains. Consumers want to conveniently enjoy that content, regardless of the
source, across different devices and locations in their homes. The digital home vision integrates
the Internet, mobile, and broadcast networks through a seamless, interoperable network, which
will provide a unique opportunity for manufacturers and consumers alike. In order to deliver on
this vision, it was recognized that a common set of industry design guidelines would be required
to allow companies to participate in a growing marketplace, leading to more innovation,
simplicity, and value for consumers.

The Digital Living Network Alliance answered this challenge by taking the initiative to develop a
workable framework for interoperable product design. The DLNA Home Networked Device
Interoperability Guidelines have been created in a unique cross-industry effort that combined
the efforts of over 100 Consumer Electronics, PC-industry and Mobile Device companies from
around the world that worked together with the aim of achieving the world's first substantial
platform for true interoperability between personal computer and consumer electronic devices.
The Interoperability Guidelines provide product developers with a long-term architectural view,
plus specific guidance for IP-networked platforms, devices and applications in the home. The
Interoperability Guidelines will be introduced in phases over several years to accompany the
market adoption of usages and the availability of needed technology and standards.

The Interoperability Guidelines that are the object of this standard are based on an architecture
(see Clause 4) that defines interoperable components for devices and software infrastructure. It
covers physical media, network transports, device discovery and control, media management
and control, media formats, media transport protocols, and remote user interfaces. Table 1
shows a summary of the key functional components and technology ingredients that are covered
by these Interoperability Guidelines.

Table 1 — Key technology ingredients

Functional components Technology ingredients
Connectivity Ethernet*, IEEE 802.11, MoCA, HPNA and Bluetooth
Networking IPv4 Suite
Device Discovery and Control UPnP* Device Architecture v1.0
Media Management and Control UPnP AV and UPnP Printer:1
Media Formats Required and Optional Format Profiles
Media Transport HTTP (Mandatory) and RTP (Optional)

Remote User Interfaces CEA-2014-A

Version Number

For version control, the protocols defined in this standard constitute version 1.5 of the
specifications. Device implementations advertise adherence to the protocols selecting value 1.5
in the fields and flags designed to expose the DLNA protocol version.

Audience

The Interoperability Guidelines are intended for the following audiences:
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e Marketing professionals who specify requirements for home networked media products.
e Developers who design and build home networked media products.
e Quality assurance personnel who test and validate home networked media products.
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DIGITAL LIVING NETWORK ALLIANCE (DLNA) HOME
NETWORKED DEVICE INTEROPERABILITY GUIDELINES -

Part 1: Architecture and protocols

1 Scope
This part of IEC 62481 specifies the core architecture and protocols of DLNA implementations.

The interoperability guidelines consist of five parts covering Architecture and Protocols, Media
Formats, Link Protection, DRM Interoperability Systems and Device Profiles. This part of
IEC 62481 provides vendors with the information needed to build interoperable networked
platforms and devices for the digital home. The necessary standards and technologies are now
available to enable products to be built for networked entertainment centric usages. However,
standards and technologies need to be clarified and options limited to ensure interoperability.
The five parts of the DLNA Home Networked Device Interoperability Guidelines fulfill that role.

2 Normative references

The following documents, in whole or in part, are normatively referenced in this document and
are indispensable for its application. For dated references, only the edition cited applies. For
undated references, the latest edition of the referenced document (including any amendments)
applies.

EC 60169-24, Radio-frequency connectors — Part 24: Radio-frequency coaxial connectors
with screw coupling, typically for use in 75 ohm cable distribution systems (Type F)

IEC 62481-2:2013, Digital Living Network Alliance (DLNA) Guidelines — Part 2: Media format
profiles

IEC 62481-3:2013, Digital Living Network Alliance (DLNA) Guidelines — Part 3: Link protection

ISO/IEC 13818-1:2000, Information technology — Generic coding of moving pictures and
associated audio information: Systems

ISO/IEC 13818-9:1996, Information technology — Generic coding of moving pictures and
associated audio information — Part 9: Extension for real time interface for systems decoders,
International Standards Organization, 1996

ISO/IEC 14977:1996, Information technology — Syntactic metalanguage — Extended BNF

ISO/IEC 29341-1:2011, Information technology — UPnP Device Architecture — Part 1-1: UPnP
Device Architecture Version 1.0

ISO/IEC 29341-3-2, Information technology — UPnP Device Architecture — Part 3-2: Audio
Video Device Control Protocol — Media Renderer Device

ISO/IEC 29341-3-3, Information technology — UPnP Device Architecture — Part 3-3: Audio

Video Device Control Protocol — Media Server Device'

1 In this International Standard also referred to as AVv1. Documents

Document Sharing Hub

Full document details: BS EN 62481-1:2014


http://dx.doi.org/10.3403/00326034U
http://dx.doi.org/10.3403/30291268
http://dx.doi.org/10.3403/30267578
http://dx.doi.org/10.3403/01060443
http://www.avadocuments.com/doc/bs-en-62481-1-2014
http://www.avadocuments.com/doc/bs-en-62481-1-2014

BS EN 62481-1:2014
62481-1 © IEC:2013(E) -13 -

ISO/IEC 29341-3-10:2008, Information technology — UPnP Device Architecture — Part 3-10:
Audio Video Device Control Protocol — Audio Video Transport Service2

ISO/IEC 29341-3-11, Information technology — UPnP Device Architecture — Part 3-11: Audio
Video Device Control Protocol — Connection Manager Service?

ISO/IEC 29341-3-12:2008, Information technology — UPnP Device Architecture — Part 3-12:
Audio Video Device Control Protocol — Content Directory Service?

ISO/IEC 29341-3-13, Information technology — UPnP Device Architecture — Part 3-13: Audio
Video Device Control Protocol — Rendering Control Service?

ISO/IEC 29341-4-2, Information technology — UPnP Device Architecture — Part 4-2: Audio
Video Device Control Protocol — Level 2 — Media Renderer Device3

ISO/IEC 29341-4-3, Information technology — UPnP Device Architecture — Part 4-3: Audio
Video Device Control Protocol — Level 2 — Media Server Device4

ISO/IEC 29341-4-4, Information technology — UPnP Device Architecture — Part 4-4: Audio
Video Device Control Protocol — Level 2 — Audio Video Data Structures®

ISO/IEC 29341-4-10, Information technology — UPnP Device Architecture — Part 4-10: Audio
Video Device Control Protocol — Level 2 — Audio Video Transport Service3

ISO/IEC 29341-4-11, Information technology — UPnP Device Architecture — Part 4-11: Audio
Video Device Control Protocol — Level 2 — Connection Manager Service3

ISO/IEC 29341-4-12:2008, Information technology — UPnP Device Architecture — Part 4-12:
Audio Video Device Control Protocol — Level 2 — Content Directory Service*

ISO/IEC 29341-4-13, Information technology — UPnP Device Architecture — Part 4-13: Audio
Video Device Control Protocol — Level 2 — Rendering Control Service3

ISO/IEC 29341-4-14, Information technology — UPnP Device Architecture — Part 4-14: Audio
Video Device Control Protocol — Level 2 — Scheduled Recording Service3

ISO/IEC 39342-9-1, Information technology — UPnP Device Architecture — Part 9-1: Imaging
Device Control Protocol — Printer Device

ISO/IEC 29341-9-12, Information technology — UPnP Device Architecture — Part 9-12: Imaging
Device Control Protocol — Print Basic Service

ISO/IEC 29341-14-3, Information technology — UPnP Device Architecture — Part 14-3: Audio
Video Device Control Protocol — Level 3 — Media Server Device5

ISO/IEC 29341-14-12, Information technology — UPnP Device Architecture — Part 14-12: Audio
Video Device Control Protocol — Level 3 — Content Directory Service®

SO 3166, Codes for the representation of names of countries and their subdivisions

In this International Standard also referred to as AVv1.
In this International Standard also referred to as AVv2, AVv3.

In this International Standard also referred to as AVv2.
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3 Terms, definitions, symbols and abbreviations

3.1 Terms and definitions

For the purposes of this document, the following terms and definitions apply. Abbreviations used
in this subclause are defined in 3.2.

3.1.1
Authentication
process by which an entity verifies that another entity is who or what it claims to be

EXAMPLES Such entities are: devices, persons, processes.

Note 1 to entry: Authentication for Bluetooth is defined in Bluetooth System as the process of verifying which device
is at the other end of the link. Authentication is performed for devices based on their Bluetooth Address (BD_ADDR).
In Bluetooth this is achieved by the authentication procedure based on the mutually stored link key or by pairing.

3.1.2

Authorization

process of access check to determine whether the authenticated entity has access to the
resource

Note 1 to entry: Authorization for Bluetooth is defined in Bluetooth System as the process of deciding if a device is
allowed to have access to a particular service. This is where the concept of trusted exists. Trusted devices
(authenticated and indicated as "trusted"), are allowed access to services. Untrusted or unknown devices might
require authorization based on user interaction before access to services is granted. This does not exclude the case
where the authorization might be given by an application automatically. Authorization for Bluetooth always includes
authentication.

3.1.3

Background Transfer

media transfer mode where the target content binary is transferred at any rate up to t