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Foreword

The text of document 100/1672/FDIS, future edition 1 of |EC 62514, prepared by IEC TC 100, Audio,
video and multimedia systems and equipment, was submitted to the IEC-CENELEC parallel vote and was
approved by CENELEC as EN 62514 on 2010-07-01.

Attention is drawn to the possibility that some of the elements of this document may be the subject of
patent rights. CEN and CENELEC shall not be held responsible for identifying any or all such patent
rights.

The following dates were fixed:

— latest date by which the EN has to be implemented
at national level by publication of an identical
national standard or by endorsement (dop) 2011-04-01

— latest date by which the national standards conflicting
with the EN have to be withdrawn (dow) 2013-07-01

Annex ZA has been added by CENELEC.

Endorsement notice

The text of the International Standard IEC 62514:2010 was approved by CENELEC as a European
Standard without any modification.

In the official version, for Bibliography, the following note has to be added for the standard indicated:

EC 62455 NOTE Harmonized as EN 62455.
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Annex ZA
(normative)

Normative references to international publications
with their corresponding European publications

The following referenced documents are indispensable for the application of this document. For dated
references, only the edition cited applies. For undated references, the latest edition of the referenced
document (including any amendments) applies.

NOTE When an international publication has been modified by common modifications, indicated by (mod), the relevant EN/HD

applies.

Publication Year Title EN/HD Year
IEC 62481 Series Digital living network alliance (DLNA) home  EN 62481 Series
networked device interoperability guidelines

EC 62481-1 2007 Digital living network alliance (DLNA) home - -

networked device interoperability guidelines -
Part 1: Architecture and protocols

EC 62481-2 - Digital living network alliance (DLNA) home

networked device interoperability guidelines -
Part 2: DLNA media formats

ISO/IEC 14762 2009 Information technology - Functional safety - -
requirements for home and building electronic
systems (HBES)

ISO/IEC 29341 Series Information technology - UPnP Device - -
Architecture

ISO/IEC 29341-1 - Information technology - UPnP Device - -
Architecture -
Part 1: UPnP Device Architecture Version 1.0

ISO/IEC 29341-3  Series Information technology - UPnP Device
Architecture -
Part 3: Audio Video Device Control Protocol

ISO/IEC 15045-1 - Information technology - Home electronic
system (HES) gateway -
Part 1: A residential gateway model for HES

ITU-T G.9960 - Next generation home networking - -
transceivers

UPNnP Forum Series Quality of Service:3 - -

RFC 2663 - IP Network Address Translator (NAT) - -
Terminology and Considerations

RFC 3022 - Traditional IP Network Address Translator - -
(Traditional NAT)

IEEE 802.16 - IEEE Standard for Local and metropolitan - -

area networks —
Part 16: Air Interface for Fixed Broadband
Wireless Access Systems (WiMax)
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INTERNATIONAL ELECTROTECHNICAL COMMISSION

MULTIMEDIA GATEWAY IN HOME NETWORKS -
GUIDELINES

FOREWORD

1) The International Electrotechnical Commission (IEC) is a worldwide organization for standardization comprising
all national electrotechnical committees (IEC National Committees). The object of IEC is to promote international
co-operation on all questions concerning standardization in the electrical and electronic fields. To this end and in
addition to other activities, IEC publishes International Standards, Technical Specifications, Technical Reports,
Publicly Available Specifications (PAS) and Guides (hereafter referred to as “IEC Publication(s)”). Their
preparation is entrusted to technical committees; any IEC National Committee interested in the subject dealt with
may participate in this preparatory work. International, governmental and non-governmental organizations liaising
with the IEC also participate in this preparation. IEC collaborates closely with the International Organization for
Standardization (ISO) in accordance with conditions determined by agreement between the two organizations.

2) The formal decisions or agreements of IEC on technical matters express, as nearly as possible, an international
consensus of opinion on the relevant subjects since each technical committee has representation from all
interested IEC National Committees.

3) IEC Publications have the form of recommendations for international use and are accepted by IEC National
Committees in that sense. While all reasonable efforts are made to ensure that the technical content of IEC
Publications is accurate, IEC cannot be held responsible for the way in which they are used or for any
misinterpretation by any end user.

4) In order to promote international uniformity, IEC National Committees undertake to apply IEC Publications
transparently to the maximum extent possible in their national and regional publications. Any divergence between
any IEC Publication and the corresponding national or regional publication shall be clearly indicated in the latter.

5) IEC itself does not provide any attestation of conformity. Independent certification bodies provide conformity
assessment services and, in some areas, access to IEC marks of conformity. IEC is not responsible for any
services carried out by independent certification bodies.

6) All users should ensure that they have the latest edition of this publication.

7) No liability shall attach to IEC or its directors, employees, servants or agents including individual experts and
members of its technical committees and IEC National Committees for any personal injury, property damage or
other damage of any nature whatsoever, whether direct or indirect, or for costs (including legal fees) and expenses
arising out of the publication, use of, or reliance upon, this IEC Publication or any other IEC Publications.

8) Attention is drawn to the Normative references cited in this publication. Use of the referenced publications is
indispensable for the correct application of this publication.

9) Attention is drawn to the possibility that some of the elements of this IEC Publication may be the subject of patent
rights. IEC shall not be held responsible for identifying any or all such patent rights.

International Standard |[EC 62514 has been prepared by technical area 9: Audio, video and
multimedia applications for end-user network, of IEC technical committee 100: Audio, video and
multimedia systems and equipment.

The text of this standard is based on the following documents:

FDIS Report on voting
100/1672/FDIS 100/1705/RVD

Full information on the voting for the approval of this standard can be found in the report on
voting indicated in the above table.

This publication has been drafted in accordance with the ISO/IEC Directives, Part 2.
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The committee has decided that the contents of this publication will remain unchanged until the
stability date indicated on the IEC web site under "http://webstore.iec.ch" in the data related to
the specific publication. At this date, the publication will be

* reconfirmed,

* withdrawn,

* replaced by a revised edition, or
* amended.

A bilingual version of this publication may be issued at a later date.

IMPORTANT - The 'colour inside’ logo on the cover page of this publication indicates
that it contains colours which are considered to be useful for the correct understanding
of its contents. Users should therefore print this document using a colour printer.
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INTRODUCTION

In a digital home, in order to meet the various requirements of digital living, all kinds of
communication devices (computers, consumer-electrical products etc) are integrated into a
home network. Such a network (comprising home information, entertainment, control services,
etc.) thus forms a system of information exchange with outside networks.

A home network system is a Local Area Network (LAN) connecting such terminal devices as
information devices, communication devices, entertainment devices, household appliances,
meters of gas, water and electricity, health-care equipment, lighting and security systems, etc.
to implement the network management and services and share the resources and services in the
network.

The multimedia services and the management for devices mentioned above can be performed
through a home multimedia gateway.
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MULTIMEDIA GATEWAY IN HOME NETWORKS -
GUIDELINES

1 Scope

This International Standard describes the general guidelines for typical applications of the home
multimedia gateway in home networks supporting IP networking.

This standard specifies recommended functions and services to be supported by the home
multimedia gateway and, where appropriate, refers to existing standards supported in the
market. For general requirements, it is expected that widely adopted standards and
technologies will be considered by implementers.

This standard gives supplementary application to IEC 62481, which specifies a central
management model in home network supporting various interfaces in LAN side and WAN side
(optional).

This standard is applicable to home multimedia gateways in the home network or networks of
similar environment.

2 Normative references

The following referenced documents are indispensable for the application of this document. For
dated references, only the edition cited applies. For undated references, the latest edition of the
referenced document (including any amendments) applies.

IEC 62481 (all parts), Digital living network alliance (DLNA) home networked device
interoperability guidelines

IEC 62481-1:2007, Digital living network alliance (DLNA) home networked device
interoperability guidelines — Part 1: Architecture and protocols

EC 62481-2, Digital living network alliance (DLNA) home networked device interoperability
guidelines — Part 2: Media formats

ISO/IEC 14762, Information technology — Functional safety requirements for home and building
electronic systems (HBES)

ISO/IEC 29341 (all parts), Information technology — UPnP Device Architecture

ISO/IEC 29341-1, Information technology — UpnP Device Architecture — Part 1: UpnP Device
Architecture Version 1.0

ISO/IEC 29341-3 (all Parts 3), Information technology — UpnP Device Architecture — Part 3:
Audio Visual Device Control Protocol

ISO/IEC 15045-1, Information technology — Home electronic system (HES) gateway — Part 1:
A residential gateway model for HES

ITU-T G.9960 /9961/G.hn Next generation home networking transceivers

UPnP Forum: Quality of Service:3 (all parts), http://www.upnp.org/specs/qos/qos3.ocuments
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RFC 2663, IP Network Address Translator (NAT) Terminology and Considerations
RFC 3022, Traditional IP Network Address Translator (Traditional NAT)

IEEE 802.16, IEEE Standard for Local and metropolitan area networks Media Access Control
(MAC) Bridges

3 Terms, definitions and abbreviations
For the purposes of this document, the following terms, definitions and abbreviations apply.

3.1 Terms and definitions

3.11
home multimedia network
high speed network system to transport multimedia information within the home network

3.1.2

home multimedia gateway

HMG

logical device in the home network, which provides such functions as multimedia processing and
home automations, interconnection, QoS and security, etc; it can also connect LAN with outside
networks (for example internet), implementing protocol translation and offer various network
services

3.1.3
home control network
network that transports control information in the home network

3.1.4

home control gateway

provides protocol translation, device management, network management and control services in
a home control network which can be combined with HMG in the form of a physical device

3.1.5

control point

retrieves device and service descriptions, sends actions to services, polls for service state
variables and receives events from Services

NOTE ’Service’ is a term that is also defined in the ISO/IEC 29341 series.

3.1.6
terminal device
devices in the home network that can be controlled and managed by HMG and control point

3.1.7

media receiver

MR

device that receives media contents

NOTE It normally refers to the media content player.

3.1.8

home media receiver

HMRec

device that receives media contents in the home network
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NOTE HMRec should fully support the function of DMR and DMP which are DLNA device classes defined by
EC 62481-1.

3.1.9

media source

MS

device that owns media resources and sends media contents

3.1.10

home media source

HMSou

device that provides media contents in the home network; it can be a media server

NOTE HMSou should fully support the function of DMS and +PU+, which are defined by JEC 62481-1 and
EC 62481-4.

3.1.11

WAN media source
device that provides media contents in the Wide Area Network (WAN)

3.2 Abbreviations

+DN+ Download Controller

+PR+ Printing Controller

+PU+ Push Uploader

+UP+ Upload Controller

AAC Advanced Audio Coding

ADSL Asymmetric Digital Subscriber Line
ANSI American National Standards Institute
ARP Address Resolution Protocol

ATA Analog Telephone Adapter

ATRAC Adaptive Transform Acoustic Coding
AV Audio and Video

AVC Advanced Video Codec

CDS Content Distribution Service

CPU Central Processing Unit

DHCP Dynamic Host Configuration Protocol
DLNA Digital Living Network Alliance

DMC Digital Media Controller

DMR Digital Media Renderer

DMP Digital Media Player

DMPr Digital Media Printer

DNS Domain Name System

DRM Digital Rights Management

DSCP Differentiated Service Code Point
DSL Digital Subscriber Line

DTV Digital Television

EPG Electronic Program Guide

ETH Ethernet

FTP File Transfer Protocol Documents
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GENA General Event Notification Architecture

HMRec Home Media Receiver

HMG Home Multimedia Gateway
HMSou Home Media Source

HTTP Hyper Text Transfer Protocol
ICMP Internet Control Message Protocol
ID Identification

IGD Internet Gateway Device

IGMP Internet Group Management Protocol
IP Internet Protocol

IPTV Internet Protocol Television

ITU International Telecommunication Union
JEPG Joint Photographic Experts Group
LAN Local Area Network

LPCM Linear Pulse Code Modulation
MAC Media Access Control

MIU Media Interoperability Unit

MPEG Moving Picture Experts Group
MR Media Receiver

MRCP MediaRenderer:1 Control Point
MS Media Source

MSCP MediaServer:1 Control Point

NAT Network Address Translation
NAPT Port-Level NAT

NID Network Infrastructure Device
PAN Personal Area Network

PC Personal Computer

QoS Quality of Service

RID Request Identity

RIP Routing Information Protocol
SOAP Simple Object Access Protocol
STB Set Top Box

TCP Transmission Control Protocol
UDP User Datagram Protocol

UpnP Univeral Plug and Play

URI Uniform Resource Identifier

URL Uniform Resource Locator

VDSL Very-high-bit-rate Digital Subscriber Line
VOD Video on Demand

VOIP Voice over Internet Protocol

WAN Wide Area Network

WMS WAN Media Source

WMM Wireless Multimedia Documents
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4 HMG architecture

4.1 Architecture of a home multimedia network

A home multimedia network adopts a multiple levels network topology consisting of two network
segments, i.e. a home multimedia network and a home control sub-network. The home control
sub-network is optional, where appropriate.

The home multimedia network supports the central management mode which can be
functioned by HMG, as well as supporting peer-to-peer mechanism as specified in the
IEC 62481 series. The home multimedia network can access the outside network through an
HMG while the home control sub-network can be connected to the home multimedia network
through a home control sub-network gateway. The devices in a home control sub-network can
intercommunicate and further access outside networks by sub-gateways and HMG.

The typical architecture of a home multimedia system is shown in Figure 1 as follows.

Outside ;Home
network éMuItimedia

Network

OINH

S)YJOM}BU 8pIsino 0} Bale SS800Y

Control Control sub-network 1

......................................................................................
p-gate

Terminal Terminal Control Control
Device 11 Device 1n Point 11 Point Im
Control Control Sub-network n

Terminal Terminal Control Control

Device nl Device nn Point nl Point nm

sz

L Control point 1

Control point x

IEC 1077/10

Figure 1 — Architecture for a home multimedia network
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4.2 HMG architecture
4.2.1 General

From the aspect of functional structure, the HMG provides such functions as multimedia
processing and applications, interconnection, QoS and security, etc. The architecture of the
HMG is shown in Figure 2 below.
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| : D
@ <
£ 3
. Interconnection @
0!

IEC 1078/10

Figure 2 - HMG architecture

4.2.2 AV processing

The HMG shall provide various application services of video and audio in the home multimedia
network. It shall fully support all the functions of MIU (includes MSCP, MRCP), DMPr and
+UP+/+DN+/+PR+, which are defined in |JEC 62481-1 and JEC 62481-2.

4.2.3 Home automation

The HMG can offer local management and remote management as well as various control
services to the devices in the home network.

4.2.4 QoS

HMG should support QoS features in order to transport multimedia contents effectively in the
home network where the HMG is involved.

If HMG supports QoS features, then HMG shall use priority tag of QoS in order to transfer the
multimedia contents that have IEEE 802.1Q User Priority, WMM Access Category or DSCP.

The detailed requirements of QoS shall be compliant with Networking and Connectivity: QoS
requirements in |[EC 62481-1|.
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4.2.5 Security

The HMG shall support DRM, key management, authentication and security to log on outside
networks.

4.2.6 Interconnection

HMG shall support the network management, protocol translation, address assignment,
configuration and management on the home networked devices, in different multimedia
networks.

4.2.7 Interfaces and access

These provide the connection between the home network and outside networks (for example the
Internet) when necessary, which is optional.

The detailed interface and communication protocol requirements on both LAN side and WAN
side are specified in Clause 11. The specific protocol that is to be applied depends on the
application case.

5 Interconnection requirements

5.1 General connection requirements

Where the home multimedia network is an IP network, the requirements for the HMG should be
as follows:

a) HMG shall implement a Dynamic Host Configuration Protocol (DHCP) server in order to
assign IP address to DHCP client in the home network where the HMG is involved.

b) HMG should support Domain Name System (DNS) in order to use device name for better
user experience.

c) Those messages are formatted by using the SOAP HTTP binding, which shall be compliant
with ISO/IEC 29341-1.

d) HMG should collect information with respect to all the devices connected to the home
network by using device description and service description of each device in order to
manage the devices.

e) HMG also should control other devices such as HMRec and HMSou by using appropriate
actions to realize use cases described in this standard.
HMG shall also conform to the following requirements defined and specified in |[EC 62481-1|.

f) HMG shall support a TCP/IP stack that includes IPv4, TCP, UDP, ARP, and ICMP.
g) HMG may also support general capability recommendations and device recommendations.

h) The detailed methods of interconnection shall be compliant with 7.3 of IEC 62481-1:2007
(Device discovery and control).

i) HMG shall support Simple Object Access Protocol (SOAP) header and body elements, and
the messages are delivered via HTTP. The HMG as well as HMSou and HMRec support the
messaging scheme by using GENA protocol to exchange the event information inside the
high-speed system. A control point invokes the action to the device's service in order to
control it and when the action has completed or failed, the service returns any results or
errors of the action.

j)  HMG shall support the detailed methods of device management.
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5.2 Address assignment and resolution

5.21 Address assighment

The HMG shall support the functions of address assignment as follows:

a) HMG shall assign the identifiers to each control sub-network in order to identify different

sub-networks.

b) The control sub-network gateway shall apply for the addresses, which comply for the
higher-level network protocol and are composed of sub-network identifier and network
address, from the HMG.

¢) The HMG shall have the following address assignment functions.

1) The HMG shall support DHCP server to assign the addresses for the devices managed in
the home network. Through a management and configuration interface on the HMG, the
DHCP can be enabled or disabled, and the data such as address pool assignment on the
DHCP can be configured as well.

2) The terminal devices shall also support AutolP in case there is no DHCP server in the
sub-network.
5.2.2 Address resolution

The HMG shall support the functions and requirements of address resolution as follows:

a) Ifthe source devices and destination devices are located in the same control sub-network or
multimedia network, then the HMG shall forward the data packet directly without any
processing.

b) If the source devices and the destination devices are not located in the same control
sub-network or multimedia network, then

1) The source devices shall know the identifier and network address of the control
sub-network or multimedia network in which the destination devices are located.

2) The HMG shall resolve the data packet sent from the source devices and identify the
identifiers and network addresses of the control sub-network or multimedia network in
which the source devices and destination devices are located respectively.

3) The HMG shall confirm the network and address of the destination devices located
according to the identifier and network address of that control sub-network or multimedia
network.

4) The HMG shall confirm the communication protocol of the destination devices from the
device registry.

5) The HMG shall then re-pack the data and send to the destination device in accordance
with the communication protocol confirmed.

c) The HMG shall support the ARP protocol as well.

5.3 Data transfer

The HMG

a) shall support router working mode, bridge working mode or the hybrid working mode of both
router and bridge,

b) shall support the static router in the router working mode,

c) should support the dynamic router and support RIP V1/V2 in the router working mode.

d) shall support NAT and NAPT in accordance with RFC 2663 and RFC 3022 in the bridge
working mode.

e) shall support the transparent bridge protocol in accordance with IEEE 802.1d in the bridge
working mode.
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