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Foreword

The text of document 65E/372/CDV, future edition 1 of , prepared by SC 65E "Devices
and integration in enterprise systems", of IEC/TC 65 "Industrial-process measurement, control and
automation"” was submitted to the IEC-CENELEC parallel vote and approved by CENELEC as
EN 62541-100:2015.

The following dates are fixed:
¢ latest date by which the document has to be implemented at (dop) 2016-01-29
national level by publication of an identical national

standard or by endorsement

e latest date by which the national standards conflicting with (dow) 2018-04-29
the document have to be withdrawn

Attention is drawn to the possibility that some of the elements of this document may be the subject of
patent rights. CENELEC [and/or CEN] shall not be held responsible for identifying any or all such
patent rights.

This document has been prepared under a mandate given to CENELEC by the European Commission
and the European Free Trade Association, and supports essential requirements of EU Directive(s).

Endorsement notice

The text of the International Standard IEC 62541-100:2015 was approved by CENELEC as a
European Standard without any modification.

In the official version, for Bibliography, the following notes have to be added for the standards indicated:
IEC 61131 NOTE Harmonized in EN 61131 series (not modified).

JEC 61499-1:2012 NOTE Harmonized as EN 61499-1:2013 (not modified).

IEC 61784 NOTE Harmonized in EN 61784 series (not modified).
EC 62591 NOTE Harmonized as EN 62591
IEC 62769 NOTE Harmonized in EN 62769 series " (not modified).

1) At draft stage.

Documents

Document Sharing Hub

Full document details: BS EN 62541-100:2015


http://dx.doi.org/10.3403/30283069U
http://dx.doi.org/10.3403/30260815
http://dx.doi.org/10.3403/30260815
http://dx.doi.org/10.3403/30200611U
http://dx.doi.org/10.3403/30200611U
http://www.avadocuments.com/doc/bs-en-62541-100-2015
http://www.avadocuments.com/doc/bs-en-62541-100-2015

Annex ZA
(normative)

BS EN 62541-100:2015
EN 62541-100:2015

Normative references to international publications
with their corresponding European publications

The following documents, in whole or in part, are normatively referenced in this document and are
indispensable for its application. For dated references, only the edition cited applies. For undated
references, the latest edition of the referenced document (including any amendments) applies.

NOTE 1 When an International Publication has been modified by common modifications, indicated by (mod),

the relevant EN/HD applies.

NOTE 2  Up-to-date information on the latest versions of the European Standards listed in this annex is

available here: www.cenelec.eu.

Publication Year
IEC/TR 62541-1 -

-
-
-

IEC 62541-6 -

-

IEC 62541-8 -

Full document details: BS EN 62541-100:2015

Title

OPC unified architecture -
Part 1: Overview and concepts

OPC unified architecture -
Part 3: Address Space Model

OPC unified architecture -
Part 4: Services

OPC unified architecture -
Part 5: Information Model

OPC unified architecture -
Part 6: Mappings

OPC unified architecture -
Part 7: Profiles

OPC Unified Architecture -
Part 8: Data Access

N 62541-3 -

N 62541-4

N 62541-5 -

N 62541-6 -

N 62541- -

O]
i
Q
_|
Py
o
N
1
=

N 62541-8 -

Documents

Document Sharing Hub


http://www.cenelec.eu/advsearch.html
http://dx.doi.org/10.3403/30187446U
http://dx.doi.org/10.3403/30187454U
http://dx.doi.org/10.3403/30187458U
http://dx.doi.org/10.3403/30187464U
http://dx.doi.org/10.3403/30192661U
http://dx.doi.org/10.3403/30187446U
http://dx.doi.org/10.3403/30187454U
http://dx.doi.org/10.3403/30187458U
http://dx.doi.org/10.3403/30187464U
http://dx.doi.org/10.3403/30187468U
http://dx.doi.org/10.3403/30192661U
http://dx.doi.org/10.3403/30187473U
http://www.avadocuments.com/doc/bs-en-62541-100-2015
http://www.avadocuments.com/doc/bs-en-62541-100-2015

BS EN 62541-100:2015

-2- IEC 62541-100:2015 © IEC 2015
CONTENTS
FOREWORD ... et e e e e e e et e e e et e e et e e e e anns 6
1 S ToT0] o 1 Y0P 8
2 ReferenCe dOCUMENES .. iuii ettt 8
3  Terms, definitions, abbreviations and used data types ... 8
3.1 Terms and definitioNs ... ... 8
3.2 A DI EVIAtIONS . e 10
3.3 USEd data fy DS it 10
4 FUNAAMENTAIS . e e 10
4.1 O P C U A e e e e e e 10
4.2 Conventions used in this document.... ..o 11
4.21 Conventions for Node descriptions ..........ccooiiiiiiiiiii e 11
4.2.2 Nodelds and BrowSeNamMES .....c.oouiiiiiiiii e 12
B DEVICE MO e 13
5.1 LT =Y = =Y 13
5.2 TOPOIOGYEIEmMENt Ty PE e e 14
5.3 FUNCHONAIGIOUP TY PO .ot 16
5.4 Identification FUNCLIONAIGrOUD .......iuiii e 18
5.5 UIE M Nt Ty Pe et 19
5.6 DBV CE T Y P e ittt e 19
5.7 Device support information ..o 22
5.7.1 LY 1= = 22
5.7.2 DeViCe TYPE IMaAGE ..o e 23
5.7.3 DoCUMENTAtiON .. . e 23
5.7.4 Protocol sUPPOrt fileS ..ovnieii i 23
5.7.5 0 = T 1= 24
5.8 DeviceSet entry POiNt ... 24
5.9 g o] (o oTo | I N/ o = T 25
T O = 1 o Tod S Y 1= PP 26
5.11  Configurable COMPONENTS .. ..o 28
5.11.1 General pattern ... . e 28
5.11.2 ConfigurableOb et TY P ... u e 28
6  Device vommunication MOdel..... ... 29
6.1 BNl e 29
6.2 N =Y 00 o 30
6.3 CoNNECHIONPOINT ... e e 31
6.4 ConnectsTo and ConnectsToParent ReferenceTypes.........ccooviiiiiiiiiiiniiiineeinns 33
6.5 NetworkSet Object (Mandatory) ... 34
7 Device integration host MOdel ... ... 35
7.1 LT =Y = Y 35
7.2 DeviceTopology ODbJECT . .ouii e 36
7.3 ONNE/OFf NG et 37
7.3.1 GBIl e 37
7.3.2 ISONINE RefEreNCeTYPE ...t 38
8  AddIN Capabilities .....ooei i 39
8.1 L R YT Docu.ments

Document Sharing Hub

Full document details: BS EN 62541-100:2015


http://www.avadocuments.com/doc/bs-en-62541-100-2015
http://www.avadocuments.com/doc/bs-en-62541-100-2015

BS EN 62541-100:2015

IEC 62541-100:2015 © IEC 2015 -3-

8.2 Offline-Online data transfer ... ... 40
8.2.1 D e i NMI 0N L. e 40
8.2.2 TransSTerServiCeS TYPE ..o 40
8.2.3 TransferServices ObJecCt ..o 41
8.2.4 TransferToDevice Method ... 41
8.2.5 TransferFromDevice Method ... ..o 42
8.2.6 FetchTransferResultData Method ..o 43

8.3 o o Ve S 45
8.3.1 L0 2 Y 1= 45
8.3.2 LOCKING S EIVICES TY PO ittt e e eae 45
8.3.3 LockingServices ObjJeCt ... ... 47
8.3.4 MaxInactiveLockTime Property .......cooviiiiiiii e 47
8.3.5 INILOCK Method ... e 48
8.3.6 EXitLOCK Method ..o 48
8.3.7 ReNeWLOCK MethOd. ... ..o 49
8.3.8 BreakLock Method ... 49

9  Specialized topology €leMENTS . ... i 50

9.1 LT =Y = Y 50

9.2 Block Devices (BlockOriented DeviCeTYPe)....ccuuiiiiiiiiiiiiiieiie e 50

9.3 MOAUIAT DEVICES ...t e 51

10 PO IS e 52

O T =Y o 1= =Y 52

10.2  DeViCe Server FaCelS . ... 52

10.3  Device Client Facets ... 53

Annex A (normative) Namespace and MappPinNgsS ...ocuoeiriieiiiitiiee e e e e 55
T o1 ToY o T =1 o o VS 56
Figure 1 — Device MOdel OVEIVIEW ... ... e 13
Figure 2 — Components of the TopologyEIementType ......ooiviiiiiiii e 14
Figure 3 — FUNCHONAIGIOUPTYPE ..ouiiiiie e e 16
Figure 4 — Analyser Device use for FunctionalGroups (UA Companion ADI) .........cccceeeiennin. 17
Figure 5 — PLCopen use for FunctionalGroups (UA Companion PLCopen) ...........ccocevenennnn. 18
Figure 6 — Example of an Identification FunctionalGroup.............cooiiiiiiiiiiiia 19
FIQUIE 7 — DBVICE T Y PO ettt e ettt 20
Figure 8 — Integration of support information within a DeviceType.........ccociiiiiiiiiiiiiiiiiin, 22
Figure 9 — Standard entry point fOr DEVICES ......iuuiiiiiii e 25
Figure 10 — Example of a ProtocolType hierarchy with instances that represent specific
COMMUNICAtION Profiles ... e e 26
Figure 11 — BIOCKTYPE hIErarChy .. ..o e 27
Figure 12 — Configurable component pattern ... 28
Figure 13 — ConfigurableObjeCtTYPe ...ouiiie e 29
Figure 14 — Initial example of a communication topology........ccccieiiiiiiii i 30
FIGUre 15 — NetWOrK T Y D@ .o 30
Figure 16 — Example of ConnectionPointType hierarchy ..........cc.coooiiiiiiiiiiiiiie 31
Figure 17 — ConnectioNPOiNtTYPE ... e 32
Figure 18 — ConnectionPoint USAge........oouiiiiiiii e Docuiients

Document Sharing Hub

Full document details: BS EN 62541-100:2015


http://www.avadocuments.com/doc/bs-en-62541-100-2015
http://www.avadocuments.com/doc/bs-en-62541-100-2015

BS EN 62541-100:2015

-4 - IEC 62541-100:2015 © IEC 2015
Figure 19 — Type hierarchy for ConnectsTo and ConnectsToParent References................... 33
Figure 20 — Example with ConnectsTo and ConnectsToParent References .......................... 34
Figure 21 — Example of an automation system...........ooiiiii 35
Figure 22 — Example of @ DeVvice tOPOIOgY . .. cuiiiniiiii e 36
Figure 23 — Online component for access to device data ............cooiviiiiii i 37
Figure 24 — Type hierarchy for IsOnline Reference ..............cooeeiiiiiiiiiiiiiiiiiiieceecee e 39
Figure 25 — TransferServiCeS Ty P .. e 40
Figure 26 — TransferServiCes ... ... e 41
Figure 27 — LOCKING S EIVICES TY PO . e ittt e e ea e 46
Figure 28 — LOCKINGSEIVICES . ouiiiiiiiiii e e e e e e 47
Figure 29 — Block-oriented Device structure example............c.oooiiiiiiiiii e 50
Figure 30 — Modular Device structure eXxample .........coooiiiiii e 51
Table 1 — DataTypes defined in JEC 6254 1-3. ..o 10
Table 2 — Type definition table ... e 11
Table 3 — Examples Of DataT yPpes . e e 12
Table 4 — TopologyElementType definition ... 15
Table 5 — ParameterSet definition ... 15
Table 6 — MethodSet definition ... .. ..o e 15
Table 7 — FunctionalGroupType definition....... ..o 16
Table 8 — UIElementType definition ... ... 19
Table 9 — DeviceType definition ... e 20
Table 10 — DeviceHealth values ... e 22
Table 11 — DeviceTypelmage definition ... 23
Table 12 — Documentation definition ... ... 23
Table 13 — ProtocolSupport definition ... 23
Table 14 — ImageSet definition .. ... ..o e 24
Table 15 — DeviceSet definition ... ... 25
Table 16 — ProtocolType definition ... ... 26
Table 17 — BlockType definition ... e 27
Table 18 — ConfigurableObjectType definition...... ... 29
Table 19 — NetworkType definition ... e 31
Table 20 — ConnectionPointType definition ... 32
Table 21 — ConnectsTo RefereNCeTYPE . .u.iuiiii e 34
Table 22 — ConnectsToParent ReferenceType ... ..o 34
Table 23 — NetworkSet definition ... ... 34
Table 24 — DeviceTopology definition ... .. ..o e 37
Table 25 — ISONINE REFEIENCETYPE ..o e 39
Table 26 — TransferServicesType definition ... 40
Table 27 — TransferToDevice Method arguments....... ..o 42
Table 28 — TransferToDevice Method AddressSpace definition....................cooin. 42
Table 29 — TransferFromDevice Method arguments ...........coooiiiiiiiiici e 42
Table 30 — TransferFromDevice Method AddressSpace definition ........................... Docutients

Document Sharing Hub

Full document details: BS EN 62541-100:2015


http://dx.doi.org/10.3403/30187454U
http://www.avadocuments.com/doc/bs-en-62541-100-2015
http://www.avadocuments.com/doc/bs-en-62541-100-2015

BS EN 62541-100:2015

IEC 62541-100:2015 © IEC 2015 -5-

Table 31 — FetchTransferResultData Method Arguments.............oooiiiiii 44
Table 32 — FetchTransferResultData Method AddressSpace definition......................coenn. 44
Table 33 — FetchResultDataType Structure ... .. ..o 44
Table 34 — TransferResultError DataType structure ... 44
Table 35 — TransferResultData DataType structure............coooiiiiiiiiii e 45
Table 36 — LockingServicesType definition ... 46
Table 37 — MaxInactiveLockTime Property definition.............coooii 47
Table 38 — InitLock Method ArgumENntS ... ..o e 48
Table 39 — InitLock Method AddressSpace definition .............ocooiiiiiii i, 48
Table 40 — ExitLock Method ArgUmENTS.......coiuiiiii e 49
Table 41 — ExitLock Method AddressSpace definition ... 49
Table 42 — RenewLock Method Arguments ... 49
Table 43 — RenewLock Method AddressSpace definition................oooiiii e, 49
Table 44 — BreakLock Method Arguments. ... ..o 50
Table 45 — BreakLock Method AddressSpace definition ... 50
Table 46 — BaseDevice_Server_Facet definition ..., 52
Table 47 — Deviceldentification_Server_Facet definition ..., 52
Table 48 — BlockDevice_Server_Facet definition ............ccoooiiiiiiiiii e, 52
Table 49 — Locking_Server _Facet definition ... 52
Table 50 — DeviceCommunication_Server_Facet definition ... 53
Table 51 — DevicelntegrationHost_Server_Facet definition .............cccoooii 53
Table 52 — BaseDevice_Client_Facet definition ..o, 53
Table 53 — Deviceldentification_Client_Facet definition ... 53
Table 54 — BlockDevice_Client_Facet definition..............coo e, 54
Table 55 — Locking_Client_Facet definition............cooiiiii e 54
Table 56 — DeviceCommunication_Client_Facet definition .................ccooiii . 54
Table 57 — DevicelntegrationHost_Client_Facet definition.................cooo 54

Documents

Document Sharing Hub

Full document details: BS EN 62541-100:2015


http://www.avadocuments.com/doc/bs-en-62541-100-2015
http://www.avadocuments.com/doc/bs-en-62541-100-2015

BS EN 62541-100:2015
-6- IEC 62541-100:2015 © IEC 2015

INTERNATIONAL ELECTROTECHNICAL COMMISSION

OPC UNIFIED ARCHITECTURE -

Part 100: Device Interface

FOREWORD

1) The International Electrotechnical Commission (IEC) is a worldwide organization for standardization comprising
all national electrotechnical committees (IEC National Committees). The object of IEC is to promote
international co-operation on all questions concerning standardization in the electrical and electronic fields. To
this end and in addition to other activities, IEC publishes International Standards, Technical Specifications,
Technical Reports, Publicly Available Specifications (PAS) and Guides (hereafter referred to as “IEC
Publication(s)”). Their preparation is entrusted to technical committees; any IEC National Committee interested
in the subject dealt with may participate in this preparatory work. International, governmental and non-
governmental organizations liaising with the IEC also participate in this preparation. IEC collaborates closely
with the International Organization for Standardization (ISO) in accordance with conditions determined by
agreement between the two organizations.

2) The formal decisions or agreements of IEC on technical matters express, as nearly as possible, an international
consensus of opinion on the relevant subjects since each technical committee has representation from all
interested IEC National Committees.

3) IEC Publications have the form of recommendations for international use and are accepted by IEC National
Committees in that sense. While all reasonable efforts are made to ensure that the technical content of IEC
Publications is accurate, IEC cannot be held responsible for the way in which they are used or for any
misinterpretation by any end user.

4) In order to promote international uniformity, IEC National Committees undertake to apply IEC Publications
transparently to the maximum extent possible in their national and regional publications. Any divergence
between any IEC Publication and the corresponding national or regional publication shall be clearly indicated in
the latter.

5) IEC itself does not provide any attestation of conformity. Independent certification bodies provide conformity
assessment services and, in some areas, access to IEC marks of conformity. IEC is not responsible for any
services carried out by independent certification bodies.

6) All users should ensure that they have the latest edition of this publication.

7) No liability shall attach to IEC or its directors, employees, servants or agents including individual experts and
members of its technical committees and IEC National Committees for any personal injury, property damage or
other damage of any nature whatsoever, whether direct or indirect, or for costs (including legal fees) and
expenses arising out of the publication, use of, or reliance upon, this IEC Publication or any other IEC
Publications.

8) Attention is drawn to the Normative references cited in this publication. Use of the referenced publications is
indispensable for the correct application of this publication.

9) Attention is drawn to the possibility that some of the elements of this IEC Publication may be the subject of
patent rights. IEC shall not be held responsible for identifying any or all such patent rights.

International Standard JEC 62541-100 has been prepared by subcommittee 65E: Devices and
integration in enterprise systems, of IEC technical committee 65: Industrial-process
measurement, control and automation.

The text of this standard is based on the following documents:

CDhV Report on voting
65E/372/CDV 65E/412/RVC

Full information on the voting for the approval of this standard can be found in the report on
voting indicated in the above table.

This publication has been drafted in accordance with the ISO/IEC Directives, Part 2.

Documents

Document Sharing Hub

Full document details: BS EN 62541-100:2015


http://dx.doi.org/10.3403/30283069U
http://www.avadocuments.com/doc/bs-en-62541-100-2015
http://www.avadocuments.com/doc/bs-en-62541-100-2015

BS EN 62541-100:2015
IEC 62541-100:2015 © IEC 2015 -7-

A list of all parts of the IEC 62541 series, published under the general title , can be found on
the IEC website.

The committee has decided that the contents of this publication will remain unchanged until
the stability date indicated on the IEC web site under "http://webstore.iec.ch" in the data
related to the specific publication. At this date, the publication will be

* reconfirmed,

e withdrawn,

* replaced by a revised edition, or
¢ amended.

IMPORTANT - The 'colour inside' logo on the cover page of this publication indicates
that it contains colours which are considered to be useful for the correct
understanding of its contents. Users should therefore print this document using a
colour printer.
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OPC UNIFIED ARCHITECTURE -

Part 100: Device Interface

1 Scope

This part of IEC 62541 is an extension of the overall OPC Unified Architecture standard series
and defines the information model associated with Devices. This part of IEC 62541 describes
three models which build upon each other as follows:

o the (base) Device Model is intended to provide a unified view of devices irrespective of the
underlying device protocols;

e the Device Communication Model adds Network and Connection information elements so
that communication topologies can be created,;

o the Device Integration Host Model finally adds additional elements and rules required for
host systems to manage integration for a complete system. It allows reflecting the
topology of the automation system with the devices as well as the connecting
communication networks.

2 Reference documents

The following documents, in whole or in part, are normatively referenced in this document and
are indispensable for its application. For dated references, only the edition cited applies. For
undated references, the Ilatest edition of the referenced document (including any
amendments) applies.

IEC TR 62541-1, OPC Unified Architecture — Part 1: Overview and Concepts
, OPC Unified Architecture — Part 3: Address Space Model
OPC Unified Architecture — Part 4: Services

, OPC Unified Architecure — Part 5: Information Model

IEC 62541-6, OPC Unified Architecure — Part 6: Mappings

, OPC Unified Architecure — Part 7: Profiles

IEC 62541-8, OPC Unified Architecure — Part 8: Data Access

NAMUR Recommendation NE107: Self-monitoring and diagnosis of field devices

3 Terms, definitions, abbreviations and used data types

3.1 Terms and definitions

For the purposes of this document, the terms and definitions given in IEC TR 62541-1,
EC 62541-3, and IEC 62541-8 as well as the following apply.

3.1.1
block
functional Parameter grouping entity Documents
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Note 1 to entry: It could map to a function block (see IEC 62769 (all parts), Field Device
Integration (FDI)

) or to the resource parameters of the device itself.

3.1.2
blockMode
mode of operation (target mode, permitted modes, actual mode, and normal mode) for a Block

Note 1 to entry: Further details about Block modes are defined by standard organisations.

3.1.3

Communication Profile

fixed set of mapping rules to allow unambiguous interoperability between Devices or
Applications, respectively

Note 1 to entry: Examples of such profiles are the “Wireless communication network and communication profiles
for WirelessHART” in J[EC 62591 and the Protocol Mappings for OPC UA in IEC 62541-6.

314
Connection Point
logical representation of the interface between a Device and a Network

3.1.5

device

independent physical entity capable of performing one or more specified functions in a
particular context and delimited by its interfaces

Note 1 to entry: See |EC 61499-1.

Note 2 to entry: Devices provide sensing, actuating, communication, and/or control functionality. Examples
include transmitters, valve controllers, drives, motor controllers, PLCs, and communication gateways.

3.1.6
Device Integration Host
Server that manages integration of multiple Devices in an automation system

3.1.7
Device Topology
arrangement of Networks and Devices that constitute a communication topology

3.1.8

fieldbus

communication system based on serial data transfer and used in industrial automation or
process control applications

Note 1 to entry: See IEC 61784.

Note 2 to entry: Designates the communication bus used by a Device.

3.1.9
parameter
variable of the Device that can be used for configuration, monitoring or control purposes

Note 1 to entry: In the information model it is synonymous to an OPC UA DataVariable.

3.1.10
network
means used to communicate with one specific protocol
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3.2 Abbreviations

ADI Analyser Device Integration

CP Communication Processor (hardware module)

CPU Central Processing Unit (of a Device)

DA Data Access

DI Device Integration (the short name for this standard)
UA Unified Architecture

UML Unified Modelling Language

XML  Extensible Mark-up Language

3.3 Used data types

Table 1 describes the DataTypes that are used throughout this document.

Table 1 — DataTypes defined in |EC 62541-3

Parameter Type
Argument
Boolean
Duration
LocalizedText
String

Int32

4 Fundamentals

41 OPCUA

The main use case for OPC standards is the online data exchange between devices and HMI
or SCADA systems using Data Access functionality. In this use case the device data is
provided by an OPC Server and is consumed by an OPC Client integrated into the HMI or
SCADA system. OPC DA provides functionality to browse through hierarchical namespaces
containing data items and to read, write and to monitor these items for data changes. The
classic OPC standards are based on Microsoft COM/DCOM technology for the communication
between software components from different vendors. Therefore classic OPC Server and
Clients are restricted to Windows PC based automation systems.

OPC UA incorporates all features of classic OPC standards like OPC DA, A&E and HDA but
defines platform independent communication mechanisms and generic, extensible and object-
oriented modelling capabilities for the information a system wants to expose.

The OPC UA network communication part defines different mechanisms optimized for
different use cases. The current version of OPC UA is defining an optimized binary protocol
for high performance intranet communication as well as Web Services. It allows adding new
protocols in the future. Features like security, access control and reliability are directly built
into the transport mechanisms. Based on the platform independence of the protocols, OPC
UA Servers and Clients can be directly integrated into devices and controllers.

The OPC UA Information Model provides a standard way for Servers to expose Objects to
Clients. Objects in OPC UA terms are composed of other Objects, Variables and Methods.
OPC UA also allows relationships to other Objects to be expressed.

The set of Objects and related information that an OPC UA Server makes available to Clients
is referred to as its AddressSpace. The elements of the OPC UA Object m&ujﬁents
represented in the AddressSpace as a set of Nodes described by = Attri
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interconnected by References. OPC UA defines eight classes of Nodes to represent
AddressSpace components. The classes are Object, Variable, Method, ObjectType,
VariableType, DataType, ReferenceType and View. Each NodeClass has a defined set of
Attributes.

This standard makes use of almost all OPC UA NodeClasses.

Objects are used to represent real-world entities such as Devices and (communication)
Networks as well as software entities such as Blocks. An Object is associated to a
corresponding ObjectType that provides definitions for that Object.

Variables are used to represent values. Two categories of Variables are defined, Properties
and DataVariables.

Properties are Server-defined characteristics of Objects, DataVariables and other Nodes.
Properties are not allowed to have Properties defined for them. Examples for Properties of
Objects are the device serial number and the block tag.

DataVariables represent the contents of an Object. DataVariables may have component
DataVariables. This is typically used by Servers to expose individual elements of arrays and
structures. This standard uses DataVariables to represent the Parameters of both Blocks and
Devices.

4.2 Conventions used in this document
4.21 Conventions for Node descriptions

Node definitions are specified using tables (see Table 2).

Table 2 — Type definition table

Attribute Value
Attribute name Attribute value. If it is an optional Attribute that is not set “--* will be used.
References NodeClass BrowseName DataType |TypeDefinition ModellingRule
ReferenceType NodeClass of |BrowseName of the  |Attributes of the referenced Node, only Referenced
name the target Node. If the applicable for Variables and Objects. ModellingRule of
TargetNode. |Reference is to be the referenced
instantiated by the Object.
server, then the value
of the target Node’s
BrowseName is “--“.

NOTE Notes referencing footnotes of the table content.

Attributes are defined by providing the Attribute name and a value, or a description of the
value.

References are defined by providing the ReferenceType name, the BrowseName of the
TargetNode and its NodeClass.

o If the TargetNode is a component of the Node being defined in the table the Attributes
of the composed Node are defined in the same row of the table.

e The DataType is only specified for Variables; “[<number>]" indicates a single-
dimensional array, for multi-dimensional arrays the expression is repeated for each
dimension (e.g. [2][3] for a two-dimensional array). For all arrays the ArrayDimensions
is set as identified by <number> values. If no <number> is set, the corresponding
dimension is set to 0, indicating an unknown size. If no number is provided at all the
ArrayDimensions can be omitted. If no brackets are provided, it identifigs
DataType and the ValueRank is set to the corresponding value (sco
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addition, ArrayDimensions is set to null or is omitted. If it can be Any or
ScalarOrOneDimension, the value is put into “{<value>}’, so either “{Any}’ or

“iScalarOrOneDimension}”. The ValueRank is set to the corresponding value (see
EC 62541-3) and the ArrayDimensions is set to null or is omitted. In Table 3 examples

are given.
Table 3 — Examples of DataTypes
Notation Data- Value- |ArrayDimensions |Description
Type Rank

Int32 Int32 -1 omitted or NULL  |A scalar Int32

Int32[] Int32 1 omitted or {0} Single-dimensional array of Int32 with an unknown
size

Int32[][] Int32 2 omitted or {0,0} Two-dimensional array of Int32 with unknown sizes
for both dimensions

Int32[3][] Int32 2 {3,0} Two-dimensional array of Int32 with a size of 3 for
the first dimension and an unknown size for the
second dimension

Int32[5][3] Int32 2 {5,3} Two-dimensional array of Int32 with a size of 5 for
the first dimension and a size of 3 for the second
dimension

Int32{Any} Int32 -2 omitted or NULL  [An Int32 where it is unknown if it is scalar or array
with any number of dimensions

Int32{ScalarOrOneDimension} |Int32 -3 omitted or NULL  [An Int32 where it is either a single-dimensional array
or a scalar

e The TypeDefinition is specified for Objects and Variables.

e The TypeDefinition column specifies a Nodeld of a TypeDefinitionNode, i.e. the
specified Node points with a HasTypeDefinition Reference to the corresponding
TypeDefinitionNode. The symbolic name of the Nodeld is used in the table.

e The ModellingRule of the referenced component is provided by specifying the symbolic
name of the rule in the ModellingRule column. In the AddressSpace, the Node shall
use a HasModellingRule Reference to point to the corresponding ModellingRule Object.

If the Nodeld of a DataType is provided, the symbolic name of the Node representing the
DataType shall be used.

If no components are provided, the DataType, TypeDefinition and ModellingRule columns may
be omitted and only a Comment column is introduced to point to the Node definition.

Components of Nodes can be complex, i.e. contain components by themselves. The
TypeDefinition, NodeClass, DataType and ModellingRule can be derived from the type
definitions, and the symbolic name can be created as defined in 4.2.2.1. Therefore those
containing components are not explicitly specified; they are implicitly specified by the type
definitions.

4.2.2 Nodelds and BrowseNames
4.2.2.1 Nodelds

The Nodelds of all Nodes described in this document are only symbolic names. Annex A
defines the actual Nodelds.

The symbolic name of each Node defined in this document is its BrowseName, or, when it is
part of another Node, the BrowseName of the other Node, a “.”, and the BrowseName of itself.
In this case “part of” means that the whole has a HasProperty or HasComponent Reference to
its part. Since all Nodes not being part of another Node have a unique name in this document,

the symbolic name is unique.
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The namespace for this standard is defined in Annex A. The Namespacelndex for all Nodelds
and BrowseNames defined in this standard is server specific and depends on the position of
the namespace URI in the server namespace table.

4.2.2.2 BrowseNames

The text part of the BrowseNames for all Nodes defined in this standard is specified in the
tables defining the Nodes. The Namespacelndex for all BrowseNames defined in this standard
is server specific and depends on the position of the namespace URI in the server namespace
table.

5 Device model

5.1 General

Figure 1 depicts the main ObjectTypes of the base Device model and their relationship. The
drawing is not intended to be complete. For the sake of simplicity only a few components and
relations were captured so as to give a rough idea of the overall structure.

BaseVariableType BaseObject Type OPC-UA
OPC UA Part 5 OPC UA Part 5
FolderType
OPC UA Part 5 ﬁ ﬁ
I I
]
il EEEEs) OPC-UA Devices
Methods
TopologyElementType
Configurable Functional
ObjectType : : Groups

BlockType DeviceType ProtocolType
AN

Modular Block Examples
Devices Devices

FF or PROFI Linking Device HART
RemotelO i

Block Device

| FF [ PROFI |

-~

IEC

Figure 1 — Device model overview

The boxes in this drawing show the ObjectTypes used in this standard as well as some
elements from other standards that help understand some modelling decisions. The upper
grey box shows the OPC UA core ObjectTypes from which the TopologyElementType and
ProtocolType are derived. The grey box in the second level shows the main ObjectTypes that
this standard introduces. The components of those ObjectTypes are illustrated only in an
abstract way in this overall picture.

The grey box in the third level shows real-world examples as they will be used in products and
plants. In general, such subtypes are defined by other organizations.

The TopologyElementType is the base ObjectType for elements in a device topology. It
introduces Parameters and Methods. This standard also defines a functional grouping concept
to provide alternative viewpoints.

Documents

Document Sharing Hub

Full document details: BS EN 62541-100:2015


http://www.avadocuments.com/doc/bs-en-62541-100-2015
http://www.avadocuments.com/doc/bs-en-62541-100-2015

BS EN 62541-100:2015
- 14 - IEC 62541-100:2015 © IEC 2015

The DeviceType ObjectType provides a general type definition for any Device. Devices — in
addition to Parameters and Methods — may support subdevices and may support Blocks.
Blocks are typically used as means to organise the functionality within a Device. Specific
types of Blocks will be specified by the various field communication foundations.

A ProtocolType ObjectType represents a specific communication/FieldBus protocol
implemented by a certain TopologyElement. Examples are FFBusType, HARTBusType, or
PROFIBUS/PROFINETType.

The ConfigurableObjectType is used as a general means to create modular topology units. If
needed an instance of this type will be added to the head object of the modular unit. Modular
Devices, for example, will use this ObjectType to organise their Modules. Block-oriented
Devices use it to expose and organise their Blocks.

5.2 TopologyElementType

This ObjectType defines the basic information components for all configurable elements in a
device topology. It introduces ParameterSet, MethodSet, and FunctionalGroups. Figure 2
shows the TopologyElementType. It is formally defined in Table 4.

‘ BaseOb/ectTyIOf;§ ‘ BaseVariableType

| T
FolderType C UlElementType )
TopologyElement
Type
FunctionalGroupType

————— - BaseObjectType: ——— — — — — — — — — — — — — — — — - — — — — — —— — — — — = =
"| ParameterSet

BaseDataVariable Type:
<Parameterldentifier> Organizes

BaseObjectType:

MethodSet
<Methodldentifier>

FunctionalGroupType: 0.1

< ifier>
Groupldentifier. UlElementType:
o.n UlElement

0..1 LockingServicesType:
Lock

IEC

Figure 2 — Components of the TopologyElementType

All elements in a topology may have Parameters and Methods. If such an element has
Parameters they are kept in an Object called “ParameterSet’ as a flat list of Parameters. If it
has Methods they are kept the same way in an Object called “MethodSet’. FunctionalGroups
can be used to organise the Parameters and Methods to reflect the structure of the
TopologyElement. The same Parameter or Method might be referenced from more than one
FunctionalGroup. Each group may reference an optional user interface for the represented
functionality. FunctionalGroups are specified in 5.3.
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e Rule for all Methods organised in FunctionalGroups:

Since Methods are components of the MethodSet Object, Clients have to specify the
Nodeld of the MethodSet instance in the Objectld argument of the Call Service.

Parameters are modelled with OPC UA DataVariable nodes. A Parameter can be an instance
of BaseDataVariableType (defined in ) or any sub-type defined by OPC UA or
other standard organisations. Some of the most common VariableTypes (DataltemType,
AnalogltemType, and DiscreteltemTypes) are defined in IEC 62541-8. In this standard, the
term Parameter is used generically — regardless of VariableType.

The TopologyElement ObjectType is formally defined in Table 4

Table 4 — TopologyElementType definition

Attribute Value

BrowseName TopologyElementType

IsAbstract True

References NodeClass  |BrowseName |DataType |TypeDefinition [ModellingRule
Subtype of the BaseObjectType defined in JEC 62541-§

HasSubtype ObjectType DeviceType Defined in 5.3

HasSubtype ObjectType BlockType Defined in 5.10

HasComponent Object ParameterSet BaseObjectType Optional
HasComponent Object MethodSet BaseObjectType Optional
HasComponent Object <Groupldentifier> FunctionalGroupType |OptionalPlaceHolder
HasComponent Object Identification FunctionalGroupType |Optional
HasComponent Object Lock LockingServicesType |Optional

The TopologyElementType is abstract. There will be no instances of a TopologyElementType
itself, but there will be instances of sub-types of this type. In this standard, the term
TopologyElement generically refers to an instance of any ObjectType derived from the
TopologyElementType.

ParameterSet gathers the references to all Parameters that are exposed to the Client. The
ParameterSet is mandatory if Parameters exist for a TopologyElement. The “ParameterSet”
Object is formally defined in Table 5.

Table 5 — ParameterSet definition

Attribute Value

BrowseName ParameterSet

References NodeClass |BrowseName TypeDefinition ModellingRule
HasTypeDefinition ObjectType BaseObjectType

HasComponent Variable <Parameterldentifier> |BaseDataVariableType MandatoryPlaceholder

MethodSet gathers the references to all Methods that are exposed to the Client. The
“MethodSet” Object is formally defined in Table 6.

Table 6 — MethodSet definition

Attribute Value

BrowseName MethodSet

References NodeClass BrowseName TypeDefinition ModellingRule
HasTypeDefinition ObjectType BaseObjectType

HasComponent Method <Methodldentifier> MandatoryPlaceholder
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