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Foreword

The text of document 56/1476/FDIS, future edition 1 of IEC 62551, prepared by IEC/TC 56
"Dependability" was submitted to the IEC-CENELEC parallel vote and approved by CENELEC as
EN 62551:2012.

The following dates are fixed:

e latest date by which the document has (dop) 2013-08-06
to be implemented at national level by
publication of an identical national
standard or by endorsement

¢ latest date by which the national (dow) 2015-11-06
standards conflicting with the
document have to be withdrawn

Attention is drawn to the possibility that some of the elements of this document may be the subject of
patent rights. CENELEC [and/or CEN] shall not be held responsible for identifying any or all such
patent rights.

Endorsement notice

The text of the International Standard IEC 62551:2012 was approved by CENELEC as a European
Standard without any modification.

In the official version, for Bibliography, the following notes have to be added for the standards indicated:

IEC 61508 Series NOTE Harmonised as EN 61508 Series (not modified).
[EC 61508-4:2010 NOTE Harmonised as (not modified).
[EC 61508-1:2010 NOTE Harmonised as (not modified).
NOTE Harmonised as (not modified).
NOTE Harmonised as (not modified).

JEC 60812:2006

EC 61025:2004 NOTE Harmonised as EN 61025:2007 (not modified).
EC 61078:2004 NOTE Harmonised as EN 61078:2004 (not modified).
JEC 61511-3:2003 NOTE Harmonised as EN 61511-3:2004 (not modified).

EC 61703:2001 NOTE Harmonised as EN 61703:2002 (not modified).
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Annex ZA
(normative)

Normative references to international publications
with their corresponding European publications

The following documents, in whole or in part, are normatively referenced in this document and are
indispensable for its application. For dated references, only the edition cited applies. For undated
references, the latest edition of the referenced document (including any amendments) applies.

NOTE When an international publication has been modified by common modifications, indicated by (mod), the relevant EN/HD

applies.
Publication Year Title EN/HD Year
1990 International Electrotechnical Vocabulary - -
(C“ii;/;))t-er 191: Dependability and quality
of service
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INTRODUCTION

This International Standard provides a basic methodology for the representation of the basic
elements of Petri nets (PNs) [1]1 and provides guidance for application of the techniques in
the dependability field.

The inherent power of Petri net modelling is its ability to describe the behaviour of a system
by modelling the relationship between local states and local events. Against this background,
Petri nets have gained widespread acceptance in many industrial fields of application (e.g.
information, communication, transportation, production, processing and manufacturing and
power engineering).

The conventional methods are very limited when dealing with actual industrial systems
because they are neither able to handle multi-state systems, nor able to model dynamic
system behaviour (e.g. fault tree or reliability Block diagrams), and can be subject to the
combinatory explosion of the states to be handled (e.g. Markov process). Therefore,
alternative modelling and calculating methods are needed.

Dependability calculations of an industrial system intend to model the various states of the
system and how it evolves from one state to another when events (failures, repairs, periodic
tests, night, day, etc.) occur.

Reliability engineers need a user-friendly graphical support to achieve their models. Due to
their graphical presentation, Petri nets are a very promising modelling technique for
dependability modelling and calculations.

Analytical calculations are limited to small systems and/or by strong hypothesis (e.g.
exponential laws, low probabilities) to be fulfilled. A qualitative increase is needed to deal with
industrial size systems. This may be done by going from analytical calculation to Monte Carlo
simulation.

This standard aims at defining the consolidated basic principles of the PNs in the context of
dependability and the current usage of Petri net PN modelling and analysing as a means for
qualitatively and quantitatively assessing the dependability and risk-related measures of a
system.

1 Figures in square brackets refer to the bibliography. Documents
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ANALYSIS TECHNIQUES FOR DEPENDABILITY -
PETRI NET TECHNIQUES

1 Scope

This International Standard provides guidance on a Petri net based methodology for
dependability purposes. It supports modelling a system, analysing the model and presenting
the analysis results. This methodology is oriented to dependability-related measures with all
the related features, such as reliability, availability, production availability, maintainability and
safety (e.g. safety integrity level (SIL) [2] related measures).

This standard deals with the following topics in relation to Petri nets:

a) defining the essential terms and symbols and describing their usage and methods of
graphical representation;

b) outlining the terminology and its relation to dependability;

c) presenting a step-by-step approach for
1) dependability modelling with Petri nets,

2) guiding the usage of Petri net based techniques for qualitative and quantitative
dependability analyses,

3) representing and interpreting the analysis results;
d) outlining the relationship of Petri nets to other modelling techniques;
e) providing practical examples.

This standard does not give guidance on how to solve mathematical problems that arise when
analysing a PN; such guidance can be found in [3] and [4].

This standard is applicable to all industries where qualitative and quantitative dependability
analyses is performed.

2 Normative references

The following documents, in whole or in part, are normatively referenced in this document and
are indispensable for its application. For dated references, only the edition cited applies. For
undated references, the latest edition of the referenced document (including any
amendments) applies.

IEC 60050-191:1990, International Electrotechnical Vocabulary — Chapter 191: Dependability
and quality of service

3 Terms, definitions, symbols and abbreviations

For the purposes of this document, the terms and definitions given in |JEC 60050-191, as well
as the following terms and definitions, apply.

3.1 Terms and definitions

3.11

component

constituent part of a device which cannot be physically divided into smaller parts without

losing its particular function Documents

Document Sharing Hub

Full document details: BS EN 62551:2012


http://dx.doi.org/10.3403/00254635
http://dx.doi.org/10.3403/00254635U
http://www.avadocuments.com/doc/bs-en-62551-2012
http://www.avadocuments.com/doc/bs-en-62551-2012

BS EN 62551:2012
62551 © IEC:2012 -9 -

[SOURCE: IEC 60050-151:2001, 151-11-21] [5]

3.1.2
event
something that happens in time

Note 1 to entry: In pure physics, an event is considered as a point in space-time.

[SOURCE: |[EC 60050-111, Amendment 1:2005, 111-16-04] [6]

3.1.3

system

set of interrelated elements considered in a defined context as a whole and separated from
their environment

Note 1 to entry: A system is generally defined with the view of achieving a given objective, e.g. by performing a
definite function.

Note 2 to entry: Elements of a system may be natural or man-made material objects, as well as modes of thinking
and the results thereof (e.g. forms of organization, mathematical methods, programming languages).

Note 3 to entry: The system is considered to be separated from the environment and the other external systems
by an imaginary surface, which cuts the links between them and the system.

Note 4 to entry: The term ‘system’ should be qualified when it is not clear from the context to what it refers, e.g.
control system, colorimetric system, system of units, transmission system.

[SOURCE: IEC 60050-351:2006, 351-21-20] [7]

3.1.4

safety integrity level

SIL

discrete level (one out of a possible four) corresponding to a range of safety integrity values,
where safety integrity level 4 has the highest level of safety integrity and safety integrity
level 1 has the lowest

Note 1 to entry: The target failure measures (see 3.5.17 of |EC 61508-4:201() [8] for the four safety integrity
EC 61508-1:201d0

levels are specified in Tables 2 and 3 of [9].

[SOURCE: |[EC 61508-4:1994, 3.5.8, modified]

3.1.5

Petri net

PN

bipartite graph with two kinds of nodes, places and transition, and directed arcs, to model
local states and local events, respectively

Note 1 to entry: Petri-net are often used to model the behaviour of distributed systems.

3.1.6
directed arc
oriented connection of a pair of nodes depicted by a line with arrow

Note 1 to entry: In general, the arcs in Petri nets are directed. They can only connect two different types of
nodes.

Note 2 to entry: In addition to directed arcs. alternative representations exist.

3.1.7
place
type of node in a Petri-net to model local states or conditions

Documents
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3.1.8
transition
type of node in a Petri-net to model local events, i.e. state changes

3.1.9
transition type
type of transition modelling a particular event of a group of events belonging to a given class

Note 1 to entry: In general, there exist various types of transitions in a Petri-net, e.g. to model causal events, to
model events taking place after a certain time delay, etc.

3.1.10
supernode
type of node in a Petri-net to hide subnets, especially used in models with hierarchies

3.1.11
superarc
type of arc in a Petri-net that hides the various connections of two supernodes

Note 1 to entry: These two supernodes hide two subnets that may be connected with various kinds of arcs.

3.1.12

reachability graph

RG

state transition diagram, representing the behaviour of a system

Note 1 to entry: The reachability graph may be generated on the basis of a Petri-net with an initial marking.

3.1.13
marking
graphical representation of the state of the system that is modelled by a Petri-net

3.2 Symbols and abbreviations

NOTE The graphical representation of a Petri net requires symbols, identifiers and labels which should be used in
a consistent manner. A collection of commonly used graphical representations is given in Table 1, Table 2 and
Table 3.

The following symbols in Table 1 are recommended in untimed Petri nets. The label ‘n’ of the
normal arc specifies an integer value.

Table 1 — Symbols in untimed Petri nets

identifier | identifier | identifier L - °
e . -,
O | | (weight)| (normal) arc e
—
,,,,,,,,,,,,,,,,,, O
Place symbol, | Transition Transition Relation Relation Relation Token
also used for symbol symbol with a symbols — symbols — symbols — symbol
multiple transition normal arcs test arcs inhibitor arcs
places weight
There are various possibilities to draw test- and inhibitor-arcs. The token symbol is not a symbol of the static structure
of the net but is used to symbolize the flow of information.
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Table 2 — Additional symbols in timed Petri nets

Type of transition
Deterministic Stochastic
Delay is Delay is d Exponentially or Arbitrarily distributed
zero geometrically
distributed
Parameter d A & Arbitrary distribution
Z
Symbol /
NOTE In case of deterministic transitions, a Dirac distribution is often used. Furthermore, the parameters of timed

transition may be state- or time-dependent.

Table 3 — Symbols for hierarchical modelling

Identifier

Identifier Identifier

)
N

Superplace symbol

Supertransition
symbol

Supernode symbol

Superarc symbol

Note that the symbol of a ‘superarc’ does not have a direction, because it may substitute more
than one arc with different directions.

Abbreviation

Meaning

CDF Cumulative distribution function
ETA Event tree analysis
Dz Danger zone
FME(C)A Failure, mode, effects (and criticality) analysis
FTA Fault tree analysis
HR Hazard rate
LC Level crossing
MTBF Mean time between failures
MTTF Mean time to failure
PN Petri net
RBD Reliability block diagram
RG Reachability graph
SIL Safety integrity level

Impulse reward

r

Rate reward

Full document details: BS EN 62551:2012
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4 General description of Petri nets

4.1 Untimed low-level Petri nets

Petri nets (PNs) are graphs in which active and passive nodes are differentiated. The passive
elements are called places; they model local states or conditions for example, and are marked
with tokens if the local state is fulfilled. The active elements are called transitions. They model
the possible changes from one state to another (e.g. the potential events that may occur).
Places and transitions may be called nodes. The causal relations between the phenomena
represented by places and transitions are explicitly described through various kinds of
directed arcs that connect these nodes (see the basic symbols of a Petri net in Table 1 and
Clause A.1 for an introduction to PNs). Inhibitor arcs can only connect preset places with
transitions in their postset (see A.1.2).

A transition is enabled, if all its preset places that are connected with it by normal arcs or test
arcs are marked with a sufficient number of tokens and if all its preset places that are
connected with it by inhibitor arcs are unmarked. The number of tokens that are sufficient for
the enabling of a transition is annotated to the arc. In general, this annotation can be marking
dependent (see [3]). See 4.4 for commonly used generalizations of these concepts.

If a transition is enabled, it may fire, i.e. it may change the marking of the model. The firing of
a transition only changes the marking of places that are connected with it by normal arcs:
firing leads to absorbing tokens from corresponding places in its preset and to the production
of tokens in its postset. The number of tokens that is absorbed and produced is specified by
the arc label. If no arc label is given, the number is one.

That means that the places, transitions and arcs form the static elements and relations of a
system, whereas the tokens may be produced or may vanish according to the states of the
modelled system.

The reachability graph of a PN consists of all the global markings that can be reached from an
initial marking through an arbitrary sequence of transition firings. In this graph, a node
represents an individual global marking and each arc represents the firing of a transition that
transforms one global marking to another.

PNs may be non graphically represented by incidence matrices. If T is the set of transitions
and P is the set of places, then the incidence matrix is of dimension |P|x|7|. For every
transition, the changing of the global marking due to firing is specified in a corresponding
column.

4.2 Timed low-level Petri nets

In timed PN, both untimed as well as timed transitions may be used. In order to fire, a timed
transition shall be enabled for a specific time duration. This duration may be deterministic or
stochastic, depending on the transition-specific distribution function (cumulative distribution
function — CDF) and the corresponding parameters. If two or more transitions are enabled at
the same time, then the firing of transitions is determined by a further specification of the
transition, i.e. the ‘preselection policy’ or the ‘race policy’. In addition, choices about
execution policy and memory policy, aside from the firing time distributions, shall be specified
([3]). After this duration has elapsed, the transition is allowed to fire. Table 2 shows the
commonly used transitions in timed PNs.

Corresponding to the specific type of a timed transition, it may be attributed by a time
parameter that specifies the fixed firing duration (transitions with deterministic firing time), the
constant firing rate (transitions with exponential or geometric distributed firing times) or the
probability distribution with its parameters (transitions with arbitrary distributed firing times).
Note that untimed transitions are a particular case of fixed firing duration transitions with a
deterministic delay of zero.
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As in the untimed case, the RG of a timed PN consists of nodes representing global markings
and of arrows, representing the firing of transitions. In addition to the untimed RG, the RG of a
timed net shall take the specific parameters of the transitions into account.

4.3 High-level Petri nets

In high-level Petri nets, a marking consists of individual, distinguishable tuples instead of
anonymous, black tokens. Thus, the tuples not only model the fulfillment of conditions or the
existence of states, but also the information itself. Against this background, the arc labels can
be formulated as a function of the existing information. Such a modelling support leads to
compact and intuitive models, even for complex systems. As the methodology presented in
this standard does not depend on these possibilities, for high-level PNs see |SO/IEC 15909-1|
[10].

4.4 Extensions of Petri nets and modelling with Petri nets

NOTE When modelling with PNs, some commonly used notations, extensions and denotations are introduced in
this subclause.

4.4.1 Further representations of Petri net elements
4411 General

In addition to the symbols that have been introduced in Table 1 the following symbols and
concepts for weighted inhibitor arcs, multiple places and global variables are also commonly
used.

4.4.1.2 Weighted inhibitor arcs

As for normal arcs, inhibitor arcs can be weighted, see Figure 1.

G
D t
IEC 1724/12

Figure 1 — Weighted inhibitor arc

Transition ¢ in Figure 1 is enabled, only if the number of tokens on place p is lower than .
Note, that the marking shall actually be lower, if there are n tokens on place p, transition 7 is
not enabled.

To improve the readability of complex nets, especially when modelling industrial sized
systems, various additional concepts are commonly used.

4.41.3 Multiple places

If the same place appears multiple times in a net, these places are called ‘multiple places’,
“repeated places’ or ‘fusion places’. In doing so, the modular structure of a model can be
revealed. As multiple places are just identical copies of each other, their marking is the same
in every marking of the net.
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p t p

IEC 1725/12

Figure 2 — Place p is a multiple place

p 4 p

IEC 1726/12
Figure 3 — Marking on p after firing of transition ¢

4.41.4 Global variables

The use of global variables is similar to that of multiple places. The activation of a transition
can be conditioned on the value of global variables or predicates. In addition, firing such a
transition may change the value of global variables through the use of assertions and

predicates.
: j a4 I!ﬁV : j
p t q

IEC 1727/12

Figure 4 — The activation of # depends on the value of V'

In the net in Figure 4, transition ¢ in the depicted state is only enabled, if the global variable
is true (7 is a ‘reading’ operator, i.e. ?V serves as guard, reading the value of the global
variable V). Firing ¢ will mark place ¢, unmark place p and set V to false (! is a ‘writing’
operator, i.e. | =V sets the value of the global variable V to false: —}V means ‘not V). In this
context, one often speaks of ‘read’ and ‘write’ actions or of assertions.

4.4.2 Relationship to the concepts of dependability

Petri nets of industrial size are often modularized in various communicating sub-Petri nets,
see e.g. [11] and [12].

In the context of dependability, local events, such as failures or repairs, can be modelled by
transitions, and local states, such as faults, can be modelled by places. Therefore, the name
associated with every node primarily represents the corresponding dependability feature and
indicates the related device, if required. If the concepts of PNs are interpreted in this way, one
can speak of ‘dependability interpreted PNs’.

Table 4 gives an overview of corresponding concepts between systems in general, Petri nets
and concepts of dependability. It does not include all possible interpretations of failures or
faulty states.
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Table 4 — Corresponding concepts in systems, Petri nets and dependability

Aspect System Petri net Dependability
Dynamic Event Transition Failure Repair
Static Local state Place Faulty Operating

NOTE Failure and repair are only examples of events relating to dependability; faulty and operating are only
examples of states relating to dependability, further examples are first failure or degraded failures and states.
These concepts may be used as a basis to calculate e.g. the average production availability.

5 Petri net dependability modelling and analysis

5.1 The steps to be performed in general

The analysis of a system requires in general an adequately detailed model of that system.
The required level of detail depends on the analyses that are to be performed. Generally
systems are too complex to be modelled on a detailed level in their entirety in only one step.
Therefore, modelling shall be performed iteratively, starting with a rough textual description
and ending in a detailed, formal model. The analysis results that are gained on the basis of
the model shall be represented in a user-friendly way, and shall be interpreted against the
background of the analysis task (see Figure 5).

analysis
. task

ihﬂuences

modeling ¢~ analysis epresenting
methods methods methods

IEC 1728/12

Figure 5 — Methodology consisting mainly of ‘modelling’,
‘analysing’ and ‘representing’ steps

Figure 6 depicts the main steps in dependability modelling and analysing with PNs. Although
seemingly a straightforward process, the analyst has to bear in mind, that modelling in
general is very much an iterative process. Step 3 in particular, ‘Refining the model’, will need
several iterations.

4L J L |

Step 1: Step 2: Step 3: Step 4: Step 5:
Describing the Modeling the Refining the Analyzing the Representing
main parts and structure of the model of step 2 model to achieve and Interpreting

functions of the system on the until the required the results of the results of
system textually basis of PN- level of detail is interest step 4

submodels achieved

IEC 1729/12

Document steps 1 through 5

Figure 6 — Process for dependability modelling and analysing with Petri nets
Step 1: Describing the main parts of the system by conventional means of descrli:;tion, e.g.

textually, with tables and figures etc. (see 5.2.2). ocuments
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Step 2: Modelling the structure of the system on the basis of PN submodels and their
relations, and documenting that model (see 5.2.3).

A system often consists of two main subsystems:

a) the plant, i.e. the operational subsystem which has to be controlled;
b) the control, i.e. the subsystem which serves to control the plant.

Step 3: Refining the model of Step 2 until the required level of detail is achieved and
documenting that refined model (see 5.2.4).

A PN notation of the system of Step 2 including the subsystems shall be provided.

The required level of detail is reached when all the information that is necessary for the
analyses is included in the model.

Step 4: Analysing the model to achieve the results of interest and documenting the analyses
(see 5.2.5).

Step 5: Representing and interpreting the results of the analyses and documenting that
representation (see 5.2.6).

If the results are not of adequate or required quality further (sub-) models may have to be
added (return to Step 2) or existing (sub-) models may have to be refined (return to Step 3).

All individual steps and their results shall be continuously documented.

5.2 Steps to be performed in detail
5.21 General

In this subclause, the steps are described in more detail. In each step, the work that has been
performed in that step shall be documented.

5.2.2 Description of main parts and functions of the system (Step 1)

The following concepts of the system that is to be modelled and analysed shall be identified
and described as follows:

a) boundaries, context and environment, especially related to dependability and
requirements;

b) main parts (for example the plant and the control equipment);

c¢) main functions (operation and control/protection) and purpose.
This description can be done using free text, tables or figures as appropriate.

5.2.3 Modelling the structure of the system on the basis of Petri net-submodels and
their relations (Step 2)

Dynamic systems, e.g. automation systems, can in general be divided into the subsystems
‘uncontrolled plant’ and ‘control of the plant’. In order to prevent the plant from getting into
undesired states, it is controlled by the control of the plant. In that way, the ‘uncontrolled
plant’ becomes the ‘controlled plant’. In addition, each of these subsystems can be interpreted
from the functional and the dependability point of view. For example, as the control of the
plant does not always work properly, one has to take the dependability of the control into
account — the dependability of the system depends on the dependability of its control. As the
model that is to be developed depends on the complexity of the system and on tbdwments
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task, the global model consists in general of a subset of the following four submodels (e.g. it
may be the case that adequate results can be obtained without modelling the dependability of
the plant), i.e. a submodel to specify:

a) the functions of the plant;

b) the dependability of the plant;
c) the functions of the control;

d) the dependability of the control.

In a) the operational subsystem that has to be controlled, i.e. the plant, shall be modelled.
Without any control this dynamic subsystem would create a variety of processes within a huge
state space, modelled by the RG of its PN. Some of the states in this RG have to be avoided
because they represent hazards and lead to safety critical situations such as deadlocks,
standstills, or other unavailable states.

In b) the dependability of the plant shall be modelled. In this submodel, uncertainties
concerning the behaviour of the plant shall be taken into account (e.g. human behaviour and
environmental influences).

As the plant’'s dependability influences the availability, correctness, safety and other
functions, the two submodels a) and b) are interconnected.

In c) the subsystem that serves to control the plant in order to restrict the operational process
shall be specified. In this submodel, the possibility of failures of the control is not taken into
account, one presumes that the control task is performed perfectly. In doing so, the
appropriate connections with the models of a) and b) lead to a RG without any undesired (for
example hazardous or accidental) states.

In d) the submodel that specifies the physical realization of the control with special respect to
dependability is modelled. This model depends on the technical implementation or human
operators and environmental influences. Through an adequate connection with the submodel
of c), possible failures and improper behaviours of the control are considered. As these affect
the control functions modelled in c), in the global model, i.e. the model that consists of the
(connected) submodels of a) to d), the plant as well as the control and the control’'s
dependability is considered. In this way, the corresponding RG contains hazardous and
accidental states with their corresponding probabilities.

Regarding the different functional layers and their dependability aspects, the resulting
orthogonal substructure is shown in Figure 7.

Junction dependability

plant (function) plant (dependability)

- 7N N
3 a) b)

% / (’) ! -:i) \|
3 N N

[}
1

control (function) : control (dependability)
1

IEC 1730/12

Figure 7 — Modelling structure concerning the two main parts 'plant' and ‘control’
with models for their functions and dependability
Documents

Document Sharing Hub

Full document details: BS EN 62551:2012


http://www.avadocuments.com/doc/bs-en-62551-2012
http://www.avadocuments.com/doc/bs-en-62551-2012

BS EN 62551:2012
-18 — 62551 © IEC:2012

An integrated model of the entire system can easily be established if each of the different
subsystems is modelled by a single Petri net according to the previous subclauses. The single
Petri net models are preferably connected by test and inhibitor arcs. This allows a modular
approach. Hence any subsystem can be modified or changed individually without any side
effects on its neighbouring models.

In the documentation of this step, the main submodels of the system that have been taken
into account and their relations shall be identified. Here, the boundary of each submodel, their
main parts, functions and purpose shall be documented by conventional means of description,
e.g. textually, with tables or figures.

If it is not necessary (e.g. for very easy systems) or very difficult to split a system into these
subsystems, the designer of the model shall state the reasons clearly and comprehensible.

5.2.4 Refining the models of Step 2 until the required level of detail is achieved
(Step 3)

In this step, the model that has been developed in Step 2 shall be refined and the developed
models shall be documented. This shall be done iteratively.

In this step, a PN model of the model performed in Step 2 shall be refined. This includes each
of the subsystems that was taken into account.

This refinement shall be continued until the required level of detail has been reached, i.e. until
all the information that is necessary for the analyses to be performed in Step 4 (see 5.2.5) is
incorporated:

a) It is mandatory that each node shall be labelled with a unique identifier. If one deals with
timed nets, the time concept shall be clarified symbolically. It is recommended to use the
symbols defined in 3.2.

b) It is mandatory to specify the further details of the time concept, i.e. the specific
parameters (e.g. weights of causal transitions, fixed durations, deterministic transitions,
CDF with corresponding parameters of the stochastic transitions, etc.) as well as any
transition guards, the memory policy of the transitions (are the activation times of a
transition cumulated or is the transition memoryless? i.e. the preemption policy, see [3]),
the place capacity, etc. This information can be included directly in the net if the
readability is not affected. Otherwise, a representation by tables or matrices can be
chosen.

The documentation of this step can be done by step-wise refinements according to the model
refinement procedure. The documentation of this step shall contain:

c) A PN representation of the subsystems and, if appropriate, of the whole model.

d) A textual description of each of the subsystems (at least for the lowest modelled level).

e) The basis for reliability parameters (e.g. failure and restoration, assumptions or statistical
data) and for the system structure.

5.2.5 Analysing the model to achieve the results of interest (Step 4)

Concerning the tools, some commonly known PN-Tools can be found under [13].

The approach to be chosen to analyse the model by its nature depends on the results that are
of interest. In addition, the applicable analysing methods (see Figure 8) are restricted by the
underlying PN, and the availability of information. Basically, there are two alternatives:

a) Qualitative analyses answer questions concerning the possibility of, for example, reaching
a (global) state or of firing a certain transition sequence again and again.

Qualitative analyses are primarily based on the untimed RG. An untimed mﬁmﬁjents
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markings can be reached. Under specific conditions it is possible to derive from the
untimed RG properties concerning the dynamic for the timed case ([14]). If the number of
reachable markings is too great or even infinite, then alternative approaches exist:
structural analyses, i.e. invariants, deadlocks and traps at least allow conclusions about
quality measures for the modelled system ([11] and [14]).

b) Quantitative analyses answer questions concerning the probability of qualitative results,
e.g. the probability of reaching a certain state or the probability of firing a certain
transition, reliability or dependability measures, such as failure probability, failure rate,
MTTF or MTBF. These concepts may be used as a basis to calculate, for example, an
average production availability.

Quantitative analyses are based primarily on the timed or stochastic RG. Like the untimed
RG, one can analyse the timed RG if the number of reachable markings is not too great.
Depending on the transitions that are in the PN, there are two alternatives:

i) if all the transitions in the timed PN have an exponentially distributed firing duration
over a defined period of time interest (i.e. they have a constant firing rate over a
defined time period), one can transform the timed RG to a Markov chain and perform a
stationary or transient analysis;

i) otherwise, the Monte Carlo simulation approach shall be used and a stationary or
transient analysis performed.

If the number of reachable markings is too large, the Monte Carlo approach shall be used and
transient analyses performed. The number of states that are manageable depends on soft-
and hardware properties. Nowadays systems with about 108 states are still manageable.
Systems with several million states may correspond to ‘small’ systems.
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Figure 8 — Indication of the analysis method as a function of the PN model

The documentation of this step shall contain:

c) the methods chosen to calculate the results of interest must be listed;

d) the tools that have been applied to do the calculations, the computing equipment and data
conditions and default adjustments shall be listed.

5.2.6 Representation and interpretation of results of analyses (Step 5)
The output of this step shall fulfil the following requirements:

a) the RG shall be represented adequately. In general, the concept of aggregated states will
be necessary as the RG is too big if every single state is listed;
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