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Foreword 

The text of document 65C/778/FDIS, future edition 1 of IEC 62734, prepared by SC 65C "Industrial 
networks" of IEC/TC 65 "Industrial-process measurement, control and automation" was submitted to 
the IEC-CENELEC parallel vote and approved by CENELEC as EN 62734:2015. 
 
The following dates are fixed: 

• latest date by which the document has to be 
implemented at national level by 
publication of an identical national 
standard or by endorsement 

(dop) 2015-09-02 

• latest date by which the national 
standards conflicting with the 
document have to be withdrawn 

(dow) 2017-12-02 

 
Attention is drawn to the possibility that some of the elements of this document may be the subject of 
patent rights. CENELEC [and/or CEN] shall not be held responsible for identifying any or all such 
patent rights. 
 

Endorsement notice 

The text of the International Standard IEC 62734:2014 was approved by CENELEC as a European 
Standard without any modification. 

In the official version, for Bibliography, the following notes have to be added for the standards indicated: 
 

IEC 61158 Series NOTE Harmonized as EN 61158 Series. 

IEC 61499-4:2005 NOTE Harmonized as EN 61499-4:2006 1) (not modified). 

IEC 61512-1 NOTE Harmonized as EN 61512-1. 

IEC 61804-3 NOTE Harmonized as EN 61804-3. 

IEC 62264-1:2013 NOTE Harmonized as EN 62264-1:2013 (not modified). 

IEC 62591 NOTE Harmonized as EN 62591. 

ISO 3166-1 NOTE Harmonized as EN ISO 3166-1. 

                         
1) Superseded by EN 61499-4:2013 (IEC 61499-4:2013): DOW = 2016-03-06. 
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0 Introduction 

0.1 General 

This standard provides specifications in accordance with the OSI Basic Reference Model, 
ISO/IEC 7498–1, (e.g., PhL, DL, etc.), and also provides security and management (including 
network and device configuration) specifications for wireless devices serving Annex C’s usage 
classes 1 through 5, and potentially class 0, for fixed, portable, and moving devices. 

This standard is intended to provide reliable and secure wireless operation for non-critical 
monitoring, alerting, supervisory control, open loop control, and closed loop control 
applications. This standard defines a protocol suite, including system management, gateway 
considerations, and security specifications, for low-data-rate wireless connectivity with fixed, 
portable, and slowly-moving devices, often operating under  severe energy and power 
constraints. The application focus is the performance needs of process automation monitoring 
and control where end-to-end communication latencies on the order of at least 100 ms can be 
tolerated. 

To meet the needs of industrial wireless users and operators, the technology specified in this 
document provides robustness in the presence of interference found in harsh industrial 
environments or caused by wireless systems not covered by this international standard. As 
described in Clause 4, this standard addresses coexistence with other wireless devices 
anticipated in the industrial workspace, such as cell phones and devices based on IEC 62591 
(based on WirelessHART™1), IEC 62601 (based on WIA-PA), IEEE 802.11 (WiFi), 
IEEE 802.15, IEEE 802.16 (WiMax), and other relevant standards. Furthermore, this standard 
supports interoperability of devices compliant with this international standard, as described in 
Clause 5, in those aspects of operation that are covered by this international standard. 

This standard does not define or specify plant infrastructure or its security or performance 
characteristics. However, it is important that the security of the plant infrastructure be assured 
by the end user. 

0.2 Document structure 

This document is organized into clauses focused on unique network functions and protocol 
suite layers. The clauses describe system, system management, security management, 
physical layer, data-link layer, network layer, transport layer, application layer, and 
provisioning. Generic considerations that apply to protocol gateways are also included, 
though specifications of specific protocol gateways are not. Each clause describes a 
functionality or protocol layer and dictates the behavior required for proper operation. When a 
clause describes behaviors related to another function or layer, a reference to the appropriate 
other clause is supplied for further information. 

The mandatory and optional communication protocols defined by this document are referred 
to as native protocols, while those protocols used by other networks such as legacy fieldbus 
communication protocols are referred to as foreign protocols. 

0.3 Potentially relevant patents 

The International Electrotechnical Commission (IEC) draws attention to the fact that it is 
claimed that compliance with this document may involve the use of multiple patents: 

a) concerning elliptic curve (asymmetric) cryptography, given in 7.4.6 and 7.2.2.3; 

___________ 
1  Property of the HART Communication Foundation. This information is given for the convenience of users of the 

standard and does not constitute an endorsement of the trademark holder or any related products. Compliance 
to this profile does not require use of the registered trademark. Use of the trademarks requires permission of 
the trade name holder. 
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b) concerning synchronizing clocks and assessing link quality, given in 9.1.9.3 and 9.1.15; 
c) concerning unspecified subject areas; 
d) concerning wireless provisioning, and selection and routing among multiple gateways. 

IEC takes no position concerning the evidence, validity and scope of these patent rights. 

The holders of these patent rights have assured the IEC that they are willing to negotiate 
licences either free of charge (free) or under reasonable and non-discriminatory terms and 
conditions (RAND) with applicants throughout the world. In this respect, the statements of the 
following holders of those patent rights are registered with IEC. 

Information on these patent rights and their licensing may be obtained from: 

a) Certicom Corporation 
4701 Tahoe Blvd, Bldg A 
L4W 0B5 Mississauga, ON  CANADA 

Attn: Patent licensing 

Licensing terms: presumably RAND 

Relevant patents:  
unknown; not stated by patent holder  

b) NIVIS LLC 
1000 Circle 75 Pkwy, Suite 300 
Atlanta, GA 30339-6051  USA 

Attn: Patent licensing 

Licensing terms: RAND 

Relevant patents:   
– US 20100027437 
– US 20100098204 

c) General Electric 
1 Research Cir 
Schenectady, NY 12309-1027  USA 

Attn: Patent licensing 

Licensing terms: presumably RAND, reciprocity 

Relevant patents:   
unknown; not stated by patent holder  

d) Yokogawa Electric Corporation 
2-9-32 Nakachou, Musashina-shi 
Tokyo  JAPAN 

Attn: Patent licensing 

Licensing terms: RAND, reciprocity 

Relevant patents:   
– JP 4129749  
– US 8005514  
– US 8031727  
– US 8305927 
– US 2009080394 

The above patent holders, patents, and licensing terms are those declared to the IEC as relevant to IEC 62734, 
as of the date of preparation of this text. 

 

Attention is drawn to the possibility that some of the elements of this document may be the 
subject of patent rights other than those identified above. IEC shall not be held responsible for 
identifying any or all such patent rights. 

ISO (http://www.iso.org/patents) and IEC (http://patents.iec.ch) maintain on-line databases of 
patents relevant to their standards. Users are encouraged to consult these databases for the 
most up-to-date information concerning patents. 
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INDUSTRIAL NETWORKS –  
WIRELESS COMMUNICATION NETWORK  

AND COMMUNICATION PROFILES –  
ISA 100.11A 

 
 
 

1 Scope 

This International Standard specifies a method of reliable and secure wireless operation for 
non-critical monitoring, alerting, supervisory control, open loop control, and closed loop 
control applications. This standard defines a protocol suite, including system management, 
gateway considerations, and security specifications, for low-data-rate wireless connectivity 
with fixed, portable, and slowly-moving devices, often operating under severe energy and 
power constraints. The application focus of this standard is the performance needs of process 
automation monitoring and control, where end-to-end communication delays on the order of 
100 ms can be tolerated. 

This standard specifies the following: 

• physical layer service definition and protocol specification; 

• data-link layer service definition and protocol specification; 

• network layer service definition and protocol specification; 

• transport layer service definition and protocol specification; 

• application layer service definition and protocol specification, including support for 
protocol tunneling and gateways; 

• security and security management; 

• provisioning and configuration; 

• network management; and 

• additive communication role profiles (i.e., one or more can be selected concurrently). 

Functionality above the application layer of the OSI Basic Reference Model, such as the so-
called User Layer and different profiles for functionality at that layer, is not addressed. 
However, it is discussed briefly in Annex A. 

2 Normative references 

The following documents, in whole or in part, are normatively referenced in this document and 
are indispensable for its application. For dated references, only the edition cited applies. For 
undated references, the latest edition of the referenced document (including any 
amendments) applies. 

NOTE See the Bibliography for non-normative references. 

ISO/IEC 646, Information technology – ISO 7-bit coded character set for information 
interchange 

ISO/IEC 10731, Information technology – Open Systems Interconnection – Basic Reference 
Model – Conventions for the definition of OSI services 

ISO/IEC 18033-3, Information technology – Security techniques – Encryption algorithms – 
Part 3: Block ciphers 
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ISO/IEC 19772, Information technology – Security techniques – Authenticated encryption 

ANSI X9.63:2011, Public Key Cryptography for the Financial Services Industry – Key 
Agreement and Key Transport Using Elliptic Curve Cryptography 

IETF RFC 2460:1998, Internet Protocol, Version 6 (IPv6) Specification 

IETF RFC 2464, Transmission of IPv6 Packets over Ethernet Networks 

IETF RFC 2529, Transmission of IPv6 over IPv4 Domains without Explicit Tunnels 

IETF RFC 3168, The Addition of Explicit Congestion Notification (ECN) to IP 

IETF RFC 4213, Basic Transition Mechanisms for IPv6 Hosts and Routers 

IETF RFC 4291:2006, IP Version 6 Addressing Architecture 

IETF RFC 4944, Transmission of IPv6 Packets over IEEE 802.15.4 Networks 

IETF RFC 6282:2011, Compression Format for IPv6 Datagrams over IEEE 802.15.4-Based 
Networks 

IETF RFC 6298, Computing TCP's Retransmission Timer  

IEEE 802.15.4™:20112, IEEE Standard for Information technology — Telecommunications 
and information exchange between systems — Local and metropolitan area networks — 
Specific requirements – Part 15.4: Wireless Medium Access Control (MAC) and Physical 
Layer (PHY) Specifications for Low-Rate Wireless Personal Area Networks (LR-WPANs) 

SEC 1:2009, Elliptic Curve Cryptography, version 2, available at http://www.secg.org 

SEC 4, Elliptic Curve Qu-Vanstone Implicit Certificate Scheme (ECQV), version 0.97, 
available at http://www.secg.org 

3 Terms, definitions, abbreviated terms, acronyms, and conventions 

For the purposes of this document, the following terms, definitions, abbreviations, acronyms 
and conventions apply. 

3.1 Terms and definitions 

 (N)-layer and other terms and definitions from the open systems 3.1.1
interconnection Basic Reference Model 

3.1.1.1  
abstract syntax 
specification of (N)-PDUs by using notation rules which are independent of the encoding 
technique used to represent them 

[SOURCE: ISO/IEC 7498-1:1994 as corrected and reprinted in 1996, 7.1.1.2, modified – 
generalized to any layer] 

___________ 
2  Property of IEEE, http://www.ieee.org. 
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3.1.1.2  
accountability 
property that ensures that the actions of an entity may be traced uniquely to the entity 

[SOURCE: ISO 7498-2:1989, 3.3.3] 

3.1.1.3  
acknowledgment 
function of the (N)-layer which allows a receiving (N)-entity to inform a sending (N)-entity of 
the receipt of an (N)-PDU 

[SOURCE: ISO/IEC 7498-1:1994 as corrected and reprinted in 1996, 5.8.1.16] 

3.1.1.4  
application-entity 
active element, within an application process, embodying a set of capabilities that is pertinent 
to OSI and that is defined for the AL, that corresponds to a specific application-entity-type 
(without any extra capabilities being used) 

Note 1 to entry: This is a slight specialization of (N)-entity, because the AL includes non-OSI-relevant application 
functions. Each application-entity represents one and only one process in the open system interconnection 
environment. 

[SOURCE: ISO/IEC 7498-1:1994 as corrected and reprinted in 1996, 7.1.1.1] 

3.1.1.5  
application-management 
functions in the AL related to management of OSI application-processes 

[SOURCE: ISO/IEC 7498-1:1994 as corrected and reprinted in 1996, 8.1.1] 

3.1.1.6  
association 
cooperative relationship between system entities, usually for the purpose of transferring 
information between them 

[SOURCE: IEC TS 62443-1-1:2009, 3.2.7] 

3.1.1.7  
(N)-association 
cooperative relationship among (N)-entity-invocations 

[SOURCE: ISO/IEC 7498-1:1994 as corrected and reprinted in 1996, 5.3.1.1] 

3.1.1.8  
authorization 
granting of rights, which includes the granting of access based on access rights 

[SOURCE: ISO 7498-2:1989, 3.3.10] 

3.1.1.9  
availability 
property of being accessible and useable upon demand by an authorized entity 

[SOURCE: ISO 7498-2:1989, 3.3.11] 

BS EN 62734:2015

Full document details: BS EN 62734:2015

http://dx.doi.org/10.3403/00621095
http://dx.doi.org/10.3403/00621095
http://dx.doi.org/10.3403/00621095
http://dx.doi.org/10.3403/00621095
http://www.avadocuments.com/doc/bs-en-62734-2015
http://www.avadocuments.com/doc/bs-en-62734-2015


 – 38 – IEC 62734:2014 © IEC 2014 
 

3.1.1.10  
blocking 
function performed by an (N)-entity to map multiple (N)-SDUs into one (N)-PDU 

[SOURCE: ISO/IEC 7498-1:1994 as corrected and reprinted in 1996, 5.8.1.11] 

3.1.1.11  
centralized-multi-endpoint-connection 
multi-endpoint-connection where data sent by the entity associated with the central-
connection-endpoint is received by all other entities, while data sent by the other entities is 
received by only the central entity 

[SOURCE: ISO/IEC 7498-1:1994 as corrected and reprinted in 1996, 5.8.1.2] 

3.1.1.12  
ciphertext 
data produced through the use of encipherment so that the semantic content of the resulting 
data is not available  

Note 1 to entry: See cleartext, plaintext. 

Note 2 to entry: Relative to a PDU, ciphertext is information in a PDU that is subject to obscuration by encryption, 
in its post-encryption pre-decryption obscured form. 

[SOURCE: ISO 7498-2:1989, 3.3.1] 

3.1.1.13  
cleartext 
<generic> intelligible data, the semantic content of which is available 

[SOURCE: ISO 7498-2:1989, 3.3.15] 

3.1.1.14  
cleartext 
<communications-protocol-specific> information in a PDU that is not subject to obscuration by 
encryption 

Note 1 to entry: Relative to a PDU, cleartext is information in the PDU that is not subject to obscuration by 
encryption, that when present in the PDU is always present in its unobscured form. 

3.1.1.15  
compromise 
violation of computer security whereby programs or data may have been modified, destroyed, 
or made available to unauthorized entities 

[SOURCE: ISO/IEC 2382-8:1998, 08.05.11] 

3.1.1.16  
concatenation 
function performed by an (N)-entity to map multiple (N)-PDUs into one (N-1)-SDU 

Note 1 to entry: Blocking and concatenation, though similar (they both permit grouping of data-units) serve 
different purposes. For instance, concatenation permits the (N)-layer to group one or several acknowledgment 
(N)-PDUs with one (or several) (N)-PDUs containing user-data. This would not be possible with the blocking 
function only. Note also that the two functions are combinable so that the (N)-layer performs blocking and 
concatenation. 

[SOURCE: ISO/IEC 7498-1:1994 as corrected and reprinted in 1996, 5.8.1.13] 
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3.1.1.17  
concrete syntax 
those aspects of the rules used in the specification of data which embody a specific 
representation of that data 

[SOURCE: ISO/IEC 7498-1:1994 as corrected and reprinted in 1996, 7.2.1.1] 

3.1.1.18  
confidentiality 
property that information is not made available or disclosed to unauthorized individuals, 
entities, or processes 

Note 1 to entry: In a general information security context, confidentiality preserves authorized restrictions on 
information access and disclosure, including means for preserving personal privacy and proprietary information. 

[SOURCE: ISO 7498-2:1989, 3.3.16] 

3.1.1.19  
(N)-connection 
association requested by an (N+1)-layer entity for the transfer of data between two or more 
(N+1)-entities 

Note 1 to entry: The association is established by the (N)-layer and provides explicit identification of a set of 
(N)-data-transmissions and agreement concerning the (N)-data-transmission services to be provided for the set. 

[SOURCE: ISO/IEC 7498-1:1994 as corrected and reprinted in 1996, 5.3.1.2] 

3.1.1.20  
(N)-connection endpoint 
terminator at one end of an (N)-connection within an (N)-service-access-point 

[SOURCE: ISO/IEC 7498-1:1994 as corrected and reprinted in 1996, 5.3.1.3] 

3.1.1.21  
(N)-connection-endpoint-identifier 
identifier of an (N)-connection-endpoint which can be used to identify the corresponding 
(N)-connection at an (N)-SAP 

[SOURCE: ISO/IEC 7498-1:1994 as corrected and reprinted in 1996, 5.4.1.5] 

3.1.1.22  
(N)-connection-endpoint-suffix 
that part of an (N)-connection-endpoint-identifier which is unique within the scope of an 
(N)-SAP 

[SOURCE: ISO/IEC 7498-1:1994 as corrected and reprinted in 1996, 5.4.1.6] 

3.1.1.23  
(N)-connection-mode-transmission 
(N)-data-transmission in the context of an (N)-connection 

[SOURCE: ISO/IEC 7498-1:1994 as corrected and reprinted in 1996, 5.3.1.17] 

3.1.1.24  
(N)-connectionless-mode-transmission 
(N)-data-transmission not in the context of an (N)-connection and not required to maintain any 
logical relationship between (N)-SDUs 
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[SOURCE: ISO/IEC 7498-1:1994 as corrected and reprinted in 1996, 5.3.1.18] 

3.1.1.25  
correspondent-(N)-entities 
(N)-entities with an (N-1)-connection between them 

[SOURCE: ISO/IEC 7498-1:1994 as corrected and reprinted in 1996, 5.3.1.5] 

3.1.1.26  
cryptanalysis 
analysis of a cryptographic system and/or its inputs and outputs to derive confidential 
variables and/or sensitive data including cleartext 

[SOURCE: ISO 7498-2:1989, 3.3.18] 

3.1.1.27  
data integrity 
property that data has not been altered or destroyed in an unauthorized manner 

[SOURCE: ISO 7498-2:1989, 3.3.21] 

3.1.1.28  
data-origin authentication 
corroboration that the source of data received is as claimed 

[SOURCE: ISO 7489-2:1989, 3.3.22] 

3.1.1.29  
(N)-data transmission 
(N)-facility that conveys SDUs from one (N+1) layer entity to one or more (N+1) entities 

[SOURCE: ISO/IEC 7498-1:1994 as corrected and reprinted in 1996, 5.3.1.9] 

3.1.1.30  
deblocking 
function performed by an (N)-entity to identify multiple (N)-SDUs which are contained in one 
(N)-PDU 

Note 1 to entry: In the absence of error, deblocking is the reverse function of blocking. 

[SOURCE: ISO/IEC 7498-1:1994 as corrected and reprinted in 1996, 5.8.1.12] 

3.1.1.31  
decentralized-multi-endpoint-connection 
multi-endpoint-connection where data sent by an entity associated with a connection-endpoint 
is received by all other entities 

[SOURCE: ISO/IEC 7498-1:1994 as corrected and reprinted in 1996, 5.8.1.3] 

3.1.1.32  
decryption 
reversal of a corresponding reversible encipherment 

[SOURCE: ISO 7498-2:1989, 3.3.23] 
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3.1.1.33  
demultiplexing 
function performed by an (N)-entity which identifies (N)-PDUs for more than one 
(N)-connection within an (N-1)-connection 

Note 1 to entry: In the absence of error, demultiplexing is the reverse function of multiplexing. 

[SOURCE: ISO/IEC 7498-1:1994 as corrected and reprinted in 1996, 5.8.1.5] 

3.1.1.34  
digital signature 
data appended to, or a crypto graphic transformation of, a data unit that allows a recipient of 
the data unit to prove the source and integrity of the data unit and protect against forgery e.g. 
by the recipient 

[SOURCE: ISO 7498-2:1989, 3.3.26] 

3.1.1.35  
(N)-entity 
active element within an (N)-subsystem embodying a set of capabilities defined for the 
(N)-layer that corresponds to a specific (N)-entity-type (without any extra capabilities being 
used) 

[SOURCE: ISO/IEC 7498-1:1994 as corrected and reprinted in 1996, 5.2.1.11] 

3.1.1.36  
(N)-entity-invocation 
specific utilization of part or all or all of the capabilities of a given (N)-entity (without any extra 
capabilities being used) 

[SOURCE: ISO/IEC 7498-1:1994 as corrected and reprinted in 1996, 5.2.1.12] 

3.1.1.37  
(N)-entity-type 
description of a class of (N)-entities in terms of a set of capabilities defined for the (N)-layer 

[SOURCE: ISO/IEC 7498-1:1994 as corrected and reprinted in 1996, 5.2.1.10] 

3.1.1.38  
(N)-interface-control-information 
information transferred locally between an (N+1)-entity and an (N)-entity to coordinate their 
joint operation 

3.1.1.39  
(N)-layer 
subdivision of the OSI architecture, constituted by subsystems of the same rank (N) 

[SOURCE: ISO/IEC 7498-1:1994 as corrected and reprinted in 1996,5.2.1.2] 

3.1.1.40  
(N)-layer-management 
functions related to the management of the (N)-layer partly performed in the (N)-layer itself 
according to the (N)-protocol of the layer (activities such as activation and error control) and 
partly performed as a subset of systems-management 

[SOURCE: ISO/IEC 7498-1:1994 as corrected and reprinted in 1996, 8.1.6] 

BS EN 62734:2015

Full document details: BS EN 62734:2015

http://dx.doi.org/10.3403/00621095
http://dx.doi.org/10.3403/00621095
http://dx.doi.org/10.3403/00621095
http://dx.doi.org/10.3403/00621095
http://dx.doi.org/10.3403/00621095
http://dx.doi.org/10.3403/00621095
http://www.avadocuments.com/doc/bs-en-62734-2015
http://www.avadocuments.com/doc/bs-en-62734-2015


 – 42 – IEC 62734:2014 © IEC 2014 
 

3.1.1.41  
multi-endpoint-connection 
connection with more than two connection-endpoints 

[SOURCE: ISO/IEC 7498-1:1994 as corrected and reprinted in 1996, 5.3.1.4] 

3.1.1.42  
multiplexing 
function performed by an (N)-entity in which one (N-1)-connection is used to support more 
than one (N)-connection 

Note 1 to entry: The term multiplexing is also used in a more restricted sense to the function performed by the 
sending (N)-entity while the term demultiplexing is used to the function performed by the receiving (N)-entity. 

[SOURCE: ISO/IEC 7498-1:1994 as corrected and reprinted in 1996, 5.8.1.4] 

3.1.1.43  
password 
confidential authentication information, usually composed of a string of characters 

[SOURCE: ISO 7498-2:1989, 3.3.39] 

3.1.1.44  
peer-(N)-entities 
entities within the same (N)-layer 

[SOURCE: ISO/IEC 7498-1:1994 as corrected and reprinted in 1996, 5.2.1.3] 

3.1.1.45  
peer-entity authentication 
corroboration that a peer entity in an association is the one claimed 

[SOURCE: ISO 7489-2:1989, 3.3.40] 

3.1.1.46  
(N)-protocol 
set of rules and formats (semantic and syntactic) that determines the communication behavior 
of (N)-entities in the performance of (N)-functions 

[SOURCE: ISO/IEC 7498-1:1994 as corrected and reprinted in 1996, 5.2.1.9] 

3.1.1.47  
(N)-protocol-addressing-information 
those elements of (N)-PCI which contain addressing information 

[SOURCE: ISO/IEC 7498-3:1997, 3.4.20] 

3.1.1.48  
(N)-protocol-control-information 
information exchanged between (N)-entities to coordinate their joint operation 

[SOURCE: ISO/IEC 7498-1:1994 as corrected and reprinted in 1996, 5.6.1.1] 

3.1.1.49  
(N)-protocol-data-unit 
unit of data specified in an (N)-protocol and consisting of (N)-protocol-control-information and 
possibly (N)-user-data 
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[SOURCE: ISO/IEC 7498-1:1994 as corrected and reprinted in 1996, 5.6.1.3] 

3.1.1.50  
(N)-protocol-version-identifier 
identifier conveyed between correspondent (N)-entities which allows the selection of the 
version of an (N)-protocol 

Note 1 to entry: The definition of a new (N)-protocol-version-identifier presupposes a minimal common knowledge 
of the (N)-protocol identified by the preceding (N)-protocol-version-identifier. When such a minimal common 
knowledge cannot be achieved, the (N)-protocols are considered to be independent and different. 

[SOURCE: ISO/IEC 7498-1:1994 as corrected and reprinted in 1996, 5.8.1.18] 

3.1.1.51  
quality of service 
<generic> collective effect of service performance which determines the degree of satisfaction 
of a user of the service 

Note 1 to entry: The quality of service is characterized by the combined aspects of service support performance, 
service operability performance, serveability performance, service integrity and other factors specific to each 
service. 

Note 2 to entry: ISO defines quality as the ability of a product or service to satisfy users’ needs. 

[SOURCE: IEC 61907:2009, 3.1.15] 

3.1.1.52  
quality of service 
<data link service> negotiated parameters for a link, including 

• priority; 

• time windows for control messaging; 

• acceptability of out-of-order message delivery; and 

• acceptability of message delivery in partial increments 

3.1.1.53  
reassembling 
function performed by an (N)-entity to map multiple (N)-PDUs into one (N)-SDU 

Note 1 to entry: In the absence of error, reassembling is the reverse function of segmenting. 

[SOURCE: ISO/IEC 7498-1:1994 as corrected and reprinted in 1996, 5.8.1.10] 

3.1.1.54  
recombining 
function performed by an (N)-entity which identifies (N)-PDUs for a single (N)-connection in 
(N-1)-SDUs received on more than one (N-1)-connection 

Note 1 to entry: In the absence of error, recombining is the reverse function of splitting. 

[SOURCE: ISO/IEC 7498-1:1994 as corrected and reprinted in 1996, 5.8.1.7] 

3.1.1.55  
(N)-relay 
(N)-function by means of which an (N)-entity forwards data received from one peer (N)-entity 
to another peer (N)-entity 

[SOURCE: ISO/IEC 7498-1:1994 as corrected and reprinted in 1996, 5.3.1.6] 
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3.1.1.56  
reset 
function that sets the corresponding (N)-entities to a predefined state with a possible loss or 
duplication of data 

[SOURCE: ISO/IEC 7498-1:1994 as corrected and reprinted in 1996, 5.8.1.17] 

3.1.1.57  
security label 
marking bound to a resource (which may be a data unit) that names or designates the security 
attributes of that resource 

[SOURCE: ISO 7498-2:1989, 3.3.49] 

3.1.1.58  
segmenting 
function performed by an (N)-entity to map one (N)-SDU into multiple (N)-PDUs 

[SOURCE: ISO/IEC 7498-1:1994 as corrected and reprinted in 1996, 5.8.1.9] 

3.1.1.59  
(N)-selector 
that part of an (N)-address that is specific to the addressed (N)-subsystem, i.e., which 
identifies one or more (N)-SAPs within an end open system once that end open system is 
unambiguously identified 

Note 1 to entry: Since the end open system is implicitly known at the Network layer, (N)-selectors are used above 
the Network layer, along with local information, to address the desired (N+1)-entity within the open system. 
(N)-selector values are exchanged between open systems as part of the (N)-PAI. 

[SOURCE: ISO/IEC 7498-3:1997, 6.2.3] 

3.1.1.60  
separation 
function performed by an (N)-entity to identify multiple (N)-PDUs which are contained in one 
(N-1)-SDU 

Note 1 to entry: In the absence of error, separation is the reverse function of concatenation. 

[SOURCE: ISO/IEC 7498-1:1994 as corrected and reprinted in 1996, 5.8.1.14] 

3.1.1.61  
sequencing 
function performed by the (N)-layer to preserve the order of (N)-SDUs that were submitted to 
the (N)-layer 

[SOURCE: ISO/IEC 7498-1:1994 as corrected and reprinted in 1996, 5.8.1.15] 

3.1.1.62  
(N)-service 
capability of the (N)-layer and the layers beneath it, which is provided to (N+1) entities at the 
boundary between the (N)-layer and the (N+1) layer 

[SOURCE: ISO/IEC 7498-1:1994 as corrected and reprinted in 1996, 5.2.1.5] 

3.1.1.63  
(N)-service access point 
point at which (N)-services are provided by an (N)-entity to an (N+1)-entity 
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[SOURCE: ISO/IEC 7498-1:1994 as corrected and reprinted in 1996, 5.2.1.8] 

3.1.1.64  
(N)-service-access-point-address 
(N)-address that is used to identify a single (N)-SAP 

[SOURCE: ISO/IEC 7498-1:1994 as corrected and reprinted in 1996, 5.4.1.2] 

3.1.1.65  
(N)-service-data-unit 
amount of information whose identity is preserved when transferred between peer 
(N+1)-entities and which is not interpreted by the supporting (N)-entities 

[SOURCE: ISO/IEC 7498-1:1994 as corrected and reprinted in 1996, 5.6.1.4] 

3.1.1.66  
splitting 
function within the (N)-layer by which more than one (N-1)-connection is used to support one 
(N)-connection 

Note 1 to entry: The term splitting is also used in a more restricted sense to see the function performed by the 
sending (N)-entity while the term recombining is used to see the function performed by the receiving (N)-entity. 

[SOURCE: ISO/IEC 7498-1:1994 as corrected and reprinted in 1996, 5.8.1.6] 

3.1.1.67  
system management 
functions in the AL related to management of various OSI resources and their status across 
all layers of the OSI architecture 

[SOURCE: ISO/IEC 7498-1:1994 as corrected and reprinted in 1996, 8.1.4] 

3.1.1.68  
transfer syntax 
abstract and concrete syntax used in the transfer of data between open systems 

[SOURCE: ISO/IEC 7498-1:1994 as corrected and reprinted in 1996, 7.2.1.2] 

3.1.1.69  
user application process 
active process within the highest portion of the AL that is the user of OSI services 

Note 1 to entry: The aspects of a UAP that need to be taken into account for the purpose of OSI are represented 
by one or more application-entities, of one or more application-entity-types, defined in ISO/IEC 7498-1:1994 as 
corrected and reprinted in 1996, 7.1.2.2 and 7.1.2.3. 

Note 2 to entry: The collection of UAPs is sometimes referred to as the user layer, even though 
ISO/IEC 7498-1:1994 as corrected and reprinted in 1996, 7.1.2.1 states that the AL has no boundary with a higher 
layer. In the OSI Basic Reference Model, the AL includes the UAPs. 

3.1.1.70  
(N)-user-data 
data transferred between (N)-entities on behalf of the (N+1)-entities for which the (N)-entities 
are providing services 

[SOURCE: ISO/IEC 7498-1:1994 as corrected and reprinted in 1996, 5.6.1.2] 

 Other terms and definitions 3.1.2

NOTE Sources of definitions that are otherwise unreferenced by this standard can be found in the Bibliography. 
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3.1.2.1  
access control 
means to ensure that access to assets is authorized and restricted based on business and 
security requirements 

[SOURCE: ISO/IEC 27000:2014, 2.1] 

3.1.2.2  
adapter 
specialization of a device that internally converts the protocol in the attached legacy device(s) 
to that of a network device compliant with this standard 

3.1.2.3  
alarm 
condition that maintains a state until the condition clears, reported on change of state 

EXAMPLE The occurrence of an alarm or of a return-to-normal condition that is of potential significance to a 
correspondent UAP. 

3.1.2.4  
alert 
action of reporting an event condition or an alarm condition 

3.1.2.5  
end application 
application 
system or problem to which a computer is applied  

3.1.2.6  
application program 
application 
program that provides functionality to end users 

3.1.2.7  
application layer 
application 
highest protocol layer in the ISO/IEC Basic Reference Model in which types of applications 
are classified according to criticality 

3.1.2.8  
application process 
element that performs the information processing for a particular application 

3.1.2.9  
asymmetric-key algorithm 
asymmetric-key cryptographic algorithm 
public key cryptographic algorithm 
<information security> algorithm for performing encipherment or the corresponding 
decipherment in which the keys used for encipherment and decipherment differ 

[SOURCE: ISO/IEC 10181-1:1996, 3.3.1] 

3.1.2.10  
authentication 
<information security> verifying the identity of a user, process, or device, often as a 
prerequisite to allowing access to resources in an information system 

Note 1 to entry: See data-origin authentication (3.1.1.28) and/or peer-entity authentication (3.1.1.45). 
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3.1.2.11  
authentication code 
<information security> full or truncated cryptographic checksum based on an appropriate 
security function  

Note 1 to entry: See 3.1.2.97. 

Note 2 to entry: This is also known as a message authentication code (MAC). It is called a message integrity code 
(MIC) when used in contexts where the acronym MAC has an alternate definition, such as in local area network 
standards. 

[SOURCE: ISO/IEC 19790:2012, 3.8, modified by the “full or truncated” prefix] 

3.1.2.12  
backbone network 
backbone subnet 
network not specified by this standard, generally using IPv6 or IPv4 network technology, that 
is used for routing between the wireless industrial sensor (and actuator) network (WISN) of 
this standard and  

a) connected back-end devices that are specified in part by this standard, such as system 
managers, security managers, and protocol gateways; 

b) devices that natively support the wireless TL, AL and management protocols of this 
standard; and 

c) other backbone routers on the same backbone subnet 

3.1.2.13  
backbone router 
router that forwards between the wireless network of this standard and a higher-speed 
backbone network 

3.1.2.14  
backup 
procedure, technique, or hardware used to help recover lost or destroyed data or to keep a 
system operating 

[SOURCE: ISO 2382-12:1988, 12.01.17] 

3.1.2.15  
bandwidth 
<analog domain> numerical difference between the upper and lower frequencies of a band of 
frequencies 

Note 1 to entry: Analog bandwidth is expressed in Hz. 

3.1.2.16  
bandwidth 
<digital domain> amount of data that can be passed along a communications channel within a 
given period of time 

Note 1 to entry: Digital bandwidth is expressed in bit/s. 

3.1.2.17  
black channel 
communication channel of a safety system that provides no safety functionality in addition to 
its basic communication capability 

3.1.2.18  
blacklist 
list of RF channels upon which transmission is prohibited 
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