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Foreword

The text of document 65C/778/FDIS, future edition 1 of |JEC 62734, prepared by SC 65C "Industrial
networks" of IEC/TC 65 "Industrial-process measurement, control and automation" was submitted to
the IEC-CENELEC parallel vote and approved by CENELEC as EN 62734:2015.

The following dates are fixed:

¢ latest date by which the document has to be (dop) 2015-09-02
implemented at national level by
publication of an identical national
standard or by endorsement

e latest date by which the national (dow) 2017-12-02
standards conflicting with the
document have to be withdrawn

Attention is drawn to the possibility that some of the elements of this document may be the subject of

patent rights. CENELEC [and/or CEN] shall not be held responsible for identifying any or all such
patent rights.

Endorsement notice

The text of the International Standard IEC 62734:2014 was approved by CENELEC as a European
Standard without any modification.

In the official version, for Bibliography, the following notes have to be added for the standards indicated:

IEC 61158 Series NOTE Harmonized as EN 61158 Series.

IEC 61499-4:2009d NOTE Harmonized as " (not modified).
NOTE Harmonized as EN 61512-1.

NOTE Harmonized as .

|EC 62264-1:2013 NOTE Harmonized as (not modified).
NOTE Harmonized as EN 62591.

NOTE Harmonized as EN 1SO 3166-1.

" Superseded by EN 61499-4:2013 (IEC 61499-4:2013): DOW = 2016-03-06.
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Publication Year

SO/IEC 646 -

SO/IEC 10731

ISO/IEC 18033-3

SO/IEC 19772

ANSI X 9.63 2011

IETF RFC 2460

1998

IETF RFC 2464 -

IETF RFC 2529 -

IETF RFC 3168 -

IETF RFC 4213 -

IETF RFC 4291 2006

IETF RFC 4944 -
IETF RFC 6282 2011

IETF RFC 6298 -

Full document details: BS EN 62734:2015

Title

Information technology; ISO 7-bit coded
character set for information interchange

Information technology - Open Systems
Interconnection - Basic Reference Model -
Conventions for the definition of OSI
services

Information technology - Security
techniques - Encryption algorithms -
Part 3: Block ciphers

Information technology - Security
techniques - Authenticated encryption

Public Key Cryptography for Financial
Services Industry - Key Agreement and
Key Transport Using Elliptic Curve
Cryptography

Internet Protocol - Version 6 (IPv6) -
Specification

Transmission of IPv6 Packets over
Ethernet Networks

Transmission of IPv6 over IPv4 Domains
without Explicit Tunnels

The Addition of Explicit Congestion
Notification (ECN) to IP

Basic Transition Mechanisms for IPv6
Hosts and Routers

IP Version 6 Addressing Architecture

Transmission of IPv6 Packets over IEEE
802.15.4 Networks

Compression Format for IPv6 Datagrams
over |IEEE 802.15.4-Based Networks

Computing TCP's Retransmission Timer

EN/HD Year

Documents

Document Sharing Hub


http://www.cenelec.eu/advsearch.html
http://dx.doi.org/10.3403/00265114U
http://dx.doi.org/10.3403/00527826U
http://dx.doi.org/10.3403/30040723U
http://dx.doi.org/10.3403/30105117U
http://www.avadocuments.com/doc/bs-en-62734-2015
http://www.avadocuments.com/doc/bs-en-62734-2015

BS EN 62734:2015
EN 62734:2015

Publication Year

IEEE 802.15.4 2011

SEC 1 2009
SEC 4

Full document details: BS EN 62734:2015

Title EN/HD

IEEE Standard for Local and metropolitan -
area networks - Part 15.4: Low-Rate
Wireless Personal Area Networks (LR-
WPANS)

Elliptic Curve Cryptography, version 2

Elliptic Curve Qu-Vanstone Implicit
Certificate Scheme (ECQV), version 0.97

Documents

Document Sharing Hub


http://www.avadocuments.com/doc/bs-en-62734-2015
http://www.avadocuments.com/doc/bs-en-62734-2015

BS EN 62734:2015

-2- IEC 62734:2014 © |IEC 2014
CONTENTS
O I 1o o Yo LB Tod {0} o N 33
0.1 (CTCT T=T - | PPN 33
0.2 DOCUMENT SIIUCTUIE ...ttt e 33
0.3 Potentially relevant PatentS ... ... 33
Yoo oL PP PP PP 35
NOIMALIVE TEFEIENCES . .eieie e 35
Terms, definitions, abbreviated terms, acronyms, and conventions..............cccocooeieieanne. 36
3.1 Terms and defiNitiONS . ... oo 36
3.1.1 (N)-layer and other terms and definitions from the open systems
interconnection Basic Reference Model ...........cooiiiiiiiii 36
3.1.2 Other terms and definitioNS ... 45
3.1.3 Symbols for symmetric keys, and for asymmetric keys and certificates .......... 63
3.14 Terms used to describe device behavior..........oooiii 64
3.2 Abbreviated terms and aCrONYMS . ... e enees 65
3.3 (07010 1V7=T o1 1o o 1 J PP 71
3.31 S IVICE INTEITACES . it 71
3.3.2 TaDIE CIIS e 72
3.3.3 LB S ettt 72
3.34 BOIA fACE ..ot 73
3.35 Informal declarations of named coNStantS.........ccooeiiiiiiiiii e 73
N © V7= T Y 73
4.1 GBNEIAL .ot 73
4.2 Interoperability and related ISSUES ... 73
4.3 QUALTTY OF SEIVICE et e 74
4.4 Worldwide applicability ......oouiii 74
4.5 NEtWOIrK arChitECIUIE ... 74
45.1 LN =T = T =1 74
45.2 DaAtA SIIUCTUIES ..t ettt ettt e e e aea e 75
45.3 NEetWOTrK deSCIIPLION ...t e 76
45.4 Generic protocol data unit CONStIUCTION .. ....uiiiiin i 77
455 Abstract data and concrete representations ..........cooeoviiiiiiiiiii e 78
4.6 NEtWOIK CharaCteriSTICS . uuu it e 80
46.1 LT 1= = 1 PP 80
4.6.2 SCAlADIIIY .. 80
4.6.3 TG (=T 0 F5] 1 o L1 1) Y/ 81
46.4 SIMPIE OPEIALION ..eeieii e 81
4.6.5 Site-license-exempt OPEratioN ........ovuiiiiiiie e 81
4.6.6 Robustness in the presence of interference, including from other
WIEEIESS SY S EIMS ot 81
4.6.7 Determinism and contention-free media aCCesSS ........ovuviiiiiiiiiiiiiiiiiiieeeeen, 81
4.6.8 Self-organizing networking with support for redundancy ..........cc.ccoeceevvennennnn. 82
4.6.9 Internet-protocol-compatible NL........oooiiii e 82
4.6.10 Coexistence with other radio frequUENCY SYStEMS......ccviviiiiiiiiii e 82
46.11 Time-slotted assigned-channel D-transactions as the basis for
COMMUINICATION L.ttt ettt et et ee e eae ] Docuﬁ%ents

Document Sharing Hub

Full document details: BS EN 62734:2015


http://www.avadocuments.com/doc/bs-en-62734-2015
http://www.avadocuments.com/doc/bs-en-62734-2015

BS EN 62734:2015

IEC 62734:2014 © IEC 2014 -3-
4.6.12 Robust and flexible SECUNItY ... 86
4.6.13 SYSTEM MANAGEIMENT L.ttt e e e e aaene e 87
4.6.14 Application process using standard 0bjects .........ccooiviiiiiiiiii i 87
4.6.15 BINE oL 1= 1T o TP 87
Lo S 1 V25 = o o 87
5.1 GBNEIAL et e 87
5.2 DT o] = PP 88
5.2.1 LT 1= = 1 PP 88
5.2.2 Device INterwWorkability ... 88
5.2.3 PO I S e 88
5.2.4 QUALITY OF SEBIVICE .ottt e e 88
5.2.5 Device worldwide applicability ........covuiiiiii 88
5.2.6 DeVICE AESCIIPLION L.t 89
5.2.7 DEVICE AUUINESSING vuvtitiieeie e et et e e e e e e e e e 93
5.2.8 DBVICE PRASES .. et 93
5.2.9 DEVICE ENEITY SOUITES .utuuitniinein ettt eetaeaeaeen e e et e et ea e e e et etretaeaneanernaeneenas 95
5.3 N TS V1 ] S PP 95
5.3.1 (T =T = 1 PP 95
5.3.2 a1l g = U = 0T 95
5.3.3 Basic network topologies SUPPOIted. ... ..o 96
5.3.4 Network ConfigUIrationNs .......ie e e 99
5.3.5 Gateway, system manager, and Security Manager ..........cooeeeeeinnenniineeneennnn. 104
5.4 ProtoCOl SUIE SITUCTUIE ..uuii et 105
5.5 DALA FIOW L.t 106
55.1 GBI AL e 106
5.5.2 Native COMMUNICALIONS ...t e e e en e 107
5.5.3 BaSIC data flOW . ..o 107
554 Data flow between 1/0 deVICES ..o 108
555 Data flow with legacy 1/O deVICE .......c.oiuiiii e 108
5.5.6 Data flow with backbone ... 112
5.5.7 Data flow between 1/0 devices via backbone ............ccooooiiiiiiiiiii 112
5.5.8 Data flow to a standard-aware control system or device ............coocveeiiinennnn. 112
5.6 L= =] (=T = o= PP 113
5.6.1 GBI AL e 113
5.6.2 TIME SYNCRIONIZAtION ... e 114
5.7 T AV T 0T o o = U 1= 114
5.8 Wireless backbones and other infrastructures ..........coooiiiiiiiiiii 114
6 SYStEM MaNAgEMENT FOl€ .uuiie it e e 114
6.1 (CTCY o T=T - | PP 114
6.1.1 L@ Y= Y= PN 114
6.1.2 Components and arChit@CtUIE .......c.oiuiiiii e 115
6.1.3 Management fUNCHIONS ... .o e e ea e e 116
6.2 DM A P e e 116
6.2.1 GBNEIAL L.t 116
6.2.2 Architecture of device management .. ......oviiiiieii e 117
6.2.3 Definition of management ODJECTS ..o 117
6.2.4 Management 0BJeCtS iIN DMAP ... 117
6.2.5 Communications services provided to device management objects............. 119
6.2.6 Attributes of management objectS......ccoovvviiiiii i AL DOCUlEaents

Document Sharing Hub

Full document details: BS EN 62734:2015


http://www.avadocuments.com/doc/bs-en-62734-2015
http://www.avadocuments.com/doc/bs-en-62734-2015

BS EN 62734:2015

-4 - IEC 62734:2014 © |IEC 2014
6.2.7 Definitions of management objects in DMAP ... 121
6.2.8 Functions of device management and layer management ............ccccevvvennnn. 130
6.3 YA (= 1 1= = T = 140
6.3.1 GBI AL e 140
6.3.2 System management arChiteCtUre .........ovuiiiiiii e 140
6.3.3 Standard system management ObjeCt types ..o 141
6.3.4 YT o0 Y2 1 0= L = o T=1 0 01T o1 142
6.3.5 Addresses and address allocation ..o 143
6.3.6 FIrMWare UPGrade. .. oo et e s 147
6.3.7 System performance MONITONING ..ov.veiiiiie e 148
6.3.8 Device ProviSioNiNGg SEIVICE .....uiuiiiiiii e eaas 149
6.3.9 Device ManagemMENTt SEIVICES .ouuiuuiiuiiiieiei e e e e e e e e e e e e et e e e aneenaens 149
6.3.10 SYSTEM HIME SEIVICES et 158
6.3.11 System communication configuration ............coooiiiiiiiiii 162
6.3.12 RedundanCy ManagemeENnt .. ..o e e e e e 195
6.3.13 System management ProtOCOIS ..o 196
6.3.14 Management policies and policy administration ............ccoceviviiiiiiineincineennns 196
6.3.15 Operational interaction with plant operations or maintenance personnel ...... 196
7 T = o] 12 196
7.1 (CTCT o T=T - | PR 196
7.2 YT o YA = iY== 197
7.2.1 OV BIVIBW ettt ettt ettt et e e e e eaees 197
7.2.2 T2 198
7.3 I Y= o 202
7.3.1 GBI AL e 202
7.3.2 [ L 0 1O Y = o] U1 S 203
7.3.3 TL security fUNCIONAlITY .....c.uiie e 218
7.4 B8 Lo 11 11T T o 0T =1 234
7.4.1 GBI AL e 234
7.4.2 PRI QUISITES ..o 234
7.4.3 Desired device end state and Properties ......cc.vvvviiiiiiieii e 235
7.4.4 Joining process steps common for symmetric-key and asymmetric-key
AP PIOBCNES . . 235
7.4.5 Symmetric-Key JOINING PrOCESS ...uuiiiiieiiieiii et 238
7.4.6 ASYMMELriC-KeY JOINING PrOCESS ..cvvuuiiii i eeei et 248
7.4.7 Joining process and device lifetime failure recovery .........ccoocoiiiiiiiinians. 264
7.5 Session establiSNMENt ... 266
7.5.1 GBI AL e e 266
7.5.2 [ LT o] T 0 € o 266
7.5.3 Application protocol data unit protection using the master key ..................... 268
7.5.4 Proxy security management object methods related to the session
eStabliShMENT ... 268
7.6 (=Y 0 o o - ¥ = 271
7.6.1 (T =T = 1 PP 271
7.6.2 [ LT o] T 0 € o S 271
7.6.3 Device security management object methods related to T-key update ......... 272
7.6.4 FailUI® TECOVEIY et e e 276
7.7 Functionality of the security manager role.........cooeiiiiiiiiiiiii e 278
7.7.1 Proxy security management object .........ooooiiiiiiiii Doctﬁﬁents

Document Sharing Hub

Full document details: BS EN 62734:2015


http://www.avadocuments.com/doc/bs-en-62734-2015
http://www.avadocuments.com/doc/bs-en-62734-2015

BS EN 62734:2015

IEC 62734:2014 © IEC 2014 -5-
7.7.2 Authorization of network devices and generation or derivation of initial
=TS (T 0= T PP 279
7.7.3 Interaction with device security management objectS...........ccoeeiiiiiiiinennnn. 279
7.7.4 Management of operational KeYS ........ocuviiiiiiiii e 279
7.8 SECUITY POIICIES ettt 280
7.8.1 Definition of SECUNITY POIICY .uiviiie e 280
7.8.2 POLICY BXEENT. ..o e e 280
7.8.3 Unconstrained security policy ChOICES ......ovviiiiiiie e 281
7.8.4 Lo 1T Y] € 0 o (= 281
7.9 Security functions available to the AL ... 283
7.9.1 Parameters on transport service requests that relate to security.................. 283
7.9.2 Direct access to cryptographic primitives ........ocooiiiiiiiii e 284
7.9.3 Symmetric-Key Cryptography.....ccoveiiiiii i 285
7.10 Security statistics collection, threat detection, and reporting .........ccoccoovevvveinennnns 286
7.11  DSMO fUNCHONAILY ..o e ea e e 287
7.11.1 GBNEIAL Lt 287
7.11.2 DSMO AttriDULES ...t e 287
7.11.3 L=V 1Yo ] o (oY 288
7.11.4 DSMO Al oottt e 293
8 PRYSICAl LAY O e e 294
8.1 (CTCY o T=T - | PP 294
8.2 Default PhySICal [aYEI ... oo 295
8.2.1 General reqQUIFEMENTS ... e e 295
8.2.2 Additional requirements of IEEE 802.15.4 ... ..o 295
8.2.3 Exceptions to the IEEE 802.15.4 physical layer ........c..ccooviiieiiiiiiiiiiii 296
L I B L= = T 1101 Q1= V7= TP 296
9.1 (CTCY o T=T - | PP 296
9.1.1 OV BIVIBW ettt ettt et e et ettt et e e e e e aees 296
9.1.2 Coexistence strategies in the DL ......covviiii e 297
9.1.3 Allocation of digital bandwidth ..., 297
9.14 Structure of the DPDU ... 298
9.15 The DL and the IEEE 802.15.4 MAC .....iiiiiiiiicie e 298
9.1.6 RoOUtES and graphs ... 299
9.1.7 Slotted-channel-hopping, slow-channel-hopping, and timeslots ................... 306
9.1.8 SUP I TAIMES Lt 317
9.1.9 [T I 4 = =Y o 1 329
9.1.10 D-SUBbNEt @ddreSSINgG ... . e 348
9.1.11 DL MaNagemMENt SEIVICE 1.uiuuiiieit it i ettt e e e e e e e e e e e e et e e e e e e eneeas 349
9.1.12 Relationship between DLE and DSC......coviiiiiiiiiiee e 351
9.1.13 DLE Neighbor diSCOVEIY ... 352
9.1.14 Neighbor discovery and joining — DL considerations ...........ccoccevvviiiiineinennnns 355
9.1.15 Radio link control and quality measurement............cooooiiiiiiiiiiiineeeeens 360
9.1.16 DLE roles and OPLiONS ..uiuuieiiei e e e 365
9.1.17 DLE energy CONSIAEIatiONS .. . cuiuiiiii e 365
9.2 DD S A P e 366
9.21 GBNEIAL L.t 366
9.2.2 DD - D AT A TEOUEST ettt ettt 366
9.2.3 DD-DATA.CONTINM oottt 368
9.24  DD-DATAINGICAION .......ovoveoveesesseeseeeeeeee e Documents

Document Sharing Hub

Full document details: BS EN 62734:2015


http://www.avadocuments.com/doc/bs-en-62734-2015
http://www.avadocuments.com/doc/bs-en-62734-2015

BS EN 62734:2015

-6 - IEC 62734:2014 © |IEC 2014
9.3 Data DPDUSs and ACK/NAK DPDUS ....uiiiiiiieiee e a e 369
9.3.1 GBNEIAL L.t 369
9.3.2 Octet and Dit OrderiNg ... 370
9.3.3 Media access CONtrol NEAUEIS .. ... i 371
9.3.4 MAC acknowledgment DPDUS ......ccuiiiiiiie e e e e e eas 378
9.35 DL auxiliary sUBh@ader ... ..o 381
9.4 DL management information Dase..........ooviiiii i 396
9.4.1 GBI AL e 396
9.4.2 DL management object attributes ... 396
9.4.3 DLMO attributes (indexed OCtetStINGS) . ..ovuiireie e e 416
9.5 DLE MEENOGS .. et 445
9.5.1 Method for synchronized cutover of DLE attributes ...........coccooiiiiiiiiiinincnnns 445
9.5.2 Methods to access indexed OctetString attributes...........ooooiiiiiiiiin. 445
9.6 D] = 1T o £ 447
9.6.1 DL_COoNNECHVILY @leIt .ouuiriii e e e 447
9.6.2 NeighborDISCOVErY @lert .. ... 449
L0 NN 1= 01 2 =1 =Y 450
101  GONEIAL i 450
10.2  NL fUNCLIONAlitY OVEIVIEW ..uuieiieiie et e e e e 450
10.2.1 GBI AL e 450
10.2.2 2o o [ =3 1 o 451
10.2.3 AdAress tranSIatioN ... ... 451
10.2.4 Network protocol data unit headers.........ccooveiiiiii e 453
10.2.5 Fragmentation and reassembly ........cccoviiiiii i 453
10.2.6 R OO UL NG e 456
10.2.7 ROULING EXAMPIES ot it 462
10.3  NLE dAtA SBIVICES . ettt ettt e e ea e ea e ans 470
10.3.1 GBNEIAL it 470
10.3.2 N B W €T LU =T S PO 471
10.3.3 N-DATA CONTIIM e 472
10.3.4 N-DATAINAICALION ottt e et en e 472
10.4 NL management ODJECT .. ... 473
10.4.1 NL management information Base .........ccooviiiiiii i 473
10.4.2 Structured management information bases ..o 477
10.4.3 NL management object MethodsS ... ... 478
10.5  NPDU fOIMaAS .. ittt ettt et 481
10.5.1 GBI AL e 481
10.5.2 Basic header format fOr NL ......oouiiiii e 483
10.5.3 Contract-enabled network header format ..........cocooiiiiiiiii e, 484
10.5.4 Full header (IPVB) fOrMat........cuuiiiiiiiii e e e eas 486
10.5.5 Fragmentation header format..........cooviiiiii e 488
R I =T 1] o o T A = /= PPN 489
111 GONEIAL e 489
11.2  TLE reference MOdel ... 490
0T B I = U Y o Lo =Y = Yo U ) VA =1 21 1Y/ 490
11.31 GBI AL e 490
11.3.2 Y=o 0 o Vo T 4 = I 490
11,4 TransSport data@ NTiTY ... e 491
TLAL  GENGTAl s Documents

Document Sharing Hub

Full document details: BS EN 62734:2015


http://www.avadocuments.com/doc/bs-en-62734-2015
http://www.avadocuments.com/doc/bs-en-62734-2015

BS EN 62734:2015

IEC 62734:2014 © IEC 2014 -7-
11.4.2 UDP OV IPVB ..ottt et et 492
11.4.3 UDP header transmission and COMPreSSION .....cuuivuiiuieiieiieii e eeeeiieaeaneenns 492
11.4.4 TSAPS and UDP POIS .uuiiiiiiiiiiiee et e e e e e e a e e e 495
11.4.5 Go0d NEtWOrk CItIZENSHIP ... 496
00T I = 1 = o Vo o Yo 1 o 496
1151 GBI AL e 496
11.5.2 Header compression — User datagram protocol encoding ..........ccocovvvvvinennnns 496
11.5.3 TPDU SECUIItY NEAUET ... 498
00 T N I 43 Vo o = PP 498
11.6.1 GBNEIAL Lt 498
11.6.2 DAt SO VICES . ittt et 498
12 APPIICALION JAY O e 507
12,1 GONEIAL e 507
12.2  ENErgy CONSIAEIALIONS ..ouiiuiitiiieie e e e e e e e et et et e e e e e eneeens 508
12.3 Legacy control system cONSIiderationsS .........oc.iuiiniiniiiiiie e 508
12.4  Overview of object-oriented MOdeling ......ovviiiiiiiiii 509
12.4.1 GBI AL e 509
12.4.2 Object-to-object communication CONCEPL......c.uiiiiiiiiiiiiiee e 509
12.4.3 AL SETUCTUIE et 510
12.4.4 UAPR STTUCTUIE L.ttt e e e 510
72085 T @ ¥ o] = o 0 o 1o L= 511
12.6  Object attribute MOdel. ... ... 512
12.6.1 GBNEIAL L.t 512
12.6.2 Attributes of standard ObJECES .....cvviiniiii i 513
12.6.3 Attribute classSifiCation. ... ... 513
12.6.4 Attribute acCesSIDIlItY ..o 514
12.7  Method MOGE] ... et 514
12.8  AlBITE MOUE] .ot 515
12.9  AlArm State MO .. ..o 515
12.10 Event state MOAEl . ... e 516
L12.10.1  GENETAL coiiiii i 516
12.10.2  State table and tranSitioNS ... ..o 516
20 RN 1Y o =Y o 1o g Vo S 517
12,000 GENEIAD e 517
2 I O N [ o g Y o1 T PP UPTTPP 517
12.11.3  Alert report infOrmation .. ..o 518
12.11.4  AlGIm STAtE FECOVEIY . .uei ittt ettt e e e e enas 519
12.12 Communication interaction Model ...........iiiiiiiiii e 519
12,020 GENEIAD e 519
12.12.2  Buffered unidirectional publication communication...........c..ccoocevviviiiiinenennnns 519
12.12.3 Queued unidirectional communiCation .........cccviviiiiiiiiii e 520
12.12.4  Queued bidirectional communiCation ...........cccooiiiiiiiiii e 520
12,125 Communication SErviCe CONIIACT ......uiiin i 528
I R Y - Vo (o [ ST1=1 1o o PP 529
L12.13.1  GENEIAD cieiiii i 529
12.13.2  ODJECt @UAIrESSING et et 529
12.13.3  Object attribute addreSSINg ......c.ieiiiie e 530
12.13.4  Object attribute addreSSINg .....ovuiieiiiiee e 530
12.13.5  Object method addreSSing .......ccuveeveeeeeeiieeeee e b Documents

Document Sharing Hub

Full document details: BS EN 62734:2015


http://www.avadocuments.com/doc/bs-en-62734-2015
http://www.avadocuments.com/doc/bs-en-62734-2015

BS EN 62734:2015

-8- IEC 62734:2014 © |IEC 2014
12.14 Management ODJECTES ... . i i 532
0 T U oY= T G oY o 1= £ 533
12151 GENEIAL ciiiiiiii e 533
12.15.2  Industry-independent ODJECTS ... 533
Dt G T I - 1 = B Y/ 0 1= 1= 566
12.16.1  BaASIC HaAlA 1Y POS ceuitiiiiii et 566
12.16.2  Derived atomic data tYPeS c.uevuiieiiiiiiei e 566
12.16.3  Industry-independent standard data StruCtures ...........ccocooeeiiiiiiiiiniiiiiieennes 566
12.17 Application services provided by application sublayer ...........ccooooiiiiiiiiiiiinineens. 573
12071 GENEIAL couniii i 573
12.17.2  Publish/subscribe application communication model...............cc.cooiiiiiiianne. 574
12.17.3  Scheduled periodic buffered communication ...............ccoeiiiiiiiiiiin e 575
12.17.4  Client/server iINTEracCtiONS ... ... 580
12.17.5 Unscheduled acyclic queued unidirectional messages (source/sink) ............ 596
12.17.6  Client/server and source/sink commonalities .............ccooiiviiiiiiiiiiinen, 603
12.18 AL flow use Of [OWEer laYer SEIVICES .....ouiiiiiiiiie e 609
L12.18.1 GENEIAL ciin i 609
12.18.2 AL USE Of T S AP S ittt 609
12.18.3  Mapping AL service primitives to TL service primitives ........cccccovveveviniinennnns 609
A R T I 4o = o = U = 0 = o 610
12,091 GENEIAL e 610
12.19.2  Application sublayer handling of malformed application protocol data
0TSSP 610
12.19.3  Application sublayer management object attributes................ccoooiiiiinn. 611
12.19.4  Application sublayer management object methods...........cccocoviiiiiiiiinenns 613
12.19.5 Application sublayer management object alerts ............cooeeveiiiiiiiiiiieeens 614
12.19.6 DMAP services invoked by application sublayer............cooooiiiiiii. 615
12.19.7  Process industries standard 0bjeCtS........coviiiiiiiiii 616
12.19.8  Factory automation industries profile ... 627
12.20 Process control industry standard data StruCtures .........c.covvviiiiieii i, 628
12.20.1  GENEIAI e 628
12.20.2  Status for analog information ... ... 628
12.20.3  Value and status for analog information............cccooviiiiii i 629
12.20.4  Value and status for binary information.............coooiiiiii 629
12.20.5  Process CONtrol MOGE .. .cuuieniiiiiii e 630
12.20.6 SCAIING oenin i 631
12.21 Additional tables ... 631
12.21.1  Process control profile standard 0bjects .......coovvviiiiiiiiii 631
2 A 1= AV o] =T PP 632
72002 @ T 1o Vo 632
12.22.1  GENEIAL e 632
12.22.2  Coding rules for application protocol data UnitS...........ccoccevvieiiiiiiiiniincieeens 632
12.22.3  Coding of application data .........ovuiiiiiiii e 646
12.22.4  Time-related data tYPeS . .ueu i 653
D2 TS Y | - G 656
12.23.1  Application protocol data UNit.........c.oouiiiiiii e 656
12.23.2  Alert reports and acknowledgments ........c.oo i 663
12.23.3  Service feedback COUE ... 665
12.23.4 Read, Write, and eXECULE ......cuiiuiiiii i Doetﬁﬁients

Document Sharing Hub

Full document details: BS EN 62734:2015


http://www.avadocuments.com/doc/bs-en-62734-2015
http://www.avadocuments.com/doc/bs-en-62734-2015

BS EN 62734:2015

IEC 62734:2014 © IEC 2014 -9-
12.23.5  TUNNE et 667
12.23.6  End of contained MOdUIE .........viiiiiiii e 668
12.24 Detailed coding examples (informative).........cooiiiii i 668
D R = Y= - U PP 668
L12.24.2 TUNNE e 668
RS I o € )V To ] 11 o PPN 669
IR R 1= = - | 669
13.2 Terms and definitions for devices with various roles or states...........ccccceeeveennns 669
13.3  ProViSiONING PrOCEAUIES. . cuie ittt e et e e e e e e e e e e e e e et et et e e e e eneeens 671
13.4  Pre-installed SyMmMetric KEYS ... 671
13.5 Provisioning using out-of-band mechanisms ..........c.cccoviiiiiiiiii i, 672
13.6  ProVviSioNing NEIWOTKS ....uieie it e e e e e e et e e e eneeens 672
13.6.1 GBI AL e 672
13.6.2 Provisioning over-the-air using asymmetric cryptography.........cccooevvviinennnns 673
13.6.3 Provisioning over-the-air using an open symmetric join Key ...........c.cceceeenee. 674
13.7  State tranSition diagramsS ... 675
13.8 Device management application protocol objects used during provisioning ......... 679
13.9 Management ODJECES ... e 682
13.9.1 Device Provisioning OBJECT .. ...ii i 682
13.9.2 Device provisioning object methods and alerts ..........ccooooiiiiiiiiiins 687
13.10 Device provisioning ServiCe ODJECT . o.uiiiiii i 688
13.10.1  Device provisioning service object attributes ..o 688
13.10.2  Device provisioning service object structured attributes.............cc.cooeeiiieennns 692
13.10.3  Device provisioning service object methods..........c.cooviiiiiii i 694
13.10.4 Device provisioning service object alerts ..........coooiiiiiiii 695
13.10.5 Summary of attributes that can be provisioned .............ccoecieiiiiiiiiiieeens 696
13.11 Provisioning functions (infOrmative) ... 696
e 700 I R 7= o = - | 696
13.11.2  Examples of provisioning methodsS..........c.oooiiiiiiiii e 697
Annex A (informative) User layer/application profiles ... 700
A.l (O 1T V1= PP 700
A.2 ST O = = 700
A.3 APPIICAtION PrOfilE .. 700
Annex B (normative) Communication role profiles ... 702
B.1 (01T VT2 PP 702
B.1.1 BNl L.t 702
B.1.2 1 o 11 = 702
B.1.3 Sy S M SIZ e 702
B.1.4 Abbreviations and special SYymbolS ........coviiiiiii 702
B.1.5 ROIE PrOfileS .o 702
B.2 S35 (= 1 1 703
B.3 SYSTEIM MBINAGET ..ttt ettt et et ettt e et e et e e aeaes 703
B.4 STeTo 0T g1 1= T = T L= SO PP 704
B.5 L V25 (7= L - 1= 705
B.6 Data-liNK LAY T .o 705
B.6.1 GBNEIAL it 705
B.6.2 ROIE PrOfileS .o 706
B.7 AN TS T o S = 1= S 710
B.8 LI = U F7 o Lo - 1= S Docu,qqents

Document Sharing Hub

Full document details: BS EN 62734:2015


http://www.avadocuments.com/doc/bs-en-62734-2015
http://www.avadocuments.com/doc/bs-en-62734-2015

BS EN 62734:2015

-10 - IEC 62734:2014 © |IEC 2014
B.9 APPHCALION LAY .. et 711
B.10  PrOVISIONING ittt 712
B.11 Gateway (INfTOrMatiVe) .. ... 712
Annex C (informative) Background information ... 714
cC1 INAUSTIIAL NEEUS .. e e e 714
C.2 L EST= Vo = o] = ET Y= 1 714
c.2.1 GBNEIAL L.t 714
C.2.2 Class EXAMPIES ...t 715
Cc.2.3 Other uploading and downloading alarms (human or automated action)....... 716
C.3 The Open Systems Interconnection Basic Reference Model.............c.coooiininn. 716
Cc.3.1 L@ Y= Y= PN 716
C.3.2 APPICAION LAY O .ee e 717
C.3.3 TrANSPOIT LAY T et e 718
C.34 N2 10T S =1 = 718
C.3.5 Data-linK TAYer ... 718
C.3.6 P Y SICAl JAY T et 718
Annex D (normative) Configuration defaults ..o 720
D.1 G BNEIAL e 720
D.2 SYSTEM MANAGEIMENT ..ttt ettt e a et e e et e e aaenees 720
D.3 Y= o 1 e 721
D.4 Data-liNK LAY T .o e 721
D.5 NETWOTK LAY T e e e 723
D.6 LI = U o Lo - 1= 723
D.7 APPHCALION LAY ..t et 723
D.8 L 0 A2 ] T T 11 Yo 725
D.9 Gateway (INFOrMAatIVE) ... e e 726
Annex E (informative) Use of backbone Networks .........couviiiiiiiiiiiec e 727
E.1 (CTCT o T=T - | PR 727
E.2 Recommended CharaCteriStiCS . ....iuuiiiiie e 727
E.3 Internet protocol DaCKDONES ... ... 727
E.3.1 Methods of IPv6 protocol data unit transSmisSioN .........c.occvvveiiiiiiiiiiineieeens 727
E.3.2 Backbone router peer device diSCOVEIY ....iuiiiiiiiiiiee e e 728
E.3.3 YT o U 5 PP 728
Annex F (normative) Basic security concepts — Notation and representation...................... 730
F.1 Strings and String OPEratiONS .......oou i i 730
F.2 Integers, octets, and their representation ...........coceiiiiiiiiii e 730
F.3 B N S et e 730
Annex G (informative) Using certificate chains for over-the-air provisioning ....................... 731
Annex H (normative) Security building BIOCKS ... 732
H.1 Symmetric key cryptographic building blocksS ... 732
H.1.1 L@ Y= Y= PPN 732
H.1.2 Symmetric key domain parameters ... ..o 732
H.1.3 BlOCK CIP O . 732
H.1.4 [V oTo L= To ] o] o =T = U { Lo 732
H.1.5 Cryptographic hash funCtion ... 732
H.1.6 Keyed hash function for message authentication .............ccocceviiiiiiiiiicneennns 732
H.1.7 Specialized keyed hash function for message authentication....................... 733
H.1.8 Challenge domain parameters .....ou.viieeeiieieeee e e aes Doe*jﬁQents

Document Sharing Hub

Full document details: BS EN 62734:2015


http://www.avadocuments.com/doc/bs-en-62734-2015
http://www.avadocuments.com/doc/bs-en-62734-2015

BS EN 62734:2015

IEC 62734:2014 © |IEC 2014 -11-

H.2 Asymmetric-key cryptographic building bIOCks ... 733
H.2.1 GENETAL ..t 733
H.2.2 Elliptic curve domain parameters ........viuiiei e 733
H.2.3 Elliptic curve point representation ....... ..o 733
H.2.4 Elliptic curve publiC-KeY Pail .. ...ovuiiiiiii e 733

H.3 Keying INFOrMation ... e 733
H.3.1 GENETAL .. 733
H.3.2 Elliptic curve cryptography implicit certificates ...........cooooiiiiiiiii 734
H.3.3 Elliptic curve cryptography manual certificates.........c.cooviiiiiiiiiiins 734
H.3.4 Additional INfOrMatioN ......co.uii e 735

H.4 Key agreement SCREMIES . ..u e 735
H.4.1 Symmetric-key key agreement SCheme ........coovviiiiiiiii i 735
H.4.2 Asymmetric-key key agreement SCheme ........c.ooeiiiiiiiiiiiiii e 735

H.5 Keying information SChEMES ... ... e 735
H.5.1 Implicit certificate SChEME ... 735
H.5.2 Manual certificate SCheME .. ... 736

H.6 Challenge domain parameter generation and validation ...............ccoccovviiiiienennnnn. 736
H.6.1 OV BIVIBW ettt ettt ettt et e e e e eaees 736
H.6.2 Challenge domain parameter generation .........cccovvviiieiieiieeeeeeneneneeeneen 736
H.6.3 Challenge domain parameter verification .........ccc.covviviiiiiiiiii e 736

H.7 Challenge validation primitive ..o e 737

H.8 Secret key generation (SKG) PrimitiVe ......ocuieiiiei e eaee 737

H.9 Block-cipher-based cryptographic hash function ... 738

H.10 Elliptic curve cryptography manual certificate scheme............ccccooiviiiiininceen, 739
H.10.1 OV BIVIBW ettt ettt et e et ettt et e e e e e aees 739
H.10.2 Elliptic curve cryptography manual certificate generation transformation...... 740
H.10.3 Elliptic curve cryptography manual certificate processing transformation ..... 740

Annex | (informative) Definition templates ... ... 742

1.1 ODbjecCt tyPe tEMPIALE ..o 742

1.2 Standard object attributes template..........oooiii 742

1.3 Standard 0bject MEthOAS .....iuii e 743

1.4 Standard object alert reporting template ... 744

1.5 Data structure definition ... ....coouiiir e 745

Annex J (informative) Operations 0N attribULES. ... ..o 747

J.1 Operations 0N attribBULES ..o 747
J.1.1 GBI AL e e 747
J.1.2 Attribute ClassifiCation..........oiveriiii 747
J.1.3 Retrieving, setting, and resetting attributes.............cooo 747
J.1.4 Retrieving and setting structured attributes ..o 748
J.1.5 Resetting structured attribute values..........ccooviiiiiii 750
J.1.6 Deleting structured attribute values ..........coooiiiiiiii e 750

J.2 SYNCAIONIZEA CULOVET ..uiitiii e e e e e e e e e eaees 751

Annex K (normative) Standard 0bJECT tYPES ...euieiiiiii e 752
Annex L (informative) Standard data tyPesS ..o iieiiiiiiiii e 757
Annex M (normative) ldentification of tunneled legacy fieldbus protocols............ccccevennnnn. 759
Annex N (informative) Tunneling and native object mapping .......ccocooeviiiiiiiiiiieen, 760
N.1 (1T V=2 PP 760
\ P~ WU o 1=1 T o TR Doctuimients

Document Sharing Hub

Full document details: BS EN 62734:2015


http://www.avadocuments.com/doc/bs-en-62734-2015
http://www.avadocuments.com/doc/bs-en-62734-2015

BS EN 62734:2015

-12 - IEC 62734:2014 © IEC 2014

N.3 Foreign protocol application COmMmMUNICAtION.........c.iiiiiiiii e 760
N.4 N E V2= 0 o =T ox a2 = o] o1 o [ 761
N.5 Tunneling and native object mapping tradeoffs .........cooiiiiiiiiiiii e, 761
Annex O (informative) Generic protocol translation ..o 762
0.1 (O XY= VT PN 762
0.2 P UB I S N e e 762
0.3 SUD S IO o 763
0.4 (O 1Y o) PO OP PPN 764
0.5 Y= V=T 765
Annex P (informative) Exemplary GIAP adaptations for this standard.................c.ooeiiini. 766
P.1 LY =T - | 766
P.2 P A A B B S Lttt e 766
P.3 ST Lo e 766
P.4 L BB ittt e 766
P.5 LAY o = I 1S A 1= 0T 767
P.6 QLI o Lo o o ) VAN (=Y o 1o ] o XS 767
pP.7 SCREAUIE FEPOIT .t 767
P.8 D LAY Ao = I =T 1L =Y 1 o 767
P.9 Neighbor health report ... e 767
P.10  Network health rePOrt. ... e e 767
5 11 S PP PP 767
e 2 O 1= o) /£ =T V7= P 767
P.12.1 LT 1= - Y 767
pP.12.2 N ALV A CESS ittt e e e 767
P.12.3 L0 ] =TT = Lo o = 768
P.13  PUblisSh/sSUDSCIIDE. . ..o 768
P.13.1 LT = - Y 768
P.13.2 NS Y= Vo o =Y 768
P.13.3 FOIBIgN BCCESS - enitiiiit et 769
P.ld  BUIK traN S Ol oo 769
T A 1Y o S PP PPSP 769
P.16 Gateway CONfIQUIAtiON .. ..c..iieiiieie e e e e e e e e eeaas 770
P.17 DeVice CONfIQUIAtION .. .. e e e e e e e e e e eeeas 770
Annex Q (informative) Exemplary GIAP adaptations for [EC 6259 ........ccceiiiiiniiiiiiniiiinnn. 771
Q.1 L= 1= = L PN 771
Q.11 OV BV W ettt et ettt e ettt et 771
Q.1.2 R I BN G i 771
Q.1.3 Yo (o [ f ST 1 o PP 771
Q.14 SHEACK INTEITACE it 771
Q.15 TUNNEIING e et 772
Q.1.6 B N S ottt 772
Q.1.7 DAY U MBS PONSE ... ittt 772
Q.2 P A A B B S L. it 772
Q.3 YY1 [0 I PPN 772
Q.4 L BB ittt e e 773
Q.5 LAY o = 1S A 1= 0 L0 773
Q.6 JLINe] e Lol [eTe ) VAN £= o o] o AP 773
Q.7 Yo =T o LU L= =Y T o e 774

Q.8 Device health repOrt.......coi i e e eiiarnannees
Document Sharing Hub

Full document details: BS EN 62734:2015


http://dx.doi.org/10.3403/30200611U
http://www.avadocuments.com/doc/bs-en-62734-2015
http://www.avadocuments.com/doc/bs-en-62734-2015

BS EN 62734:2015

IEC 62734:2014 © |IEC 2014 - 13-
Q.9 Neighbor health report ... e 775
Q.10  Network health rePOrt. ... e 775
(O 0 5t N I oo 1= SO 776
(O 0 O 1 1= o | 7 £=Y=T Y=Y PP 776
Q.13  PUDBIS/SUDSCIIDE . ...t e 777
Q.13.1 (=T 0 L= = | PP 777
Q.13.2 Lease establiShment. ... 777
Q.13.3 B U O I NG e e 778
Q.14 BUIK traN S O o e 778
(O I T A =T o OO 778
Q.16 Gateway CONFIQUIALION ... e ee e 779
(O 2 R A B T3V Ao N oo a1 o 181 = ¥4 o 779
Annex R (informative) Host system interface to standard-compliant devices via a
ATEWAY .. et eee ettt ettt a e 780
R.1 2= Vo (o | o 1 o Vo 780
R.1.1 Host system integration reference model ..o 780
R.1.2 Asset ManagemMeNnt tOO0IS ...iu.ii i 780
R.1.3 ConfigUIration tO0IS ....iuiiii e 780
R.1.4 Distributed cONtrol SYSTEM ... 781
R.1.5 L= LT Y 781
R.2 Device application data integration with host systems ...........cocooiiiiiiiiiinn, 781
R.2.1 GNETAL ..t 781
R.2.2 Native protocol integration via Mapping .....c.oeeeeiieiiiiieeee e 781
R.2.3 Legacy device protocol integration via tunneling ............ccoooooiiiiiiiiiiiininens 781
R.3 Host system configuration t00] .........cooiiiiiii 781
R.3.1 GBI AL e 781
R.3.2 Host configuration using electronic device description language.................. 781
R.3.3 Host configuration using field device tool/device type manager.................... 782
R.4 Field device/distributed control systems integration .............ccoceviiiiiiiiiiiiiieieens 783
R.4.1 GENETAL .. 783
R.4.2 Foundation Fieldbus High Speed Ethernet...........coooiii 783
R.4.3 MOADUS o 783
R.4.4 Open connectivity for industrial automation ..............cooooiiiiiiii, 783
R.5 L= oY= Y 784
R.5.1 GENETAL ..t 784
R.5.2 DEeVICES SUPPOITEA ...ttt e en e eaas 784
R.5.3 [ F= Y 2= R SY U] o 1Yo ] o) 4 o T 784
R.5.4 Data PUBICAtION. ... 784
R.5.5 ClIENT/SEIVEI @CCESS .iuiiiii ettt et 784
R.5.6 AlBTITS TECEPLION <. e 784
R.6 Asset management application SUPPOIt.......oiuieiiii i 784
R.6.1 GENETAL ..t 784
R.6.2 Field device tool / device type Manager .......cc.ueeuiiuiiiiiiee e 785
R.6.3 H A R T e 785
R.6.4 O P C e 785
Annex S (informative) Symmetric-key operation test VECtOrS .......cvvvviiiiiiiiiiiiiiiiiiieneeeeen, 786
S.1 DP DU SAMPIES o 786
S.1.1 GENETAL ..t 786
S.1.2 DPDU with expected DMIC32 ......cocuvviiiieeieeeeeciiiiiiie e Documents

Document Sharing Hub

Full document details: BS EN 62734:2015


http://www.avadocuments.com/doc/bs-en-62734-2015
http://www.avadocuments.com/doc/bs-en-62734-2015

BS EN 62734:2015

- 14 - IEC 62734:2014 © |IEC 2014
S.1.3 DPDU with expected ENC-DMICS32 ......couuuiiiiiiiiiiieii e 786
S.2 TP DU SAMPI S oottt 787
S.2.1 GNETAL ..t 787
S.2.2 TPDU with expected ENC-TMIC-32: ... 787
S.2.3 TPDU with expected TMIC-32: .. it e 787
Annex T (informative) Data-link and network headers for join requests ..........ccooveiiiiiinnnn. 789
T.1 OVEBIVIBW .ttt ettt ettt ettt r et et et e e 789
T.2 MAC header (MHR) ... e eans 789
T.3 D ]I 1= o L= {0 1 789
T.4 N | 1= Vo [ PP 790
Annex U (informative) GateWay F0l€........oiiiiiiii e 791
u.1l (CTCT o T=T - | PPN 791
u.1l.1 OVEIVIBW ..ottt ettt et et et e e e e 791
u.1.2 Notional gateway protocol suite diagrams for native devices and
= To P T ] (=Y TP 792
u.1.3 GAtEWAY SCENMAIIOS vttt e et e et et e e e enees 792
u.1.4 BasiC gateway MOl .......ovuiiii i 794
u.2 NOTIONAL GLAP L.ttt e e e e 795
u.2.1 Summary of interfaces and primitives .......ccooeiiiiiiiii 795
u.2.2 Sequence Of PrimitiVES ... 798
u.2.3 Detailed description of parameters ........cooviiiiiiiiiiie e 803
u.2.4 Detailed description of INtErfaCes.......cviuiiiiii e 805
u.3 Example uses of WISN standard services and Objects .........ccociiiiiiiiiiiiiiiiiineannns 839
u.3.1 IR0 L= 17 839
u.3.2 BUIK traNS O e 852
u.3.3 A TS e e 853
u.3.4 Native publish/subscribe and client/server aCCess .........cooovveiiiiiiiiiiiiniineannns 855
u.3.5 TIME MANAGEMENT ...ttt e e eaeens 856
U.3.6 Y= o] 2 857
u.3.7 CONFIQUIATION .. 857
uU.3.8 Provisioning and JOINING .......cuei e 858
Annex V (informative) Compliance with ETSI 328 V1.8.1 i 859
27T 0o = o Y28 863
Figure 1 — Standard-compliant NetWOrK ... 76
Figure 2 — Typical single-layer PDU without fragmenting or blocking...........c..ccoooiiiiiiiinnans. 77
Figure 3 — Full multi-layer PDU structure used by this standard ...........cccccovieiiiiiiniincneenen, 77
Figure 4 — Physical deVviCes VEISUS FOlES ....cuuiiniiiiiei e e 90
Figure 5 — Notional representation of device phases .........cooiiiiiiiiiiii e, 94
Figure 6 — Simple Star tOPOI0QY ... 96
Figure 7 — Simple hub-and-Spoke tOPOI0gY «...ovuieiii e 97
Figure 8 — MeESh t0POI00gY .. vu i e e e 98
Figure 9 — Simple star-mesh tOPOI0gY .. ... 99
Figure 10 — Example where network and D-subnet overlap .......c.coooiiiiiiiiiii 100
Figure 11 — Example where network and D-subnet differ...........cccoooiiiiii 101
Figure 12 — Network with multiple gateWaysS.........ovuiiiiiii e 102
Figure 13 — Basic network with backup gateway ............cccocveeveeioeeeeeeeee e i) Documents

Document Sharing Hub

Full document details: BS EN 62734:2015


http://dx.doi.org/10.3403/01119572U
http://www.avadocuments.com/doc/bs-en-62734-2015
http://www.avadocuments.com/doc/bs-en-62734-2015

BS EN 62734:2015

IEC 62734:2014 © |IEC 2014 - 15 -

Figure 14 — Network with backbone ... 104
Figure 15 — Network with backbone — DeVICE r0l€S .....c.uiiniinii i 105
Figure 16 — Reference model used by this standard............cccooviiiiiiiiiiii e 106
Figure 17 — BasiC data flOW.......ouiei e 107
Figure 18 — Data flow between 1/O deVICES .....ou i 108
Figure 19 — Data flow with legacy 1/O eVICE......c.iiiiiiiii e 109
Figure 20 — Data flow with backbone-resident deViCe........covviiiiiiiiiiiii e 110
Figure 21 — Data flow between I/O devices via backbone subnet ...............ooiiiiiin, 111
Figure 22 — Data flow to standard-aware control SyStem .........ccooiiiiiiiiiiiie e 112
Figure 23 — Management arChitECIUNE ... ... ee e 115
FIQUIE 24 — DM AP ettt 118
Figure 25 — Example of management SAP flow through standard protocol suite.................. 120
Figure 26 — System manager architeCture CONCEPL......c.iin i 141
Figure 27 — UAP-system manager interaction during contract establishment....................... 163
Figure 28 — Contract-related interaction between DMO and SCO........cccovviviiiiiiiiiiieineeans 166
Figure 29 — Contract source, destination, and intermediate deviCes...........ccoociviiiiiiiiineanne. 179
Figure 30 — Contract establishment example..... ... 188
Figure 31 — Contract ID USAQE IN SOUICE ...uuuuieiitieieie e eete et e eae e e e e e e et e et e et eeane e aneenaens 189
Figure 32 — Contract termMiNatiON ... ...ie e e e e e e e e e e aeas 193
Figure 33 — Contract modification with immediate effect...........coooiii 195
Figure 34 — Examples of DPDU and TPDU SCOPE ...uiuuiiiiiiiiiiiiiiiiee et 197
Figure 35 — Keys and associated lifetimes .....oiiiiiiiii e 199
Figure 36 — KeY T etIMES .u i e e e e e e e e eas 201
Figure 37 — DPDU StTUCTUIE ... et ettt et e e e eaas 204
Figure 38 — DLE and DLS processing for a D-transaction initiator ..............ccoooviiiiiiniininiann.. 205
Figure 39 — Received DPDUS — DLE @and DSC .. ..iuiiiiiciiei e e e e e eas 207
Figure 40 — TPDU structure and protected COVEIrage .. ..vuuiuniiriiiieiieiei e e e e e e ens 219
Figure 41 — TIMIC PAr@MELEIS ..cuuieiiiii ettt e e et e ettt e et e e e enaennas 220
Figure 42 — TL and TSC interaction, outgoing TPDU ..o 221
Figure 43 — TL and TSC interaction, incoming TPDU .......cccoiiiiiiiiiiiice e 222
Figure 44 — Example: Overview of the symmetric-key joining ProCess.......cccoevvvvvvvrieinennennnns 239
Figure 45 — Example: Overview of the symmetric-key joining process of a backbone

(0 LT o = PPN 240
Figure 46 — Asymmetric-key-authenticated key agreement scheme............ccccovvviiiiiiinennns 250
Figure 47 — Example: Overview of the asymmetric-key joining process for a device with

B D e e 253
Figure 48 — Example: Overview of the asymmetric-key joining process of a backbone

(0 LA T o = PPN 254
Figure 49 — Device state transitions for joining process and device lifetime ....................... 266
Figure 50 — High-level example of session establishment ..............cooiiiiiiiiiii e 267
Figure 51 — Key update protOCOl OVEIVIEW. .. .. cuiuiiiie e eaas 272
Figure 52 — Device key establishment and key update state transition ................cc.coocieenee. 278
Figure 53 — DL protocol suite and PhPDU/DPDU StruCtUIe.........vvviiiiiieiieii e eieeeeneeaneens 298
Figure 54 — Graph routing example ............oooiiiiiii e Documents

Document Sharing Hub

Full document details: BS EN 62734:2015


http://www.avadocuments.com/doc/bs-en-62734-2015
http://www.avadocuments.com/doc/bs-en-62734-2015

BS EN 62734:2015

- 16 - IEC 62734:2014 © |IEC 2014
Figure 55 — Inbound and outbound graphs ... ... 303
Figure 56 — Slotted-channel-hoPPIiNg ..o 307
Figure 57 — SIoW-Channel-hopPiNg ... e e e e 308
Figure 58 — HYbDrid OPeration.....c..iuiie et 308
Figure 59 — RAdiO SPECIIUM USBOE ..uuiuuiiiit ittt ettt e e e e e enas 309
Figure 60 — Predefined channel-hopping-patternl.........cccooiiiiiiiiiii e 311
Figure 61 — Two groups of DLEs with different channel-hopping-pattern-offsets.................. 312
Figure 62 — Interleaved channel-hopping-patternl with sixteen different channel-
NOPPING-PAttErN-0f SIS ...t 313
Figure 63 — Example timeslot allocation for slotted-channel-hopping...........ccocooiiiiiiiiinn. 314
Figure 64 — Example timeslot allocation for slow-channel-hopping ..........ccooceviiviiiiiiininennnns 315
Figure 65 — Hybrid mode with slotted-channel-hopping and slow-channel-hopping.............. 316
Figure 66 — Combining slow-channel-hopping and slotted-channel-hopping ........................ 316
Figure 67 — Example of a three-timeslot superframe and how it repeats............ccocevvvinnennnns 317
Figure 68 — Superframes and [INKS........cc.iiiiii e 317
Figure 69 — Multiple superframes with aligned timeslotS..........ocooiiiiiiiiii 318
Figure 70 — Example superframe for slotted-channel-hopping .........cocooiiiiiiiiii 322
Figure 71 — Example superframe for slow-channel-hopping ........ccoooviiiiiii i 323
Figure 72 — Components of a slow-channel-hopping superframe..............coocoviviiiiiieciennnnnns 323
Figure 73 — Example configuration for avoiding collisions among routers .............ccocoeeeeenee. 324
Figure 74 — Hybrid configUIration ... e 325
Figure 75 — Timeslot allocation and MeSSAgE QUEUE ......cuueieieriiiieiieiieieeeeeeneeeeieeaneaneeneens 327
Figure 76 — 250 ms alignment iNterValS.......c..iiuiiiiii e 330
Figure 77 — Timeslot durations and timMing... ..o 331
Figure 78 — Clock source acknowledges receipt of a Data DPDU .........ccooeiiiiiiiiiiiiinieens 336
Figure 79 — Transaction timing attribDULES .......couiiiiii e 338
Figure 80 — Dedicated and shared transaction timeslots .........ccovvviiiiiiii i 339
Figure 81 — UNICAST tranNSACTION ......ieii i e e e e 340
Figure 82 — PDU Wait timMe (PWW T ) e e e e 343
Figure 83 — Duocast support in the standard...........ccooiiiiiiii e 344
Figure 84 — DUOCAST tranNSACTION ..iuuiviiiei e e e e e e e e e e eaneas 345
Figure 85 — Shared timeslots with active CSMA/CA ... .. 346
Figure 86 — Transaction during slow-channel-hopping periods ..........ccoooiiiiiiiiiiniiiinens 347
Figure 87 — DL management SAP flow through standard protocol suite..............c.ccovveeneennns 350
Figure 88 — PhPDU and DPDU SErUCTUI ....uitieiiie e e e e e e e e e e e e aneeneeaes 369
Figure 89 — Typical ACK/NAK DPDU [aYOUL ... ..ot 378
Figure 90 — Relationship among DLMO indexed attributes ..o 416
Figure 91 — Address translation PrOCESS ..ttt e e e eneeas 453
Figure 92 — Fragmentation PrOCESS ..ttt ettt e e e e et e e e e e e et e et et e e e e eneenaeas 455
Figure 93 — ReaSSEMDBIY PrOCESS ...uuuiii et e e 456
Figure 94 — Processing of an NSDU received from a TLE ... 458
Figure 95 — Processing of areceived NPDU .......coiiiiiiii e e e 459
Figure 96 — Processing of a NPDU received by a NLE from the backbone .............. gy s ose o 461

Documents

Document Sharing Hub

Full document details: BS EN 62734:2015


http://www.avadocuments.com/doc/bs-en-62734-2015
http://www.avadocuments.com/doc/bs-en-62734-2015

BS EN 62734:2015

IEC 62734:2014 © IEC 2014 -17 -

Figure 97 — Delivery of a received NPDU at its final destination NLE .............ccocooiiiiiniannn. 462
Figure 98 — Routing from a field device direct to a field-connected gateway without

o= o1 14 o To ] =T (01U 111 oo PSP 463
Figure 99 — Protocol suite diagram for routing from a field device direct to a field-

connected gateway without backbone routing ... 464
Figure 100 — Routing an NPDU from a field device to a gateway via a backbone router ...... 465
Figure 101 — Protocol suite diagram for routing an APDU from a field device to a

gateway via @ bacCkbOne FOULET .....iei e 466
Figure 102 — Routing from a field device on one D-subnet to another field device on a

QI EIENT D-SUDNET ottt 467
Figure 103 — Protocol suite diagram for routing from an 1/0O device on one D-subnet to

another I/0O device on a different D-subnet.........oooi 468
Figure 104 — Example of routing over an Ethernet backbone network .............c.cooeviiininnnns 469
Figure 105 — Example of routing over a fieldbus backbone network .............ccooiiiiiiininn, 470
Figure 106 — Distinguishing between NPDU header formats ..........ccoooiiiiiiiiiiiiiiiiniiicieeens 482
Figure 107 — TLE reference MOl ... ... e 490
Figure 108 — UDP pseudo-header for [PV ........ccuiiiiii e e e e e eas 492
Figure 109 — TPDU SIIUCTUIE .uuiuitiieii e et e e e e e et et et e e e e e e e enaeans 496
Figure 110 — User application objects in @ UAP ... 510
Figure 111 — Alarm state MOAel .. ... e 516
Figure 112 — EVENE MOUE ...iniii e e e e e e e e 517
Figure 113 — A successful example of multiple outstanding requests, with response

(oTo] g To= N =T 0= 14 o] o P 521
Figure 114 — An example of multiple outstanding unordered requests, with second

write request initially UNSUCCESSTUL .. ... . e 523
Figure 115 — An example of multiple outstanding ordered requests, with second write

request initially UNSUCCESSTUL ......iir e e e 524
Figure 116 — Send window example 1, with current send window smaller than

MAXIMUM SENT WINAOW .. ouuiteiie ettt et e e e e e e e e enes 526
Figure 117 — Send window example 2, with current send window the same size as

maximum send window, and non-zero usable send window width ... 526
Figure 118 — Send window example 3, with current send window the same size as

maximum send window, and usable send window width of zero ............ccooocoiiiiiniinnnn, 527
Figure 119 — General addresSing MOUel. . .. oo e e as 529
Figure 120 — UAP management object state diagram..........ccooeiiiiiiiiiiiiic e 536
Figure 121 — Alert report reception state diagram .........oooieiiiiiiii e 538
Figure 122 — Alert-reporting @XamPle ... .o 538
Figure 123 — UploadDownload object download state diagram ...........cccccoevieiiiiiiiiieieineinennnns 555
Figure 124 — UploadDownload object upload state diagram ...........ccocieeiiiiiiiiiiiiiniieeens 555
Figure 125 — Publish sequence of service primitives .........c.ooeiiiiiiiii e 576
Figure 126 — Client/server model two-part iNteractionS........cccovvviiiiiiiii e 581
Figure 127 — Client/server model four-part interactions: Successful delivery ....................... 581
Figure 128 — Client/server model four-part interactions: Request delivery failure ................ 582
Figure 129 — Client/server model four-part interactions: Response delivery failure.............. 582
Figure 130 — AlertReport and AlertAcknowledge, delivery SUCCESS.......cvvvviiiiiiiiiieiieieannns 597
Figure 131 — AlertReport, delivery failure ..o Dbé.US%ents

Document Sharing Hub

Full document details: BS EN 62734:2015


http://www.avadocuments.com/doc/bs-en-62734-2015
http://www.avadocuments.com/doc/bs-en-62734-2015

BS EN 62734:2015

- 18 - IEC 62734:2014 © |IEC 2014
Figure 132 — AlertReport, acknowledgment failure ... 598
Figure 133 — Concatenated response for multiple outstanding write requests (no
LT TSTST= o T Lo 1T P 605
Figure 134 — Management and handling of malformed APDUs received from device X ....... 611
Figure 135 — The proviSioning NEIWOIK. ...... .. 673
Figure 136 — State transition diagrams outlining provisioning steps during a device
T =0V ] = PP 675
Figure 137 — State transition diagram showing various paths to joining a secured
LYo o TP RUPT PP 678
Figure 138 — Provisioning objects and interactions ...........ccooiiiiiiiiiii e 680
Figure C.1 — OSI Basic Reference Model ... ... 716
Figure O.1 — Generic protocol translation publish diagram .............coooiiiiiiiii e 762
Figure 0.2 — Generic protocol translation subscribe diagram ............ccoooviiiiiiiiiiiiineeens 763
Figure O.3 — Generic protocol translation client/server transmission diagram...................... 764
Figure O.4 — Generic protocol translation client/server reception diagram...............ccocoeeenee. 765
Figure R.1 — Host integration reference model...........ccoviiiiiiiii e 780
Figure R.2 — Configuration using an electronic device definition...............coocoviiiiiiii s 782
Figure R.3 — Configuration using FDT/DTM approach .........cccooiiiiiiiii e 783
Figure U.1 — Gat@Way SCENMAIIOS . ..uuuieiei ittt e et e e e e et et et et e e e e e enaennas 793
Figure U.2 — Basic gateway MOl ........ccuiiniiiiiii e e e e e e e aes 794
Figure U.3 — Internal sequence of primitives for session interface............c.ccocevviiviiiincnennns 798
Figure U.4 — Internal sequence of primitives for lease management interface ..................... 798
Figure U.5 — Internal sequence of primitives for system report interfaces.............cc.co.cooeent. 799
Figure U.6 — Internal sequence of primitives for time interface.............ccoccoeiiiiiiiiin e 799
Figure U.7 — Internal sequence of primitives for client/server interface initiated from
gateway to an adapter HEVICE ... 800
Figure U.8 — Internal sequence of primitives for publish interface initiated from gateway
oI L= o E= T oL =T Ao 1= AV o = P 800
Figure U.9 — Internal sequence of primitives for subscribe interface initiated from an
= o F= 1 0 = 0 =Y = 801
Figure U.10 — Internal sequence of primitives for publisher timer initiated from gateway
O JR= L= o E= T oL =T Ao 1= AV o = T 801
Figure U.11 — Internal sequence of primitives for subscriber timers initiated from an
=Yoo T o (=Y o =LY T PP 801
Figure U.12 — Internal sequence of primitives for the bulk transfer interface ....................... 802
Figure U.13 — Internal sequence of primitives for the alert subscription interface ................ 802
Figure U.14 — Internal sequence of primitives for the alert notification interface.................. 803
Figure U.15 — Internal sequence of primitives for gateway management interfaces............. 803
Figure U.16 — Tunnel 0bJeCt MOUE! ... e e 839
Figure U.17 — Distributed tunnel endpoints .......ooiiiiiiii e 840
Figure U.18 — Multicast, broadcast, and one-to-many mesSaging.........ccoeeueeeiuiiuneineineeneennns 841
Figure U.19 — Tunnel object DUFfering ... ... 842
Figure U.20 — Publish/subscribe publisher CoSt flowchart............cocooiiiiiiiiiii e 845
Figure U.21 — Publish/subscribe publisher periodic flowchart............ccooooiiiiiiiiii 845
Figure U.22 — Publish/subscribe subscriber common periodic and CoSt flowchart..._.......... 846

Documents

Figure U.23 — Network address mMappPinNgsS .. ... oveeeeeeeneineiiaeieeiaeineieeeeneeiee i eiiaanaan e
Document Sharing Hub

Full document details: BS EN 62734:2015


http://www.avadocuments.com/doc/bs-en-62734-2015
http://www.avadocuments.com/doc/bs-en-62734-2015

BS EN 62734:2015

IEC 62734:2014 © IEC 2014 -19 -

Figure U.24 — Connection_Info usage in protocol translation.............ccooooiiiiiiinininns 848
Figure U.25 — Transaction_Info usage in protocol translation............cccccoeiiiiiiiiiiiicin e, 849
Figure U.26 — Interworkable tunneling mechanism overview diagram .........c.cccoovevvuveinennennnns 850
Figure U.27 — Bulk transfer Model.........o. e 853
Figure U.28 — Alert MOl .. ... e 854
o [O U 24 I AN =T o o= X o - o |1 0o [ 855
Figure U.30 — Native publish/subscribe and client/server access .........ccovoveiiiiiiiiiiiiiineinennnns 856
Table 1 — Standard management object types in DMAP ... 118
Table 2 — Metadata_attribute data StruCtUIe ..........ovuiiiii e 121
Table 3 — Alert types for communication diagnostic Category .......covvviiiiieiiiii e, 123
Table 4 — Alert types for security alert Category ... 123
Table 5 — Alert types for device diagnostic alert Category.......cooviiiiiiiiiii e 123
Table 6 — Alert types for process alert CategOry ....ouviuiiiiii e 123
Table 7 — ARMO attributes (1 Of 3) ..ouieii e 125
Table 8 — ARMO AlEITS ..ouii e e 128
Table 9 — Alarm_Recovery Method ... 129
Table 10 — DMO attributes (1 Of 8) ..uiuuieiiiiiiii e 131
BLI= 1o L= R 1 1 @ = Y[ o P 139
Table 12 — System management ODJECt tYPES ....iuiiiiiii 142
Table 13 — DSO attriDULES. ... e 144
Table 14 — Address_Translation_ ROW data StrUCTUIe ........coeuvvniiiiiiiiic e 145
Table 15 — Read_Address_ ROW Method .........coouiiniiiii e 145
Table 16 — Input argument usage for Read_Address_Row method ..............coooiiiiiiininn. 147
Table 17 — Output argument usage for Read_Address_Row method.............c.cooiiiiiiiinn. 147
Table 18 — Attributes of SMO iN SYSTEM MaANAGET .. ...cuiiiiei e eees 149
Table 19 — Proxy_System_Manager_Join Method ..........ooiiiiiiiiiii e 151
Table 20 — Proxy_System_Manager_Contract method ...........ccooiiiiiiiiiiii, 153
Table 21 — Effect of different join commands on attribute sets ..., 155
Table 22 — Attributes of DMSO in the system mManager ........cceoviiiiiiiiie e 155
Table 23 — System_Manager_Join Method.........cooiiiiiii e 156
Table 24 — System_Manager_Contract method ... 158
Table 25 — Attributes of STSO in the system mManager .......c.oovviiiiiiiice e 162
Table 26 — Attributes of SCO in the SyStem Manager ......c.oovviiiiiie e 165
Table 27 — SCO method for contract establishment, modification, or renewal (1 of 8) ......... 169
Table 28 — Input argument usage for SCO method for contract establishment,

MOdIfiICatioN, OF TENEWAL ... ... et e e e e 177
Table 29 — Output argument usage for SCO method for contract establishment,

MOAIfICALION, OF TENEWAL ... e et 178
Table 30 — Contract_Data data structure (1 of 3) ..o 181
Table 31 — New_Device_Contract_Response data structure (1 of 2) ...cooovviiiiiiiiiiiiiinincnnn, 185
Table 32 — SCO method for contract termination, deactivation and reactivation .................. 191
Table 33 — DMO method to notify of contract termination .............ccoooviiiiiiii i, 192
Table 34 — DMO method to notify of contract modification..................ccooo 0t DOCULBZENS

Document Sharing Hub

Full document details: BS EN 62734:2015


http://www.avadocuments.com/doc/bs-en-62734-2015
http://www.avadocuments.com/doc/bs-en-62734-2015

BS EN 62734:2015

- 20— IEC 62734:2014 © |IEC 2014
Table 35 — SECUILY [EVEIS ... e 202
Table 36 — Structure of the security control field .........coooviii i, 202
Table 37 — Sec.DpduPrep.ReqUEest EleMENTS ...t 208
Table 38 — Sec.DpduPrep.Response elemMents ........oouiiiiiiiii e 209
Table 39 — Sec.DAckCheck.Request elementS. ... ..o 209
Table 40 — Sec.DACkCheck.ResSpoNse elemMENtS ......ovuiiiiii e 210
Table 41 — Sec.DInitialCheck.Request elemMeNntS .......c.oiiii i 211
Table 42 — Sec.DlInitialCheck.Response elements ..........c.ooeiiiiiiiiiii e 212
Table 43 — Sec.DACKPrep.Request elemMeNntsS ... 213
Table 44 — Sec.DACKPrep.RespoNnse EIEMENTS .....ovviiiiiiii e e 214
Table 45 — Structure of the WISN DPDU NONCE ..ccuuiiuiiiiiii i 215
Table 46 — Structure of the 32-bit truncated TAI time used in the D-nonce...............cc.ceeene 215
Table 47 — TSC pseudo-header StrUCTUIE ... ... 220
Table 48 — Sec.TpduOutCheck.Request elements ......cc.ovviiiiiiiiii e 223
Table 49 — Sec. TpduOutCheck.ReSpoNSse elemMeENtS . ...c.iii i i 223
Table 50 — Sec.TpduSecure.Request elemMeENtS ... . ..o 224
Table 51 — Sec. TpduSecure.RespoNSe EleMENTS ..o 225
Table 52 — Sec.TpdulnCheck.Request eleMENTS .......c.ovuiiiiii e 226
Table 53 — Sec.TpdulnCheck.Response elements ......cc.vviiiiiiii i 227
Table 54 — Sec.TpduVerify.Request elementS. ... ..o 228
Table 55 — Sec.TpduVerify.ReSponse elemMents .......oo.iiiiiiiii e 229
Table 56 — Structure of TL security header ........coouiiiiii e 229
Table 57 — Structure of the TPDU NONCE .....couuiiiii e 230
Table 58 — Structure of 32-bit truncated nominal TAI time used in the T-nonce................... 230
Table 59 — Proxy_Security_Sym_Join method ... 242
Table 60 — Security_ Sym_Join Method ... ..o 243
Table 61 — Security_Confirm Method ........coiiii i 243
Table 62 — Security_Sym_Join_Request data StruCture..........cooooviiiiiiiiiieeeeee 244
Table 63 — Security_ Sym_Join_Response data StruCture ...........ccocooiiiiiiiiiiiiiiiiieeeeeee 245
Table 64 — Structure of compressed security level field.........ccooiiiiiiii e, 246
Table 65 — Master Key SECUILY 1@V ......iu i e 247
Table 66 — Security_ Sym_Confirm data StruCtUre.........coiiiiii e 247
Table 67 — Implicit certificate format .........c.oi i 249
Table 68 — Usage_serial_number StruCTUre ..o 249
Table 69 — Proxy_Security_Pub_Join method ... 256
Table 70 — Security Pub_Join Method ..o 257
Table 71 — Proxy_Security_Pub_Confirm method ..o, 258
Table 72 — Security Pub_Confirm method .........coooiiiii e 258
Table 73 — Network_Information_Confirmation method ..o, 259
Table 74 — Format of asymmetric join request internal Structure ............c.ocoooiiiiiiiiiinineineenn. 260
Table 75 — Format of the protocol control field ..........coooii i, 260
Table 76 — Format of asymmetric join response internal structure............ccoceviivvvinenennnnn. 261
Table 77 — Format of first join confirmation internal structure ..............cccocoviieniin Docu?ﬁqents

Document Sharing Hub

Full document details: BS EN 62734:2015


http://www.avadocuments.com/doc/bs-en-62734-2015
http://www.avadocuments.com/doc/bs-en-62734-2015

BS EN 62734:2015

IEC 62734:2014 © IEC 2014 -21-

Table 78 — Format of join confirmation response internal structure..............ccooooviiiiiiieinen.. 263
Table 79 — Joining process and device lifetime state machine ...........ccocooeiiiiiiiiin e, 265
Table 80 — Security New_SesSion Method ..o 268
Table 81 — Security New_Session_Request data StruCture...........cooovieiiiiiiiiiiiiiiiiiiiceeeen 269
Table 82 — Security New_Session_Response data StruCture ...........cocveeiieiiiiiiiniineeeneen, 270
Table 83 — NeW_Key METNOA ....ouiiii e e 273
Table 84 — Security Key _and_Policies data StruCtUre .........cooevviiiiiiii e 274
Table 85 — Security Key Update_Status data StruCture...........oooeiiiiiiiiiiiiceeeeee 276
Table 86 — T-key and D-key state tranSition ... ..o 277
Table 87 — Attributes of PSMO in the SyStem Manager ........ccuvviiiiiiiei e 278
Table 88 — Structure of POHCY fIeld.....ccuie e 281
T ADIE 8O — K BY T Y ittt 281
TaADIE 90 — KBY U SAQ ittt ettt et 282
B Lo L L= B A ] - Y [ ] VS 282
Table 92 — DSMO attriDULES ... e e 287
LI o] L S R (=) D LTS o] ] o) (o PP 289
Table 94 — T-keyLookupData OctetString fields ..., 290
Table 95 — Delete KeY MEthOd .. ...vviiiii e 291
Table 96 — Key_Policy _Update Mmethod........c.oiiiiiii e 292
Table 97 — DSMO AleITS ... it 294
Table 98 — TIMING rEQUINEMENTS ... . ettt e ea e 295
Table 99 — Graph table 0N ND 20 ... ..o 301
Table 100 — Graph table 0N ND 2L ... ..o e e e aee s 301
Table 101 — Approximating nominal timing with 32 KiHz clock ..., 332
Table 102 — DL_Config_INfO SIIUCTUIE ... ... 358
Table 103 — COUNIIYCOUE couiitiit it e e e e e e et et et e e e en e eaneens 364
Table 104 — DD-DATA.reqUEeSt ParametersS ..o.uiuu i iiieiei e e e e e e e e e e e e e enneeas 367
Table 105 — DD-DATA.CONfIrM ParameterS ... ... 368
Table 106 — Value set for statUs Parameter........cc.iiuiiiiiiii e 368
Table 107 — DD-DATA.INICAtION PAraMELEIS ..uvu it ieiee e e an e e 368
Table 108 — ExtDLUINE, ONE-0Ctet VANANT....couiiii i 371
Table 109 — ExXtDLUINt, tWO-0CtEet VAriaNt ... ... 371
Table 110 — Data DPDU MHR ..o ettt 372
Table 111 — Data DPDU DHDR ....ouuiii e et et et e eaes 374
Table 112 — Data DPDU DMXHR ...t ettt et ae e 374
Table 113 — DROUT structure, compressed Variant ...........c.oeeiiiiiiiiiieeeee e 375
Table 114 — DROUT structure, uncompressed Variant.........cocuviiiiiiniiee e 376
Table 115 — DADDR SETUCTUIE .ouuit ittt et et et et et e et e ea e enes 377
Table 116 — ACK/NAK DPDU MHR ..o e ettt e aae s 378
Table 117 — ACK/NAK DPDU DHR ..ot e aae s 379
Table 118 — ACK/NAK DPDU DHDR ...t e et e 380
Table 119 — Advertisement DAUX STTUCTUIE ....oiuiiii e e eae e 381
Table 120 — Advertisement selections elements..... ..o Docu?ﬁqents

Document Sharing Hub

Full document details: BS EN 62734:2015


http://www.avadocuments.com/doc/bs-en-62734-2015
http://www.avadocuments.com/doc/bs-en-62734-2015

BS EN 62734:2015

- 22— IEC 62734:2014 © |IEC 2014
Table 121 — Advertisement SEIECHIONS ... ... e 383
Table 122 — Advertisement time synchronization elements ..........ccocovviiiiiii i, 383
Table 123 — Advertisement time synchronization StruCture ...........ccoeovviiiii i, 383
Table 124 — Join superframe information subfields ..., 385
Table 125 — Join superframe information StruCtUre..........o.oieiiiii e 385
Table 126 — Superframe derived from advertiSement ........ccooe i 386
Table 127 — Join information elemMeEntS . ... 387
Table 128 — Join iNformation SIIUCTUIE .. .. ceeie e 387
Table 129 — Defaults for links created from advertisements .........coooiiiiiiiiiiiee, 388
Table 130 — dimo.Neighbor entry created from advertisements .............ccovieiiiiiiiince e, 389
Table 131 — dimo.Graph entry created from advertisements..........c.coovvviiiiiiiii i, 389
Table 132 — dimo.Route entry created from advertisements ..o 390
Table 133 — Solicitation header subfields ... 392
Table 134 — Solicitation header STIUCTUIE ... c...i e 393
Table 135 — Solicitation DAUX fIeldS .. ... e 393
Table 136 — Solicitation DAUX STIUCTUIE ......iuiii e 393
Table 137 — Activate lInk DAUX FIeladS ... e 395
Table 138 — Activate liNK DAUX StrUCTUIE ... .ccuuiii i ea e 395
Table 139 — Report received signal quality DAUX fieldS.....c.ooviiiiiiiiiiiie e 395
Table 140 — Report received signal quality DAUX StrUCTUIe ........ocoviuiiiiiiiiiiiiiiieeeeneee 396
Table 141 — DLMO attributes (L Of 7) oiuiii e e e 396
Table 142 — D-subnet filter OCLETS ...oiunii e 406
Table 143 — dimo.TaiAdjust OctetString fieldS.......ooviiii i 406
Table 144 — dimo.TaiAdjust OCtetString StrUCTUIE .....c..ieieii e 407
Table 145 — dimo.EnergyDesign OctetString fields...... ..o, 407
Table 146 — dimo.EnergyDesign OctetString StruCtUre .......c.oevviiiiiiiiice e 407
Table 147 — dimo.DeviceCapability OctetString fields .......cccoeviiiiiiiiii e, 408
Table 148 — dimo.DeviceCapability OctetString StruCture ..........ooeiiiiiiiiiiiieeeee 408
Table 149 — dImo.DiscoveryAlert flelds ... 410
Table 150 — dImM0O.DiSCOVErYAIErt StTUCTUIE . ..vuiie e e 410
Table 151 — dimo.Candidates OctetString fieldS.......coviiii i 411
Table 152 — dImo.Candidates STrUCTUIE ... ... 412
Table 153 — dimo.SmoothFactors OctetString fieldS......coovvieiiiii e, 413
Table 154 — dImo.SmMOOthFACIOrS SIIUCTUIE .....iiiiiii e 413
Table 155 — dImo.QUEUEPTIOrtY fIEldS ..o e 414
Table 156 — dIm0.QUEUEPTIONILY SIIUCTUIE ...t e 414
Table 157 — dimo.ChannelDiag fields ... e 415
Table 158 — dImo.ChannelDiag StrUCIUIE ........iieiieiiiee e e ee e 416
Table 159 — dIMO.Ch fIelds ... e 418
Table 160 — dIMO.Ch StTUCTUIE ...t e 418
Table 161 — Transaction receiver template fields .......cooviiiiii e, 421
Table 162 — Transaction receiver template StruCtUIe .........ovveviniiiiiir e 421
Table 163 — Transaction initiator template fields ... Docuﬁqents

Document Sharing Hub

Full document details: BS EN 62734:2015


http://www.avadocuments.com/doc/bs-en-62734-2015
http://www.avadocuments.com/doc/bs-en-62734-2015

BS EN 62734:2015

IEC 62734:2014 © IEC 2014 - 23 -

Table 164 — Transaction initiator template StruCtUIre ... .....ooeiiiiiiii e 422
Table 165 — Default transaction responder template, used during joining process............... 423
Table 166 — Default transaction initiator template, used during joining process................... 423
Table 167 — Default transaction responder template, used during joining process............... 424
Table 168 — dIMO.Neighbor fleldS. ... 426
Table 169 — dIMO.NeighbOr StrUCTUIE .....ieii e 427
Table 170 — EXteNdGraph flelds ....o.iuiei e 428
Table 171 — EXIGraph StrUCTUIE ....cu e e e 428
Table 172 — dimo.NeighborDiagReset fields. ... ... 429
Table 173 — dimo.NeighborDiagReset STrUCIUIE .......vvuiiii e 429
Table 174 — dImo.Superframe fleldS . ....oo i 430
Table 175 — dIMO.SUPErframe SITUCTUIE ... ...eniiieie e 431
Table 176 — dimo.Superframeldle fields ... ... 435
Table 177 — dimo.Superframeldle StrUCTUIE........ivuiiiiie e 435
Table 178 — dIMO.Graph .o e 436
Table 179 — dIMO.Graph SIIUCTUIE ... ...t e 436
Table 180 — dIMO.LINK fIelAS .. .. e 437
Table 181 — dIMO.LINK SITUCTUIE ...cen e e 438
Table 182 — dIMO.LINK[ J.TYPE STTUCTUIE ..uiveiiii e e e aa e 439
Table 183 — Allowed dimo.Link[ ].Type combinations .........c.oouiiiiiiiiiii e 440
Table 184 — Values for dimo.Link[ [.Schedule ....... .o, 441
Table 185 — dIMO.ROULE FIEIAS ... e 441
Table 186 — dIMO.ROULE SITUCTUIE ....iuiiieii e e et et e 442
Table 187 — dimo.NeighborDiag fields.........o e 443
Table 188 — Diagnostic summary OctetString fields ..., 443
Table 189 — Diagnostic summary OCtetString StrUCtUIe ......c..vvviiniiieice e 444
Table 190 — Diagnostic ClockDetail OctetString fieldS......cooveeiiiiiiii e, 444
Table 191 — Diagnostic ClockDetail OctetString StruCture ..........ooooviiiiiiiiiiiiiiieeeeeen, 445
Table 192 — Read _ROW METNOA ... .o e e 446
Table 193 — Write_ ROW MEthOA ... oviiiii e e e e 446
Table 194 — Write_ ROW_NOW MeEthOd ... ..o e 447
Table 195 — dIMO.AIErtPOlICY fIeldS ... 448
Table 196 — dimo.AlertPolicy OCtetString StrUCIUIe .....ovvieii e 448
Table 197 — DL_CONNECHIVILY @lert ..o e e e e 449
Table 198 — DL_Connectivity alert OCtetStriNg ... ...c.ovuiiii e 449
Table 199 — NeighborDISCOVEIY Alert ... e 450
Table 200 — Link-10cal addreSs StrUCTUIE ... .ouuiiui i 451
Table 201 — Address translation table (AT T) . e 452
Table 202 — Example of a routing table ... ..o 457
Table 203 — N-DATA.reqUESt €lEMENTS .. ... 471
Table 204 — N-DATA.CONFIrM @lEMENTS ...t 472
Table 205 — N-DATA.INAICAtION €lE@MENTS .. ..o 473
Table 206 — NLMO attributes (L Of 3) oouiiniiiiiiie e Doeu“ments

Document Sharing Hub

Full document details: BS EN 62734:2015


http://www.avadocuments.com/doc/bs-en-62734-2015
http://www.avadocuments.com/doc/bs-en-62734-2015

BS EN 62734:2015

- 24— IEC 62734:2014 © |IEC 2014
Table 207 — Contract table STrUCTUIE .. ... e 477
Table 208 — Route table elemMeENntS... ..o 478
Table 209 — Address translation table StruCtUre ..........coiiiiiii i 478
Table 210 — NLMO structured MIB manipulation methods ............cooiiiiiiiii 480
Table 211 — Alert to indicate dropped PDU/PDU €ITOr ... ... 481
Table 212 — Common header PatteINS .. ... e 483
Table 213 — Basic NL header fOrmat ... ... e 483
Table 214 — Contract-enabled NL header format..........c.oouiiiiiiiiii e 485
Table 215 — 6LOWPAN_IPHC encoding format..........c.oouiiiiiii e 485
Table 216 — IPVv6 NL header fOrmMat .......ooouiiiii e e 486
Table 217 — Full NL header in the DL ... e 487
Table 218 — NL header format for fragmented NPDUS .........oooiiiiiiiiiiii e 488
Table 219 — Format of first fragment header ..., 488
Table 220 — Format of second and subsequent fragment headers............ccooceviviiiiinineinen, 489
Table 221 — UDP header €NCOAING ..vuuiuiiiie et e e e eane e 493
Table 222 — UDP 6LOWPAN_NHC-for-UDP encoding OCtet..........cooiuiiiiiiiiiiiiiiiiiiiceeeen 497
Table 223 — Optimal UDP header €nNCOAING......c.oiuiiiiiiiii e 497
Table 224 — UDP header encoding with checksum and compressed port numbers.............. 498
Table 225 — T-DATA.F€QUESTE BIEMENTS ... i e e e 499
Table 226 — T-DATA.CONfirM €lE@mMENTS ... 500
Table 227 — T-DATA.cONfirm StatUS COUES ...uinii it 500
Table 228 — T-DATA.INIiCAtiON €lEMENTS .....iii e 501
Table 229 — TLMO attributes (L Of 2) .oueiiii e 502
Table 230 — TL management object methods — ReSet........cciiiiiiiiii e 504
Table 231 — TL management object methods — Halt............cooiiii 504
Table 232 — TL management object methods — PortRangelnfo...........ccocveiiiiiiiiiince e, 505
Table 233 — TL management object methods — GetPortInfo .........ccooveiiiii i, 505
Table 234 — TL management object methods — GetNextPortInfo ..., 506
Table 235 — TL management object alert types — lllegal use of port..........ccooooiiiiiiinans. 506
Table 236 — TL management object alert types — TPDU received on unregistered port ....... 507
Table 237 — TL management object alert types — TPDU does not match security
010 1 Tod 1= PRSPPI 507
Table 238 — State table for alarm tranSitioNS ... ... 515
Table 239 — State table for event tranSitioNS ..o 516
Table 240 — UAP management object attributes (1 of 2) ..o 534
Table 241 — State table for UAP management Object .........c.oooiiiiiiiiii e 536
Table 242 — UAP management object MethodsS ... ..o 536
Table 243 — Alert-receiving object attributes ........cooiiiii i 537
Table 244 — State table for handling an AlertReport reception..........ccocovviviiiiiiiiicinceeen, 538
Table 245 — AlertReceiving object methods ... 539
Table 246 — UploadDownload object attributes (1 0f 4) ..ooviriiiii e, 540
Table 247 — UploadDownload object MethodsS..........ovuviiiiiii e 545
Table 248 — UploadDownload object StartDownload method............cooviiiiiiiini s e e 546

Documents

Document Sharing Hub

Full document details: BS EN 62734:2015


http://www.avadocuments.com/doc/bs-en-62734-2015
http://www.avadocuments.com/doc/bs-en-62734-2015

BS EN 62734:2015

IEC 62734:2014 © IEC 2014 - 25—

Table 249 — UploadDownload object DownloadData method..............cooiiiiiiiiiiiiiiii, 547
Table 250 — UploadDownload object EndDownload method ..........c.coovviiiiiiiiiin e, 549
Table 251 — UploadDownload object StartUpload method .........ccooovviiiiiii e, 550
Table 252 — UploadDownload object UploadData method ............coooiiiiiiiiiii, 551
Table 253 — UploadDownload object EndUpload method ...........ccocoiiiiiiiiiiiiee 552
Table 254 — Download state table for unicast operation mode (1 of 2) ....ocoiiiiiiiiiiiiiiiiens. 553
Table 255 — Upload state table for unicast operation mode (1 of 2).....cooiiiiiiiiiiiiiiinin. 556
Table 256 — Concentrator object attributes (1 0f 2) ..ooviviiiiii i, 558
Table 257 — Concentrator object MethodsS ... 559
Table 258 — Dispersion object attributes (1 Of 2) ... 560
Table 259 — Dispersion object Methods ..o 561
Table 260 — Tunnel object attributes (1 Of 3) ..uivniieiiiii e 562
Table 261 — Tunnel object MEethOdsS ... ... 564
Table 262 — Interface ObJeCt attribDULES .. .. i 565
Table 263 — Interface ObjeCt MEthOAS .. v e 565
Table 264 — Data type: ObjectAttributelNdeXANdSIze ..o 567
Table 265 — Data type: Communication association endpoint (1 of 2).....ccccovviiiiiiiiininennn. 568
Table 266 — Data type: Communication contract data .........ccceovviiiiiiiiiiiie e 570
Table 267 — Data type: Alert communication endpoint..........ccceviiiiiiiiie e 571
Table 268 — Data type: Tunnel @nNdPOiNnt... ... 571
Table 269 — Data type: Alert report deSCIIPLOr ... ...t 572
Table 270 — Data type: Process control alarm report descriptor for analog with single
TEFEIENCE CONTITION ..ottt e e e e 572
Table 271 — Data type: ObJeCtiDand T Y Pe ... e 573
Table 272 — Data type: UnscheduledCorrespondent...........c.oooiiiiiiiiiiiiieeeeeeee 573
TADIE 273 — AL SEIVICES ittt et e et e 574
Table 274 — PUDIISN SEIVICE .uu i 578
Table 275 — REAMA SBIVICE ..uii ittt e e e 584
TaADIE 276 — WO SBIVICE . oniiit it ettt et e e ae e 589
TaDIE 277 — EXECULE SEIVICE c.uitiiii ittt e ettt et et et e e e eaaes 593
Table 278 — Al REPOI SEIVICE c.u ittt e e e e ea e e 599
Table 279 — AlertACKNOWIEAQE SEIVICE .. ... 602
Table 280 — TUNNEI SEIVICE ... it 606
Table 281 — Application flow CharaCteriStiCS ... cuuiiuiiieiei e 609
Table 282 — AL service primitive to TL service primitive mapping.......ccoevveeeeeinineneineaneens. 610
Table 283 — ASLMO attributes (L Of 2) c.uiuiii i e 612
Table 284 — Application sublayer management object methods.............oooiin, 613
Table 285 — RESEt MELNOU .. ... e 614
Table 286 — ASLIMO AlEITS .. iuuiiiiii e 615
Table 287 — Analog input object attribUtes ... 618
Table 288 — Analog input object MethodsS. ... ... 619
Table 289 — ANalog INPUL @lEITS ..u.veiiie e e e ne s 620
Table 290 — Analog output attributes (1 Of 2) ..o D66'u6|2ﬁent5

Document Sharing Hub

Full document details: BS EN 62734:2015


http://www.avadocuments.com/doc/bs-en-62734-2015
http://www.avadocuments.com/doc/bs-en-62734-2015

BS EN 62734:2015

- 26 — IEC 62734:2014 © |IEC 2014
Table 291 — Analog output object Methods ... 622
Table 292 — Analog OULPUL @lEIES ..ov.iuii e e e 623
Table 293 — Binary input object attribULES ..o 624
Table 294 — Binary input object Methods ... 625
Table 295 — Binary iNPUL @IS ... e 625
Table 296 — Binary output attribULES ......ieii e 626
Table 297 — Binary output 0bject Methods ......ovviiniiii e 627
Table 298 — Binary OUtPUL @lEITS .. ...ouiie e 627
Table 299 — StAtUS OCTET . ..uu it 629
Table 300 — Data type: Process control value and status for analog value .......................... 629
Table 301 — Data type: Process control value and status for binary value ........................... 630
Table 302 — Data type: Process control MOAe .......ouieiiiiie e 630
Table 303 — Data type: Process control mode bitString.........ccoooviiiiiiiii e 630
Table 304 — Data type: Process control SCaliNg......c.vvuiiiiiiiii e 631
Table 305 — Process control standard ObjeCtS ......uiiuiiiiii i 631
TaADIE 306 — SOIVICES .ttt 632
Table 307 — Application messaging formMat...... ... 632
Table 308 — Concatenated APDUS in @ Single TSDU ......oiuiiiiiiiiicece e 633
Table 309 — ObjJECt AUAIESSING .vuiriiiiiie e e e e e e e e e e 633
Table 310 — Four-bit addressing mode APDU header construction...........ccooeeeiiiiiniinennnnn. 634
Table 311 — Eight-bit addressing mode APDU header construction ...........c..ccoeeeviiiiniinennnnn. 634
Table 312 — Sixteen-bit addressing mode APDU header construction ............ccoovevevviinennnnn. 634
Table 313 — Inferred addressing USE CaSE EXaMPIE ..o.iiviiii i i 635
Table 314 — Inferred addressing mode APDU header construction...........cccoeviiiiiniineinenn. 635
Table 315 — Six-bit attribute identifier, not indexed ... 636
Table 316 — Six-bit attribute identifier, singly indexed, with 7-bit indeX...............cooeviiinn. 636
Table 317 — Six-bit attribute identifier, singly indexed, with 15-bit indeX.............ccocevviennnen. 636
Table 318 — Six-bit attribute identifier, doubly indexed, with two 7-bit indices...................... 637
Table 319 — Six-bit attribute identifier, doubly indexed, with two 15-bit indices.................... 637
Table 320 — Six-bit attribute identifier, doubly indexed, with first index seven bits long
and second index fifteen DItS [ONG .....iviiii i 637
Table 321 — Six-bit attribute bit attribute identifier, doubly indexed, with first index
fifteen bits long and second index seven DitS [ONg.........coii i 637
Table 322 — Twelve-bit attribute identifier, not indexed ..o, 638
Table 323 — Twelve-bit attribute identifier, singly indexed with 7-bit index........................... 638
Table 324 — Twelve-bit attribute identifier, singly indexed with 15-bit indeX......................... 638
Table 325 — Twelve-bit attribute identifier, doubly indexed with two 7-bit indices................. 638
Table 326 — Twelve-bit attribute identifier, doubly indexed with two 15-bit indices............... 639
Table 327 — Twelve-bit attribute identifier, doubly indexed with first index 7 bits long
and second INAEX 15 DItS IONG . ..uiiniie i e 639
Table 328 — Twelve-bit attribute identifier, doubly indexed with the first index 15 bits
long and the second INdeX 7 DItS 1ONQ .. .o 639
Table 329 — Twelve-bit attribute identifier, reserved form ... 639
Table 330 — Coding rules for read SErviCe reqUEeSt ......ocuveriiiiiiiiei e an Domf’ﬁ%nts

Document Sharing Hub

Full document details: BS EN 62734:2015


http://www.avadocuments.com/doc/bs-en-62734-2015
http://www.avadocuments.com/doc/bs-en-62734-2015

BS EN 62734:2015

IEC 62734:2014 © |IEC 2014 - 27 -

Table 331 — Coding rules for read service response with 7-bit size field...................oie. 640
Table 332 — Coding rules for read service response with 15-bit size field..................cooonin. 640
Table 333 — Coding rules for write service request with 7-bit size field.............c.cooeeviiinnn. 641
Table 334 — Coding rules for write service request with 15-bit size field...................oei. 641
Table 335 — Coding rules for Write SErviCe reSPONSE ... c.uiuuiii i 641
Table 336 — Coding rules for execute service request with 7-bit size field....................oooeiis 642
Table 337 — Coding rules for execute service request with 15-bit size field ......................... 642
Table 338 — Coding rules for execute service response with 7-bit size field ........................ 642
Table 339 — Coding rules for execute service response with 15-bit size field....................... 643
Table 340 — Coding rules for tunnel service request with 7-bit size field....................coon. 643
Table 341 — Coding rules for tunnel service request with 15-bit size field......................... 643
Table 342 — Coding rules for tunnel service response with 7-bit size field ........................... 643
Table 343 — Coding rules for tunnel service response with 15-bit size field ......................... 644
Table 344 — Coding rules for AlertReport service with 7-bit associated-data size field......... 644

Table 345 — Coding rules for AlertReport service with 15-bit associated-data size field....... 644

Table 346 — Coding rules for AlertAcknowledge ServiCe ........cooiiiiiiiiiiii e 645
Table 347 — Coding rules for publish service for a native sequence of values .................... 645
Table 348 — Coding rules for publish service — non-native (for tunnel support).................... 645
Table 349 — Coding rules for CoONCatenNate SEIVICE ....oiiiiiii e 645
Table 350 — General coding rule for size-invariant application data..............ccoccoviiiiiiiininns. 646
Table 351 — General coding rule for size-varying application data of 0..255 octets.............. 646
Table 352 — Coding rules for UNSIgNed8 .........oouiieiiiiiie e e 648
Table 353 — Coding rules for UNSIigNedlt .......cc.iiuiiiiiiiii e e aa e 648
Table 354 — Coding rules for UnNSigned32 ... 649
Table 355 — Coding rules for UNSIigNedB4 ...... ... 649
Table 356 — Coding rules for UNSignedl28 ........couiiiiiiiiiii e e ea e 650
Table 357 — Coding rules for single-precision float...........cooeeiiiiiiiiii e, 651
Table 358 — Coding rules for double-precision float ..o, 651
Table 359 — Coding rules for ViSibDIeStriNg ......oouiinii e 652
Table 360 — Coding rules fOr OCtETSIIING ..ivuiinii i e 652
Table 361 — Coding rules fOr BitStriNg ...o.ie e e e 653
Table 362 — Coding rules for TAINetworkTime, and for TAITimeDifference when

interpreted as a ModUulo diffEreNCEe .. ... e 654
Table 363 — Coding rules for TAITIMEROUNAEd ........couiiii e 654
Table 364 — Coding example: Read request for a non-indexed attribute.................c.ooeeni. 668
Table 365 — Coding example: Read response for a non-indexed attribute ........................... 668
Table 366 — Coding example: Tunnel Service reqUEST ... ..o 668
Table 367 — Factory default SETtINGS ...vviii e 676
Table 368 — Device provisioning 0bject (1 Of 6) .....ocuiiiiiii e 682
Table 369 — Reset_To_Default method ..., 687
Table 370 — Write symmetric join Key method ... 688
Table 371 — Device provisioning service object (1 Of 4) ... 689
Table 372 — DPSOWhiteListTbl data structure (1 of 2) ....coooiiiiiii e 693

Documents

Document Sharing Hub

Full document details: BS EN 62734:2015


http://www.avadocuments.com/doc/bs-en-62734-2015
http://www.avadocuments.com/doc/bs-en-62734-2015

BS EN 62734:2015

- 28 — IEC 62734:2014 © |IEC 2014
Table 373 — Array manipulation table..... ... 695
Table 374 — DPSO alert to indicate join by a device not on the WhiteList..............c...coeene. 695
Table 375 — DPSO alert to indicate inadequate device join capability..........cccccoeviviiiiinnnnnn. 696
Table B.1 — Protocol [ayer deViCe FOIES . ... 703
Table B.2 — OVer-the-air UPGrates .. . e e 703
Table B.3 — SeSsion SUPPOrt Profiles ... 704
Table B.4 — BaSEliNe Profiles ... e 705
TabIe B.5 — PR Tl e 705
Table B.6 — DL required for ISted r0leS . ... 706
Table B.7 — Role profiles: General DLMO attributeS.......cccieiiiiiiiiiic e 707
Table B.8 — Role profiles: dimo.Device_Capability ........ccoveiiiiiiii e, 707
Table B.9 — Role profiles: dimo.Ch (channel-hopping).......ccoeiiiiiii e, 708
Table B.10 — Role profiles: dImo.TSTemMpPlate ......c.oiuiiiii e 708
Table B.11 — Role profiles: dImo.Neighbor ... 708
Table B.12 — Role profiles: diImo.NeighborDiag .......cccvvuiiiiii e 709
Table B.13 — Role profiles: dImo.SUperframe .. .. ... 709
Table B.14 — Role profiles: dIMo.Graph ... 709
Table B.15 — Role profiles: dImMoO.LinK. ..o e 710
Table B.16 — Role profiles: dIMO.ROULE ... coeiiii e 710
Table B.17 — Role profiles: dImo.QUEeUE_PriOrity ....c.ouuiuiiiii e 710
Table B.18 — ROULING table SIZe ....ouie e 711
Table B.19 — AdAress table SIizZe. ... 711
Table B.20 — POt SUP PO SIZE ouitiiiiiiieii et e e e e e e e ea e neens 711
T DI B2l — AP S ittt e a 711
Table B.22 — Role profiles: I/O, routers, gateways, and backbone routers........................... 712
Table B.23 — ROIE Profile: GatBWay ....oc..iuii e e e e 712
Table B.24 — Role profile: Gateway NativVe @CCESS....ivuiiiii e eieeee e eees 712
Table B.25 — Role profile: Gateway interworkable tunnel mechanism ....................coo. 713
Table C.1 — USAQGE ClaSSES . uuiiitiiiiiiie ettt e e e e 715
Table D.1 — System management configuration defaults ...........ccocooiiiiiiiii i, 720
Table D.2 — Security configuration defaultS.........coooiiiiiiii e 721
Table D.3 — DLE configuration defaultS ... 722
Table D.4 — NLE configuration defaultS........c.oouiiiiiiie e e 723
Table D.5 — TLE configuration defaults ........c.cooiiiiiiiii e 723
Table D.6 — ALE configuration defaults ... 724
Table D.7 — Provisioning configuration defaults ... 726
Table D.8 — Gateway configuration defaultS .........ccocviiiiii e 726
Table 1.1 — Table of standard ObJECE tYPES .uiiniinii i 742
Table 1.2 — Template for standard object attributes .........c.ooeiiiiiiiii e, 743
Table 1.3 — Template for standard object MethodsS. ..o, 744
Table 1.4 — Template for standard object alert reporting ........ccoovviiiiiiiiiii e, 745
Table [.5 — Template for data StrUCTUIES ... ... e e 746
Table J.1 — Scheduled_Write method template .........ccoooiiiiiiiii Docdﬁqents

Document Sharing Hub

Full document details: BS EN 62734:2015


http://www.avadocuments.com/doc/bs-en-62734-2015
http://www.avadocuments.com/doc/bs-en-62734-2015

BS EN 62734:2015

IEC 62734:2014 © IEC 2014 - 29—

Table J.2 — Read_Row method template ... ... 749
Table J.3 — Write_ ROW Method tempPlate .. ..o 749
Table J.4 — Reset_ ROW method temPlate ..o 750
Table J.5 — Delete_ Row method template ... 751
Table K.1 — Standard 0bJeCt tYPeS .. 753
Table K.2 — Standard 0bjeCt INSTANCES ... ..ivuii i 755
Table L.1 — Standard data tYPeS ...uuiuii e e e 757
Table M.1 — Identification of tunneled legacy fieldbus protocols .............cooiiiiiiiiiien. 759
Table T.1 — Sample MHR fOr JOIN FEQUEST. ... ..n e 789
Table T.2 — Sample DHR fOr JOIN FEQUEST . ...iiniieii e e 790
Table T.3 — Network header for JOIN MESSATES ..vuiuiiiii e e 790
Table U.1 — Summary of notional gateway high-side interface examples...............co.oeenine. 796
Table U.2 — Primitive G_SeSSion parameter USAQE «.....cuuieu e e iieiaieie e aa e e enaenns 805
Table U.3 — GS_Status for G_SesSion CONfirM ... ..oiuiiiii e 807
Table U.4 — Primitive G_Lease Parameter USAQE .....vvuiueuneen e eeieeiieieaeeneaneaneenneaneaneaneeneenns 808
Table U.5 — GS_Lease_Type for G_Lease reqUEST ......c.iiiiiiiiie e 809
Table U.6 — GS_Status for G_Lease CONfirM........ccooiiiiii e, 810
Table U.7 — Primitive G_Device_List Report parameter USAge .......ccvvvvveveneeneineinieineiennennns 811
Table U.8 — GS_Status for G_Device_List_Report confirm.........c.cooviviiiiiiiiii e, 812
Table U.9 — Primitive G_Topology_Report parameter USAQE .....c.ovuiuieniinieniinaiiaeiaeieeeeneenn 812
Table U.10 — Primitive G_Schedule_Report parameter USAge ........ocuveniiniiniiniiiiiiiaineieeneenn. 814
Table U.11 — Primitive G_Device_Health_Report parameter usage ........c.occoevevrvvnierneenennnnnn. 816
Table U.12 — Primitive G_Neighbor_Health _Report parameter usage .........cccccovvvevveiennnnnn. 817
Table U.13 — Primitive G_Network_Health_Report parameter usage..........cccoevveiiniiiennnnn. 819
Table U.14 — Primitive G_Time parameter USAQgE .. ..ouuuiuu i aiiiiiaeieee e e e enaeens 821
Table U.15 — GS_Status for G_Time CONFIrM ..o e 821
Table U.16 — Primitive G_Client_Server parameter USAQE........cuuvvuvereieeeeneieeieeineanenneanaenns 822
Table U.17 — GS_Status for G_Client_Server confirm ..., 823
Table U.18 — Primitive G_Publish parameter USage ..........cooooiiiiiiiiiii e 825
Table U.19 — GS_Status for G_Publish confirm..........ccoooiiiii e, 826
Table U.20 — Primitive G_Subscribe parameter USAge .......c.oeuuviriiiiiiiiieie e eeneeen 826
Table U.21 — GS_Status for G_Subscribe confirm. ..., 827
Table U.22 — Primitive G_Publish_Timer parameter USAge.......c.covuvvuiiiiiiiiieieiieeeeneeaneenn 827
Table U.23 — Primitive G_Subscribe_Timer parameter USAge........cocuvvuivieineineineiieineieaneenn 827
Table U.24 — Primitive G_Publish_Watchdog parameter UsSage ........cocvveiiiiiiiiiniineeeneen. 828
Table U.25 — Primitive G_Bulk_Open parameter USAQe ... ..c.uvuuiuiiiiiaiaieieeieeeeee e enaenn 829
Table U.26 — GS_Status for G_Bulk_Open confirm ........ooiiiiiiiii e 830
Table U.27 — Primitive G_Bulk_Transfer parameter USAQe .......ccovvvvvuiiiiineeneieieeneineaeaneenns 830
Table U.28 — GS_Status for G_Bulk_Transfer confirm .............cooiiiii e, 830
Table U.29 — Primitive G_Bulk_Close parameter USAQEe ........ccoveuiiuiiiiiiiiiaiaeeieeeee e 831
Table U.30 — Primitive G_Alert_Subscription parameter USage ........cocuvvvveeeneineeiieineneaneenn 832
Table U.31 — GS_Status for G_Alert_Subscription confirm............cocooiiiiiiii e, 833
Table U.32 — Primitive G_Alert_Notification parameter usage ..........cccccoevviineenennnnn. Docuﬁqents

Document Sharing Hub

Full document details: BS EN 62734:2015


http://www.avadocuments.com/doc/bs-en-62734-2015
http://www.avadocuments.com/doc/bs-en-62734-2015

BS EN 62734:2015

-30- IEC 62734:2014 © |IEC 2014
Table U.33 — Primitive G_Read_Gateway_Configuration parameter usage ...........cc.cceeeneen.. 834
Table U.34 — GS_Attribute_ldentifier values for G_Read_Gateway_Configuration
=0 U 835
Table U.35 — Primitive G_Write_Gateway_Configuration parameter usage ..........cccoceevvnennns 835
Table U.36 — GS_Attribute_ldentifier values for G_Write_Gateway_Configuration
=70 UL ST PPN 836
Table U.37 — GS_Status for G_Write_Gateway_Configuration confirm................c.cooeieenn. 836
Table U.38 — Primitive G_Write_Device_Configuration parameter usage .........occoevvvvvnennennns 837
Table U.39 — GS_Status for G_Write_Device_Configuration confirm..................cocooann. 838
Table U.40 — Primitive G_Read_Device_Configuration parameter usage ..........ccocceeeuveunennns 838
Table U.41 — Example of gateway configuration management attributes ................c.cooeeeenis 858

Documents

Document Sharing Hub

Full document details: BS EN 62734:2015


http://www.avadocuments.com/doc/bs-en-62734-2015
http://www.avadocuments.com/doc/bs-en-62734-2015

BS EN 62734:2015
IEC 62734:2014 © IEC 2014 -33 -

0 Introduction

0.1 General

This _standard provides specifications in accordance with the OSI Basic Reference Model,
—1, (e.g., PhL, DL, etc.), and also provides security and management (including
network and device configuration) specifications for wireless devices serving Annex C’s usage
classes 1 through 5, and potentially class 0, for fixed, portable, and moving devices.

This standard is intended to provide reliable and secure wireless operation for non-critical
monitoring, alerting, supervisory control, open loop control, and closed loop control
applications. This standard defines a protocol suite, including system management, gateway
considerations, and security specifications, for low-data-rate wireless connectivity with fixed,
portable, and slowly-moving devices, often operating under severe energy and power
constraints. The application focus is the performance needs of process automation monitoring
and control where end-to-end communication latencies on the order of at least 100 ms can be
tolerated.

To meet the needs of industrial wireless users and operators, the technology specified in this
document provides robustness in the presence of interference found in harsh industrial
environments or caused by wireless systems not covered by this international standard. As
described in Clause 4, this standard addresses coexistence with other wireless devices
anticipated in the industrial workspace, such as cell phones and devices based on
(based on WirelessHART™1), (based on WIA-PA), IEEE 802.11 (WiFi),
IEEE 802.15, IEEE 802.16 (WiMax), and other relevant standards. Furthermore, this standard
supports interoperability of devices compliant with this international standard, as described in
Clause 5, in those aspects of operation that are covered by this international standard.

This standard does not define or specify plant infrastructure or its security or performance
characteristics. However, it is important that the security of the plant infrastructure be assured
by the end user.

0.2 Document structure

This document is organized into clauses focused on unique network functions and protocol
suite layers. The clauses describe system, system management, security management,
physical layer, data-link layer, network layer, transport layer, application layer, and
provisioning. Generic considerations that apply to protocol gateways are also included,
though specifications of specific protocol gateways are not. Each clause describes a
functionality or protocol layer and dictates the behavior required for proper operation. When a
clause describes behaviors related to another function or layer, a reference to the appropriate
other clause is supplied for further information.

The mandatory and optional communication protocols defined by this document are referred
to as native protocols, while those protocols used by other networks such as legacy fieldbus
communication protocols are referred to as foreign protocols.

0.3 Potentially relevant patents

The International Electrotechnical Commission (IEC) draws attention to the fact that it is
claimed that compliance with this document may involve the use of multiple patents:

a) concerning elliptic curve (asymmetric) cryptography, given in 7.4.6 and 7.2.2.3;

1 Property of the HART Communication Foundation. This information is given for the convenience of users of the
standard and does not constitute an endorsement of the trademark holder or any related products. Compliance
to this profile does not require use of the registered trademark. Use of the trademarks requires p€rmissi rhgi
the trade name holder. ﬁ&ésﬁ entS
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b) concerning synchronizing clocks and assessing link quality, given in 9.1.9.3 and 9.1.15;
c) concerning unspecified subject areas;
d) concerning wireless provisioning, and selection and routing among multiple gateways.

IEC takes no position concerning the evidence, validity and scope of these patent rights.

The holders of these patent rights have assured the IEC that they are willing to negotiate
licences either free of charge (free) or under reasonable and non-discriminatory terms and
conditions (RAND) with applicants throughout the world. In this respect, the statements of the
following holders of those patent rights are registered with IEC.

Information on these patent rights and their licensing may be obtained from:

a) | Certicom Corporation b) | NIVIS LLC
4701 Tahoe Blvd, Bldg A 1000 Circle 75 Pkwy, Suite 300
L4W 0B5 Mississauga, ON CANADA Atlanta, GA 30339-6051 USA
Attn: Patent licensing Attn: Patent licensing
Licensing terms: presumably RAND Licensing terms: RAND
Relevant patents: Relevant patents:
unknown; not stated by patent holder — US 20100027437
— US 20100098204
c) | General Electric d) | Yokogawa Electric Corporation
1 Research Cir 2-9-32 Nakachou, Musashina-shi
Schenectady, NY 12309-1027 USA Tokyo JAPAN
Attn: Patent licensing Attn: Patent licensing
Licensing terms: presumably RAND, reciprocity Licensing terms: RAND, reciprocity
Relevant patents: Relevant patents:
unknown; not stated by patent holder —JP 4129749
— US 8005514
— US 8031727
— US 8305927

— US 2009080394

The above patent holders, patents, and licensing terms are those declared to the IEC as relevant to |EC 62734,
as of the date of preparation of this text.

Attention is drawn to the possibility that some of the elements of this document may be the
subject of patent rights other than those identified above. IEC shall not be held responsible for
identifying any or all such patent rights.

ISO (http://www.iso.org/patents) and IEC (http://patents.iec.ch) maintain on-line databases of
patents relevant to their standards. Users are encouraged to consult these databases for the
most up-to-date information concerning patents.
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INDUSTRIAL NETWORKS —
WIRELESS COMMUNICATION NETWORK
AND COMMUNICATION PROFILES -
ISA 100.11A

1 Scope

This International Standard specifies a method of reliable and secure wireless operation for
non-critical monitoring, alerting, supervisory control, open loop control, and closed loop
control applications. This standard defines a protocol suite, including system management,
gateway considerations, and security specifications, for low-data-rate wireless connectivity
with fixed, portable, and slowly-moving devices, often operating under severe energy and
power constraints. The application focus of this standard is the performance needs of process
automation monitoring and control, where end-to-end communication delays on the order of
100 ms can be tolerated.

This standard specifies the following:

e physical layer service definition and protocol specification;
e data-link layer service definition and protocol specification;
o network layer service definition and protocol specification;
e transport layer service definition and protocol specification;

e application layer service definition and protocol specification, including support for
protocol tunneling and gateways;

e security and security management;

e provisioning and configuration;

e network management; and

e additive communication role profiles (i.e., one or more can be selected concurrently).
Functionality above the application layer of the OSI Basic Reference Model, such as the so-

called User Layer and different profiles for functionality at that layer, is not addressed.
However, it is discussed briefly in Annex A.

2 Normative references

The following documents, in whole or in part, are normatively referenced in this document and
are indispensable for its application. For dated references, only the edition cited applies. For
undated references, the latest edition of the referenced document (including any
amendments) applies.

NOTE See the Bibliography for non-normative references.

SO/IEC 644, Information technology — ISO 7-bit coded character set for information
interchange

ISO/IEC 10731], Information technology — Open Systems Interconnection — Basic Reference
Model — Conventions for the definition of OSI services

ISO/IEC 18033-3, Information technology — Security techniques — Encryption algorithms —
Part 3: Block ciphers
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ISO/IEC 19773, Information technology — Security techniques — Authenticated encryption

ANSI X9.63:2011, Public Key Cryptography for the Financial Services Industry — Key
Agreement and Key Transport Using Elliptic Curve Cryptography

IETF RFC 2460:1998, Internet Protocol, Version 6 (IPv6) Specification

IETF RFC 2464, Transmission of IPv6 Packets over Ethernet Networks

IETF RFC 2529, Transmission of IPv6 over IPv4 Domains without Explicit Tunnels
IETF RFC 3168, The Addition of Explicit Congestion Notification (ECN) to IP

IETF RFC 4213, Basic Transition Mechanisms for IPv6 Hosts and Routers

IETF RFC 4291:2006, IP Version 6 Addressing Architecture

IETF RFC 4944, Transmission of IPv6 Packets over IEEE 802.15.4 Networks

IETF RFC 6282:2011, Compression Format for IPv6é Datagrams over IEEE 802.15.4-Based
Networks

IETF RFC 6298, Computing TCP's Retransmission Timer

IEEE 802.15.4™:20112, IEEE Standard for Information technology — Telecommunications
and information exchange between systems — Local and metropolitan area networks —
Specific requirements — Part 15.4: Wireless Medium Access Control (MAC) and Physical
Layer (PHY) Specifications for Low-Rate Wireless Personal Area Networks (LR-WPANS)

SEC 1:2009, Elliptic Curve Cryptography, version 2, available at http://www.secg.org

SEC 4, Elliptic Curve Qu-Vanstone Implicit Certificate Scheme (ECQV), version 0.97,
available at http://www.secg.org

3 Terms, definitions, abbreviated terms, acronyms, and conventions

For the purposes of this document, the following terms, definitions, abbreviations, acronyms
and conventions apply.

3.1 Terms and definitions

3.1.1 (N)-layer and other terms and definitions from the open systems
interconnection Basic Reference Model

3.1.1.1

abstract syntax

specification of (N)-PDUs by using notation rules which are independent of the encoding
technique used to represent them

[SOURCE: |SO/IEC 7498-1:1994 as corrected and reprinted in 1996, 7.1.1.2, modified —
generalized to any layer]

2 Pproperty of IEEE, http://www.ieee.org. Documents
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3.1.1.2
accountability
property that ensures that the actions of an entity may be traced uniquely to the entity

[SOURCE: ISO 7498-2:1989, 3.3.3]

3.1.1.3

acknowledgment

function of the (N)-layer which allows a receiving (N)-entity to inform a sending (N)-entity of
the receipt of an (N)-PDU

[SOURCE: |SO/IEC 7498-1:1994 as corrected and reprinted in 1996, 5.8.1.16]

3.1.1.4

application-entity

active element, within an application process, embodying a set of capabilities that is pertinent
to OSI and that is defined for the AL, that corresponds to a specific application-entity-type
(without any extra capabilities being used)

Note 1 to entry: This is a slight specialization of (N)-entity, because the AL includes non-OSl-relevant application
functions. Each application-entity represents one and only one process in the open system interconnection
environment.

[SOURCE: |SO/IEC 7498-1:1994 as corrected and reprinted in 1996, 7.1.1.1]

3.1.1.5
application-management
functions in the AL related to management of OSI application-processes

[SOURCE: |SO/IEC 7498-1:1994 as corrected and reprinted in 1996, 8.1.1]

3.1.1.6

association

cooperative relationship between system entities, usually for the purpose of transferring
information between them

[SOURCE: IEC TS 62443-1-1:2009, 3.2.7]

3.1.1.7
(N)-association
cooperative relationship among (N)-entity-invocations

[SOURCE: |SO/IEC 7498-1:1994 as corrected and reprinted in 1996, 5.3.1.1]

3.1.1.8
authorization
granting of rights, which includes the granting of access based on access rights

[SOURCE: ISO 7498-2:1989, 3.3.10]

3.1.1.9
availability
property of being accessible and useable upon demand by an authorized entity

[SOURCE: ISO 7498-2:1989, 3.3.11]
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3.1.1.10
blocking
function performed by an (N)-entity to map multiple (N)-SDUs into one (N)-PDU

[SOURCE: |SO/IEC 7498-1:1994 as corrected and reprinted in 1996, 5.8.1.11]

3.1.1.11

centralized-multi-endpoint-connection

multi-endpoint-connection where data sent by the entity associated with the central-
connection-endpoint is received by all other entities, while data sent by the other entities is
received by only the central entity

[SOURCE: |SO/IEC 7498-1:1994 as corrected and reprinted in 1996, 5.8.1.2]

3.1.1.12

ciphertext

data produced through the use of encipherment so that the semantic content of the resulting
data is not available

Note 1 to entry: See cleartext, plaintext.

Note 2 to entry: Relative to a PDU, ciphertext is information in a PDU that is subject to obscuration by encryption,
in its post-encryption pre-decryption obscured form.

[SOURCE: ISO 7498-2:1989, 3.3.1]

3.1.1.13
cleartext
<generic> intelligible data, the semantic content of which is available

[SOURCE: ISO 7498-2:1989, 3.3.15]

3.1.1.14

cleartext

<communications-protocol-specific> information in a PDU that is not subject to obscuration by
encryption

Note 1 to entry: Relative to a PDU, cleartext is information in the PDU that is not subject to obscuration by
encryption, that when present in the PDU is always present in its unobscured form.

3.1.1.15

compromise

violation of computer security whereby programs or data may have been modified, destroyed,
or made available to unauthorized entities

[SOURCE: ISO/IEC 2382-8:1998, 08.05.11]

3.1.1.16
concatenation
function performed by an (N)-entity to map multiple (N)-PDUs into one (N-1)-SDU

Note 1 to entry: Blocking and concatenation, though similar (they both permit grouping of data-units) serve
different purposes. For instance, concatenation permits the (N)-layer to group one or several acknowledgment
(N)-PDUs with one (or several) (N)-PDUs containing user-data. This would not be possible with the blocking
function only. Note also that the two functions are combinable so that the (N)-layer performs blocking and
concatenation.

[SOURCE: |SO/IEC 7498-1:1994 as corrected and reprinted in 1996, 5.8.1.13]
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3.1.1.17

concrete syntax

those aspects of the rules used in the specification of data which embody a specific
representation of that data

[SOURCE: |SO/IEC 7498-1:1994 as corrected and reprinted in 1996, 7.2.1.1]

3.1.1.18

confidentiality

property that information is not made available or disclosed to unauthorized individuals,
entities, or processes

Note 1 to entry: In a general information security context, confidentiality preserves authorized restrictions on
information access and disclosure, including means for preserving personal privacy and proprietary information.

[SOURCE: ISO 7498-2:1989, 3.3.16]

3.1.1.19

(N)-connection

association requested by an (N+1)-layer entity for the transfer of data between two or more
(N+1)-entities

Note 1 to entry: The association is established by the (N)-layer and provides explicit identification of a set of
(N)-data-transmissions and agreement concerning the (N)-data-transmission services to be provided for the set.

[SOURCE: |SO/IEC 7498-1:1994 as corrected and reprinted in 1996, 5.3.1.2]

3.1.1.20
(N)-connection endpoint
terminator at one end of an (N)-connection within an (N)-service-access-point

[SOURCE: |SO/IEC 7498-1:1994 as corrected and reprinted in 1996, 5.3.1.3]

3.1.1.21

(N)-connection-endpoint-identifier

identifier of an (N)-connection-endpoint which can be used to identify the corresponding
(N)-connection at an (N)-SAP

[SOURCE: |SO/IEC 7498-1:1994 as corrected and reprinted in 1996, 5.4.1.5]

3.1.1.22

(N)-connection-endpoint-suffix

that part of an (N)-connection-endpoint-identifier which is unique within the scope of an
(N)-SAP

[SOURCE: |SO/IEC 7498-1:1994 as corrected and reprinted in 1996, 5.4.1.6]

3.1.1.23
(N)-connection-mode-transmission
(N)-data-transmission in the context of an (N)-connection

[SOURCE: |SO/IEC 7498-1:1994 as corrected and reprinted in 1996, 5.3.1.17]

3.1.1.24

(N)-connectionless-mode-transmission

(N)-data-transmission not in the context of an (N)-connection and not required to maintain any
logical relationship between (N)-SDUs
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[SOURCE: |SO/IEC 7498-1:1994 as corrected and reprinted in 1996, 5.3.1.18]

3.1.1.25
correspondent-(N)-entities
(N)-entities with an (N-1)-connection between them

[SOURCE: |SO/IEC 7498-1:1994 as corrected and reprinted in 1996, 5.3.1.5]

3.1.1.26

cryptanalysis

analysis of a cryptographic system and/or its inputs and outputs to derive confidential
variables and/or sensitive data including cleartext

[SOURCE: ISO 7498-2:1989, 3.3.18]

3.1.1.27

data integrity

property that data has not been altered or destroyed in an unauthorized manner

[SOURCE: ISO 7498-2:1989, 3.3.21]

3.1.1.28
data-origin authentication
corroboration that the source of data received is as claimed

[SOURCE: ISO 7489-2:1989, 3.3.22]

3.1.1.29
(N)-data transmission
(N)-facility that conveys SDUs from one (N+1) layer entity to one or more (N+1) entities

[SOURCE: |SO/IEC 7498-1:1994 as corrected and reprinted in 1996, 5.3.1.9]

3.1.1.30

deblocking

function performed by an (N)-entity to identify multiple (N)-SDUs which are contained in one
(N)-PDU

Note 1 to entry: In the absence of error, deblocking is the reverse function of blocking.

[SOURCE: |SO/IEC 7498-1:1994 as corrected and reprinted in 1996, 5.8.1.12]

3.1.1.31

decentralized-multi-endpoint-connection

multi-endpoint-connection where data sent by an entity associated with a connection-endpoint
is received by all other entities

[SOURCE: |SO/IEC 7498-1:1994 as corrected and reprinted in 1996, 5.8.1.3]

3.1.1.32
decryption
reversal of a corresponding reversible encipherment

[SOURCE: ISO 7498-2:1989, 3.3.23]

Documents

Document Sharing Hub

Full document details: BS EN 62734:2015


http://dx.doi.org/10.3403/00621095
http://dx.doi.org/10.3403/00621095
http://dx.doi.org/10.3403/00621095
http://dx.doi.org/10.3403/00621095
http://dx.doi.org/10.3403/00621095
http://www.avadocuments.com/doc/bs-en-62734-2015
http://www.avadocuments.com/doc/bs-en-62734-2015

BS EN 62734:2015
IEC 62734:2014 © IEC 2014 -41 -

3.1.1.33

demultiplexing

function performed by an (N)-entity which identifies (N)-PDUs for more than one
(N)-connection within an (N-1)-connection

Note 1 to entry: In the absence of error, demultiplexing is the reverse function of multiplexing.

[SOURCE: |SO/IEC 7498-1:1994 as corrected and reprinted in 1996, 5.8.1.5]

3.1.1.34

digital signature

data appended to, or a crypto graphic transformation of, a data unit that allows a recipient of
the data unit to prove the source and integrity of the data unit and protect against forgery e.g.
by the recipient

[SOURCE: ISO 7498-2:1989, 3.3.26]

3.1.1.35

(N)-entity

active element within an (N)-subsystem embodying a set of capabilities defined for the
(N)-layer that corresponds to a specific (N)-entity-type (without any extra capabilities being
used)

[SOURCE: |SO/IEC 7498-1:1994 as corrected and reprinted in 1996, 5.2.1.11]

3.1.1.36

(N)-entity-invocation

specific utilization of part or all or all of the capabilities of a given (N)-entity (without any extra
capabilities being used)

[SOURCE: |SO/IEC 7498-1:1994 as corrected and reprinted in 1996, 5.2.1.12]

3.1.1.37
(N)-entity-type
description of a class of (N)-entities in terms of a set of capabilities defined for the (N)-layer

[SOURCE: |SO/IEC 7498-1:1994 as corrected and reprinted in 1996, 5.2.1.10]

3.1.1.38

(N)-interface-control-information

information transferred locally between an (N+1)-entity and an (N)-entity to coordinate their
joint operation

3.1.1.39
(N)-layer
subdivision of the OSI architecture, constituted by subsystems of the same rank (N)

[SOURCE: |SO/IEC 7498-1:1994 as corrected and reprinted in 1996,5.2.1.2]

3.1.1.40

(N)-layer-management

functions related to the management of the (N)-layer partly performed in the (N)-layer itself
according to the (N)-protocol of the layer (activities such as activation and error control) and
partly performed as a subset of systems-management

[SOURCE: |SO/IEC 7498-1:1994 as corrected and reprinted in 1996, 8.1.6]
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3.1.1.41
multi-endpoint-connection
connection with more than two connection-endpoints

[SOURCE: |SO/IEC 7498-1:1994 as corrected and reprinted in 1996, 5.3.1.4]

3.1.1.42

multiplexing

function performed by an (N)-entity in which one (N-1)-connection is used to support more
than one (N)-connection

Note 1 to entry: The term multiplexing is also used in a more restricted sense to the function performed by the
sending (N)-entity while the term demultiplexing is used to the function performed by the receiving (N)-entity.

[SOURCE: |SO/IEC 7498-1:1994 as corrected and reprinted in 1996, 5.8.1.4]

3.1.1.43
password
confidential authentication information, usually composed of a string of characters

[SOURCE: ISO 7498-2:1989, 3.3.39]
3.1.1.44

peer-(N)-entities
entities within the same (N)-layer

[SOURCE: |SO/IEC 7498-1:1994 as corrected and reprinted in 1996, 5.2.1.3]

3.1.1.45
peer-entity authentication
corroboration that a peer entity in an association is the one claimed

[SOURCE: ISO 7489-2:1989, 3.3.40]

3.1.1.46

(N)-protocol

set of rules and formats (semantic and syntactic) that determines the communication behavior
of (N)-entities in the performance of (N)-functions

[SOURCE: |SO/IEC 7498-1:1994 as corrected and reprinted in 1996, 5.2.1.9]

3.1.1.47
(N)-protocol-addressing-information
those elements of (N)-PCI which contain addressing information

[SOURCE: |SO/IEC 7498-3:1997, 3.4.20]

3.1.1.48
(N)-protocol-control-information
information exchanged between (N)-entities to coordinate their joint operation

[SOURCE: |SO/IEC 7498-1:1994 as corrected and reprinted in 1996, 5.6.1.1]

3.1.1.49
(N)-protocol-data-unit
unit of data specified in an (N)-protocol and consisting of (N)-protocol-control-information and

possibly (N)-user-data Documents
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[SOURCE: |SO/IEC 7498-1:1994 as corrected and reprinted in 1996, 5.6.1.3]

3.1.1.50

(N)-protocol-version-identifier

identifier conveyed between correspondent (N)-entities which allows the selection of the
version of an (N)-protocol

Note 1 to entry: The definition of a new (N)-protocol-version-identifier presupposes a minimal common knowledge
of the (N)-protocol identified by the preceding (N)-protocol-version-identifier. When such a minimal common
knowledge cannot be achieved, the (N)-protocols are considered to be independent and different.

[SOURCE: |SO/IEC 7498-1:1994 as corrected and reprinted in 1996, 5.8.1.18]

3.1.1.51

quality of service

<generic> collective effect of service performance which determines the degree of satisfaction
of a user of the service

Note 1 to entry: The quality of service is characterized by the combined aspects of service support performance,
service operability performance, serveability performance, service integrity and other factors specific to each
service.

Note 2 to entry: 1SO defines quality as the ability of a product or service to satisfy users’ needs.

[SOURCE: [EC 61907:2009, 3.1.15]

3.1.1.52
quality of service
<data link service> negotiated parameters for a link, including

e priority;
e time windows for control messaging;
e acceptability of out-of-order message delivery; and

e acceptability of message delivery in partial increments

3.1.1.53
reassembling
function performed by an (N)-entity to map multiple (N)-PDUs into one (N)-SDU

Note 1 to entry: In the absence of error, reassembling is the reverse function of segmenting.

[SOURCE: |SO/IEC 7498-1:1994 as corrected and reprinted in 1996, 5.8.1.10]

3.1.1.54

recombining

function performed by an (N)-entity which identifies (N)-PDUs for a single (N)-connection in
(N-1)-SDUs received on more than one (N-1)-connection

Note 1 to entry: In the absence of error, recombining is the reverse function of splitting.

[SOURCE: |SO/IEC 7498-1:1994 as corrected and reprinted in 1996, 5.8.1.7]

3.1.1.55

(N)-relay

(N)-function by means of which an (N)-entity forwards data received from one peer (N)-entity
to another peer (N)-entity

[SOURCE: |SO/IEC 7498-1:1994 as corrected and reprinted in 1996, 5.3.1.6]
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3.1.1.56

reset

function that sets the corresponding (N)-entities to a predefined state with a possible loss or
duplication of data

[SOURCE: |SO/IEC 7498-1:1994 as corrected and reprinted in 1996, 5.8.1.17]

3.1.1.57

security label

marking bound to a resource (which may be a data unit) that names or designates the security
attributes of that resource

[SOURCE: ISO 7498-2:1989, 3.3.49]

3.1.1.58
segmenting
function performed by an (N)-entity to map one (N)-SDU into multiple (N)-PDUs

[SOURCE: |SO/IEC 7498-1:1994 as corrected and reprinted in 1996, 5.8.1.9]

3.1.1.59

(N)-selector

that part of an (N)-address that is specific to the addressed (N)-subsystem, i.e., which
identifies one or more (N)-SAPs within an end open system once that end open system is
unambiguously identified

Note 1 to entry: Since the end open system is implicitly known at the Network layer, (N)-selectors are used above
the Network layer, along with local information, to address the desired (N+1)-entity within the open system.
(N)-selector values are exchanged between open systems as part of the (N)-PAI.

[SOURCE: |SO/IEC 7498-3:1997, 6.2.3]

3.1.1.60

separation

function performed by an (N)-entity to identify multiple (N)-PDUs which are contained in one
(N-1)-SDU

Note 1 to entry: In the absence of error, separation is the reverse function of concatenation.

[SOURCE: |SO/IEC 7498-1:1994 as corrected and reprinted in 1996, 5.8.1.14]

3.1.1.61

sequencing

function performed by the (N)-layer to preserve the order of (N)-SDUs that were submitted to
the (N)-layer

[SOURCE: |SO/IEC 7498-1:1994 as corrected and reprinted in 1996, 5.8.1.15]

3.1.1.62

(N)-service

capability of the (N)-layer and the layers beneath it, which is provided to (N+1) entities at the
boundary between the (N)-layer and the (N+1) layer

[SOURCE: |SO/IEC 7498-1:1994 as corrected and reprinted in 1996, 5.2.1.5]

3.1.1.63
(N)-service access point
point at which (N)-services are provided by an (N)-entity to an (N+1)-entity Documents
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[SOURCE: |SO/IEC 7498-1:1994 as corrected and reprinted in 1996, 5.2.1.8]

3.1.1.64
(N)-service-access-point-address
(N)-address that is used to identify a single (N)-SAP

[SOURCE: |SO/IEC 7498-1:1994 as corrected and reprinted in 1996, 5.4.1.2]

3.1.1.65

(N)-service-data-unit

amount of information whose identity is preserved when transferred between peer
(N+1)-entities and which is not interpreted by the supporting (N)-entities

[SOURCE: |SO/IEC 7498-1:1994 as corrected and reprinted in 1996, 5.6.1.4]

3.1.1.66

splitting

function within the (N)-layer by which more than one (N-1)-connection is used to support one
(N)-connection

Note 1 to entry: The term splitting is also used in a more restricted sense to see the function performed by the
sending (N)-entity while the term recombining is used to see the function performed by the receiving (N)-entity.

[SOURCE: |SO/IEC 7498-1:1994 as corrected and reprinted in 1996, 5.8.1.6]

3.1.1.67

system management

functions in the AL related to management of various OSI resources and their status across
all layers of the OSI architecture

[SOURCE: |SO/IEC 7498-1:1994 as corrected and reprinted in 1996, 8.1.4]

3.1.1.68
transfer syntax
abstract and concrete syntax used in the transfer of data between open systems

[SOURCE: |SO/IEC 7498-1:1994 as corrected and reprinted in 1996, 7.2.1.2]

3.1.1.69
user application process
active process within the highest portion of the AL that is the user of OSI services

Note 1 to entry: The aspects of a UAP that need to be taken into account for the purpose_of OSI are represented
by one or more application-entities, of one or more application-entity-types, defined in |[SO/IEC 7498-1:1994 as
corrected and reprinted in 1996, 7.1.2.2 and 7.1.2.3.

Note 2 to entry: The collection of UAPs is sometimes referred to as the wuser layer, even though
JSO/IEC 7498-1:1994 as corrected and reprinted in 1996, 7.1.2.1 states that the AL has no boundary with a higher
layer. In the OSI Basic Reference Model, the AL includes the UAPs.

3.1.1.70

(N)-user-data

data transferred between (N)-entities on behalf of the (N+1)-entities for which the (N)-entities
are providing services

[SOURCE: |SO/IEC 7498-1:1994 as corrected and reprinted in 1996, 5.6.1.2]

3.1.2 Other terms and definitions

NOTE Sources of definitions that are otherwise unreferenced by this standard can be foura in (he Blggrgp”yments
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3.1.2.1

access control

means to ensure that access to assets is authorized and restricted based on business and
security requirements

[SOURCE: [SO/IEC 27000:2014, 2.1]

3.1.2.2

adapter

specialization of a device that internally converts the protocol in the attached legacy device(s)
to that of a network device compliant with this standard

3.1.2.3
alarm
condition that maintains a state until the condition clears, reported on change of state

EXAMPLE The occurrence of an alarm or of a return-to-normal condition that is of potential significance to a
correspondent UAP.

3.1.2.4
alert
action of reporting an event condition or an alarm condition

3.1.2.5

end application

application

system or problem to which a computer is applied

3.1.2.6

application program

application

program that provides functionality to end users

3.1.2.7

application layer

application

highest protocol layer in the ISO/IEC Basic Reference Model in which types of applications
are classified according to criticality

3.1.2.8
application process
element that performs the information processing for a particular application

3.1.2.9

asymmetric-key algorithm

asymmetric-key cryptographic algorithm

public key cryptographic algorithm

<information security> algorithm for performing encipherment or the corresponding
decipherment in which the keys used for encipherment and decipherment differ

[SOURCE: |SO/IEC 10181-1:19946, 3.3.1]

3.1.2.10

authentication

<information security> verifying the identity of a user, process, or device, often as a
prerequisite to allowing access to resources in an information system

Note 1 to entry: See data-origin authentication (3.1.1.28) and/or peer-entity authentication (3.1.1.45). D
ocuments

Document Sharing Hub

Full document details: BS EN 62734:2015


http://dx.doi.org/10.3403/30284692
http://dx.doi.org/10.3403/00910202
http://www.avadocuments.com/doc/bs-en-62734-2015
http://www.avadocuments.com/doc/bs-en-62734-2015

BS EN 62734:2015
IEC 62734:2014 © IEC 2014 - 47 -

3.1.2.11

authentication code

<information security> full or truncated cryptographic checksum based on an appropriate
security function

Note 1 to entry: See 3.1.2.97.

Note 2 to entry: This is also known as a message authentication code (MAC). It is called a message integrity code
(MIC) when used in contexts where the acronym MAC has an alternate definition, such as in local area network
standards.

[SOURCE: |SO/IEC 19790:2013, 3.8, modified by the “full or truncated” prefix]

3.1.2.12

backbone network

backbone subnet

network not specified by this standard, generally using IPv6 or IPv4 network technology, that
is used for routing between the wireless industrial sensor (and actuator) network (WISN) of
this standard and

a) connected back-end devices that are specified in part by this standard, such as system
managers, security managers, and protocol gateways;

b) devices that natively support the wireless TL, AL and management protocols of this
standard; and

c) other backbone routers on the same backbone subnet

3.1.2.13

backbone router

router that forwards between the wireless network of this standard and a higher-speed
backbone network

3.1.2.14

backup

procedure, technique, or hardware used to help recover lost or destroyed data or to keep a
system operating

[SOURCE: |SO 2382-12:198¢, 12.01.17]

3.1.2.15

bandwidth

<analog domain> numerical difference between the upper and lower frequencies of a band of
frequencies

Note 1 to entry: Analog bandwidth is expressed in Hz.

3.1.2.16

bandwidth

<digital domain> amount of data that can be passed along a communications channel within a
given period of time

Note 1 to entry: Digital bandwidth is expressed in bit/s.

3.1.2.17

black channel

communication channel of a safety system that provides no safety functionality in addition to
its basic communication capability

3.1.2.18
blacklist
list of RF channels upon which transmission is prohibited Documents
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