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National foreword

This Part of has been prepared by Technical Committee IST/17 and is
the English language version of EN 726-3:1994 Identification card systems —
Telecommunications integrated circuit(s) cards and terminals —

Part 3: Application independent card requirements published by the European
Committee for Standardization (CEN).

This British Standard is the English language version of EN 726-3:1994 and
implements it as the UK national standard.

This British Standard is published under the direction of the Information
Systems Technology Assembly whose Technical Committee IST/17 has the

responsibility to:

— aid enquirers to understand the text;

— present to the responsible European committee any enquiries on
interpretation, or proposals for change, and keep UK interests informed;

— monitor related international and European developments and promulgate

them in the UK.

NOTE International and European Standards, as well as overseas standards, are available from
Customer Services, BSI, 389 Chiswick High Road, London W4 4AL.
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use of identification cards
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Part 1:1989 Embossing
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BS EN 27812:1989 Procedure for allocating
international issuer identification numbers (IINs) for

use on identification cards
BS EN 27814 Guide to design and use of identification
cards having integrated circuits with contacts

Part 1:1991 Physical characteristics
Part 2:1991 Contact locations and minimum size

Part 3:1992 Electronic signals and transmission
protocols

BS 3862:1989 Specification for the representation of

names of languages

BS 23166:1994 Specification for codes for the
representation of names of countries

8-bit single-byte coded graphic character sets.
Part 1:1989 Latin alphabet No. 1

BS EN 29564 Banking. Personal identification number

management and security?
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Part 2:1994 Approved algorithm(s) for PIN
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(retail)

2 Other parts of these standards are in preparation.
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(ISO 9992-1:1991)
BS EN 30209 Financial transaction cards. Security

architecture of financial transaction systems using
integrated circuit cards

%EN 30202-1:1993 Part 1:1993 Card life cycle?
SO 10202-1:1991))

@ Other parts of these standards are in preparation.

A British Standard does not purport to include all the necessary provisions of a
contract. Users of British Standards are responsible for their correct application.

Compliance with a British Standard does not of itself confer immunity
from legal obligations.
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1 Scope

This part of EN 726 specifies the application-independent characteristics of multi-application

IC-cards and plug-in modules for telecommunication applications in order to ensure interoperability for
telecommunication cards with the various systems and terminals. Mono-application cards are considered
to be a subset of multi-application cards. All common characteristics, necessary for the interactions
between the card and the external world are defined.

This part of EN 726 does not preclude cards from other sectors from containing telecommunication
application(s) based on this part of EN 726.

The application-specific characteristics are not defined in this part of EN 726. They are defined and
described in the relevant application requirements.

This part of EN 726 does not specify any internal technical implementation. It describes:

— the requirements for the physical characteristics of the card, the electronic signals and the
transmission protocols;

— the application-independent logical model which should be used as a basis for the design of the logical
structure of, optionally, several applications in the card;

— the security facilities concerning the access to the different parts within the card and the possible
interactions between these parts. Also the description of security functions which should be needed
generally by the various applications. They should be available as a common set;

— the description of the application-independent functions between card and external world, should be
used as a standardized common set for all basic functions used in international applications;

— the mapping of these application messages (commands and responses) under standardized protocols;
— the contents of the master File;

— the interoperability of IC cards;

— the overall security aspects for card-manufacturers, application providers and card-issuers.

2 Normative references

This part of EN 726 incorporates by dated or undated reference, provisions from other publications. These
normative references are cited at the appropriate places in the text and the publications listed hereafter.
For dated references, subsequent amendments to, or revisions of any of these publications apply to this part
of EN 726 only when incorporated in it by amendment or revision. For undated references the latest edition
of the publication referred to applies.

EN 726-1l, Identification card systems — Telecommunications integrated circuit(s) cards and terminals —
Part 1: System overview.

EN 726-2, Identification card systems — Telecommunications integrated circuit(s) cards and terminals —
Part 2: Security frameworkl).

EN 726-4|, Identification card systems — Telecommunications integrated circuit(s) cards and terminals —
Part 4: Application independent card related terminal requirementsV.

ENV 1375-1|, Identification card systems — Intersector integrated circuit(s) card additional formats —
Part 1: ID-000 card size and physical characteristicsV.

ENV 1375-2, Identification card systems — Intersector integrated circuit(s) card additional formats —
Part 2: ID-00 card size and physical characteristicsV.

[EN 27810:1989, Identification cards — Physical characteristics.

[EN 27811-1:1989, Identification cards — Recording technique — Part 1: Embossing.

[EN 27811-2:1989, Identification cards — Recording technique — Part 2: Magnetic stripe.

[EN 27812:1984, Identification cards — Numbering system and registration procedure for issuer identifiers.

[EN 27816-1:1989, Identification cards — Integrated circuit(s) with cards contacts — Part 1: Physical
characteristics.

[EN 27816-2:1989, Identification cards — Integrated circuit(s) cards with contacts — Part 2: Dimensions
and location of the contacts.

D At present at the stage of draft
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EN 27816-3:1999, Identification cards — Integrated circuit(s) cards with contacts — Part 3: Electronic
signals and transmission protocols.

EN 27816-3:1992/A1:1993, Identification cards — Integrated circuit(s) cards with contacts —
Part 3: Electronic signals and transmission protocols amendment 1: Protocol type T = 1, asynchronous half
duplex block transmission protocol.

I-ETS 300045-1:1992, European digital cellular telecommunications system (phase 1): Subscriber identity
module — Module equipment (SIM — ME) interface specification (GSM 11.11).

[SO 639:1988, Code for the representation of names of languages.
[SO/IEC 646:1991, Information technology — ISO 7-bit coded character set for information interchange.
[SO 3166:1988, Codes for the representation of names of countries.

[SO/IEC 7816-4, Identification cards — Integrated circuit(s) cards with contacts — Part 4: Interindustry
commands for interchangeg).

[SO/IEC 7816-5, Identification cards — Integrated circuit(s) cards with contacts — Part 5: Numbering
system and registration procedure for application identifiersZ).

[[SO 8859-1:1981, Information processing — 8-bit single-byte coded graphic character sets — Part 1: Latin
alphabet N°1.

[SO 9564-1:1991|, Banking — Personal identification number management and security — Part 1: PIN
protection principles and techniques.

[SO 9564-2:1991|, Banking — Personal identification number management and security — Part 2: Approved
algorithm(s) for PIN encipherment.

[SO 9807:1991|, Banking and related financial services — Requirements for message authentication (retail).

IS0 9992-1:1991, Financial transaction cards — Messages between the integrated circuit card and the card
accepting device — Part 1: Concepts and structures.

IS0 9992-2, Financial transaction cards — Messages between the integrated circuit card and the card
accepting device — Part 2: Functions, messages (commands and responses), data elements and structures?.

ISO 10202-0, Financial transaction cards — Securit; architecture of financial transaction systems using
integrated circuit cards — Part 0 : System overview®.

[SO 10202-1:1991|, Financial transaction cards — Security architecture of financial transaction systems
using integrated circuit cards — Part 1: Card life cycle.

[SO 10202-2, Financial transaction cards — Security architecture of financial transaction systems using
integrated circuit cards — Part 2: Transaction process2).

[SO 10202-3, Financial transaction cards — Security architecture of financial transaction systems using
integrated circuit cards — Part 3: Cryptographic key relationshipsQ).

[SO 10202-4, Financial transaction cards — Security architecture of financial transaction systems using
integrated circuit cards — Part 4: Secure application modules?.

[SO 10202-8, Financial transaction cards — Securitgf architecture of financial transaction systems using
integrated circuit cards — Part 5: Use of algorithms ),

[SO 10202-6, Financial transaction cards — Security architecture of financial transaction systems using
integrated circuit cards — Part 6: Card holder Uerificationz).

CCITT Recommendation E.118:1988, Automated international telephone credit card system.
CCITT Recommendation T.50:1988, International alphabet n°5.

3 Definitions, abbreviations and symbols
3.1 Definitions

For the purposes of this part of EN 726, the following definitions apply.

3.1.1
access conditions (AC)

a set of security attributes associated with a file

2) At present at the stage of draft
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3.1.2
allocable memory

portion of memory contained in a file but not presently allocated

3.1.3

application

an application consists of a set of security mechanisms, files, data, protocols (excluding transmission
protocols) which are located and used in the IC card and outside the IC card (external application)

3.14

application session

a link between the card application part and the external world application part of the same application

3.1.5
application specific command set (ASC)

to a dedicated file (DF) can be associated an optional an application specific command set and/or an
application specific program (ASC-set). This means that when selecting this application, the general
command set is extended or modified by this specific command set. The ASC is valid for the whole subtree
of this application unless there are other ASCs defined at the lower levels of this application

3.1.6
application provider (AP)

the entity which is responsible for the application after its allocation. One AP may have several
applications in one card. The files allocated in the card corresponding to one application are called a
card-application. There may exist several applications on a given card from the same application provider

3.1.7
card

a multi-application card can be considered as a set of files, some of them shared by the different application
providers and/or the card issuer, other files owned exclusively by the different application providers or the
card issuer. Files can, e.g, be read, written or executed

3.1.8
card session

a link between the card and the external world starting with the answer to reset (ATR) and ending with a
subsequent reset or a de-activation of the card

3.1.9
current directory

the latest directory (MF or DF) selected in the card

3.1.10
current EF

the latest EF selected in the card

3.1.11
current file

the latest file (MF, DF or EF) selected in the card

3.1.12
dedicated file (DF)

a file containing AC and allocable memory. It may be the parent of elementary files and/or dedicated files

3.1.13
directory

general name for MF or DF
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3.1.14
elementary file (EF)

a file containing AC, data or program. It can not be the parent of another file
— EFcpyv 1s an elementary file containing the Cardholder verification information (CHV).

— EFprg 1s an elementary file at the MF or at DF level, which contains a list of all, or part of, available
applications in the card (see also ISO 7816-5 [4]).

— EFyp is an elementary file at the MF level, containing the identification number of the card.

— EFj¢ is an elementary file at the MF level, containing general information concerning the integrated
circuit (IC).

— EFj¢c 1s an elementary file at the MF level, containing general information concerning the ICC.

— EFggy op is an elementary file containing operational keys.

— EFggy maN is an elementary file containing management keys.

— EFyanG 1s an elementary file at the MF level, containing the language preferences.

— EFNaME 1s an elementary file at the MF level, containing the cardholder name.

3.1.15
file identifier (ID)

each file MF, DF, EF) has a file identifier consisting of 2 bytes

3.1.16
file qualifier

first byte of the file identifier

3.1.17
keyfile version

indicates the absolute version number of the keyfile (coded in BCD)

3.1.18
master file (MF)

the mandatory unique file representing the root of the file structure and containing AC and allocable
memory. It may be the parent of elementary files and/or dedicated files

3.1.19
operating system

that which is required to manage the logical resources of a system, including process scheduling and file
management

3.1.20
padding

one or more bits appended to a message in order to cause the message to contain the required number of
bits or bytes

3.1.21
path

concatenation of file identifiers without delimitation

3.1.22
pattern

1s a string of bytes

3.1.23
record

a string of bytes handled as a whole by the card and referenced by a record number or a record pointer

3.1.24
record number

is sequential and unique within an EF. It is managed by the card
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3.2 Abbreviations
For the purposes of this part of EN 726, the following abbreviations apply.

AC Access Condition

ALW Always

APDU Application Protocol Data Unit

ASC Application Specific Command set
ATR Answer to reset

AUT Authenticated

CHV Card holder verification information
DECT Digital European Cordless Telephone
DF Dedicated File

EF Elementary File

etu Elementary time unit

1C Integrated Circuit

1D Identifier

MF Master File

MII Major Industry Identifier

NEV Never

PIN Personal Identification Number

PRO Protected

PTS Protocol type select (response to the ATR)
RFU Reserved for Future Use

3.3 Symbols

For the purposes of this part of the standard, the following symbols apply.
nAs nano Ampere per second

ns nano second

mA Milliampere

MHz Megahertz

Vee Supply voltage

Vpp Program voltage

3.4 Notations
“0” to “9” and “A” to “F”: the sixteen hexadecimal digits.

4 Physical characteristics of the card
The physical characteristics for ID-1 cards shall be in accordance with [EN 27816-1:1989 and
[EN 27816-2:198d.

Nevertheless, EN 726 is not limited to ID-1 size card but shall also cover other card formats as defined in
ENV 1375-1f and ENV 1375-2.

The following additional requirements shall be applied in order to ensure proper operation in portable
battery and line powered operated equipment as well as in stationary equipment.
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4.1 Layout
The position of the contacts for cards used in Europe shall be as follows:
— if no embossing and no magnetic stripe, contacts on any side;
— if embossing, contacts on same side;
— if magnetic stripe, contacts on other side;
— if embossing & magnetic stripe, contacts on embossing side.

The identification number and the card sequence number (if it exists) as defined in EFy (see clause 10)
may be present on the outside of the card (if embossed, then in accordance with EN 27811).

4.2 Temperature range for card operation

The temperature range for full operational use shall be between — 25 °C and + 65 °C with occasional peaks
of up to 70 °C.

“Occasional” means not more than 4 h each time and not over 100 times during the life time of the card.

For multi-application cards, which may also be used in portable battery operated equipment, the
temperature range for operational use shall be between — 25 °C and + 70 °C with occasional peaks of up
to + 85 °C.

“Occasional” means not more than 4 h each time and not over 100 times during the life time of the card.

5 Electronic signals and transmission protocols

Electronic signals and transmission protocols shall be in accordance with [EN 27816-3.

The following additional requirements shall be applied in order to have simplified terminals and to ensure
a proper operation in Mobile Equipment, including portable battery operated, line powered equipment as
well as in stationary equipment.

5.1 Supply voltage
The card shall be operated with a supply voltage Vo of 5V £+ 10 %.
5.2 Supply current

The current consumption shall not exceed 20 mA at any frequency accepted by the card. If the card is
expected to be used in mobile equipment including portable battery operated as well as line powered
equipment, the current consumption shall not exceed 10 mA at any frequency.

Due to technology, spikes in the supply current can occur, the amplitude of which can be several times the
average current. Under no circumstances, during operation, shall the card draw spike charges of
over 40 nAs with no more than 400 ns duration and an amplitude of at most 200 mA.

5.3 Programming voltage

A programming voltage different from V¢ shall be generated internally.
NOTE For the European telecommunication cards, the Vpp contact shall supply the same voltage as the V¢ contact

(see also .
Special conditions may apply to mobile equipment. (see relevant specifications I-ETS 300045-1:1992 and
DECT specifications)

5.4 Duty cycle

Duty cycle for asynchronous operation shall be between 40 % and 60 % of the period during stable
operation.

5.5 Guardtime

For the transmission between the card and the terminal there are two extra guardtimes with regard to the
time duration of the character. The character duration shall be fixed to 12 elementary time units (etu). The
extra guardtime for the transmission from the terminal to the card shall be fixed by TC1, parameter N in
the answer-to-reset, which shall have a value of 255 (except for T = 0), 0 or 4. The guardtime for the
transmission from the card to the terminal is indicated in the PTS2 and shall have a value of 255, 0 or 12.

5.6 Low consumption mode

Cards may have a low power consumption mode, especially for mobile equipment, indicated in the clockstop
byte in EFICC'
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6 Logical model for IC cards

The logical organization of data in a card, which defines the memory management of the card is shown
in Figure 1.

MF

EF EF

Figure 1 — Data structure model for an IC card

6.1 File identifier
See [SOAIEC 7816-4.

The file ID shall be chosen at the creation of the concerned file and shall be different for two files under the
same parent. It is up to the operating system to ensure this requirement.

6.2 Elementary file (EF) structures
Based on [SO/IEC 7816-4, the following different elementary file (EF) structures are defined:
6.2.1 Transparent EF

An EF with a transparent structure consists of a sequence of bytes. A sequence of bytes to be read, written
or updated are referenced by a relative address (offset) and a length indication (in bytes). The first byte of
an EF with transparent structure has the relative address 00. The total data length of the EF is indicated
in the header of the EF.

6.2.2 EF's containing programs

If a transparent EF containing a program is created, the card issuer shall take all necessary steps to ensure
that there is no possibility of interference between applications.

For the set of commands, two possibilities appear:
— the general set of commands is sufficient and there is no need to associate this DF with an ASC-set;

— the general set of commands is not sufficient and there is a need to associate an ASC-set with this DF.
This ASC-set shall be defined and agreed upon.

Programs contained in an EF are more related to the application with regard to some specific
user-characteristics.

Example 1. In some applications, this could be in an IC card calculation of the limit based on some specific
user-characteristics saved in the card.

Programs controlled by the specific ASC-set are more related to the application only.
Example 2. A specific cryptographic algorithm used to authenticate the application.
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6.2.3 EF with linear fixed structure

An EF of this structure consists of a sequence of records with fixed length. The first record in this EF is
defined as record #1. The following are indicated in the header of this structure:

— the total data length;
— number of records created;
— length of record.
There are three methods to access records within an EF of this type:
— using the record number;

— when positioned on the current record (known by the operating system), it shall be possible to perform
an action on the current, the next (except for last record), the previous (except for the first record), the
first or the last record existing in the EF;

— by pattern seek starting from the beginning forward, from the end backward, from the next record
forward and from the previous record backward.

It is not possible to create more than 255 records in one file.
6.2.4 EF with linear variable structure

An EF of this structure consists of a sequence of records with variable length. The first record in this EF is
defined as record #1.

The following items are indicated in the header of this structure:
— the total data length;
— the number of records created;
Each record has it is own length indication, which cannot be changed after creation of the record.
The access to this type of EF is the same as for EFs with a linear fixed structure.
It is not possible to create more than 255 records in one file.
6.2.5 Cyclic EF

An EF of this structure consists of a sequence of records with identical length, organized as a ring. At
creation time, all the records shall be filled with “00”.

In each file of cyclic structure the card maintains a reference to the last written record. In an EF of cyclic
structure, the record number one (#1) is the last written record. The oldest written record, has the highest
record number.

For writing operations, the only way of addressing a record is PREVIOUS. Only the record with the highest
record number can be overwritten.

For increase and decrease operations the value to be modified is in the current record number 1, and the
result of the computation shall be written in the oldest record. After an increase or decrease operation, the
updated record shall become the current record number 1.

For reading operations, the ways of addressing a record are FIRST, LAST, NEXT, PREVIOUS, CURRENT
or record number.

After the selection of a cyclic EF, the record pointer is automatically set on the last written record.
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r—<>—|

record # 2
record # 1 current record
highest record # oldest record

L]

Figure 2 — Cyclic EF organization

It 1s not possible to create more than 255 records in one file.
6.2.6 EF's containing ASC-set

An EF containing an Application Specific Command Set (ASC) is a kind of filter which redirects commands
and/or starts programs using procedures not defined in the general command set. An ASC can extend or
modify the meaning of the general command set.

An ASC can only be associated to a given DF containing an application and becomes available when
working on its subtree. When creating a DF, an information shall be given to the card indicating whether
an EF containing an ASC-set may be available or not.

Only one ASC-set can be associated to a DF.
6.3 Contents of EFpr

EFprgr may exist on any level. EFpg may have cross-references to DFs at any level according to business
agreements.

The EFpg at the MF-level, contains for each non-hidden application the following information:
— application identifier;

— verbal description (Application label) of the application coded in [SO 8859-1:1987 (maximum 16
characters);

— path (Discretionary data) (sequence of 2 bytes file-IDs).
The coding of the contents of EFpg shall be in accordance with [SO/IEC 7816-5.
6.4 Methods for selecting a file
See [SO/IEC 7816-4.

When the channel-mechanism shall be used to select files, the operating system shall have to remember
the Current File, the Current Directory and the Current EF for each channel that is used.

With this channel mechanism, an exclusive select of the file (for one channel) shall be introduced. This is
to prevent different applications to access data at the same time.

6.5 Application Specific Command Set (ASC)

The procedure for adding an ASC-set to the card and guaranteeing that the added ASC-set shall not
interfere with the existing functions and software is outside the scope of this standard and is under the
responsibility of the application provider and the card issuer.

6.6 Invalidation/rehabilitation of a file

A file can be invalidated. As a result, this file is no longer available except for the functions SELECT,
DELETE and REHABILITATE (the REHABILITATE function is the reverse function of INVALIDATE).
An invalidated EF may still be read, if this possibility is indicated in the file status.
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MF
AC
[
AC
AC
EFCHV1 — AC
T KEY_MAN AC
EFKEY_OP
| EFNAME
AC
AC
EALANG AC
ERc AC
EMIR .-
EFp
I
AC
EFkEY_MAN AC
EFCHV1 [EF AC
[ KEY_MAN EFa | AC
EFkey_op
EFb
AC AC AC AC
DF 41 EFkey_maN DF45 DF 21
f
AC AC AC
AC EF AC
KEY_MAN
EFCHV2 AC Efkey_man [ AC =
EFKEY _MAN EFa
[ EFa
EFkey_op ..
Figure 3 — Example of the general structure with access control
Documents
© B&%HHS&} Sharing Hub


http://www.avadocuments.com/doc/bs-en-726-3-1996
http://www.avadocuments.com/doc/bs-en-726-3-1996

EN 726-3:1994

7 Security facilities for the cards
7.1 Access conditions

At each level of the file structure in the card, Access Conditions (AC) are defined. The AC are defined for
groups of functions acting upon files with the same access requirements. The AC of the Current File shall
be fulfilled before the file can be accessed through the functions.

Example: If, in Figure 3, EF, below DF, is accessed, only the AC of EF, shall be fulfilled. The AC defined
for DF;9 and DF; are not relevant for the access to this EF, .

7.1.1 Basic conditions and condition combinations

Basic conditions are:

ALW: the action shall always be possible. It can be performed without any restriction;
NEV: the action shall never be possible. It can only be performed internally;

CHV1: Card holder verification the action shall only be possible after a correct CHV presentation
and/or biometric verification. CHV and/or biometric information shall be stored in the relevant EF¢yy . The
term “relevant” means that for the Current File the EFyy can be a son file (a file one level lower), or if the
EF oy does not exist there, or when it is invalidated, it shall be the relevant EFyy of the parent file. In
case of CHV larger than 8 bytes (e.g. a biometric template), the path to the EF containing the CHV is
indicated in EFcpy;

CHV2: see CHV 1, but CHV and/or biometric information shall be stored in EF vy which may be located
on a different level from EFcpyq;

PRO: the action shall only be possible in a protected way (allowing authentication of the origin and data
Iintegrity, see also subclause 7.6);

AUT: the action shall only be possible after an external authentication (i.e. authentication by the card of
the terminal/application).

NOTE 1 Example of use of CHV1/CHV2 for different purposes: An issuer is only allowed to update the fixed dialling list (list of fixed
numbers which are allowed to be used) in the card using CHV2, while the card user needs to enter CHV1 to read the fixed dialling list.

NOTE 2 An enciphered mode (ENC) shall be optional. (according to [SO/IEC 7816-4)
Possible combinations of basic conditions give the following set of conditions:

ALW
CHV1
CHV2

PRO

AUT
CHV1/PRO
CHV2/PRO
CHV1/AUT
CHV2/AUT

Figure 4 — Possible access conditions
7.1.2 The EFs containing the secret KEYS

There exist 2 types of functions, management functions and operational functions (see subclause 7.1.4). For
each of these functions, it might be necessary to fulfil one of the following 2 access conditions: Protected
(PRO) or Authenticated (AUT). The necessary secret keys together with their respective keyfileversion,
keylength and algorithm ID shall be stored in the relevant keyfiles EFggy van and EFggy op.

For the MF or a DF, the relevant keyfile is always the EFggy pan, which is a son file of the respective MF
or DF.

After creation, EFgpy pan is empty (keylength of the first key is “007). In this case, for writing the
temporary keys, the relevant EFgpy pan shall be found on the next upper level.
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For the current EF, depending on the function used, the keys to be used can be found in EFggy.van OF in
EFkgry.op - EFkgy.op can only be created and loaded with keys under the responsibility of the DF it belongs
to, using its key-file EFgpy maN -

EFggy.op can be invalidated. In this case it is impossible to use the EFgpy_op of a higher level.
If there exists no EFggy.op at the selected level, the EFgyy.op of a higher level shall be used.
7.1.3 The EF containing the CHVs

For the functions which need to fulfil the condition CHV, the respective CHVs, shall be stored in the
relevant EFqpy.

This EF gy also contains:
— the type of user identification that shall be used (see subclause 10.1);
— the way (enciphered or not) in which the CHV and the UNBLOCK CHYV shall be presented to the card,;
— the relevant key number if the way of presentation is enciphered;
— the CHV attempts preset value NV;

— the remaining CHV attempts counter, is used to register consecutive bad CHV presentations. This

decrementing counter shall be reset each time a correct CHV is entered. When it reaches zero, the CHV
shall be blocked;

— the UNBLOCK CHYV (a kind of CHV allowing to preset with N the remaining CHV attempts counter
and to unblock the CHV);

— the remaining UNBLOCK CHYV counter which is decremented each time the unblocking mechanism
has not been used correctly. After a correct use of the unblocking mechanism it shall be preset again.
When this counter reaches the value 0, then the corresponding application shall be blocked;

— the number of remaining UNBLOCK mechanism use, which is a counter indicating the remaining
number of times that the unblocking mechanism can still be used. This is also a counter which shall be
decremented each time the unblocking mechanism is used and it shall never be reset.

7.1.4 File access conditions
Management functions, having impact on all types of files (MF, DF and EF), are:
— DELETE FILE;
— CREATE FILE; EXTEND FILE;
— UPDATE BINARY; LOAD KEY FILE;
— NVALIDATE; REHABILITATE.

The following groups of management functions with the same AC requirements and having the same access
conditions, are defined:

Table 1 — Functions applicable on a DF

RFU RFU
DELETE FILE CREATE FILE

EXTEND FILE
REHABILITATE INVALIDATE
Table 2 — Functions applicable on a keyfile
LOAD KEY FILE UPDATE
RFU RFU
REHABILITATE INVALIDATE
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Operational functions, only having impact on the EFs, are:
— READ; SEEK;,
— UPDATE; WRITE;
— INCREASE; DECREASE;
— EXECUTE; CREATE RECORD;
— INVALIDATE; REHABILITATE.

The following groups of operational functions with the same AC requirements and having the same access
conditions, are defined:

Table 3 — Functions applicable on an EF

READ/SEEK UPDATE DECREASE
WRITE CREATE RECORD
INCREASE EXECUTE
REHABILITATE INVALIDATE

The WRITE functions and the INCREASE function are located in the same group of Access Conditions.
However, for a given file, only one of the functions is valid (see subclause 9.3.1).

The UPDATE function and the DECREASE function are located in the same group of Access Conditions.
However, for a given file, only one of the functions is valid (see subclause 9.3.1).

For other functions no ACs are specified.
Table 4 — Possible functions on files

Current File
MF DF EF Keyfile EFcpv
CLOSE APPLICATION X X
CREATE FILE X X
CREATE RECORD x
DECREASE
DECREASE STAMPED
DELETE FILE X X
EXECUTE X
EXTEND X X
INCREASE
INCREASE STAMPED
INVALIDATE X X
LOAD KEY FILE X
LOCK X X
READ BINARY
READ BINARY STAMPED
READ RECORD
READ RECORD STAMPED
REHABILITATE X X
SEEK
SELECT
STATUS
UPDATE BINARY
UPDATE RECORD
WRITE BINARY
WRITE RECORD

Function

X
X
X

X X X X X X

X X X X X X
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Table 4 explains which functions are possible when the current selected file is the MF, a DF, an EF, a

keyfile (EFKEY_MAN or EFKEY_OP ) or an EFCHV .

NOTE 1 The actions CREATE FILE, DELETE FILE and EXTEND can only act upon son files of the Current Directory.
NOTE 2 The functions VERIFY CHV, CHANGE CHV, DISABLE CHV, ENABLE CHV, UNBLOCK CHV, INTERNAL
AUTHENTICATION, EXTERNAL AUTHENTICATION, ASK RANDOM and GIVE RANDOM are possible, independently from the

current file.

7.2 Possible functions on different EF types

Table 5 — EF types

Functions
EXTEND INVAL CREATE | UPDATE READ SEEK READ UPDATE
Filetype REHAB | RECORD | RECORD | RECORD BIN. BIN.
Linear Fixed struc. |Yes Yes Yes Yes Yes Yes No No
Linear Var. struc. Yes Yes Yes Yes Yes Yes No No
Transparent Yes Yes No No No No Yes Yes
Cyclic No Yes Yes Yes(1) Yes Yes No No
Table 5 — EF types
Functions
auotys | WRNE | LOCK | EXEC. | SELECT/STATUS | INCREASE/DECREASE
Filetype .
Linear Fixed struc |Yes No Yes No Yes No
Linear Var. struc. Yes No Yes No Yes No
Transparent No Yes Yes Yes Yes No
Cyclic Yes(1) No Yes No Yes Yes

UPDATE RECORD means an erase operation followed by a write operation.

1) Only for the next record to be written.

NOTE There is no DELETE function provided on the EF-level, in order to simplify the operating system and the memory
management. It is up to the application to use for example a DELETE file combined with a restoring of a part of the file in order to
delete some records.

7.3 Channel support
See [SO/IEC 7816-4.
7.4 The CLOSE mechanism

For some applications, it may be necessary to have the possibility to delete the remembering of the access
conditions already fulfilled. This possibility is provided by the CLOSE APPLICATION function
(see subclause 8.26).

Example. On a home terminal, after a security sensitive session, the card can stay in the terminal, but the
application itself should not remain available. This is done with the CLOSE APPLICATION function.

7.5 Security context

The operating system shall remember the access conditions CHV and AUT which have already been
fulfilled, until the card session ends or the application is explicitly closed.

The purpose is not to ask twice for the same user identification (CHV and/or biometric) and/or external
authentication. When several sessions are supported, the access condition AUT shall be fulfilled for each
session. The access condition CHV, which is user related, is considered to be a common AC (if the same
EF cpy is being used) and can therefore be fulfilled once for all the sessions. If each interaction between the
external world and the card has to be authenticated, then AC = PRO may be used (instead of external
authentication).

NOTE The operating system has to keep track for every CHV and every possible key, which is the CHV or the AUT status.
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7.6 General description of security functions

From security point of view, the AC = PRO 1is only defined for the following types of functions:
— functions where the data contained in the command will change the data contents in the card;
— functions, not containing input data, but changing the file-status.

Functions, that don’t change the file-status, but only require data to be sent out from the card, don’t require
the AC = PRO in the card. In this case a stamped mode is used, where the external world imposes whether
the data to be send out by the card is protected by a cryptogram. This shall be done, using special
commands.

7.6.1 Security functions linked to AC

Several functions can be performed with AC = PRO. For these functions, a cryptogram is part of the data
sent to the card.

A cryptogram is the result of a cryptographic process, based on the algorithm and the secret key which are
implicitly linked to the respective function, for the current selected file, through the keynumber in the
AC-coding (see subclause 9.3). The secret key and the algorithm-ID used, are specified in the relevant
keyfile (EFggry Man of EFgey op) (see subclauses 10.6 and 10.7).

When sending a command in protected mode to the card, first the external world has to ask a random
number from the card. Then the external world shall compute the cryptogram using the following inputs:

— random number;
— part of the header of the command (INS, P1, P2);
— length of the data field and data or none.
The cryptogram shall be joined at the end of the data send to the card.

After the reception of the command, the card checks if the cryptogram is consistent with the inputs (random
number, header, data if some). If they match the command is accepted and then executed. Otherwise the
command is rejected.

7.6.2 Security functions linked to the stamped mode

The functions (READ BINARY, READ RECORD, INCREASE, DECREASE) can be performed in stamped
mode. For these functions, a cryptogram is part of the response data given by the card.

The cryptogram to be sent out, is the result of a cryptographic process, based on the algorithm and the
secret key which are implicitely linked to the respective function, for the current selected file, through the
keynumber in the AC-coding (see subclause 9.3). The secret key and the algorithm-ID used, are specified
in the relevant keyfile (EFggy man or EFggy op), see subclauses 10.6 and 10.7.

In order to compute the cryptogram for the response data, the card has to use the previously given
challenge (random number). The cryptogram is computed on the following inputs:

— challenge (Random number);
— depending on the mode:
— no header;
— part of the header (INS, P1, P2) of the inverse command,;
— part of the header (INS, P1, P2) of the actual command;
— part of the header (INS, P1, P2) of the actual command in stamped mode;
— data;
— maximum length of data expected in the response.
The cryptogram shall be joined at the end of the data provided by the card.
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7.6.3 External authentication

This function shall be used by the terminal/application to be authenticated by the card. For this purpose,
the card gives a random number (a challenge) to the terminal, which replies to the card with a cryptogram.
This cryptogram shall be verified by the card running a cryptographical algorithm using the previously
sent random number and a secret key. The secret key and the algorithm ID to be used for this process shall
be in the relevant keyfile (see subclause 8.25). The key number is a parameter given by the
terminal/application to the card. If the verification of the cryptogram is positive, the AUT condition is
fulfilled, and shall be remembered by the card, for each possible key, until the end of the session

(see subclause 7.5).

7.6.4 Internal authentication

This function shall be used by the terminal/application to authenticate the card. For this purpose, the
terminal shall give a challenge to the card, which replies with a cryptogram to this challenge. This response
shall be verified by the terminal, using a cryptographical algorithm, the previously sent challenge number
and a secret key. The secret key and the algorithm ID to be used for this process shall be in the relevant
keyfile (see subclause 8.22). The key number is a parameter given by the terminal/application to the card.

NOTE The challenge should usually be a random number. However, instead of a random number, also another authentication
parameter can be used (e.g. the time or a sequence number).

7.6.5 Algorithm ID
Table 6 — Algorithm IDs

Algorithm ID AUTHENTICATION PRO STAMPED KEY LOAD
DSAA “1” X
COMP NAT “Qr X
TESA-7 “4” X X X X
COMP 128 “40” X
Escape for Proprietary “TF”
Algorithms

NOTE 1 Algorithms used for encipherment, and available for general use, are not defined in this part of EN 726. However, such
algorithms might be incorporated for proprietary use.
NOTE 2 DSAA means DECT Standardized Authentication Algorithm.

8 Description of the functions

The following general functions are defined:

1 SELECT
2 STATUS
3 CREATE FILE
4 DELETE FILE
5 EXTEND
6 EXECUTE
7 UPDATE BINARY
8 UPDATE RECORD
9 CREATE RECORD
10 READ BINARY
11 READ BINARY STAMPED
12 READ RECORD
13 READ RECORD STAMPED
14 SEEK
15 VERIFY CHV
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16
17
18
19
20
21
22
23
24
25
26
27
28
29
30
31
32
33
34

CHANGE CHV

DISABLE CHV

ENABLE CHV

UNBLOCK CHV

INVALIDATE

REHABILITATE

INTERNAL AUTHENTICATION
ASK RANDOM

GIVE RANDOM

EXTERNAL AUTHENTICATION
CLOSE APPLICATION

WRITE BINARY

WRITE RECORD

LOCK

DECREASE

DECREASE STAMPED
INCREASE

INCREASE STAMPED

LOAD KEY FILE

It shall not be mandatory for all cards complying to this standard to support all the described functions of
this standard. Therefore, card profiles are defined (see subclause 10.5).

The expected results of a function or the possible status conditions, are always returned by the card after
sending the corresponding command. They are reflected in the status information bytes which are returned
by the card after each command. In subclause 9.4 all the possible status information conditions and their
corresponding coding are given for each possible command.

In all representations, the leftmost bit represents the most significant bit of the most significant byte while

the rightmost bit represents the least significant bit of the least significant byte.

b8 bl b8 bl
[[byte 1 |2 3 4 5 6 byte 8
Figure 5 — Notation for a string of bytes
8.1 SELECT

This function allows the selection of a file, according to the methods of file-selection, according to

[[SO/IEC 7816-4.

Following movements are possible by using the file ID, the path or the application identifier:

— downwards;

— horizontally;

— upwards;
— from the MF.
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