BS EN IEC 61968-100:2022

Application integration at electric utilities —
System interfaces for distribution management

Part 100: IEC Implementation profiles for application integration

°
bSl o Documents

Document Sharing Hub

Full document details: BS EN IEC 61968-100:2022


http://www.avadocuments.com/doc/bs-en-iec-61968-100-2022
http://www.avadocuments.com/doc/bs-en-iec-61968-100-2022

BRITISH STANDARD

National foreword

This British Standard is the UK implementation of

EN IEC 61968-100:2022. It is identical to IEC 61968-100:2022. It
supersedes BS EN 61968-100:2013, which will be withdrawn on 30
September 2022.

The UK participation in its preparation was entrusted to Technical
Committee PEL/57, Power systems management and associated
information exchange.

Alist of organizations represented on this committee can be obtained on
request to its committee manager.

Contractual and legal considerations

This publication has been prepared in good faith, however no
representation, warranty, assurance or undertaking (express or
implied) is or will be made, and no responsibility or liability is or will be
accepted by BSI in relation to the adequacy, accuracy, completeness or
reasonableness of this publication. All and any such responsibility and
liability is expressly disclaimed to the full extent permitted by the law.

This publication is provided as is, and is to be used at the
recipient’s own risk.

The recipient is advised to consider seeking professional guidance with
respect to its use of this publication.

This publication is not intended to constitute a contract. Users are
responsible for its correct application.

© The British Standards Institution 2022
Published by BSI Standards Limited 2022

ISBN 978 0 539 15865 6
ICS 33.200

Compliance with a British Standard cannot confer immunity from
legal obligations.

This British Standard was published under the authority of the
Standards Policy and Strategy Committee on 30 April 2022.

Amendments/corrigenda issued since publication

Date Text affected

Documents

Document Sharing Hub

Full document details: BS EN IEC 61968-100:2022


http://www.avadocuments.com/doc/bs-en-iec-61968-100-2022
http://www.avadocuments.com/doc/bs-en-iec-61968-100-2022

EUROPEAN STANDARD EN IEC 61968-100
NORME EUROPEENNE
EUROPAISCHE NORM April 2022

ICS 33.200 Supersedes EN 61968-100:2013 and all of its
amendments and corrigenda (if any)

English Version

Application integration at electric utilities - System interfaces for
distribution management - Part 100: IEC Implementation profiles
for application integration
(IEC 61968-100:2022)

Intégration d'applications pour les services électriques - Integration von Anwendungen in Anlagen der
Interfaces systéme pour la gestion de la distribution - Partie Elektrizitatsversorgung - Systemschnittstellen fir
100: Profils de mise en oeuvre IEC pour l'intégration Netzfihrung -Teil 100: Implementierungsprofile fir die
d'application Anwendungsintegration
(IEC 61968-100:2022) (IEC 61968-100:2022)

This European Standard was approved by CENELEC on 2022-03-23. CENELEC members are bound to comply with the CEN/CENELEC
Internal Regulations which stipulate the conditions for giving this European Standard the status of a national standard without any alteration.

Up-to-date lists and bibliographical references concerning such national standards may be obtained on application to the CEN-CENELEC
Management Centre or to any CENELEC member.

This European Standard exists in three official versions (English, French, German). A version in any other language made by translation
under the responsibility of a CENELEC member into its own language and notified to the CEN-CENELEC Management Centre has the
same status as the official versions.

CENELEC members are the national electrotechnical committees of Austria, Belgium, Bulgaria, Croatia, Cyprus, the Czech Republic,
Denmark, Estonia, Finland, France, Germany, Greece, Hungary, Iceland, Ireland, Italy, Latvia, Lithuania, Luxembourg, Malta, the
Netherlands, Norway, Poland, Portugal, Republic of North Macedonia, Romania, Serbia, Slovakia, Slovenia, Spain, Sweden, Switzerland,
Turkey and the United Kingdom.

CENELEC

European Committee for Electrotechnical Standardization
Comité Européen de Normalisation Electrotechnique
Européisches Komitee fiir Elektrotechnische Normung

CEN-CENELEC Management Centre: Rue de la Science 23, B-1040 Brussels

© 2022 CENELEC All rights of exploitation in any form and by any means reserved worldwide for CENELEC Members.

~o no DAEHMEDES ¢

Document Sharing Hub

Full document details: BS EN IEC 61968-100:2022


http://www.avadocuments.com/doc/bs-en-iec-61968-100-2022
http://www.avadocuments.com/doc/bs-en-iec-61968-100-2022

EN IEC 61968-100:2022 (E)

European foreword

The text of document 57/2446/FDIS, future edition 2 of IEC 61968-100, prepared by IEC/TC 57
"Power systems management and associated information exchange" was submitted to the IEC-
CENELEC parallel vote and approved by CENELEC as EN IEC 61968-100:2022.

The following dates are fixed:

+ latest date by which the document has to be implemented at national (dop) 2022-12-23
level by publication of an identical national standard or by endorsement

+ latest date by which the national standards conflicting with the (dow) 2025-03-23
document have to be withdrawn

This document supersedes EN 61968-100:2013 and all of its amendments and corrigenda (if any).

Attention is drawn to the possibility that some of the elements of this document may be the subject of
patent rights. CENELEC shall not be held responsible for identifying any or all such patent rights.

This document has been prepared under a Standardization Request given to CENELEC by the
European Commission and the European Free Trade Association.

Any feedback and questions on this document should be directed to the users’ national committee. A
complete listing of these bodies can be found on the CENELEC website.

Endorsement notice

The text of the International Standard IEC 61968-100:2022 was approved by CENELEC as a
European Standard without any modification.

Documents

Document Sharing Hub

Full document details: BS EN IEC 61968-100:2022


http://www.avadocuments.com/doc/bs-en-iec-61968-100-2022
http://www.avadocuments.com/doc/bs-en-iec-61968-100-2022

Normative references to international publications

Annex ZA
(normative)

EN IEC 61968-100:2022 (E)

with their corresponding European publications

The following documents are referred to in the text in such a way that some or all of their content
constitutes requirements of this document. For dated references, only the edition cited applies. For
undated references, the latest edition of the referenced document (including any amendments)

applies.

NOTE 1 Where an International Publication has been modified by common modifications, indicated by (mod), the

relevant EN/HD applies.

NOTE 2 Up-to-date information on the latest versions of the European Standards listed in this annex is available

here: www.cenelec.eu.

Publication Year
IEC 62325-301 2018
IEC/TS 61968-2 2011
IEC 61968-9 2013
IEC 61968-11 2013
IEC 61970-301 2020
IEC 61970-552 2016
ISO/IEC 21320-1 2015
ISO 8601 2004

Title

Framework for energy market
communications - Part 301: Common
information model (CIM) extensions for
markets

Application integration at electric utilities -

System interfaces for distribution
management - Part 2: Glossary

Application integration at electric utilities -

System interfaces for distribution

EN/HD

EN IEC 62325-301

EN 61968-9

management - Part 9: Interfaces for meter

reading and control

Application integration at electric utilities -

System interfaces for distribution
management - Part 11: Common
information model (CIM) extensions for
distribution

Energy management system application
program interface (EMS-API) - Part 301:
Common information model (CIM) base

Energy management system application
program interface (EMS-API) - Part 552:
CIMXML Model exchange format

Information technology - Document
Container File - Part 1: Core

Data elements and interchange formats -
Information interchange - Representation
of dates and times

Java Message Service (version 1.0.2 November 9, 1999)

RFC 1952 -
RFC 4122 -

Full document details: BS EN IEC 61968-100:2022

GZIP file format specification - Version 4.3

A Universally Unique Identifier (UUID)
URN Namespace

EN 61968-11

EN IEC 61970-301

EN 61970-552

Year
2018

2014

2013

2020

2016

Documents

Document Sharing Hub


http://www.cenelec.eu/
http://www.avadocuments.com/doc/bs-en-iec-61968-100-2022
http://www.avadocuments.com/doc/bs-en-iec-61968-100-2022

EN IEC 61968-100:2022 (E)

RFC 4648 - The Base16, Base32, and Base64 Data - -
Encodings

SOAP (Simple Object Access Protocol) - -

Documents

Document Sharing Hub

Full document details: BS EN IEC 61968-100:2022


http://www.avadocuments.com/doc/bs-en-iec-61968-100-2022
http://www.avadocuments.com/doc/bs-en-iec-61968-100-2022

IEC 61968-100

Edition 2.0 2022-02

INTERNATIONAL
STANDARD

NORME
INTERNATIONALE

colour
inside

Application integration at electric utilities — System interfaces for distribution
management —
Part 100: IEC implementation profiles for application integration

Intégration d'applications pour les services électriques — Interfaces systéme
pour la gestion de la distribution —
Partie 100: Profils de mise en ceuvre IEC pour l'intégration d’application

INTERNATIONAL
ELECTROTECHNICAL
COMMISSION

COMMISSION
ELECTROTECHNIQUE
INTERNATIONALE

ICS 33.200 ISBN 978-2-8322-1071-4

Warning! Make sure that you obtained this publication from an authorized distributor.

Attention! Veuillez vous assurer que vous avez obtenu cette publication via un dismbuteur agréé.
poctments

Document Sharing Hub

® Registered trademark of the International Electrotechnical Commission
Marque déposée de la Commission Electrotechnique Internationale

Full document details: BS EN IEC 61968-100:2022


http://www.avadocuments.com/doc/bs-en-iec-61968-100-2022
http://www.avadocuments.com/doc/bs-en-iec-61968-100-2022

-2- IEC 61968-100:2022 © IEC 2022

CONTENTS

O ] T I PP 14
INTRODUGCTION ..ttt et e e e e et e e et et e et e et e et e et e e eanns 16
1 ST e o] o 1T PO PP 17
1.1 GBNEIAl . e e 17
1.2 About this doCUMENt ... 17
1.3 What is not covered by this document ... 17
1.4 Future considerations ... e 17
1.4.1 Choice of Encoding MeChaniSms ..........couiiiiiiiiiiice e 17
1.4.2 Choice of Web Service Technologies.......c.ooiuiiiiiiiiiii e 17
NOIMALIVE FEFEIENCES ...ieeiii e e e ees 18

3  Terms, definitions and abbreviated terms ... 18
3.1 Terms and definifioNS .. ..o 18
3.2 Abbreviated terms ... o 19

I © Y= T Y TP 19
4.1 LT a1 = PP 19
4.2 MESSAGE fOIMAL ... e e 19
4.3 PO i S e 20
4.4 MeSsSSage arCh ety S . oo 20
4.5 Header verb and NOUN ... e 20
4.6 Example IEC 61968-100 MESSAQgES ....uiiuiiiiiiiiiei e e e e e e e e e ae e eas 21
4.7 Message exchange patterns . ... 21
4.71 GBNEIAl e 21
4.7.2 Request/response message exchange pattern...............coooiiiiiiiiiiin e, 21
4.7.3 Unsolicited event message exchange pattern ...........cooooiiiiiiiiiincinnneenn, 21
4.7.4 Consequential event message exchange pattern .............coooiiiiiiinnn, 22

4.8 Basic request/response mMessage tyPesS ... i 22

5 M eSS agE ArCN Y P S . et 23
51 BN Al e 23
5.2 T LT A 4 =TT 7= Vo = R 23
5.2.1 GBNEIAl e 23
5.2.2 ROOt elemeEnt ..o 23
5.2.3 SHTUCTUN® ot e e e e e et e e 23
5.2.4 Header element ... 24
5.2.5 Application-specific data...........cooiiiiiiiii 24
5.2.6 Side-effects of a request MeESSAGE ...t 24

5.3 RC Y o Lol g =T 4 =TT ¥ Vo = R 24
5.3.1 GBNEIAL .. 24
5.3.2 ROOt elemeEnt ..o 24
5.3.3 SHTUCTUN® ottt 24
5.3.4 Header element ... 25
5.3.5 Application-specific data and status notifications .................ccoooii. 25
5.3.6 Simple acknowledgement MeSSage .......ccuiiuiiiiiiiiii 25

54 BV Nt MBS SAGE ottt 26
5.4.1 GBNEIAL L. s 26
5.4.2 ROOt elemeEnt ..o 26

54.3 S TUCIUIE e e

Document Sharing Hub

Full document details: BS EN IEC 61968-100:2022


http://www.avadocuments.com/doc/bs-en-iec-61968-100-2022
http://www.avadocuments.com/doc/bs-en-iec-61968-100-2022

IEC 61968-100:2022 © |IEC 2022 -3-

5.4.4 Header element .. ... 26
5.4.5 Application-specific data....... ... 26
5.5 FaUIt MESSAGE . oe it 27
5.5.1 GBNEIAL . 27
5.5.2 ROOt elemeEnt ..o 27
5.5.3 I 1] (B = P 27
5.5.4 Reply element ..o 27
6 Elementary message exchange patterns. ... 27
6.1 L= o= ¥ S 27
6.2 Request/response message exchange pattern ...........coocoooiiiiiiiii i 27
6.2.1 LT o= = | P 27
6.2.2 RESPONSE MESSAGES .. ittt ettt 28
6.3 Unsolicited event message exchange pattern...........ooooiiiiii 29
6.4 Consequential event message exchange pattern ............oooiiiiiiiiiii e 29
6.5 Simple acknowledgement message exchange patterns ..............cooeeveiiiiieinnennn. 30
6.5.1 LT o= = | P 30
6.5.2 Request/response message exchange pattern with simple
acknowledgement MeSSAJES .....viuu i 31
6.5.3 Unsolicited event message exchange pattern with simple
acknowledgement MeSSAgE ... .cu i 32
6.5.4 Consequential event message exchange pattern with simple
acknowledgement MeESSAJES ...t 32
7 MeESSAGE AETAIIS .uieeie e 33
7.1 LT =Y o= ¥ S 33
7.2 Y E=TSY=3= Vo T= T =Y o ToTo Yo F1 o Vo ISR 34
7.3 Schema definition and validation.............o 34
7.4 TOP-1EVEl StTUCTUIE ...e e e aeae e 34
7.4.1 GBNEIAL .. 34
7.4.2 Structure of request MESSAGES ...c.uiiiiiiii i 34
7.4.3 Structure Of reSPONSE MESSAGES . ..uiviiiiiii e 37
7.4.4 Structure of event MESSAgEeS .. ... 39
7.5 The <Header> lemMEeNt ... e 42
7.5.1 (7Y 1= - | PP 42
7.5.2 Message header subelements ...... ... 42
7.5.3 Message header for requUest MeSSAgES.....ccuiiiiiniiiiieie e, 44
7.5.4 Message header for respoNSe MESSAGES ...cvuivuiiniiniiiiiiiiieiee e ee e 46
7.5.5 Message header for event MesSSages ... ..o 48
7.6 The <Reply> elemMeEnt. ... 50
7.6.1 LT o= = | P 50
7.6.2 SHTUCTUN® ottt 51
7.6.3 Reply SUDEIEMENTS ...ueii e 51
7.6.4 The <Reply><Status> subelement ..., 51
7.6.5 Combining the <Reply><Status><ObjectID>, <OperarionSet>,
<UpdateID> and <TransactionID> elements.............coooiiiiiiiiiiiiiiin.e. 58
7.6.6 The <Reply><Transaction> element ..., 59
7.7 The <Payload> lE8MENT ... e 59
7.71 LT o= = | P 59
7.7.2 Payload subelements. ... 59
7.7.3 The <Payload><OperationSet>element ..............ccoooeiiiiiieiiiinn. Docuiients

Document Sharing Hub

Full document details: BS EN IEC 61968-100:2022


http://www.avadocuments.com/doc/bs-en-iec-61968-100-2022
http://www.avadocuments.com/doc/bs-en-iec-61968-100-2022

-4 - IEC 61968-100:2022 © IEC 2022

7.7.4 The <Payload><ObjectUpdate> element..........c..coooiiiiiiiiiiiiii e, 66
7.7.5 AbstractPayloadType data ... 68
7.7.6 Multiple abstract payloads ... ..o 68
7.8 The <CompressedPayload> element.. ... 68
7.8.1 GBNEIAL . 68
7.8.2 S U C U oo e e 68
7.8.3 CompressedPayload elements. ... ... 69
7.8.4 The <CompressedPayload><CompressionType> subelement.................. 69
7.8.5 The <CompressedPayload><Base64> subelement ...............ooiiiii, 69
7.9 The TransaCtion TYPE oo 69
8  Constraints and CONVENTIONS ... ..o i e 70
8.1 LT =Y o= ¥ S 70
8.2 Application-specific data .........cciiiiiiii 70
8.2.1 LT o= = | P 70
8.2.2 The AbstractPayloadTypPe .....cou i 71
8.2.3 Application-specific customisation ............c.coooiiiiiii 71
8.2.4 D] o £ - PP 71
8.3 Object management requests and notifications ..............coooiiiiiiiiiii 71
8.3.1 LY o= = | P 71
8.3.2 Create requUEeSt MESSAgE .. . cuu i 72
8.3.3 Change reqUEeSt MESSAQE . .cuuiiu i e e 72
8.3.4 Delete request MeSSAge ... ouu i i 73
8.3.5 Update reqUest MeSSage . ouiuie i 73
8.3.6 Object management notifications ... 74
8.4 GOl T UESES e 74
8.4.1 Making a get reqUEeSst .. ... 74
8.4.2 Specifying multiple constraints in a request message ............coooieiiiii. 75
8.4.3 Responding to a get request ... 76
8.5 Cancelling tranSaCtiONS .. ... i i 76
8.5.1 GBNEIAL .. 76
8.5.2 Message exchange pattern..... ..o 76
8.5.3 TransaCtioNS DS .. e 77
8.5.4 Receiving a transaction ID ... 78
8.5.5 Sending a cancellation request Message ........coooiiiiiiii i 78
8.5.6 Responding to a cancellation request message ..........cocoooviiiiiiiiiiiinceen 78
8.6 Object identifiCation ... ... 78
8.6.1 GBNEIAL L. s 78
8.6.2 Rules for object identification.............ccooiiiii i, 79
8.6.3 Identifying objects using an <mRID> element..........cccooeviiiiiiiiiiiiniiiieieeeenn, 79
8.6.4 Identifying objects using a <Name> element............oocoiiiiiiiiiiiii, 79
8.6.5 ReferenCing ObJECES ... ouiiii 80
8.7 The ObjectldentificationRevisionSets profile ..........ccooiiiiiiiiiiii e, 81
8.7.1 LT o= = | P 81
8.7.2 SHTUCTUN® ottt 81
8.7.3 Using the ObjectldentificationRevisionSets profile ...l 83
8.7.4 Adding one or more new identifiers..........ccoooviiiiiiii i 83
8.7.5 Removing one or more identifiers ... 84

8.7.6 Possible Errors Pertaining To ObjectldentificationRevisionSets

REQUESES .uiiii e L Documents

Document Sharing Hub

Full document details: BS EN IEC 61968-100:2022


http://www.avadocuments.com/doc/bs-en-iec-61968-100-2022
http://www.avadocuments.com/doc/bs-en-iec-61968-100-2022

IEC 61968-100:2022 © |IEC 2022 -5-

O TraNSPOItiNG MESSAGES .ueiiiiii ittt et et e 84
9.1 LT =Y o =T - ¥ S 84
9.2 Transporting over SOAP WED SEIVICES ....uiiviiiiiiiiie e 85

9.2.1 LY o= = | P 85
9.2.2 Encoding of IEC 61968-100 messages inside SOAP messages ..................... 85
9.2.3 Example SOAP MESSAQE ....uiuiiiiiiiie e 85
9.2.4 Mapping of IEC 61968-100 messages to SOAP messages..........cccuvveuveennennn. 85
9.2.5 LTS T 1 = S 86
9.3 Transporting over JMS ... 87
9.3.1 GBNEIAL L. s 87
9.3.2 Message exchange patterns ... ... 88
9.3.3 Application-level acknowledgement messSages.......ccocovviiiiiiiniiniineieeeeee, 88
9.3.4 JMS NBAAETS ..o e e e e 88

Annex A (Normative) XSD filles ... 90
A1 LT =Y o =T ¥ S 90
A.2 The Message.XSA fille ... 90
A.3 The AbstractPayloadType .xsd file .o, 102
A.4 The LegacyObjectldentificationRevisionSets.xsd File.............cooooiiiiiiiiiiiinenn. 103
A.5 The RDF . xSA il e 108

Annex B (normative) Template files ... 110
B.1 LT =Y o =T T 110
B.2 The GenericMessageWsdITemplate.txt file..........ccocooiiiiii i, 110
B.3 The StrongMessageXsdTemplate.txt file ..o 116
B.4 The StrongMessageWsdlTemplate.txt file. ..o 128

Annex C (informative) Example XSD profiles inheriting from AbstractPayloadType ............ 135
CA1 GetMeterReadings profile ... 135
C.2 BinaryData profile ... 136

Annex D (informative) Example IEC 61968-100:2021 MESSAQES ...ceuvvviviiiniiiieieieeieanannas 138
D.1 L= a1 = Y USSP 138
D.2 Messages dealing with object instantiation.................cooi 138

D.21 LY o= = | 138
D.2.2 SeqUENCE Aiagram ... e 138
D.2.3 Meter instantiation request (request message) ........ccooveiiiiiiiiiiiiiineneen, 139
D.2.4 Meter instantiation response (step 4, SUCCESS CASE) .....cvvvviiiiineiniiniiniinnannnn, 141
D.2.5 Meter instantiation response (step 4, failure case)........c..ccooeiiiiiiiiiinin. 141
D.3 Messages dealing with the event notification of object instantiation .................... 142
D.3.1 L= a1 =Y PPN 142
D.3.2 SeqUENCE AIAGIaM . ... 142
D.3.3 Publication of a meter instantiation (event message) ..........ccooeeiiiiiiinnnnn. 142
D.3.4 Publication of a meter instantiation (simple acknowledgement message)..... 146
D.4 Messages dealing with requests for information concerning an object
INStANTIAtiON L. e 146
D.4.1 L= a1 =Y PPN 146
D.4.2 SeqUENCE AIAGIamM . ... 146
D.4.3 Request for information concerning a meter instantiation (request
LT EST= Yo [ PP 147
D.4.4 Request for information concerning a meter instantiation (response
LT TS Yo [ PP 148
D.5 Messages utilizing an operationset to enforce transactional integrity ......! D OCUI'JaentS

Document Sharing Hub

Full document details: BS EN IEC 61968-100:2022


http://www.avadocuments.com/doc/bs-en-iec-61968-100-2022
http://www.avadocuments.com/doc/bs-en-iec-61968-100-2022

-6 - IEC 61968-100:2022 © IEC 2022

D.5.1 GBNEIAL .t 149
D.5.2 SeqUENCE AIAGIaM . ...t 149
D.5.3 Using an operationset to enforce transactional integrity (request
LTS Y= T [ PP PPN 150
D.54 Using an operationset to enforce transactional integrity (response
LT EST= Yo [ PP 153
D.6 Messages dealing with the publication of data ... 153
D.6.1 L= a1 =Y PPN 153
D.6.2 SeqUENCE Aiagram ... e 153
D.6.3 Publication of meter readings (event message)........ccooveiiiiiiiiiiiecneenn, 154
D.6.4 Publication of meter readings (simple acknowledgement message) ............. 155
D.7 Messages dealing with an on-demand data request resulting in a single
(=357 o T =1 PP 156
D.71 LY o= = | 156
D.7.2 SeqUENCE Diagram .. ... 156
D.7.3 On-demand meter reading message (request message) ........cccovvvvvenviennenn. 157
D.7.4 On-demand meter reading message (response Message)........cceeeueeueennennnnn. 158
D.8 Messages dealing with an on-demand data request resulting in multiple
(=357 o701 1= J P 159
D.8.1 LY o =T = | 159
D.8.2 SeqUENCE Aiagram ... e 159
D.8.3 Request for an on-demand meter ping (request message) ........cc.ccevvevneenneen. 160
D.8.4 Request for an on-demand meter ping (response message 1) .........cc.......... 161
D.8.5 Request for an on-demand meter ping (response message 2) ..........ccc.ceune... 162
D.8.6 Request for an on-demand meter ping (simple acknowledgement of
LT Y= T [T T PPN 163
D.8.7 Request for an on-demand meter ping (response message 3) ..................... 164
D.8.8 Request for an on-demand meter ping (simple acknowledgement of
MNESSAGTE 3 ) ituiiniiin ettt ettt ettt et et aas 165
D.9 Messages dealing with historical datarequest ... 165
D.91 LY o= = | 165
D.9.2 SeqUENCE AIAGIaM . ... 165
D.9.3 Historical meter read (request MeSSage) .....ocvuivniiniiiiiiiiiee e 166
D.9.4 Historical meter read (resSponsSe MeSSAge) .. .cuuviuuiiiniiiniii e 167
D.10 Messages dealing with historical data request (responses spread over
LYY - T =TT T Vo 1o P 168
D.10.1 L= a1 =Y PPN 168
D.10.2 Historical meter read (response message 1 0f 4) ..o, 169
D.10.3 Historical meter read (response message 2 of 4) .......ccoooviiiiiiiiiiiiiiieceeen, 169
D.10.4 Historical meter read (response message 3 0f 4) ......cooiiiiiiiiiiiiiineine, 170
D.10.5 Historical meter read (response message 4 of 4) .......ccooviiiiiiiiiiiiiieieeen, 171
D.11 Messages dealing with multiple statuses within a response...........cc.ccooooiiiinn. 172
D.11.1 LY o =T = | 172
D.11.2 SeqUENCE Aiagram ... e e 173
D.11.3 Historical meter read (responsSe MeSSAge) .. .cuuviiuiiiniiiniiiiiiieei e 174
D.12 Messages dealing with a consequential event message...........cccoeviiiiiiiininnns 176
D.12.1 LY o =T = 176
D.12.2 SeqUENCE Aiagram ... e e 176
D.12.3 Request for a meter connect (request message)........ccoovvviiiiiiiiiiiieeneeene, 177
D.12.4 Request for a meter connect (response message) ........coocevveeneennnen. DOCdlzﬁentS

Document Sharing Hub

Full document details: BS EN IEC 61968-100:2022


http://www.avadocuments.com/doc/bs-en-iec-61968-100-2022
http://www.avadocuments.com/doc/bs-en-iec-61968-100-2022

IEC 61968-100:2022 © |IEC 2022 -7-

D.12.5 Request for a meter connect (event message) .....ccccooevviiiiiiiiiii e 179
D.12.6 Request for a meter connect (simple acknowledgement message)............... 180
D.13 Using two operationsets to sequence multiple operations with transactional
1L =T o] 1 PRSP 180
D.13.1 L= a1 =Y PPN 180
D.13.2 Using two OperationSets to read two meters before disconnecting them
(FEQUEST MESSAGE) .. ettt ees 181
D.13.3 Using two OperationSets to read two meters before disconnecting them
(FESPONSE MESSATE) «.ueuuitneit ittt ettt ettt ettt et et e e e ees 182
D.14 Messages dealing with object deletion ..., 184
D.14 .1 LY o= = | 184
D.14.2 SeqUENCE Aiagram ... e 184
D.14.3 Request to delete a meter (request message).......cooeeviiiiiiiiiiiiien e, 185
D.14.4 Request to delete a meter (response message) .....coccovveviviiieiiniiiieiinecieenne, 185
D.15 Messages dealing with cancellation of a single transaction................................. 185
D.15.1 Meter control request MeSSAge ... ....iiiiii i 185
D.15.2 Response message containing a single transaction id .................cocooinn. 186
D.15.3  Cancellation request (request MeSSage) .......couuviiiiiiiiiiiiii e 187
D.15.4 Cancellation request (reSpoNSe MESSAGE) ..ucvuiiniiniiiiiiieieie e, 187
D.16 Messages dealing with cancellation of multiple transactions .............................. 188
D.16.1 Response message containing multiple transaction IDs ............coocoiiiiinnnen. 188
D.16.2 Cancellation request (request MeSSAgEe) .....vvviiniiiiiiiiiiiie e, 189
D.16.3  Cancellation request (reSpoNSe MESSAJE) ....ovuuiiniiiniiiiiiiieiieee e 190
D.17 Messages dealing with failed XSD validation ...........c...cooiiiiiiiiii i 190
D.17 .1 LY o= = | 190
D.17.2 Message that fails XSD validation (request message)........c.ccooveveiiniinneennnen. 191
D.17.3 Message that fails XSD validation (response message) ..........cocceevvveneennnnnn. 191
D.18 Messages dealing with malformed requests ..o 192
D.18.1 L= a1 =Y PPN 192
D.18.2 Message that is malformed (request message) ........ccovveiiiiiiiiiiiin e, 192
D.18.3 Message that is malformed (response Message) .......ccoevvvvveiieiiiniinieneennennnn. 193
Annex E (informative) Example IEC 61968-100:2021 messages for updating objects......... 194
E.1 LCT=T o 1=Y = | PPN 194
E.2 CreateMeterConfig.Xml ... 194
E.3 Modify FOrmNUMDBEr XMl .. ..o 195
E.4 RemoveFormNUumMber. Xml. . ... 196
E.5 AddMeterMultiplier. Xml .. 196
E.6 ModifyMeterMultiplierKind.Xml ... ... 197
E.7 ModifyMeterMultiplierValue. Xxml........ ..o 198
E.8 RemoveMeterMultiplierValue.Xml ... ... 199
E.9 RemoveMeterMultiplier. Xml ... ... 200
E. 10  AddMeterSeal. Xml . ... e 201
E. 11  AddMeterSealKind. Xml .. ..o 201
E.12 ModifyMeterSealCondition. Xml.........cooiiiiii e 202
E.13 RemoveMeterSealCondition. Xml .........cooouiiiiiiiiii e 203
E.14 RemoveMeterSeal Xml . ... e 204
E. 15  ModifyProgramld. Xml ... 205
E. 16  RemoveProgramld. Xml. ... ..o 205
E.17  AddChannel.Xml... ... DOClﬁQﬁentS

Document Sharing Hub

Full document details: BS EN IEC 61968-100:2022


http://www.avadocuments.com/doc/bs-en-iec-61968-100-2022
http://www.avadocuments.com/doc/bs-en-iec-61968-100-2022

-8 - IEC 61968-100:2022 © IEC 2022

E.18 ModifyChannelReadingType. XMl ......ccouiiniiiiiiie e 207
E.19 RemoveChannel.Xml ... e 208
E.20 AddConnectDisconnectFunction.xml ....... ... 209
E.21 RemoveConnectDisconnectFunction.xml............cooiiiiiiiiiiii e, 210
E.22 DeleteMeterConfig.Xml. ... 211
E.23 DeleteMeterConfig.Xml. . ... 211
E.24 CreateMeterConfigs.Xml. .. ..o 212
E.25 MultipleObjectChanges.Xml........oiuiiii e 214
E.26 MultipleObjectChangesWithOperationSet.xml ...........cooiiiiiiiiiiiiiii e 216

Annex F (informative) Examples of ObjectldentificationRevisionSets Messages................. 220
F.1 LT =Y o =T T 220
F.2 Add an mRID for the meter object ... 220
F.3 Modify name two of the meter object..........ooiiiiii i 222
F.4 Add name three of the meter object ... 223
F.5 Remove Name One of the Meter Object..........coooiiiiiiiiii e, 225
F.6 Modify the mRID of the meter object ... 226
F.7 Remove the mRID of the meter object.........coooiiiiiii e, 228
F.8 Add an mRID and modify name two of the meter object ...............ccooiiiiiin. 229
F.9 Modify name two of the meter object and add name one of the customer

O B O e 230
F.10 Add name two of the customer object to carry a new IdentifiedObject.name........ 233

Annex G (informative) Example IEC 61968-100:2021 messages illustrating the cross-

o] oo 10 T3 B 1| 1P 235
GA1 L= a1 - Y PP 235
G.2 Specifying "OR" operations over the selection criteria....................l. 235
G.3 Specifying "AND" operations over the selection criteria.................cooooiiiinn. 235
G4 Specifying a combination of logical "AND" and "OR" operations.......................... 236
G.5 Example of multiple AbstractPayloadType profiles in a single message .............. 237

Annex H (informative) Validation of received messages .......ccccceevviiiiiiiiiii i 239
H.1 L= a1 - Y PP 239
H.2 Example message validation using Altova XMLSPY ......ccoiiiiiiiiiiiiiiiceeeens 239
H.3 Example message validation using a Java validator..............coooiiiiiiiiiin s 240

Annex | (informative) Significant changes between IEC 61968-100:2013 and

IEC B1968-100:202 ..ttt ettt et et e e e e e e e e et e et e e e e eas 241

BB O G AP Y e 247

Figure 1 — Structure of @ reqUest MESSAgE. .. .iu i 24

Figure 2 — Structure of @ ReSpPONSEMESSAQE.....ccuiiuiiiiiiiii e 25

Figure 3 — Structure of an EVentMesSage ... 26

Figure 4 — Structure of @ FAultMesSage ... ..o 27

Figure 5 — Request/response message exchange pattern ..............coooviiiiiiiiciciiee e, 28

Figure 6 — Unsolicited event message exchange pattern............coooiiiiiiiiiii i 29

Figure 7 — Consequential event message exchange pattern...........c..ccoiiiiiiiiiiii s 30

Figure 8 — Request/response message exchange pattern with simple

ACKNOWIEAGEMENT MESSAUGES ..oeiiiiiiei ettt ettt 31

Figure 9 — Unsolicited message exchange pattern with simple acknowledgement

LT TSTST= Vo =T P 32

Documents

Document Sharing Hub

Full document details: BS EN IEC 61968-100:2022


http://www.avadocuments.com/doc/bs-en-iec-61968-100-2022
http://www.avadocuments.com/doc/bs-en-iec-61968-100-2022

IEC 61968-100:2022 © |IEC 2022 -9-

Figure 10 — Consequential event message exchange pattern with simple

E= (o] Lol (Yo [ =Y ¢ =T oL 0 =TT = Vo =T P 33
Figure 11 — Structure of the <CancelRequestMessage> element. ... 35
Figure 12 — Structure of the <ChangeRequestMessage> element.............c.cooiiiiiiiinnn.. 35
Figure 13 — Structure of the <CreateRequestMessage> element...................... 35
Figure 14 — Structure of the <DeleteRequestMessage> element.............cccooiiiiiiinnn. 36
Figure 15 — Structure of the <ExecuteRequestMessage> element...........c.ccooviiiiiiinenn.. 36
Figure 16 — Structure of the <GetRequestMessage> element.............ooiiin. 36
Figure 17 — Structure of the <UpdateRequestMessage> element.............cccooiiiiiiiinin.. 37
Figure 18 — Structure of the <CancelResponseMessage> element.................l. 37
Figure 19 — Structure of the <ChangeResponseMessage> element..............ccooiiiiininni. 38
Figure 20 — Structure of the <CreateResponseMessage> element.................l. 38
Figure 21 — Structure of the <DeleteResponseMessage> element...........c.ccooviiiiiininnn. 38
Figure 22 — Structure of the <ExecuteResponseMessage> element.................coiiiinis 39
Figure 23 — Structure of the <GetResponseMessage> element ..., 39
Figure 24 — Structure of the <UpdateResponseMessage> element...........c.ccooeviiiiinnnn.. 39
Figure 25 — Structure of the <CanceledEventMessage> element........c...coooiiiiiiiiiii, 40
Figure 26 — Structure of the <ChangedEventMessage> element............ccceeiiiiiiiiniineenn. 40
Figure 27 — Structure of the <CreatedEventMessage> element.........ccooiiiiiiiiiiin, 41
Figure 28 — Structure of the <DeletedEventMessage> element.........coooiiiiiiiiiiiiiiinnin, 41
Figure 29 — Structure of the <ExecutedEventMessage> element............ccoooiiiiiiiiiiiiniine, 41
Figure 30 — Structure of the <UpdatedEventMessage> element...............ooiiiiiiiinn. 42
Figure 31 — Structure of the <Header> element for request messages ..........cocceevviiininnnnn. 45
Figure 32 — Structure of the <Header> element for response messages ..........ccooeeveeuiennnen. 47
Figure 33 — Structure of the <Header> element for event messages ..........cocceevveiiiiiiiinnnns, 49
Figure 34 — Structure of the <Reply> element.... ... 51
Figure 35 — Structure of the <Reply><Status> element ........ccccoiiiiiiiiiiiiiiiici e, 52
Figure 36 — Example of error indications in @ <Reply> element ..........ccoooiiiiiiiiiiiinineenn, 58
Figure 37 — Structure of the <Payload><OperationSet> element for request

0 LCTo T Vo =T S PP PPPP PP 61
Figure 38 — Structure of the <Payload><OperationSet> element for response

LTS R Vo =T S PP PPRP 62
Figure 39 — Structure of the <Payload><OperationSet> element for event

L T= ST = Vo =T P 62
Figure 40 — Structure of the <Payload><OperationSet><Operation> element for

(Yo TN oT] g To T 7= Vo =T PP PPI 64
Figure 41 — Structure of the <Payload><OperationSet><Operation> element for
FESPONSE MESSAUTES -.uueereetunaareennnaaaeeun e aaeeunaaeaaeennaeaessnnaaaeeannaeaessn aaaeesenaeaesnnaaeeennnaaeennnnns 65
Figure 42 — Structure of the <Payload><OperationSet><Operation> element for

LN Y T A £ =TT = T =T N 66
Figure 43 — Structure of the <Payload><ObjectUpdate> element ............ccoooiiiiiiiiinn. 67
Figure 44 — Structure of the <CompressedPayload> element.........ccccooiiiiiiiiiiiiiinineenen, 69

Figure 45 — Structure of the TransactionType ... e

Document Sharing Hub

Full document details: BS EN IEC 61968-100:2022


http://www.avadocuments.com/doc/bs-en-iec-61968-100-2022
http://www.avadocuments.com/doc/bs-en-iec-61968-100-2022

-10 - IEC 61968-100:2022 © IEC 2022

Figure 46 — Message Exchange Pattern for a Cancellation Request...............coooiiiiiiiinis 77
Figure 47 — General Naming SCheme ... ... e 80
Figure 48 — Structure of an <ObjectID> element ....... ..o 80
Figure 49 — ObjectldentificationRevisionSets profile ..o, 82
Figure 50 — Example SOAP MESSAQE ...cuiiuiiiiii e e e 85
Figure A.1 — Contents of Message.xsd file ... 102
Figure A.2 — Contents of AbstractPayloadType.xsd file .........coiiiiiiiiii 102
Figure A.3 — Contents of LegacyObjectldentificationRevisionSets.xsd file........................... 108
Figure A.4 — Contents of the RDF.XSA fil€ ......ccoiiniiii e 109
Figure B.1 — Contents of GenericMessageXsdTemplate.txt file ... 115
Figure B.2 — Contents of StrongMessageXsdTemplate.txt file ..., 128
Figure B.3 — Contents of StrongMessageWsdITemplate.txt file ............cc.ooiiiiiiiinnn . 134
Figure C.1 — Example XSD profile illustrating inheritance from

AN Tl oot R e ol =V o T o B oY PP 136
Figure C.2 — Example XSD profile suitable for the transmission of binary data.................... 137
Figure D.1 — Example sequence diagram for a meter instantiation request ......................... 139
Figure D.2 — Example meter instantiation request message ..........ccooviiiiiiiinininin 141
Figure D.3 — Example meter instantiation response message (success case) ..................... 141
Figure D.4 — Example meter instantiation response message (failure case)........................ 141
Figure D.5 — Example sequence diagram for the publication of a meter instantiation........... 142
Figure D.6 — Example publication of a meter instantiation (event message) ........................ 146
Figure D.7 — Example publication of a meter instantiaion (simple acknowledgement

A TSE TS T= o [ PSP 146
Figure D.8 — Example sequence diagram for requests for information concerning an

ObjeCt INSTANtIAtION ... e 147
Figure D.9 — Example request for information concerning a meter instantiation

(FEOUEST MBS S AR ) . ittt ittt ettt ettt e 148
Figure D.10 — Example request for information concerning a meter instantiation

(FESPONSE MESSATE) vttt ettt ettt et et et et ettt et e e e et e et e e e e e eans 149
Figure D.11 — Example sequence diagram for an OperationSet request...............cccoeenenn... 150
Figure D.12 — Example OperationSet message to enforce transactional integrity

(L T E A gL T= Vo [ PP PP 153
Figure D.13 — Example OperationSet message to enforce transactional integrity

(FESPONSE MESSATE) vttt ettt e e e e et e et e ettt et e e e et e e e e e eans 153
Figure D.14 — Example sequence diagram for the publication of meter readings.................. 154
Figure D.15 — Example publication of routine meter readings (event message)................... 155
Figure D.16 — Example publication of routine meter readings (simple

ACKNOWIEdgEMENT MESSAGE) ... ittt e et 156
Figure D.17 — Example sequence diagram for the retrieval of on-demand meter

== T 1 o 1< 0 157
Figure D.18 — Example on-demand meter readings request message ..........ccoceevveieneneennnne. 158
Figure D.19 — Example on-demand meter readings response message..........c.ceeeuveenneennnnnn. 159
Figure D.20 — Example sequence diagram for an on-demand meter ping request ............... 160
Figure D.21 — Example on-demand meter ping request (request message)..........cccceeevnnn... 161
Figure D.22 — Example on-demand meter ping request (response message) ...................... 162

Figure D.23 — Example on-demand meter ping request (response message 2) «.....! D .QQ.Ulments
Document Sharing Hub

Full document details: BS EN IEC 61968-100:2022


http://www.avadocuments.com/doc/bs-en-iec-61968-100-2022
http://www.avadocuments.com/doc/bs-en-iec-61968-100-2022

IEC 61968-100:2022 © |IEC 2022 -1 -

Figure D.24 — Example on-demand meter ping request (simple acknowledgement

L TCTSE T Vo [T PPN 164
Figure D.25 — Example on-demand meter ping request (response message 3) ...........c........ 164
Figure D.26 — Example on-demand meter ping request (simple acknowledgement

L LCTS T Vo [T ) PPN 165
Figure D.27 — Example sequence diagram for the retrieval of historical meter readings ...... 166
Figure D.28 — Example historical meter read request (request message) .........ccooceeevenienn... 167
Figure D.29 — Example historical meter read request (response message) .........cccoceeeunean... 168
Figure D.30 — Example historical meter read request (response message 1 of 4)................ 169
Figure D.31 — Example historical meter read request (response message 2 of 4)................ 170
Figure D.32 — Example historical meter read request (response message 3 of 4)................ 171
Figure D.33 — Example historical meter read request (response message 4 of 4)................ 172
Figure D.34 — Example sequence diagram for the retrieval of historical meter readings
(e [P =TS A  L=ToE-= Vo [ ISP 173
Figure D.35 — Example historical meter read request, mixed success and failure cases
(L T E A gL T Y= Vo [ PSPPI 174
Figure D.36 — Example historical meter read request, mixed success and failure cases
(FESPONSE MESSATE) ouuituiiti ittt ettt et et et et et et et et et et e e e e e e enns 176
Figure D.37 — Example sequence diagram for the requesting a meter connect.................... 177
Figure D.38 — Example meter connect (request MesSage) .....ccoevviiviiiiiiieiieiei e 178
Figure D.39 — Example meter connect (reSponse mesSage) ......ccovveuiieiiiiiiiiiieiieineeeeeeenne 179
Figure D.40 — Example meter connect (event message)........covveiiiiiiiiiiiiini e 180
Figure D.41 — Example meter connect (simple acknowledgement message) ....................... 180
Figure D.42 — Using two OperationSets to read two meters before disconnecting them
(T [P =TS A L=ToEo= Vo [ I PPN 182
Figure D.43 — Using two OperationSets to Read two meters before disconnecting them
(FESPONSE MESSATE) uuituiiti ettt et et et ettt et et e et e e e eenns 183
Figure D.44 — Example sequence diagram for the deletion of a meter........................ol 184
Figure D.45 — Example meter deletion (request message) ......c.oovviiiiiiiiiii i 185
Figure D.46 — Example meter deletion (response message)........cooveuvveiiiiiiiniiiieiinceeeenn 185
Figure D.47 — Example create(EndDeviceControls) request message ..........cooovveiienieennenn. 186
Figure D.48 — Example response message containing a single transaction ID..................... 187
Figure D.49 — Example cancellation request message ........cooviiiiiiiiiii i 187
Figure D.50 — Example response to a cancellation request message .............c.ccoociviiinian.. 188
Figure D.51 — Example response message containing several transaction IDs.................... 189
Figure D.52 — Example cancellation request message ........cooviiiiiii i 190
Figure D.53 — Example response to a cancellation request message ............cocoeveviieinnnne. 190
Figure D.54 — Example message that fails XSD validation (request message) .................... 191
Figure D.55 — Example message that fails XSD validation (response message).................. 192
Figure D.56 — Example malformed message (request message) .......ccocoevvviiieiieiiiieineennennnn. 192
Figure D.57 — Example malformed message (response mesSSage).....ccocuvivevneeneeneenieneennannnn. 193
Figure E.1 — CreateMeterConfig.Xxml ... 195
Figure E.2 — ModifyFormNumber.Xml ... ... 196
Figure E.3 — RemoveFormNumber. Xml..... ... e 196
Figure E.4 — AddMeterMultiplier Xxml ... e Docuﬁ‘ﬁents

Document Sharing Hub

Full document details: BS EN IEC 61968-100:2022


http://www.avadocuments.com/doc/bs-en-iec-61968-100-2022
http://www.avadocuments.com/doc/bs-en-iec-61968-100-2022

Figure E.5 — ModifyMeterMultiplierKind. Xml ..o 198
Figure E.6 — ModifyMeterMultiplierValue.Xml ....... ..o 199
Figure E.7 — RemoveMeterMultiplierValue.Xxml ... 200
Figure E.8 — RemoveMeterMultiplier.Xml ... e 200
Figure E.9 — AddMeterSeal.Xml. ... ... e 201
Figure E.10 — AddMeterSealKind. Xml..... ..o 202
Figure E.11 — ModifyMeterSealCondition. Xxml ... 203
Figure E.12 — RemoveMeterDealCondition.xml ..o 204
Figure E.13 — RemoveMeterSeal. Xml .........oooiiiiii e 204
Figure E.14 — ModifyProgramld.Xml ... 205
Figure E.15 — RemoveProgramld.Xml. ... ... ..o 206
Figure E.16 — AddChannelld. XMl ... e 207
Figure E.17 — ModifyChannelReadingType.Xml ..ot 208
Figure E.18 — RemoveChannel. Xml ... ... 209
Figure E.19 — AddConnectDisconnectFunction.xml ............coooiiiiiiiiiii e 210
Figure E.20 — RemoveConnectDisconnectFunction.xml............c...cooiiiiiiiiiiiii e 211
Figure E.21 — DeleteMeterConfig.Xml.........oiuiiiii e 211
Figure E.22 — DeleteMeterConfig.Xml. .. ... 212
Figure E.23 — CreateMeterConfigs.Xml.........ooiiii e 214
Figure E.24 — MultipleObjectChanges.Xml........cooiiiiiii e 216
Figure E.25 — MultipleObjectChangesWithOperationSet.xml .............coooiiiiiiiiiiiiiiin 219
Figure F.1 — Add an mRID for the Meter Object ..., 221
Figure F.2 — Modify name two of the meter object..........coo 223
Figure F.3 — Add name three of the meter object ..o 224
Figure F.4 — Remove name one of the meter object ... 226
Figure F.5 — Modify the mRID of the meter object ..., 227
Figure F.6 — Remove the mRID of the meter object...........coi i, 228
Figure F.7 — Add an mRID and modify name two of the meter object ....................ocoiinnl . 230
Figure F.8 — Add name one of the customer object and modify name two of the meter

(o] o =T 1 SR PPN 232
Figure F.9 — Add name two of the customer object to carry a new

[dentifiedODJECt.NAME ... e e 234
Figure G.1 — Example get(MeterConfig) request illustrating a logical "OR" operation .......... 235
Figure G.2 — Example get(MeterReadings) request illustrating a logical "AND"

Lo o 1= 7= 140 o P 236
Figure G.3 — Example request message illustrating combined logical "AND" and "OR"

Lo o 1= 7= 140 o 1= S 237
Figure G.4 — Example of multiple AbstractPayloadType profiles in a single message. .......... 238
Figure H.1 — Example message suitably modified to specify the locations of the

FEIEVANT XSD fllES ..ouiiiii e ettt e 240
Figure H.2 — Example of local modifications made to the Message.xsd file ......................... 240
Table 1 — List of top-level root elements in request Messages .........cocovvviiieiiiiiiiiiiieieeee, 34
Table 2 — List of top-level root elements in response MesSages.......cocvvviiiieiiiiiiiiieeeeeene, 37
Table 3 — List of top-level root elements in event messages............ccooe 0 i, D OCUments

Document Sharing Hub

Full document details: BS EN IEC 61968-100:2022


http://www.avadocuments.com/doc/bs-en-iec-61968-100-2022
http://www.avadocuments.com/doc/bs-en-iec-61968-100-2022

IEC 61968-100:2022 © |IEC 2022 -13 -

Table 4 — Elements in the Message <Header> element........c.cooiiiiiiiiiiiiii i 42
Table 5 — Verbs used in reqUeSt MESSAGES ....uiuiiiii i 45
Table 6 — Verbs used in eVeNt MESSaAgES ...iuiuiiii i 49
Table 7 — Subelements within the <Reply> element.........c.ocoiiiiiiiiiii e, 51
Table 8 — Subelements within the <Reply><Status>element.........ccooiiiiiiiiiiiiiinineen, 53
Table 9 — Values of the <Reply><Status><Level>element ............cooooiiiiiiiiiiiiiiinn ... 54
Table 10 — Normative values for the <Reply><Status><Code> element................cccceenne.. 54
Table 11 — Subelements within the <Payload>element...........cccoooiiiiiiiiiiiiii e, 60
Table 12 — Subelements within the <Payload><OperationSet> element.......................... 61
Table 13 — Subelements within the <Payload><OperationSet><Operation>
11T 4 L= o | PPN 63
Table 14 — Subelements within the <Payload><ObjectUpdate> element.......................... 67
Table 15 — Subelements within the <Payload><0ObjectUpdate><UpdateAction>
1= 1= 00 = o 1 S 68
Table 16 — Subelements within the <CompressedPayload> element.................coiie. 69
Table 17 — Values of the <CompressedPayload><CompressionType> element............... 69
Table 18 — Elements of a transaction type ... 70
Table 19 — Subelements within an <ObjectID> element........cccooiiiiiiiiii e, 81
Table 20 — Elements of an ObjectldentificationRevisionSets profile ...l 83
Table 21 — Generic WSDL template variable names............oooi i, 86
Table 22 — Strongly-typed message XSD template variable names ..............c.ccooiiiiiinnn. 87
Table 23 — Strongly-typed WSDL template variable names ..o 87
Table F.1 — Initial naming states of the example meter object ..., 220
Table F.2 — Initial naming states of the example customer object..............cooooiiiiiiiiinil 220
Table F.3 — Add an mRID for the meter object .........coviiiiiii i, 221
Table F.4 — Modify name two of the meter object ... 222
Table F.5 — Add name three of the meter object...........cooiii 224
Table F.6 — Remove name one of the meter object ..o, 225
Table F.7 — Modify the mRID of the meter object ..., 227
Table F.8 — Remove the mRID of the meter object..........ciiiiii 228
Table F.9 — Add an mRID and modify name two of the meter object.................coo, 229
Table F.10 — Modify name two of the meter object ..o, 231
Table F.11 — Add name one of the customer object..........ccccooiiiiiiii i, 231
Table F.12 — Add name two of the customer object to carry a new
[dentifiedODbJECt.NAME ... e 233
Table I.1 — Significant changes introduced in IEC 61968-100:2021 since IEC 61968-
L0 2 0 B PN 242
Table I.2 — Detailed changes introduced from IEC 61968-100:2013 to IEC 61968-
L0102 0 PN 243
Table 1.3 — Elements removed from IEC 61968-100:2013 ... ... 244
Documents

Document Sharing Hub

Full document details: BS EN IEC 61968-100:2022


http://www.avadocuments.com/doc/bs-en-iec-61968-100-2022
http://www.avadocuments.com/doc/bs-en-iec-61968-100-2022

- 14 - IEC 61968-100:2022 © IEC 2022

INTERNATIONAL ELECTROTECHNICAL COMMISSION

APPLICATION INTEGRATION AT ELECTRIC UTILITIES -
SYSTEM INTERFACES FOR DISTRIBUTION MANAGEMENT -

Part 100: IEC implementation profiles for application integration

FOREWORD

1) The International Electrotechnical Commission (IEC) is a worldwide organization for standardization comprising
all national electrotechnical committees (IEC National Committees). The object of IEC is to promote international
co-operation on all questions concerning standardization in the electrical and electronic fields. To this end and
in addition to other activities, IEC publishes International Standards, Technical Specifications, Technical Reports,
Publicly Available Specifications (PAS) and Guides (hereafter referred to as “IEC Publication(s)”). Their
preparation is entrusted to technical committees; any IEC National Committee interested in the subject dealt with
may participate in this preparatory work. International, governmental and non-governmental organizations liaising
with the IEC also participate in this preparation. IEC collaborates closely with the International Organization for
Standardization (ISO) in accordance with conditions determined by agreement between the two organizations.

2) The formal decisions or agreements of IEC on technical matters express, as nearly as possible, an international
consensus of opinion on the relevant subjects since each technical committee has representation from all
interested IEC National Committees.

3) IEC Publications have the form of recommendations for international use and are accepted by IEC National
Committees in that sense. While all reasonable efforts are made to ensure that the technical content of IEC
Publications is accurate, IEC cannot be held responsible for the way in which they are used or for any
misinterpretation by any end user.

4) In order to promote international uniformity, IEC National Committees undertake to apply IEC Publications
transparently to the maximum extent possible in their national and regional publications. Any divergence between
any IEC Publication and the corresponding national or regional publication shall be clearly indicated in the latter.

5) IEC itself does not provide any attestation of conformity. Independent certification bodies provide conformity
assessment services and, in some areas, access to IEC marks of conformity. IEC is not responsible for any
services carried out by independent certification bodies.

6) All users should ensure that they have the latest edition of this publication.

7) No liability shall attach to IEC or its directors, employees, servants or agents including individual experts and
members of its technical committees and IEC National Committees for any personal injury, property damage or
other damage of any nature whatsoever, whether direct or indirect, or for costs (including legal fees) and
expenses arising out of the publication, use of, or reliance upon, this IEC Publication or any other IEC
Publications.

8) Attention is drawn to the Normative references cited in this publication. Use of the referenced publications is
indispensable for the correct application of this publication.

9) Attention is drawn to the possibility that some of the elements of this IEC Publication may be the subject of patent
rights. IEC shall not be held responsible for identifying any or all such patent rights.

IEC 61968-100 has been prepared by IEC technical committee 57: Power systems management
and associated information exchange. It is an International Standard.

Future standards in this series will carry the new general title as cited above. Titles of existing
standards in this series will be updated at the time of the next edition.

This IEC 61968-100:2021 edition cancels and replaces the IEC 61968-100:2013 edition
published in 2013. This edition constitutes a technical revision.

a) This edition includes the following significant technical changes with respect to the previous
edition: IEC 61968-100:2021 has been refined to remove ambiguities and redundancies.
Informative and normative clauses are marked as such and, in the latter case, appropriate
verbal forms of language are used;

b) The messages defined by IEC 61968-100:2021 are in general not backwards compatible
with those of IEC 61968-100:2013. Annex | lists the significant technical changes introduced
since the publication of IEC 61968-100:2013 and provides appropriate suggestions for
migrating to IEC 61968-100:2021. gﬁocuments
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The text of this International Standard is based on the following documents:

Draft Report on voting

57/2446/FDIS 57/2455/RVD

Full information on the voting for its approval can be found in the report on voting indicated in
the above table.

The language used for the development of this International Standard is English.

This document was drafted in accordance with ISO/IEC Directives, Part 2, and developed in
accordance with ISO/IEC Directives, Part 1 and ISO/IEC Directives, IEC Supplement, available
at www.iec.ch/members_experts/refdocs. The main document types developed by IEC are
described in greater detail at www.iec.ch/standardsdev/publications.

A list of all parts in the IEC 61968 series, published under the general title Application
integration at electric utilities — System interfaces for distribution management, can be found
on the IEC website.

NOTE

The following print types are used:
e Literal text such as program fragments or XML elements in Courier New 10.

The committee has decided that the contents of this document will remain unchanged until the
stability date indicated on the IEC website under webstore.iec.ch in the data related to the
specific document. At this date, the document will be

e reconfirmed,

e withdrawn,

e replaced by a revised edition, or

e amended.

IMPORTANT - The "colour inside” logo on the cover page of this document indicates
that it contains colours which are considered to be useful for the correct understanding
of its contents. Users should therefore print this document using a colour printer.
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INTRODUCTION

This document specifies how implementations of IEC 61968 may be made interoperable using
common enterprise integration technologies. In particular, it describes how message payloads
defined in IEC 61968 (Parts 3 to 9 and Part 13), IEC 61970 and IEC 62325 are to be exchanged
between systems using transport mechanisms such as web services and the Java Message
Service.

This document may also find usage beyond information exchanges defined for these
International Standards such as for the integration of market systems or for general enterprise
integration.
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APPLICATION INTEGRATION AT ELECTRIC UTILITIES -
SYSTEM INTERFACES FOR DISTRIBUTION MANAGEMENT -

Part 100: IEC implementation profiles for application integration

1 Scope

1.1 General

This part of IEC 61968 defines how messages may be exchanged between cooperating systems
in order to facilitate the transfer of application-specific data. Such application-specific data
include but are not limited to the message payloads defined in IEC 61968 (Parts 3 to 9 and
Part 13), IEC 61970 and IEC 62325.

1.2 About this document
This document provides normative definitions for:

e a set of message archetypes (Clause 5);

e a set of message exchange patterns that both sending and receiving systems are expected
to implement (Clause 6);

e the exact format of the messages that are to be transmitted over the various integration
technologies including a precise description of the information that each message must
contain (Clause 7);

e a set of constraints and conventions to which applications must adhere in order to facilitate
message exchange using IEC 61968-100 (Clause 8);

e the details of how IEC 61968-100 messages should be implemented using various
underlying transport mechanisms (Clause 9).

1.3 What is not covered by this document

Security considerations lie outside the scope of IEC 61968-100. This document defers to the
IEC 62351 series for definitions and practices relating to the secure transmission of messages.

1.4  Future considerations
1.41 Choice of Encoding Mechanisms

This document prescribes XML as the normative encoding mechanism for all messages defined
by this document.

Future editions of IEC 61968-100 may specify additional normative encoding methods including
support for JSON (RFC 4627) documents whose semantics are defined by the IEC CIM and
whose syntax is defined by an IETF JSON schema.

1.4.2 Choice of Web Service Technologies

This document provides normative definitions for the use of SOAP Web Services (9.2) and Java
Message Service (9.3) for the transport of messages.

Future editions of IEC 61968-100 may specify additional normative web service technologies
such as REST.
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2 Normative references

The following documents are referred to in the text in such a way that some or all of their content
constitutes requirements of this document. For dated references, only the edition cited applies.
For undated references, the latest edition of the referenced document (including any
amendments) applies.

IEC 62325-301:2018, Framework for energy market communications — Part 301: Common
information model (CIM) extensions for markets

IEC TS 61968-2:2011, Application integration at electric utilities — System interfaces for
distribution management — Part 2: Glossary

IEC 61968-9:2013, Application integration at electric utilities — System interfaces for distribution
management — Part 9: Interfaces for meter reading and control

IEC 61968-11:2013, Application integration at electric utilities — System interfaces for
distribution management — Part 11: Common information model (CIM) extensions for
distribution

IEC 61970-301:2020, Energy management system application program interface (EMS-API) —
Part 301: Common information model (CIM) base

IEC 61970-552:2016, Energy management system application program interface (EMS-API) —
Part 552: CIMXML Model exchange format

ISO IEC 21320-1:2015, Information technology — Document Container File — Part 1: Core

ISO 8601:2004, Data elements and interchange formats - Information interchange -
Representation of dates and times

Java Message Service (version 1.0.2 November 9, 1999). Available from
https://docs.oracle.com/cd/E19957-01/816-5904-10/816-5904-10.pdf

RFC 1952, GZIP  file format  specification version 4.3. Available  from
https://tools.ietf.org/html/rfc1952.

RFC 4122, A Universally Unique IDentifier (UUID) URN Namespace. Available from
https://tools.ietf.org/html/rfc4122

RFC 4648, The Base16, Base32, and Base64 Data Encodings. Available from
https://tools.ietf.org/html/rfc4648

SOAP (Simple Object Access Protocol). Available from http://www.w3.0rg/TR/2000/NOTE-
SOAP-20000508/

3 Terms, definitions and abbreviated terms

3.1 Terms and definitions

For the purposes of this specification, the terms and definitions given in IEC TS 61968-2:2011
apply.
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3.2 Abbreviated terms

The following abbreviated terms are used within this document:

AMI Advanced Metering Infrastructure
CIM Common Information Model

CIS Customer Information System
HES Head End System

HTTP Hypertext Transfer Protocol

IEC International Electrotechnical Commission
IETF Internet Engineering Task Force
JMS Java Message Service

JSON JavaScript Object Notation

MDMS Meter Data Management System
mRID CIM master Resource IDentifier
RDF Resource Description Framework
REST REpresentational State Transfer
RFC Request For Comments

SOAP Simple Object Access Protocol
URL Uniform Resource Locator

WS Web Services

WSDL Web Services Definition Language
XML eXtensible Markup Language

XSD XML Schema Definition

4 Overview

4.1 General

This clause provides an overview of this document. Details of the concepts described in this
clause are provided in the subsequent clauses of this document.

4.2 Message format

An |IEC 61968-100 message is an XML document. As such, it conforms to the Message.xsd
XML Schema Definition (XSD) file that also forms part of this document (Clause A.2) and is
capable of being successfully validated against it (Annex H).

Annex D, Annex E, Annex F and Annex G provide informative examples of IEC 61968-100
messages. These examples illustrate that an IEC 61968-100 message comprises both header
information and application-specific data.

The header information is contained within a <Header> element inside the message. This
header provides meta-data that describe how the remainder of the message is to be interpreted
and processed. For example, the header shows whether the message is a command, a request
for data, a reply to a previous message or an asynchronous notification.
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The application-specific data are located within the <Reply> or <Payload> elements,
depending on the purpose of the message. The <Reply> element conveys the status such as
success, warning or error indications associated with a previous request back to the requesting
system. The <Payload> element contains application-specific data conforming to profiles
defined in other IEC standards.

This document makes no attempt to define these application-specific data. They are left to be
defined by the relevant IEC working groups or the local organisation. However, this document
imposes certain constraints and conventions to which the messages conveying such data shall
adhere (Clause 8).

4.3 Profiles

The application-specific data generally conform to a profile. A profile is an XML schema
definition (XSD) that has been defined by the corresponding IEC working group or local
organisation. A profile is typically but not necessarily derived from the Common Information
Model (CIM) as defined in standards such as IEC 62325-301, IEC 61968-11 and IEC 61970-
301.

A profile generally falls into one of the following categories:

e It may correspond to a class, possibly with other associated classes, that belong to the CIM
and which are related to one another by means of inheritance or association.

EXAMPLE 1 An IEC 61968-9:2013 MeterReadings profile holds information relating to the data read from a
smart meter. MeterReading is a class defined in the CIM.

EXAMPLE 2 An IEC 61968-9:2013 CustomerConfig profile holds information pertaining to customer
management. Customer is a CIM class but CustomerConfig is not.

o A profile may describe the linkages among CIM objects rather than the objects themselves.

EXAMPLE 3 An IEC 61968-9:2013 MasterDatalLinkageConfig profile specifies the relationship between various
CIM objects such as Customer, Meter, UsagePoint and so on. However, MasterDataLinkageConfig is not itself
a CIM class.

o A profile may describe a set of query parameters by which a request for one or more existing

CIM objects may be made. In this document these are referred to as application-specific
query parameters.

EXAMPLE 4 An IEC 61968-9:2013 GetMeterReadings profile allows query parameters to be defined by which
data read from one or more meters may be retrieved.

e Alocal organisation may define its own set of profiles.These have meaning only within that
organisation.

4.4 Message archetypes

Messages are categorised according to whether they are request messages, response
messages or event (asynchronous notification) messages. These categories are termed the
message archetypes (Clause 5).

4.5 Header verb and noun

The message archetype can be inferred from the header verb which is carried in the
<Header><Verb> element. The verb is one of a fixed set of enumerated verbs that are listed
in clauses 7.5.3.3, 7.5.4.3 and 7.5.5.3.

A profile has a name by which it is identified in the message header — for example,
MeterReadings, CustomerConfig or MasterDataLinkageConfig. This name is termed the header
noun and is located in the <Header><Noun> element. (The precise rules for specifying the
noun are more complicated than this brief description. Subclauses 7.5.3.4,7.5.4.4 and 7.5.5.4
provide the full details).
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The header verb and header noun together determine the purpose of the message. They are
designated by the terminology verb (noun).

4.6 Example IEC 61968-100 messages

Subclause D.7.3 illustrates a simple IEC 61968-100 message that shows the <Header> and
<Payload> elements. In this example, the application-specific data in the <Payload> element
are defined according to IEC 61968-9:2013 and form a request for retrieving meter read data.

Subclause D.7.4 depicts the corresponding response message and shows an IEC 61968-100
message with <Header>, <Reply> and <Payload> elements. The <Reply> element contains
a status notification, in this case a notification of success. The <Payload> element contains
the meter read data that are being returned as the result of the previous request. These
application-specific data are also defined according to IEC 61968-9:2013.

4.7 Message exchange patterns
4.71 General

This document defines several basic kinds of message exchange patterns (Clause 6). Any
exchange of IEC 61968-100 messages between cooperating systems is composed of one or
more of these message exchange patterns.

4.7.2 Request/response message exchange pattern

The request/response message exchange pattern (6.2) is used when a requesting system
needs to request data from or that an action be taken by a responding system. The responding
system processes the request and sends one or more response messages back to the
requesting system.

The <Header><Verb> in the request message must be one of cancel, create, delete,
change, execute, get orupdate. The header verb in the response message is always reply.

EXAMPLE 1 An IEC 61968-9:2013 create (CustomerConfig) message represents a request from one
system to another to instantiate a CIM Customer object using the data supplied in the payload. The noun in this
message is CustomerConfig and the CustomerConfig profile is used in the payload section. On receipt of such a
message, the receiving system processes it and then sends a reply (CustomerConfig) message back to the
request originator. This response message shows the status of the create request.

Messages that illustrate a similar example may be found in Clause D.2.

In distinction to the conventional request/response paradigm, this document permits multiple
response messages to be associated with a single request. This may be used in cases where
larger response payloads need to be separated into multiple messages or where there are
multiple operations occuring in parallel and independently of one another.

EXAMPLE 2 An IEC 61968-9:2013 get(MeterReadings) request denotes that the given message is a request for
specific meter reading data. The name of the profile in the request message is GetMeterReadings. The name of the
profile in the corresponding reply is MeterReadings. The receipt of a get(MeterReadings) request can cause a head
end system (HES) to request data from meters in its AMI network. There may be some delay as the data from the
meters are returned back to the HES. The HES may decide to wait until data from all meters are received before
bundling these together into a single reply(MeterReadings) message back to the request originator. Alternatively, it
may elect to send data back to the requestor as each meter responds separately over the AMI network. In the latter
case, the single request message may result in multiple reply(MeterReadings) messages being generated and sent
to the requestor.

4.7.3 Unsolicited event message exchange pattern

The unsolicited event message exchange pattern (6.3), sometimes known as ‘fire and forget’,
consists of a single message sent from one system to another and for which no response is
expected. This may occur when the message is sent as the result of some autonomous action
within a system. Such a message is termed an unsolicited event message.
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The <Header><Verb> in an unsolicited event message belongs to one of the set canceled,
created, changed, deleted, executed or updated.

EXAMPLE A HES may send out an IEC 61968-9:2013 created (EndDeviceEvents) message as a result of
a meter suffering a power outage or in order to send a high temperature alarm.

A full example may be found in Clause D.6.
4.7.4 Consequential event message exchange pattern

The consequential event message exchange pattern (6.4) comprises the request/response
followed by the unsolicited event message exchange pattern. In this case, the associated event
message is termed a consequential event message. The complete sequence of messages
comprises the original request, a single response that denotes the status of that request and
then zero or more consequential event messages.

EXAMPLE A meter  data management system (MDMS) may send an IEC 61968-9:2013
create (EndDeviceControls) message to a HES to request an operation be performed on meters connected
to its AMI network. The HES verifies the request and returns a reply (EndDeviceControls) message back to
the MDMS. This response message denotes whether the create command can be carried out successfully or whether
it contains errors — for example, references to non-existent meters — or other informational conditions. It then sends
the appropriate commands over the AMI network to the meters. When these react to the commands, they respond
back to the HES with the results of the command. The HES in turn sends one or more
created (EndDeviceEvents) messages back to the MDMS to inform it that the meters have changed state.

A full example may be found in Clause D.12.
4.8 Basic request/response message types

An IEC 61968-100 message appearing in a request/response message exchange pattern falls
into one of a set of categories according to its <Header><Verb>.

e A message with a verb of create is a command to instantiate a new object on the receiving
system. The act of instantiating an object may, as a side-effect, also cause the receiving
system to perform some external action.

EXAMPLE 1 A customer information system (CIS) may send information to a MDMS using an IEC 61968-9:2013
create(CustomerConfig) message. The MDMS then uses the supplied information to instantiate the new customer
in its local database.

EXAMPLE 2 An MDMS may send an IEC 61968-9:2013 create (MeterReadSchedule) message to a
HES to request it to perform some future meter reading operations.

o A message where the verb is change is a command to replace an existing object in its
entirety on the receiving system. This may cause some external actions to be performed.

EXAMPLE 3 An IEC 61968-9:2013 change (CustomerConfig) message may be used to instruct a CIS to
replace the information in its local database.

o A message where the verb is delete is a command to completely remove an existing object
from the receiving system. This may cause some external actions to be performed.

EXAMPLE 4 An IEC 61968-9:2013 delete (CustomerConfig) message may be used to instruct a CIS to
remove the corresponding customer entries from its local database.

EXAMPLE 5 An MDMS may send an IEC 61968-9:2013 delete (MeterReadSchedule) message to a
HES to request it to remove a meter reading schedule.

e A message with a verb of get is used to query a receiving system thereby causing one or
more objects to be returned. The message supplies query parameters in its <Payload>
section and the receiving system returns the requested data accordingly.

EXAMPLE 6 AnIEC 61968-9:2013 get (CustomerConfig) message may cause a CIS to return information
about the requested customers from its local database.
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e A message with a verb of execute is used to group several commands together into one
message. Transactional integrity may be optionally enforced such that either all the
commands succeed or none of them do. The verb execute is used only in conjunction with
the noun OperationSet (7.5.3, 7.7.3).

e A message with a verb of cancel is a command for cancelling an operation in progress.

EXAMPLE 7 An IEC 61968-9:2013 cancel (EndDeviceControls) message may be used to cancel a
pending operation resulting from a previous create (EndDeviceControls) message.

e A message with a verb of update is a command to make partial modifications to an existing
object (8.3.5). The update verb is new to this edition of IEC 61968-100.

EXAMPLE 8 An IEC 61968-9:2013 update(CustomerConfig) message may be used to instruct a CIS to update
selected information such as a customer’s telephone number in its local database.

e A message with a verb of reply is used for one system to inform another that it has received
a command or request in a message containing one of the other verbs. The response
message may include any requested data as well as any application status notifications.

EXAMPLE 9 An IEC 61968-9:2013 reply (MeterReadings) message may be sent from a HES to a MDMS
to provide meter readings in response to a previous IEC 61968-9:2013 get (MeterReadings) request. It
may also include error notifications — for instance, if the original request specifies invalid meters.

5 Message archetypes

5.1 General
This document defines four broad kinds of message: request messages, response messages,

event messages and fault messages (5.2, 5.3, 5.4, 5.5). These message kinds are termed the
message archetypes.

Every IEC 61968-100 message shall conform to one of these archetypes.

5.2 Request message
5.2.1 General

An |EC 61968-100 request message shall be used for sending a request from a requesting
system to a responding system.

A request message shall be used solely within the request/response (6.2) or the consequential
event (6.4) message exchange patterns.

5.2.2 Root element

The name of the root element of a request message depends on the value of the
<Header><Verb> element in the message (7.5.3.3) and shall be taken from one of the root
element names listed in Table 1.

This rule shall not apply in the case of strongly-typed web services (9.2.5).

5.2.3 Structure

The structure of a request message is depicted in Figure 1.

NOTE The generic name RequestMessage appearing in Figure 1 denotes one of the request element names listed
in Table 1.
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Header

RequestMessage G Payload
CompressedPayload [es
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Figure 1 — Structure of a request message

A request message shall contain a <Header> subelement (7.5) together with either a
<Payload> subelement (7.7) or a <CompressedPayload> subelement (7.8).

5.24 Header element

Subclause 7.5.2 specifies the <Header> element as it pertains to request messages.

5.2.5 Application-specific data

Any application-specific data that are associated with the request shall be carried in the
<Payload> or <CompressedPayload> subelement (7.7, 7.8).

5.2.6 Side-effects of a request message

The reception of an request message by a responding system may cause that system to carry
out some application-specific actions. Such actions or side-effects are non-normative and are
beyond the scope of this document. They are left to be defined by the relevant working groups
and application developers.

5.3 Response message
5.3.1 General

An IEC 61968-100 response message shall be used for sending a reply from a responding
system to a requesting system that has previously sent a request message.

A response message shall be used within the request/response (6.2) or the consequential event
(6.4) message exchange patterns. A response message may also be used for the
acknowledgement of a message receipt where required by the underlying transport (6.5).

5.3.2 Root element

The name of the root element of a response message depends on the value of the
<Header><Verb> element of the original request message (7.5.3.3) and shall be taken from
one of the root element names listed in Table 2.

This rule shall not apply in the case of strongly-typed web services (9.2.5).

5.3.3 Structure

The structure of a response message is depicted in Figure 2.

NOTE The generic name ResponseMessage appearing in Figure 2 denotes one of the response element names
listed in Table 2.
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Figure 2 — Structure of a ResponseMessage

A response message shall contain both <Header> and <Reply> subelements (7.5, 7.6). It
may also contain a <pPayload> subelement (7.7) or a <CompressedPayload> subelement
(7.8).

5.34 Header element

Subclause 7.5.2 specifies the <Header> element as it pertains to response messages.

5.3.5 Application-specific data and status notifications

A response message shall contain status indications. It may also contain application-specific
data.

The application-specific data, if present, shall be placed in the <pPayload> (7.7) or
<CompressedPayload> subelement (7.8).

Any status indications shall be placed in the <Reply><Status> elements (7.6.4).

In the case of a response message returning notifications of success and no informational
notifications, a <Reply> element containing an explicit indication of success shall be included
in the message (7.6.4.3).

EXAMPLE 1 D.4.3 provides an example of a response message being used to convey application-specific data.

EXAMPLE 2 D.11.3 provides an example of a response message being used to convey both application-specific
data and error notifications.

5.3.6 Simple acknowledgement message

A simple acknowledgement message is a specialised response message that is used solely to
convey the receipt of a message (6.5).

The following elements shall be set in a simple acknowledgement message:

e The <Header><Verb> shall be reply.

e The <Header><Noun> shall have the same value as that of the original message for which
the simple acknowledgement is being sent.

e A single <Reply><Status> element shall be included in the simple acknowledgement
message (7.6.4). This shall contain <Reply><Status><Level> and
<Reply><Status><Code> subelements with the values OK and 0.3 respectively.

e It may also contain an optional <Reply><Status><Reason> element containing some
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No application-specific data shall be conveyed inside a simple acknowledgement message.

5.4 Event message
5.4.1 General

An IEC 61968-100 event message shall be used for sending data from one system to another
when no response is expected or allowed. It shall be used for the publication of data or for the
notification of an occurrence or incident.

An event message shall be sent either in the context of the unsolicited event (6.3) or the
consequential event (6.4) message exchange patterns.

5.4.2 Root element

The name of the root element of an event message depends on the value of the
<Header><Verb> element in the message (7.5.5.3) and shall be taken from one of the
enumerated values listed in Table 3.

This rule shall not apply in the case of strongly-typed web services (9.2.5).

5.4.3 Structure

The structure of an event message is depicted in Figure 3.

NOTE The generic name EventMessage appearing in Figure 3 denotes one of the element names listed in Table 3.

EventMessage Payload
CompressedPayload [

:,:J:ICompressedPayloadType ]
Generated by XMLSpy www .altova.com

IEC
Figure 3 — Structure of an EventMessage

An event message shall contain a <Header> subelement (7.5) together with either a
<Payload> subelement (7.7) or a <CompressedPayload> subelement (7.8).

5.4.4 Header element

Sublause 7.5.2 specifies the <Header> element as it pertains to event messages.

5.4.5 Application-specific data

The application-specific data shall be placed in the <Payload> element (7.7.3).

EXAMPLE D.3.3 provides an example of an event message.
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5.5 Fault message
5.5.1 General

An IEC 61968-100 fault message shall be used solely in the case where a recipient system has
received a malformed request message; that is, a request message that cannot be parsed as a
valid XML document. In such a case, the responding system shall return a fault message to the
requesting system.

A fault message shall not be used for any other kind of error detected by the recipient system.

XML schema validation errors shall invoke a response message containing a
<Reply><Status><Code> element with an appropriate value (7.6.4.7).

EXAMPLE D.18.3 provides an example of a fault message.
5.5.2 Root element

A fault message shall contain <FaultMessage> as its root element. This is depicted in
Figure 4.

5.5.3 Structure

l FaultMessage S~ || _Reply &
type|ReplyType

Generated by XMLSpy www.altova.com
IEC

Figure 4 — Structure of a FaultMessage

5.5.4 Reply element

Subclause 7.6.4.5 specifies the <Reply> element as it pertains to fault messages

6 Elementary message exchange patterns

6.1 General

This clause describes the set of IEC 61968-100 elementary message exchange patterns. Any
exchange of IEC 61968-100 messages between cooperating systems shall be composed of one
or more of these elementary message exchange patterns.

6.2 Request/response message exchange pattern
6.2.1 General

A request/response message exchange pattern shall consist of a single request message (5.2)
sent from a requesting system to a responding system followed by one or more response
messages (5.3) sent from the responding system to the requesting system.

EXAMPLE D.1 provides an example of a message exchange based on the request/response message exchange
pattern.

The request/response message exchange pattern is depicted in Figure 5.
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sdClause 6.21 /

Responding syste N
Responding system
checks the received
message for errors. It
may also perform some
initial processing.

Requesting system

verd{noun)

)._________

N\

Responding system
sends an initial response

( message to the
requesting system. This
contains (possible)
status notifications and
reply(noun) also (possible)
n requested data.

opt |

Responding system

loop ) continues to process
the request.

reply{noun)

9

Responding system
continues to send
requested data to the
requesting system.

IEC
Figure 5 — Request/response message exchange pattern

6.2.2 Response messages

The response message (5.3) of a request/response message exchange pattern is used to
convey status indications (7.6.4) and application-specific response data (7.7).

A single request message may cause the responding system to generate either a single
response message or several response messages at its discretion. Possible reasons for a
responding system to generate multiple response messages to a single request include the
following:

e The data to be returned are too large to fit inside a single message and hence must be split
up across multiple messages.

e The data to be returned are not all immediately available. That is, timing issues may
determine the way in which the requested data are returned to the requesting system.

EXAMPLE An example of a single request causing multiple response messages to be generated is shown in D.10.3.
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6.3 Unsolicited event message exchange pattern

An unsolicited event message exchange pattern shall be used to send a notification from one
system to another in those cases when no application-level response is expected or required.
An unsolicited event message exchange pattern shall consist of a single event message (5.4).

An unsolicited event message shall be sent as a result of some autonomous action in a system
and not as the direct result of a previous request.

The unsolicited event message exchange pattern is depicted in Figure 6.

EXAMPLE D.6 provides an example of an unsolicited event message.

If a sending system sends a message to a receiving system that is intended to cause some
operation to take place and the sending system needs to know whether that operation succeeds
or fails, then it shall use the request/response message exchange pattern and not the
unsolicited event message exchange pattern.

An unsolicited event message should be sent only when the underlying operation has
completed.

sdClause 6.3 /

Receiving system Sending system

Sending system performs
some autonomous actions.

verd{noun)

IEC
Figure 6 — Unsolicited event message exchange pattern

6.4 Consequential event message exchange pattern

The consequential event message exchange pattern shall consist of a request message (5.2)
followed by a single response message (5.3) followed by zero or more event messages (5.4).

A consequential event message exchange pattern differs from the unsolicited event message
exchange pattern in that the event being communicated is the result of a previous request
message.

The consequential event message exchange pattern is depicted in Figure 7.
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EXAMPLE D.12 provides an example of a message exchange based on the consequential event message pattern.

NOTE The messages being conveyed in a request/response message exchange pattern share the same
<Header><Noun> element (7.5.2). For the consequential event message pattern, however, the
<Header><Noun> element of the event messages is different to those of the initial request/response. Furthermore,
the <Header><Verb> element of the event messages is not "reply".

wd (luse 6.4

Requesting Responding
system system

Responding system
checks the received
message for errors. It
may also perform some
initial processing.

vert{nounl)

\
Responding system ]
} sends an initial
04—‘ response message to
the requseting system.
This contains (possible)
status notifications.

reply(nouni)

B = o o

Responding system
processes the request.

R e Tt T ¢

vert{noun)

~m Qe b e e

Responding system
sends data to the
requesting system
(verb is not "reply”).

IEC
Figure 7 — Consequential event message exchange pattern

6.5 Simple acknowledgement message exchange patterns
6.5.1 General

A responding system shall send a simple acknowledgement message in either one of the
following circumstances:

e The responding system has received a request message where the
<Header><AckRequired> element is present and has the value true (7.5.2).

e The responding system has received a response message (5.2) or an event message (5.4)
and the underlying transport requires that a transport-level acknowledgement of the
response or event message be sent (9.2.4). Documents
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6.5.2 Request/response message exchange pattern with simple acknowledgement

messages

—-31-

The request/response message exchange pattern of Figure 5 is modified as shown in Figure 8
when a simple acknowledgement message is to be sent.

sd Clause 6.5.2

Requesting system

verb{noun)

Responding system

oo

reply{noun)

.< ______________________________

\~
Responding system
checks the received
message for errors. It
may also perform some
initial processing.

N\
Responding system ]
sends an initial response
message to the
requesting system. This
contains (possible)
status notifications and
also (possible)
requested data.

W

reply{noun)

rephy{noun)

.............................. >

] .
N\
Responding system
continues to process the
request.

‘\\

Responding system
continues to send
requested data to the
requesting system.

Simple
acknowledgement
message

Figure 8 — Request/response message exchange pattern

with simple acknowledgement messages

IEC

NOTE If the requesting system detects an error in the reply message received from the responding system, it may
replace the simple acknowledgement message with a status code of 0.3 by a reply message containing a status code

corresponding to the error encountered.
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6.5.3 Unsolicited event message exchange pattern with simple acknowledgement
message

The unsolicited event message exchange pattern of Figure 6 is modified as shown in Figure 9
when a simple acknowledgement message is to be sent.

sd Clause 6.5.3

Receiving system Sending system

Sending system performs |
some autonomous action.

verb(noun)

reply(noun)

__________________________________ )

Simple acknowledge
message.

IEC

Figure 9 — Unsolicited message exchange pattern
with simple acknowledgement messages

NOTE If the requesting system detects an error in the unsolicited event message received from the responding
system, it may replace the simple acknowledgement message with a status code of 0.3 by a reply message containing
a status code corresponding to the error encountered.

6.5.4 Consequential event message exchange pattern with simple acknowledgement
messages

The consequential event message exchange pattern of Figure 7 is modified as shown in
Figure 10 when simple acknowledgement messages are to be sent.

Documents

Document Sharing Hub

Full document details: BS EN IEC 61968-100:2022


http://www.avadocuments.com/doc/bs-en-iec-61968-100-2022
http://www.avadocuments.com/doc/bs-en-iec-61968-100-2022

IEC 61968-100:2022 © |IEC 2022

— 33 -

3d (use 654
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| 1

N
Responding system |
checks the received
message for errors. It
may also perform some
initial processing.

[N
Responding system
sends an initial

response to the

| requesting system.

This contains (possible)
status notifications.

N
Responding system
processes the request.

\n
' Responding system
sends data to the
requesting system
(verb is not "reply”).

N

Simple acknowledge M

message.

Figure 10 — Consequential event message exchange pattern

with simple acknowledgement messages

IEC

NOTE If the requesting system detects an error in the consequential event message received from the responding
system, it may replace the simple acknowledgement message with a status code of 0.3 by a reply message containing
a status code corresponding to the error encountered.

7 Message details

71 General

This clause describes in detail the format of all IEC 61968-100 messages.
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7.2 Message encoding

An IEC 61968-100 message shall be composed as an XML document.

7.3 Schema definition and validation

The Message.xsd XML schema definition file listed in Clause A.2 defines the precise syntactic
structure of any IEC 61968-100 message.

An IEC 61968-100 message shall be capable of successful XML schema validation against this
XSD file (Annex H).

NOTE Other standards may impose additional constraints beyond IEC 61968-100.
7.4 Top-level structure
7.41 General

This clause specifies the top-level structure of the IEC 61968-100 message kinds according to
their respective root elements.

Other root element names shall be used in the case of strongly-typed web services (9.2.5).

7.4.2 Structure of request messages
7.4.21 General

This clause describes the structure of the request messages (5.2) according to their root
elements.

Table 1 lists the possible message root elements and their respective <Header><Verb>
elements (7.5.3.3).

Table 1 — List of top-level root elements in request messages

<Header><Verb> Element Corresponding Root Element See Clause
cancel <CancelRequestMessage> 7.4.2.2
change <ChangeRequestMessage> 7.4.2.3
create <CreateRequestMessage> 7.4.2.4
delete <DeleteRequestMessage> 7.4.2.5
execute <ExecuteRequestMessage> 7.4.2.6
get <GetRequestMessage> 7.4.2.7
update <UpdateRequestMessage> 7.4.2.8

7.4.2.2 Structure of the <CancelRequestMessage> element

The top-level structure of a request message (5.2) whose root element is
<CancelRequestMessage> is shown in Figure 11.
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CanceiRequestMessage P, Tansation )
[ ayioad A type TransactionType §
1=
CompressedPayload - ¢
tpe[CompressedPyytoadhype
Generated by XMLSpy www allova.com

IEC
Figure 11 — Structure of the <CancelRequestMessage> element

7.4.2.3 Structure of the <ChangeRequestMessage> element

The top-level structure of a request message whose root element s
<ChangeRequestMessage> is shown in Figure 12.

| hangerequestMessage Paytosd AbstractPayload _
tpe  AbstractPayiosdlype
1=
CompressedPayload - ¢
toe[CompressedPyytosdhype
Generated by XMLSpy www.allova.com
IEC

Figure 12 — Structure of the <ChangeRequestMessage> element

7.4.2.4 Structure of the <CreateRequestMessage> element

The top-level structure of a request message whose root element is
<CreateRequestMessage> is shown in Figure 13.

CreateRequestMessage P, AbstractPayload _ N
[ ayload type  AbstractPayioadType
1=
CompressedPayload - ¢
toe[CompressedPyytosdhype
Generated by XMLSpy www.allova.com
IEC

Figure 13 — Structure of the <CreateRequestMessage> element

7.4.2.5 Structure of the <DeleteRequestMessage> element

The top-level structure of the request message whose root element is
<DeleteRequestMessage> is shown in Figure 14.
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8
el &
toeligentdieMpe
| DeleterequestMessage
Payload
CompressedPayload é
1 oe | CompressedPyytosdlype

Generated by XMLSpy www .altova.com
IEC

Figure 14 — Structure of the <DeleteRequestMessage> element

7.4.2.6 Structure of the <ExecuteRequestMessage> element

The top-level structure of a request message whose root element is
<ExecuteRequestMessage> is shown in Figure 15.

[ ExecuteRequestMessage Paytoad

CompressedPayload ) - ¢
toe[CompressedPyytosdhype

Generated by XMLSpy www.allova.com
IEC

Figure 15 — Structure of the <ExecuteRequestMessage> element

7.4.2.7 Structure of the <GetRequestMessage> element

The top-level structure of a request message whose root element is <GetRequestMessage>
is shown in Figure 16.

Objectid &
noelgentdiaType
GetRequestMes! >
| oo Payload =
AbstrxctPayload
npe AbstractPyytosdType
L=
CompressedPayload ‘é
1 oe | CompressedPyytosdlype

Generated by XMLSpy www .altova.com
IEC

Figure 16 — Structure of the <GetRequestMessage> element

7.4.2.8 Structure of the <UpdateRequestMessage> element

The top-level structure of the request message whose root element is
<UpdateRequestMessage> is shown in Figure 17.
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Header ®
| updaterequestmessage S~ 2 Paytosd ObjectUpdate P
ype  ObjectUpdateType
CompressedPaytoad é
¢[CompressedPyytordfype

www.allova.com

Generated by XMLSpy
IEC

Figure 17 — Structure of the <UpdateRequestMessage> element

7.4.3 Structure of response messages
7.4.3.1 General

This clause describes the top-level structures of the response messages (5.3) according to their
root elements.

Table 2 lists the possible message root elements as defined by the <Header><Verb> elements
of the original request message (7.5.3.3).

Table 2 — List of top-level root elements in response messages

<Header><Verb> Element in Request Corresponding Root Element See Clause
Message

cancel <CancelResponseMessage> 7.4.3.2,8.5
change <ChangeResponseMessage> 7.4.3.3, 8.3.3
create <CreateResponseMessage> 7.4.3.4,8.3.2
delete <DeleteResponseMessage> 7.4.3.5,8.3.4
execute <ExecuteResponseMessage> 7.4.3.6,7.7.3
get <GetResponseMessage> 7.4.3.7,8.4
update <UpdateResponseMessage> 7.4.3.8, 8.3.5

7.4.3.2 Structure of the <CancelResponseMessage> element

The structure of the response message whose root element is <CancelResponseMessage>

is shown in Figure 18.

Header

type [ ResponseHeaderType

CancelResponseMessage

Reply

type [ ReplyType

Generated by XMLSpy

www.altova.com

IEC

Figure 18 — Structure of the <CancelResponseMessage> element

7.4.3.3 Structure of the <ChangeResponseMessage> element

The structure of the response message whose root element is <ChangeResponseMessage>
is shown in Figure 19.
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= 7
t.o¢ ResponseHeaderType
Repy ,,fé
[ ! tvoe RepiType
H P AMxt?aybad
A type  AbstractPayloadType
LB vy
CompressedPaytoad ) o ¢
tpe[CompressedPyytosdlype

Generated by XMLSpy www allova.com
IEC

Figure 19 — Structure of the <ChangeResponseMessage> element

7.4.3.4 Structure of the <CreateResponseMessage> element

The structure of the response message whose root element is <ChangeResponseMessage>
is shown in Figure 20.

CE 9
|ioe[Responsereaderype
= 9
tpelRephTipe
I CreateResponseMessage _Objectid B
hpe ldentdfierType ]
Payload Le
AbstrxctPayload =
'.-;}.}.- type AbstractPyytoadType
..... 1=
CompressedPayload #
type | CompressedPaytoadType

Generated by XMLSpy www .altova.com
IEC

Figure 20 — Structure of the <CreateResponseMessage> element

7.4.3.5 Structure of the <DeleteResponseMessage> element

The structure of the response message whose root element is <DeleteResponseMessage>
is shown in Figure 21.

Header i
tvpe]ResponseHeaderType ]
DeleteResponseMessage = = =
Reply s
tvpe]RepIyType ]
Generated by XMLSpy www.altt.)va.corllzzC

Figure 21 — Structure of the <DeleteResponseMessage> element

7.4.3.6 Structure of the <ExecuteResponseMessage> element

The structure of the response message whose root element is <ExecuteResponseMessage>
is shown in Figure 22.
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Header ®
Reoy -¢
tyoe RepiType
[u«uuae»onuuesuoe el
Paytoad Bl dititdeimia A ——
: type ResponseOperationSetType E
; ..... vy
CompressedPayload %]
tpe[CompeessedPyytordlype

Generated by XMLSpy www .allova.com
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Figure 22 — Structure of the <ExecuteResponseMessage> element

7.4.3.7 Structure of the <GetReponseMessage> element

The structure of the response message whose root element is <GetResponseMessage> is
shown in Figure 23.

e 9
[toe/ResponseMeaderType
o 9
HoelRephType
l GetResponseMessage W E
fpelldentdierType
Paylosd L=
: AbstrxctPaylosd ]
:.1._;i§. Hpe AdstractPyytosdType -
“asne e
CompressedPayload o #
type | CompressedPaytoadlype
Generated by XMLSpy 'w.ﬂtova.colgc

Figure 23 — Structure of the <GetResponseMessage> element

7.4.3.8 Structure of the <UpdateResponseMessage> element

The structure of the response message whose root element is <UpdateResponseMessage>
is shown in Figure 24.

Header i
tvpe]ResponseHeaderType ]
UpdateResponseMessage =~ =
Reply s
tvoe]RepIyType ]
Generated by XMLSpy www.altova.com

IEC
Figure 24 — Structure of the <UpdateResponseMessage> element

7.4.4 Structure of event messages
7.4.41 General

This clause describes the top-level structures of the event messages (5.4) according to their
root elements.

Table 3 lists the possible message root elements and their respective <Headeﬁ><\/erb>

elements (7.5.5.3) ocuments
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<Header><Verb> Element Corresponding Root Element See Clause
canceled <CanceledEventMessage> 7.4.4.2
changed <ChangedEventMessage> 7.4.4.3
created <CreatedEventMessage> 7.4.4.4
deleted <DeletedEventMessage> 7.4.45
executed <ExecutedEventMessage> 7.4.4.6
updated <UpdatedEventMessage> 7.4.4.7

7.4.4.2 Structure of the <CanceledEventMessage> element

The structure of the event message whose root element is <CanceledEventMessage> shown

in Figure 25.

[ CanceledEventMessage

rorond B e
type TransactionType

CompressedPaytoad é
type|CompeessedPaytoadype

Generated by XMLSpy

1 L

www.allova.com
IEC

Figure 25 — Structure of the <CanceledEventMessage> element

7.4.4.3 Structure of the <ChangedEventMessage> element

The structure of the event message whose root element is <ChangedEventMessage> is shown

in Figure 26.

[ ChangedEventMessage

Figure 26 — Structure of the <ChangedEventMessage> element

Generated by XMLSpy

7.4.4.4 Structure of the <CreatedEventMessage> element

AbstractPayload
Payload -

type  AbstractP:
CompressedPayload é
type|CompeessedPaytoadype

= |

www.allova.com
IEC

The structure of the event message whose root elementis <CreatedEventMessage> is shown

in Figure 27.
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| createdtventmessage Paylosd

CompressedPayload ) - ¢
tpe[CompressedPyytoadhype

Generated by XMLSpy www .allova.com
IEC

Figure 27 — Structure of the <CreatedEventMessage> element

7445 Structure of the <DeletedEventMessage> element

The structure of the event message whose root elementis <DeletedEventMessage> is shown

in Figure 28.
8
ObjextiD It
toeligentdieMpe
[ DeletedEventMessage
Payload
CompressedPayload I é
1 oe| CompressedPaytosdType [

Generated by XMLSpy 'w.lllovl.colgc

Figure 28 — Structure of the <DeletedEventMessage> element

7.4.4.6 Structure of the <ExecutedEventMessage> element

The structure of the event message whose root element is <ExecutedEventMessage> is
shown in Figure 29.

[ ExecutedEventMessage Payload

CompressedPayload ) - ¢
tpe[CompressedPyytoadhype

Generated by XMLSpy www.allova.com
IEC

Figure 29 — Structure of the <ExecutedEventMessage> element

7.4.4.7 Structure of the <UpdatedEventMessage> element

The structure of the event message whose root element is <UpdatedEventMessage> 1is
shown in Figure 30.
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[ UpdatedEventMessage Paytoad OdjectUpdate g
ype | ObjectUpdateType
1=
CompressedPayload é
"Comp«neoPﬂfoad\’,pc
Generated by XMLSpy www .allova.com
IEC

Figure 30 — Structure of the <UpdatedEventMessage> element

7.5 The <Header> element
7.5.1 General

Any given IEC 61968-100 message other than a fault message (5.5) shall contain a <Header>
element.

The <Header> element comprises information that specifies how the remainder of the message
is to be processed.

The precise structure of the <Header> element shall depend on whether it is being used in the
context of a request message (7.5.3), a response message (7.5.4) or an event message (7.5.5).

7.5.2 Message header subelements

This clause describes the various elements that may be present in a message <Header> and
their associated semantics.

NOTE Of the elements listed in Table 4, <Source>, <User> and <Property> are optional elements that may
facililtate systems integration. The values assigned to these elements are non-normative and have meaning only
within the local implementation (8.2.3).

Table 4 — Elements in the Message <Header> element

Range of

Header element Cardinality

XSD Data Type Meaning

<Verb> 1 1 |VerbType The <verb> and <Noun> together shall define
the interpretation of the data supplied in the
<Reply> and <Payload> elements (7.5.3,
7.5.4,7.5.5).

<Noun> 1 1 xs:string

<Timestamp> 1 1 xs:dateTime This element shall indicate when the message
was produced. (It is not the time the message
was transmitted because the actual send may
occur later due to transactions or other client

side queueing of messages).

The timestamp shall conform to ISO 8601. It
shall include either the letter "Z" to denote UTC
or an explicit timezone offset.

<MessagelD> 1 1 uuID This element shall be a 128-bit universally
unique identifier (UUID) generated according to
RFC 4122. It has no normative meaning other
than to provide a unique identifier for the
message.

This element together with the <Timestamp>
element is useful for tracing or logging
messages as they are processed by the
requesting, responding or other systems.
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Header element

Range of
Cardinality

XSD Data Type

Meaning

<CorrelationID>

1 1

uuiD

This element shall be a 128-bit universally
unique identifier (UUID) generated according to
RFC 4122 (7.5.3.5, 7.5.4.5, 7.5.5.5).

<ReplyAddress>

xs:string

This element shall be present only in request
messages (5.2).

If a request message containing this element is
received by a responding system, the latter
shall ensure that any resulting response
messages or consequential event messages
are directed to the specified address.

If this element is not provided, any resulting
response messages or consequential event
messages are directed to a default address
defined by the responding system.

The address is typically a URL in the case of a
web services transport (9.2) or the name of a
queue or topic in the case of a JMS transport
(9.3)

<AckRequired>

xs:boolean

This element shall be present only in request
messages (5.2).

The purpose of this element is for the
requesting system to be able to determine that
the request message has been delivered
successfully.

If this element is present and has the value
true, an explicit simple acknowledgement
message (5.3.6, 6.5) shall be sent immediately
by the responding system as soon as it
receives a request.

If this element is either omitted or is present
and has the value false, no simple
acknowledgement message is required to be
sent.

Such a message is an application-level
acknowledgement and is independent of the
underlying transport.

<MessageSequence>

MessageSequenceType

This element shall be present only in response
and consequential event messages (7.5.4.6,
7.5.5.6).

<SequenceNumber>

xs:unsignedInt

If present, a responding system shall set this
element to the value 1 for the first response or
consequential event message to be
transmitted. It shall be incremented for each
subsequent message sent thereafter.

<LastMessage>

xs:boolean

See 7.5.4.6 and 7.5.5.6.

<Source>

xs:string

If present, this element shall be used to identify
the origin of the informational content.

The values assigned to this element are non-
normative and have meaning only within the
local organisation.

<User>

UserType

If present, this element shall identify the user
and (optionally) the associated organisation.
This may be useful for auditing purposes.

The values assigned to this element are non-
normative and have meaning only within the
local organisation.

<UserID>

xs:string

This element shall identify the user associated
with the creation of the message.

The values assigned to this element are non-
normative and have meaning only within the
local implementation.
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Range of

Header element Cardinality

XSD Data Type Meaning

<Organisation> 0 1 xs:string If present, this element shall identify the name
of the organisation with which the user is
associated.

The values assigned to this element are non-
normative and have meaning only within the
local implementation.

<Comment> 0 1 xs:string This element may contain any text.

It has no normative meaning.

<Property> 0 many | MessagePropertyType | This element consists of a set of name/value
pairs that may be used to customise the
system behaviour in ways going beyond those
defined by this International Standard. This
may be used to provide some implementation-
specific functionality.

The values assigned to these elements are
non-normative and have meaning only within
the local implementation.

In the interests of interoperability, usage of the
<Property> element should be avoided
whenever possible.

<Name> 1 1 xs:string Name of the property

<Value> 0 1 xs:string Associated value of the property

7.5.3 Message header for request messages
7.5.3.1 General

This clause defines the usage of the <Header> subelements within request messages (5.2).

7.5.3.2 Structure

Figure 31 depicts the structure of the <Header> element as defined by the Message. xsd file
for request messages (5.2).
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