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European foreword

The text of document 13/1783/CDV, future edition 1 of IEC 62056-8-8, prepared by IEC/TC 13
"Electrical energy measurement and control" was submitted to the IEC-CENELEC parallel vote and
approved by CENELEC as EN IEC 62056-8-8:2020.

The following dates are fixed:

+ latest date by which the document has to be implemented at national (dop) 2021-03-02
level by publication of an identical national standard or by endorsement

+ latest date by which the national standards conflicting with the (dow) 2023-06-02
document have to be withdrawn

Attention is drawn to the possibility that some of the elements of this document may be the subject of
patent rights. CENELEC shall not be held responsible for identifying any or all such patent rights.

Endorsement notice

The text of the International Standard IEC 62056-8-8:2020 was approved by CENELEC as a
European Standard without any modification.

In the official version, for Bibliography, the following note has to be added for the standard indicated:

IEC 62056-1-0 NOTE Harmonized as EN 62056-1-0
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Annex ZA
(normative)

Normative references to international publications
with their corresponding European publications

The following documents are referred to in the text in such a way that some or all of their content
constitutes requirements of this document. For dated references, only the edition cited applies. For
undated references, the latest edition of the referenced document (including any amendments)
applies.

NOTE 1 Where an International Publication has been modified by common modifications, indicated by (mod), the relevant
EN/HD applies.

NOTE 2 Up-to-date information on the latest versions of the European Standards listed in this annex is available here:
www.cenelec.eu.

Publication Year Title EN/HD Year
EC 62056-5-3 2017 Electricity metering data exchange - The EN 62056-5-3 2017
DLMS/COSEM  suite - Part 5-3:

DLMS/COSEM application layer

EC 62056-6-1 2017 Electricity metering data exchange - The EN 62056-6-1 2017
DLMS/COSEM suite - Part 6-1: Object
Identification System (OBIS)

EC 62056-6-2 2017 Electricity metering data exchange - The EN IEC 62056-6-2 2018
DLMS/COSEM suite - Part 6-2: COSEM
interface classes

ISO/IEC 14908-1 2012 Information technology - Control network - -
protocol - Part 1: Protocol stack

ISO/IEC 14908-3 2012 Information technology - Control network - -
protocol - Part 3. Power line channel
specification

- - Signalling on  low-voltage electrical -
installations in the frequency range 3 kHz
to 1485 kHz - Part 1: General
requirements, frequency bands and
electromagnetic disturbances
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INTERNATIONAL ELECTROTECHNICAL COMMISSION

ELECTRICITY METERING DATA EXCHANGE -
THE DLMS/COSEM SUITE -

Part 8-8: Communication profile for ISO/IEC 14908 series networks

FOREWORD

1) The International Electrotechnical Commission (IEC) is a worldwide organization for standardization comprising
all national electrotechnical committees (IEC National Committees). The object of IEC is to promote international
co-operation on all questions concerning standardization in the electrical and electronic fields. To this end and
in addition to other activities, IEC publishes International Standards, Technical Specifications, Technical Reports,
Publicly Available Specifications (PAS) and Guides (hereafter referred to as "IEC Publication(s)"). Their
preparation is entrusted to technical committees; any IEC National Committee interested in the subject dealt with
may participate in this preparatory work. International, governmental and non-governmental organizations liaising
with the IEC also participate in this preparation. IEC collaborates closely with the International Organization for
Standardization (ISO) in accordance with conditions determined by agreement between the two organizations.

2) The formal decisions or agreements of IEC on technical matters express, as nearly as possible, an international
consensus of opinion on the relevant subjects since each technical committee has representation from all
interested IEC National Committees.

3) IEC Publications have the form of recommendations for international use and are accepted by IEC National
Committees in that sense. While all reasonable efforts are made to ensure that the technical content of IEC
Publications is accurate, IEC cannot be held responsible for the way in which they are used or for any
misinterpretation by any end user.

4) In order to promote international uniformity, IEC National Committees undertake to apply IEC Publications
transparently to the maximum extent possible in their national and regional publications. Any divergence between
any IEC Publication and the corresponding national or regional publication shall be clearly indicated in the latter.

5) IEC itself does not provide any attestation of conformity. Independent certification bodies provide conformity
assessment services and, in some areas, access to IEC marks of conformity. IEC is not responsible for any
services carried out by independent certification bodies.

6) All users should ensure that they have the latest edition of this publication.

7) No liability shall attach to IEC or its directors, employees, servants or agents including individual experts and
members of its technical committees and IEC National Committees for any personal injury, property damage or
other damage of any nature whatsoever, whether direct or indirect, or for costs (including legal fees) and
expenses arising out of the publication, use of, or reliance upon, this IEC Publication or any other IEC
Publications.

8) Attention is drawn to the Normative references cited in this publication. Use of the referenced publications is
indispensable for the correct application of this publication.

9) Attention is drawn to the possibility that some of the elements of this IEC Publication may be the subject of patent
rights. IEC shall not be held responsible for identifying any or all such patent rights.

International Standard IEC 62056-8-8 has been prepared by IEC technical committee 13,
Electrical energy measurement and control.

The text of this International Standard is based on the following documents:

CDV Report on voting
13/1783/CDV 13/1792/RVC

Full information on the voting for the approval of this International Standard can be found in the
report on voting indicated in the above table.

This document has been drafted in accordance with the ISO/IEC Directives, Part 2.

A list of all parts in the IEC 62056 series, published under the general title Electricity metering
data exange — The DLMS/COSEM suite, can be found on the IEC website.
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The committee has decided that the contents of this document will remain unchanged until the
stability date indicated on the IEC website under "http://webstore.iec.ch" in the data related to
the specific document. At this date, the document will be

e reconfirmed,

e withdrawn,

e replaced by a revised edition, or

e amended.

IMPORTANT - The 'colour inside’ logo on the cover page of this publication indicates
that it contains colours which are considered to be useful for the correct understanding
of its contents. Users should therefore print this document using a colour printer.
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INTRODUCTION

The IEC 62056 DLMS/COSEM suite provides specific communication profile standards for
communication media relevant for smart metering.

Such communication profile standards specify how the COSEM data model and the
DLMS/COSEM application layer can be used on the lower communication media-specific
protocol layers.

Communication profile standards refer to communication standards that are part of the
IEC 62056 DLMS/COSEM suite or to any other open communication standard.

This International Standard specifies DLMS/COSEM communication profile using
ISO/IEC 14908-1:2012, Information technology — Control network protocol — Part 1: Protocol
stack and ISO/IEC 14908-3:2012, Information technology — Control network protocol — Part 3:
Power line channel specification. It applies for devices installed on the neighbourhood area
network.

It follows the rules defined in IEC 62056-5-3:2017, Annex A, and in IEC 62056-1-0, and
IEC TS 62056-1-1 for its structure.
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ELECTRICITY METERING DATA EXCHANGE -
THE DLMS/COSEM SUITE -

Part 8-8: Communication profile for ISO/IEC 14908 series networks

1 Scope

This part of IEC 62056 describes how the DLMS/COSEM Application layer and the COSEM
object model as specified in IEC 62056-5-3:2017, IEC 62056-6-1:2017 and IEC 62056-6-2:2017
can be used over the lower layers specified in the IEC 14908 series, forming a DLMS/COSEM
ISO/IEC 14908 communication profile.

This document is part of the IEC 62056 series. Its structure follows IEC 62056-1-0 and
IEC TS 62056-1-1.

Annex A (informative) provides examples of representative instances of data exchange.

NOTE This Annex A is included and referenced for consistency with other parts of the IEC 62056 suite, but it is
empty.

Annex B (normative) defines COSEM interface classes and related OBIS codes for setting up
and managing the DLMS/COSEM communication profile for IEC 14908 networks. These
interface classes and OBIS codes will be moved later to JEC 62056-6-2 and |EC 62056-6-1.

Annex C (informative) provides an implementation guide and specifies a migration path from
Utility Tables based applications to DLMS/COSEM based applications.

Annex D (informative) specifies the OSGP-AES-128-PSK security suite for optional use on the
adaptation layer level.

Annex E (normative) specifies the repeating mechanism over the 1SO 14908-3 Power Line
Channel network.

Annex F (informative) specifies ISO/IEC 14908-3 Registration and monitoring of LNAPs.

2 Normative references

The following documents are referred to in the text in such a way that some or all of their content
constitutes requirements of this document. For dated references, only the edition cited applies.
For undated references, the latest edition of the referenced document (including any
amendments) applies.

IEC 62056-5-3:2017, Electricity metering data exchange — The DLMS/COSEM suite — Part 5-3:
DLMS/COSEM application layer

IEC 62056-6-1:2017, Electricity metering data exchange — The DLMS/COSEM suite — Part 6-1:
Object Identification System (OBIS)

IEC 62056-6-2:2017, Electricity metering data exchange — The DLMS/COSEM suite — Part 6-2:
COSEM interface classes
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ISO/IEC 14908-1:2012, Information technology — Control network protocol — Part 1: Protocol
stack

ISO/IEC 14908-3:2012, Information technology — Control network protocol — Part 3: Power line
channel specification

EN 50065-1, Signalling on low-voltage electrical installations in the frequency range 3 kHz to
148,5 kHz — Part 1: General requirements, frequency bands and electromagnetic disturbances

3 Terms, definitions and abbreviated terms
For the purposes of this document, the following terms and definitions apply.

ISO and IEC maintain terminological databases for use in standardization at the following
addresses:

e |EC Electropedia: available at http://www.electropedia.org/
e |SO Online browsing platform: available at http://www.iso.org/obp

NOTE All the messages in this document use the big endian format
3.1 Terms and definitions

3.1.1
domain
logical network that is a unit for addressing

Note 1 to entry: Subnet (see below) and node addresses are assigned by the administrator responsible for the
domain, and they have meaning only in the context of that domain.

Note 2 to entry: All nodes belongs to the same domain to be able to address each other.

3.1.2

node

abstraction for a physical node that represents the highest degree of address resolvability on a
network

Note 1 to entry: A node is identified (addressed) within a subnet by its (logical) node identifier called Node_ID. A
physical node may belong to more than one subnet; when it does, it is assigned one (logical) node number for each
subnet to which it belongs. A physical node may belong to at most two subnets; these subnets are parts of different
domains. A node may also be identified (absolutely) within a network by its Unique_Node_ID which is immutable.

3.1.3
subnet
set of nodes accessible through the same link layer protocol

Note 1 to entry: In a logical address, a subnet is identified by a Subnet_ID.

3.1.4
transaction
sequence of messages that are correlated

Note 1 to entry: For example, a request and the response to the request are all part of a single transaction. A
transaction succeeds when all the expected messages from every node involved in the transaction are received at
least once. A transaction fails if any of the expected messages within the transaction are not received.
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3.2 Abbreviated terms

Abbreviated term

Meaning

AA Application Association

AARE Application Association Response
AARQ Application Association Request
ACSE Association Control Service Element
ADD Automated Device Discovery

AdpPDU Adaptation layer PDU

AL Application layer

AP Application Process

APDU Application Protocol Data Unit

ASE Application Service Element

ATM Automated Topology Management
BPSK Binary Phase Shift Keyed

COSEM Companion Specification of Energy Metering
CRC Cyclic Redundancy Code

CSMA Carrier Sense Medium Access

DC Data Concentrator

DLPDU Data Link Protocol Data Unit

DLMS Device Language Message Specification
FCM Fast Commission Message

KMS Key Management System

HES Head End System

LNAP Local Network Access Points

MAC Medium Access Control (sublayer)
MAC Message Authentication Code (cryptography)
MEP Multipurpose Expansion Port

NMS Network Management System

NN Neighbourhood Network

NNAP Neighbourhood Network Access Points
OBIS Object Identification System

OSGP Open Smart Grid Protocol 2)

oslI Open System Information

PID Program ldentifier

PLC Power Line Carrier

PSK Pre-Shared Key

SAP Service Access Point

SDbu Service Data Unit

SICB Service Interface Control Block

UNID Unique Node Identifier

xDLMS Extended DLMS

a) OSGP is a business model that defines one method for how smart metering should be implemented, and
comprises a variety of items and parameters including security design and implementation, data formats, data

model, device functionalities.
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Documents

Document Sharing Hub


https://doi.org/10.3403/BSENIEC62056?&urlappend=%26utm_campaign=pdfdoi%26utm_source=pdfdoi%26utm_medium=pdf
http://www.avadocuments.com/doc/bs-en-iec-62056-8-8-2020
http://www.avadocuments.com/doc/bs-en-iec-62056-8-8-2020

IEC 62056-8-8:2020 © IEC 2020 -13 -

4 Targeted communication environments

The DLMS/COSEM communication profile over IEC 14908 series networks is intended for
remote data exchange on Neighbourhood Networks (NN) between Neighbourhood Network
Access Points (NNAP) and Local Network Access Points (LNAPs) or metering devices, using
BPSK narrowband PLC technology over the low voltage electricity distribution network as a
communication medium. The functional reference architecture is shown in Figure 1.

Metering H1 Simple
device cgir;stljén . Z
play | Home automation !
A xﬂ o Y c M ! system |
5] g R
2 = I I
x| &| = M L : |
H £ : |
g| 2| = | /" T\G1| LNAP Local network (H2 | |
sl 3| 3 access point !
o 3 :
- . N |
£ s c - :
z| 2 NNAP Neighbourhood network | |
é Y access point
G2
\J HES Head end system
IEC
Figure 1 — Functional reference architecture
Metering Devices - typically electricity meters — comprise application functions and

communication functions. They may be connected directly to the NNAP via the C interface, or
to an LNAP via an M interface, while the LNAP is connected to the NNAP via the C interface.
The LNAP function may be co-located with the metering functions.

A NNAP comprises gateway functions and it may comprise concentrator functions. Upstream,
it is connected to the Metering Head End System (HES) using suitable communication media
and protocols.

Metering Devices and LNAPs may communicate to different NNAPs, but to only one NNAP at a
time. From the PLC communication point of view, the NNAP acts as a gateway while metering
devices and LNAPs act as endpoints.

NNAPs and similarly LNAPs may communicate with each other, but this is out of the scope of
this document, which covers the C interface only.

When the NNAP has concentrator functions, it acts as a DLMS/COSEM client. When the NNAP
has gateway functionality only, then the HES plays the role of a DLMS/COSEM client. The
metering devices or the LNAPs play the role of DLMS/COSEM servers. In this specification, the
NNAP is considered as playing the role of a DLMS/COSEM client, meaning having concentrator
functions, therefore, it is also named Data Concentrator (DC).

5 Use of the communication layers for this profile

5.1 Information related to the use of the standard specifying the lower layers

The DLMS/COSEM communication profile over ISO/IEC14908 series networks uses the
services of the lower layers specified in ISO/IEC 14908-1:2012 and in ISO/IEC 14908-3:2012.
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5.2 The structure of the communication profile

The structure of the DLMS/COSEM communication profile over ISO/IEC 14908 series networks
is shown in Figure 2.

ISO/IEC 14908-1 application process
ISO/IEC 14908-1 application layer
ISO/IEC 14908-1 presentation layer
ISO/IEC 14908-1 session layer

Adaptation layer

ISO/IEC 14908-1
ISO/IEC 14908-3
lower layers

IEC
Figure 2 — Structure of the communication profile

The parts shown with solid lines constitute a pure DLMS/COSEM communication profile for
ISO/IEC 14908 series networks, using the COSEM data model as specified in
IEC 62056-6-1:2017 and IEC 62056-6-2:2017 together with the DLMS/COSEM Application
layer as defined in IEC 62056-5-3:2017 and with the lower layers specified in the ISO/IEC 14908
series of standards.

The parts shown with dashed lines are not in the scope of the present document, but are from
the ISO/IEC 14908 series of standards.

In the remaining part of this document, all the messages use the big-endian format.

5.3 Lower layers and their use
5.3.1 Overview

The lower layer protocols are specified in ISO/IEC 14908-1:2012 and ISO/IEC 14908-3:2012.
They comprise the Physical, the Data link, Network, and Transport layers according to the OSI
model.
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5.3.2 Physical layer

ISO/IEC 14908-1:2012 allows several types of physical layers. The physical layer used in this
standard is for narrowband PLC using BPSK modulation in the CENELEC Frequency Band A.
It provides the interface between the equipment and the physical transmission medium, which
is the electricity distribution network. It receives and transmits DLPDUs between neighbour
nodes by using the PLC technology as defined in ISO/IEC 14908-3:2012, using BPSK
modulation in the CENELEC Frequency Band A.

5.3.3 Data link layer
5.3.3.1 Overview

The Data Link layer consists of two parts: the MAC sublayer and the Link layer, as specified in
Clauses 6 and 7 of ISO/IEC 14908-1:2012.

5.3.3.2 MAC sublayer

The role of the MAC sublayer is to interface the physical layer and to provide all the necessary
mechanisms for the management of the medium in order to liberate the link layer from tasks
related to the nature of the medium. This includes predictive p-persistent CSMA algorithm, idle
channel detection, the channel backlog estimation and priority slot management. See
ISO/IEC 14908-1:2012, 6.1, 6.5 and ISO/IEC 14908-1:2012, Annex A.2.

5.3.3.3 Link layer

The Link layer performs error detection with the means of a CRC. There is no error recovery or
acknowledgment available. Corrupted frames are simply discarded. See ISO/IEC 14908-1:2012
Clause 7.

5.34 Network layer

The Network layer performs repeating functionality when the network topology is a single
channel network topology like bus, token ring, or star topology.

Routing functionality is used when the network topology is a tree or simple topology. A network
configuration must be set up first. Addresses used are those configured inside the routers and
not those in the PDU exchanged. See ISO/IEC 14908-1:2012, Clause 8.

In the scope of this communication profile the Network layer performs address recognition as
specified in ISO/IEC 14908-1:2012, 8.6. It passes inbound packets to the Transport Layer only
if the packet is addressed to this node's logical or physical node identifier. Routing is performed
by the repeating entity of the Adaptation layer (see Annex E) instead of the Network layer.

This communication profile provides means for application-layer repeating. The layer 3 routing
may be disabled if it cannot route as effectively as the repeating algorithm.

5.3.5 Transport layer
5.3.5.1 Overview

The Transport layer consists of the transaction control sublayer and the transport layer itself.
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5.3.5.2 Transaction control sublayer

The role of the Transaction control sublayer is to ensure an end-to-end data delivery by
providing duplicated packet detection by the receiver, owing to the nature of the network and
the possibility for loss of acknowledgment. A transaction consists of a request and a response.
A response may contain the requested data, or simply an acknowledgement, or may be absent,
at the sender's option. In some situations (like broadcast), a response is not expected. Several
mechanisms are available inside the Transaction control sublayer for facilitating detections:
identification of the transaction in progress, limitation of the number of concurrent transactions,
etc. See ISO/IEC 14908-1:2012, 9.1.

5.3.5.3 Transport layer

The Transport layer controls the end-to-end data transport by verifying that the correct response
is received according to the request sent and if not, performs the appropriate retries. See
ISO/IEC 14908-1:2012, Clause 10.

5.4 Service mapping and Adaptation layer
5.4.1 Overview

The ISO/IEC 14908-1:2012 protocol stack has, at the top of the Transport layer, the Session,
Presentation and Application layers.

In the DLMS/COSEM over ISO/IEC 14908 networks communication profile, an Adaptation layer
is located immediately above the Transport layer. The role of the Adaptation layer is to provide
the necessary elements for correctly binding the DLMS/COSEM Application layer and the
COSEM object model with the lower layers specified in ISO/IEC 14908-1:2012. It also allows
the selection of the DLMS/COSEM Application layer and Application process as defined in
IEC 62056-5-3:2017 and IEC 62056-6-2:2017.

5.4.2 Adaptation layer
5.4.2.1 General

The Adaptation layer allows the binding of the lower layers with the DLMS/COSEM Application
layer.

In addition, it is in charge of the discovery, registration and commissioning processes; see
Annex F.

Concerning DLMS/COSEM application layer message exchange, the roles of the Adaptation
layer are:

e to provide and manage the path the message shall take for reaching the destination, see
5.4.2.6.2.2.2;

e to redirect the messages to the DLMS/COSEM Application layer depending on the value of
the control field during the message reception, see 5.4.2.3.1;

e to provide the required addressing parameters for the client application process and the
logical device, see 5.4.2.3.2 items 3 and 4;

o to provide the parameters allowing the correct binding of the higher layer protocol with the
Transport layer, see 5.4.2.5;

e to transport the DLMS/COSEM APDUs using the ADP_Data services;

e Security services providing authentication, encryption, and replay prevention are also
specified. The main purpose of the Adaptation layer security services is to protect the
discovery, registration and commissioning messages. For using Adaptation layer security
services to protect the ADP-Data services, refer to 7.4.2.
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NOTE These services do not rely on the ISO/IEC 14908-1:2012 session layer security service that provides
authentication only.

The Adaptation layer is basically a connectionless protocol. However, a security CryptoContext
needs to be established first (see Clause D.7). This CryptoContext establishment is performed
during commissioning; see Clause F.5. The CryptoContext may be renewed during the lifetime
of the device for example for key updating purposes.

5.4.2.2 Adaptation layer structure

Figure 3 shows the Adaptation layer structure. Although the structure of the Adaptation layer of
the NNAP and the LNAP is the same, the content of its elements differs.

Security entity PR—

Communication
entity

Repeating entity [« >

Adaptation layer

IEC
Figure 3 — Adaptation layer structure

The Adaptation layer contains 3 entities:

e a communication entity which is in charge — depending on the configuration of the
Adaptation layer — of constructing the PDU for the lower layers during data transmission;

e a security entity which allows the management of the AdpPDU protection, when the
Adaptation layer security is activated;

e arepeating entity which allows the indication to the AdpPDU of the path the AdpPDU shall
take for reaching the targeted LNAP in the best way.

The communication entity is the same at the NNAP and the LNAP side. It forms, from the service
parameters received from the Application layer, the Adaptation layer header during data
transmission. During data reception, it processes the Adaptation layer header and presents to
the Application layer with the indication primitive, the data received from the other node.

At the NNAP side, a configuration parameter determines if the Adaptation layer security is in
force or not. When the Adaptation layer security is in force, a Key Management System (KMS)
holds all the symmetric ciphering keys related to all the configured LNAPs inside the network,
together with their node identification. It is the scope of the security entity to perform an
authenticated encryption of outgoing AdpPDUs ("ciphering") and authenticated decryption and
replay prevention of incoming AdpPDUs ("deciphering"). See Annex D for more details.

At the LNAP side, the security entity performs the same functionality as at the NNAP side. The
KMS is limited to the Adaptation layer symmetric ciphering key of the related device. The value
of the control field received from the NNAP determines if the Adaptation layer security is in
force or not.

The repeating entity instructs the message from the NNAP to the LNAP about the best path for
reaching the targeted LNAP. The proxy parameters are available in the frames sent by the
NNAP only. For more information, refer to Annex E.
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5.4.2.3 Adaptation layer PDU structure
5.4.2.3.1 Overview

The Adaptation layer has two kinds of AdpPDUs. An unprotected AdpPDU and a protected
AdpPDU, both identified by the Control field as specified in Table 1.

Table 1 shows the possible values the Control field may have and their meaning in the scope
of this document.

Table 1 — Control field

Value Description
0x20 Unprotected AdpPDU
0x21 Protected AdpPDU

The Control field acts as a protocol selector:

e when set to value 0x20, it indicates that the PDU is a DLMS/COSEM Application layer PDU
(APDU) with Adaptation layer security not in force;

e when set to value 0x21, it indicates that the PDU is a DLMS/COSEM APDU with Adaptation
layer security in force;

e when the value is not 0x20 or 0x21, then the APDU is not a DLMS/COSEM APDU. Refer to
ISO/IEC 14908-1:2012, 12.4 in such a case. All the remaining part of this clause is related
to DLMS/COSEM over ISO/IEC14908 communication profile.

5.4.2.3.2 NNAP unprotected Adaptation layer PDU structure

The structure of the NNAP unprotected AdpPDU is shown in Figure 4. The AdpPDU contains
the header and the payload, and in the downlink parameters, the Proxy parameters are

appended:
byte 0 byte n
Proxy parameters Adaptation layer header Payload
Proxy Proxy Proxy | ProxyTx Ctrl SRC
Header | Address(es) | Cntrl | Trailer | Field | ReSV |DSTSAPI gpp DLMS APDU

Figure 4 — Unprotected Adaptation layer PDU structure

The proxy parameters contain addressing information required for delivering the message via
a series of 1 to 8 repeaters. See Clause E.4.

The NNAP Adaptation layer header consists of the following fields:

a) The Ctrl field has a fixed value set to 0x20;
b) 'Resv' field is of one byte and is reserved for future. It shall be set to 0;

c) 'DST SAP' holds the destination address of the DLMS/COSEM APDU, meaning the logical
device SAP when the DLMS/COSEM APDU is from the NNAP to the LNAP and the client
SAP when the DLMS/COSEM APDU is from the LNAP to the NNAP. The length of the
destination SAP field is of one byte. See Table 2;

d) 'SRC SAP' holds the source address of the DLMS/COSEM PDU meaning the client SAP
when the DLMS/COSEM PDU is from the NNAP to the LNAP, and the logical device SAP
when the DLMS/COSEM PDU is from the LNAP to the NNAP. The length of the source SAP

field is of one byte. See Table 2. Documents
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The payload is the DLMS/COSEM APDU. It is the remaining part of the AdpPDU that follows
the SRC SAP field, up to the end of the message.

5.4.2.3.3 NNAP protected Adaptation layer PDU structure

When the Adaptation layer security is in force, the structure of the NNAP protected AdpPDU is
as shown in Figure 5.

byte 0 byte n
Proxy parameters Adaptation layer header Protected payload

Proxy Proxy ProxyTx Proxy . Sequence DST SRC DLMS

Header Address(es) Cntrl Trailer Ot Field number  R°V SAP SAP  APDU MAC

Figure 5 — Protected Adaptation layer PDU structure

where:

e the Ctrl field has a fixed value set to 0x21;

e the Sequence number field is of 4 bytes. It is an increasing value referencing the message.
It is reset to 1 every time a new encryption key is derived. It is used for the nonce
construction (see Table D.9, and Table D.12) and for the protection against replay attacks;
see D.8.4.5;

o the Protected payload, is the encrypted result of the Resv field, the destination SAP, the
source SAP and the DLMS/COSEM APDU (see Figure 4), concatenated in this order. These
fields are encrypted and authenticated using the algorithms as described in Clause D.4. For
more information see Annex D;

e the message authentication code (MAC). The length of the MAC is 8 bytes. The MAC is
related to the Protected payload. For more information, refer to Annex D.

5.4.2.3.4 LNAP Adaptation layer structure

When the frame is from the LNAP to the NNAP, the AdpPDU structure is the same as the one
specified in 5.4.2.3.2 and 5.4.2.3.3, except that the Proxy parameters are not present.

5.4.2.4 Adaptation layer maximum data length

The maximum length of the AdpPDU is limited to 228 bytes.

When protection is not in force, this length includes:

o the Proxy parameters, which may be up to 48 bytes (a maximum of 8 repeaters is allowed);
o« the Adaptation layer header,;
e the payload i.e. the DLMS/COSEM APDU.

When the Adaptation layer protection is in force, it includes also the lengths of the Sequence
number parameter and the MAC.

5.4.2.5 Adaptation layer services
5.4.2.5.1 Service mapping

The role of the Adaptation layer is to redirect the APDU to the DLMS/COSEM Application layer
depending on the value of the control field (see Table 1), and to provide the necessary
procedures and services for binding the lower layers to the Application layer. Figure 6 presents
the services offered by the Adaptation layer.
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COSEM application layer

o

ADP_Data.confirm

ADP_Data.request ADP_Data.indication

Adaptation layer

IEC
Figure 6 — Adaptation layer services

5.4.2.5.2 Service specification
5.4.2.5.2.1 General

As the protocol of the Adaptation layer is connectionless protocol, it provides only ADP_Data
services: ADP_Data.request, ADP_Data.confirm and ADP_Data.indication.

5.4.2.5.2.2 ADP_Data.request

Function

The ADP_Data.request primitive is invoked by the DLMS/COSEM Application layer to the
Adaptation layer to request sending an Adaptation layer PDU to the peer Adaptation layer entity
using the transmission procedures.

Semantics

The semantic of the primitive is as follows:

ADP_Data.request
(

service_type,
device_address,
destination_SAP,
source_SAP,
Data

)

where:

The service_type parameter specifies which TPDU type should be used for transporting the
Data. The service_type parameter is mapped from the Invoke-lId-And-Priority service class field
of the xDLMS services or the response-allowed parameter of the InitiateRequest APDU:

e when the service_class field of the Invoke-Id-And-Priority parameter is of type confirmed or
the response-allowed parameter or the InitiateRequest APDU is TRUE, then the
service_type should be of type confirm;

e when the service_class field of the Invoke-ld-And-Priority parameter is of type unconfirmed
or the response-allowed parameter of the InitiateRequest APDU is FALSE, then the

service_type should be of type unconfirm.
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Table 3 specifies the mapping of the service-class field of the Invoke-Id-And-Priority and
response-allowed parameters into the service_type parameter.

The device_address parameter contains the destination ISO/IEC 14908 address of the device
the data has to be delivered to. It is made up of the subnet_ID and the node_ID. The domain_ID
is a configuration parameter populated in the NNAP during commissioning.

The destination_SAP parameter specifies the address of the remote SAP involved in the Data
transmission.

The source_SAP parameter specifies the address of the SAP where the service is requested
from.

The Data parameter specifies the PDU to be transferred using the Adaptation layer services.
Use

This primitive is used by the DLMS/COSEM Application layer when it has Data to send to the
destination Application layer.

When the Adaptation layer receives this primitive, it will construct the AdpPDU to make available
for the lower layers by inserting the Control field, the reserved field, the destination_SAP and
the source_SAP at the beginning as specified in Figure 4, and if the protection is in force, then
applies the protection (see Figure 5).

If the sender is the NNAP, then the proxy parameters are also inserted. See Annex E for the
construction of the proxy parameters.

Once this process is done, the Adaptation layer invokes the lower layer data transmission
primitive.

5.4.2.5.2.3 ADP_Data.confirm

Function

The ADP_Data.confirm primitive issues a local confirmation upon the completion of the Data
transmission to the lower layer, at the Adaptation layer level. The scope of this primitive is only
local. It notifies the Application layer — having invoked an ADP_Data.request primitive — of the
result of the processing of the related request. This result may be SUCCESS or FAILED.

Semantics

The semantic of the primitive is as follows:

ADP_Data.confirm
(

device_address,
destination_SAP,
source_SAP,
status

)

The device_address parameter contains the destination ISO/IEC 14908 address of the device
the data is delivered to. The value of this parameter is the same as the one provided in the
corresponding ADP_Data.request primitive.
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The destination_SAP parameter specifies the address of the remote SAP involved in the data
transmission. The value of this parameter is the same as the one provided in the corresponding
ADP_Data.request primitive.

The source_SAP parameter specifies the address of the SAP where the service is requested
from. The value of this parameter is the same as the one provided in the corresponding
ADP_Data.request primitive.

The status parameter is used for providing a local result (SUCCESS or FAILED) of the data
transmission related to the ADP_Data.request previously issued.

Use

This primitive is locally generated by the Adaptation layer to the local Application layer entity
as a response to an ADP_Data.request primitive to inform the originator of the request about
the result of the data transmission procedures.

5.4.2.5.2.4 ADP_Data.indication

Function

The ADP_Data.indication primitive is passed from the Adaptation layer entity to the Application
layer entity for notifying it about the arrival of an AdpPDU from the peer station or an error from
the Transport layer. This primitive defines the transfer of Data from the Adaptation layer entity
to the Application layer entity.

Semantics

The semantic of the primitive is as follows:

ADP_Data.indication

(
service_type,
source_address,
destination_SAP,
source_SAP,
status,
Data

)

The service_type is a parameter indicating the type of service: whether it is confirm or unconfirm
service type.

The source_address parameter is the ISO/IEC 14908 physical address of remote device the
Data is originated from. The source_address parameter is provided to the Adaptation layer by
the Transport layer. See ISO/IEC 14908-1:2012, 8.3, Rcv_Packet(address_pair, pduType,
PDU, priority) primitive.

The destination_SAP parameter specifies the address of the logical device SAP when the
DLMS/COSEM APDU is from the NNAP to the LNAP, and the client_ID when the DLMS/COSEM
APDU is from the LNAP to the NNAP. The destination_SAP parameter is part of the Adaptation
layer header as provided by the remote device. See 5.4.2.3.2.

The source_SAP parameter specifies the address of the SAP of the application process that
sent the DLMS/COSEM APDU. The source_SAP parameter is part of the Adaptation layer
header as provided by the remote device. See 5.4.2.3.2.
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The status parameter informs the Application layer about the arrival of Data. In case of failure,
the status parameter provides an error code and the Data parameter is simply empty. See
Clause D.12.

The Data parameter carries the DLMS/COSEM APDU received using the Adaptation layer
service. See 5.4.2.3.2.

Use

The ADP_Data.indication primitive is passed from the Adaptation layer entity to the Application
layer entity for informing the Application layer entity about the arrival of Data from a remote
Adaptation layer user entity. NNAP requests are notified to the LNAP by a ADP_Data.indication
primitive at the LNAP Application layer level. In turn, LNAP responses to NNAP requests are
notified to the NNAP by an indication at the NNAP Application layer level.

5.4.2.6 Protocol specification
5.4.2.6.1 Overview

The data exchange is based on client-server paradigm. The client sends a request to the server
and then — if the request is of type confirmed — the server responds to this request as shown in
Figure 7.

Data transmission is initiated upon the initiative of the DLMS/COSEM client Application layer
when this entity has a request to send. When the DLMS/COSEM client Application layer invokes
the ADP_Data.request, it provides with the request the physical device destination address, the
client SAP and the server SAP. The Adaptation layer processes this request and invokes the
Transport layer services for transmission.

At the LNAP side, the server Adaptation layer receives the data from its Transport layer and
processes it in order to provide the relevant ADP_Data.indication to its Application layer. This
indication carries the request as sent by the client to which the server Application layer has to
respond, depending on the indication service type. The response, if any, is provided by the
Application layer with the means of an ADP_Data.request primitive to its Adaptation layer, which
has to process it and make it available to the Transport layer for transmission.

At the NNAP side, the client Adaptation layer receives the data from its Transport layer and
processes it in order to provide the relevant ADP_Data.indication to its Application layer. This
indication carries the response as sent by the server to its request.
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Figure 7 — Client and server ADP_DATA services

5.4.2.6.2 Request management
5.4.2.6.2.1 General

Any confirmed request received at the Adaptation layer level needs to be responded to
(meaning that an ADP_Data.indication has to be invoked by the Adaptation layer) before the
next ADP_Data.request can be invoked by the Application layer. Cancellation is provided by
the Transport layer when its transaction fails. See 5.3.5.2. Any new request received from the
Application layer, before the response to the previous one is received, is simply discarded.

5.4.2.6.2.2 Sending data — NNAP side
5.4.2.6.2.2.1 Adaptation layer header

The NNAP Adaptation layer maintains, as specified in 5.4.2.2, a configuration parameter which
indicates if protection is in force or not. When the protection is in force, it concerns all the nodes
available in the subnetwork. In this case, a KMS (Key Management System) is available in the
NNAP. It holds all the security keys related to each node of the subnetwork.

When the NNAP Adaptation layer is requested to transmit data to a given LNAP, it first inserts
the relevant Control field depending on whether the protection is force or not.

After that, it inserts the reserved field, the destination SAP, the source SAP followed by the
Application layer APDU as provided by the Application layer.

If the protection is not in force, then the message that is built is passed to the repeating entity
for the inclusion of the proxy parameters. The AdpPDU as constructed is made available for the
Transport layer, using the appropriate primitive.

When the protection is in force, the Adaptation layer constructs the AdpPDU by inserting the
relevant Control field, and then the reserved field, the destination SAP, the source SAP,
followed by the APDU as provided by the Application layer. After this, the Adaptation layer
requests the protection of the message to be built by the security entity. This protection consists
of the encryption then the MAC calculation of the part of the message, starting with the reserved
field followed by the destination and the source SAPs, and the DLMS/COSEM APDU provided
by the DLMS/COSEM Application layer, using the symmetric key shared by the NN a&iﬁhﬁ
relevant LNAP. Once this operation is performed, the Adaptation layer security entiﬁo ents
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e inserts the four-bytes request sequence number immediately after the Control field;
e inserts the encrypted message that is constructed;
¢ and then, adds the calculated MAC after the protected payload, see Figure 5.

The message that is built is passed to the repeating entity for the inclusion of the proxy
parameters. The AdpPDU as constructed is made available to the Transport layer, using the
appropriate primitive.

5.4.2.6.2.2.2 Proxy parameters

The exchanges are based on the master/slave principle where the slaves (the LNAPs) are only
allowed to transmit upon the invitation of the NNAP. A typical network is controlled by the NNAP,
which also plays the role of the network topology manager. All LNAPs have repeating capability.
To extend the communication range, the Repeating entity of the NNAP Adaptation layer may
instruct the LNAPs inside the communication network about the best path the Application
message should take to reach the destination. This path is specified in the Proxy parameters
carried by the AdpPDU. The message is then transferred from hop to hop, up to the final
destination. For more details, refer to Annex E.

Internally, the Repeating entity of NNAP Adaptation layer manages a repeating table that allows
it to have knowledge of the order of the repeater LNAPs needed, hop by hop, for reaching each
destination (see E.2.3) available in the subnetwork. For a given destination device address, the
Repeating entity of the NNAP Adaptation layer extracts LNAP addresses from the repeating
table for repeaters, and then builds the Proxy parameters field of the AdpPDU. The Proxy
parameters are as specified in Figure 4 and Figure 5, meaning that the Proxy Header, the Proxy
Addresses, the Proxy Control and Proxy Trailer fields are inserted at the beginning of the frame
as specified in Clause E.3.

5.4.2.6.2.2.3 Lower layer service invocation

Once the operations specified in 5.4.2.6.2.2.2 are completed, the Adaptation layer makes the
message available to the Transport layer with the appropriate service_type in the service
primitive; see ISO/IEC 14908-1:2012, 10.4:

e when the service_type parameter is of type confirm, then the TPDU type to use should be
request/response;

e when the service_type parameter is of type unconfirm, then the TPDU type to use should
be Unackd-Rpt.

5.4.2.6.2.2.4 Transport layer confirmation

After making available the message to the Transport layer for transmission, the Adaptation layer
then builds and sends a successful ADP_Data.confirm primitive to the Application layer
whenever the AdpPDU has been successfully provided to the Transport layer. Otherwise, the
Transport layer communicates a failure to the Adaptation layer.

5.4.2.6.2.3 Sending data — Server side
5.4.2.6.2.31 Adaptation layer header

The LNAP always sends a response to a confirmed request coming from the NNAP after the
LNAP Application layer issues an ADP_Data.request primitive with a confirm service type (a
LNAP can never send an unconfirm request). Applying the protection is specified by the control
field:

a) if the Control field of the request received from the NNAP is equal to Protected AdpPDU
(value 0x21, see Table 1), then the response to be sent by the LNAP shall be a protected
payload;
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b) if the Control field of the request received from the NNAP is an Unprotected AdpPDU (value
0x20, see Table 1), then the response to be sent by the LNAP shall be a non-protected
payload.

When the LNAP Adaptation layer is requested to transmit data to the NNAP, it simply copies
the Control field received from the NNAP into the response, adds the reserved field, and then
fills the destination and source SAP fields, followed by the Application layer PDU.

If the protection is not in force, the Adaptation layer makes the message available to the
Transport layer, because the Proxy parameters are not needed for AdpPDUs from the LNAP to
the NNAP. The source and destination SAPs are provided in the ADP_Data.request originated
by the Application layer.

When the security is in force, the LNAP Adaptation layer communication entity performs the
sequence described above for the non—protected payload, then passes the data to the security
entity, which performs the protection by making use of the security material available. Each
server stores, at the Adaptation layer level, all the security parameters needed for the
Adaptation layer payload protection. These security parameters are:

e the unicast encryption key (UCK) and the broadcast encryption key (BCK), which are
obtained via key derivation, see Clause D.6;

o the unicast request and receive sequence numbers and the receive broadcast sequence
number, which are of 4 bytes each. See D.8.3.3 and D.8.4.3;

e the meter unique identifier and the domain-ID for the nonce calculation.

The protection consists of the encryption and the MAC calculation for the part of the message,
made up of the reserved field, the destination and source SAPs and the DLMS/COSEM APDU.

The Adaptation layer communication entity then concatenates to the Control field the transmit
Sequence number, the protected payload as prepared by the security entity, and then the MAC.
Then it makes the message available to the Transport layer.

5.4.2.6.2.3.2 Proxy parameters

There are no proxy parameters when the response message is transmitted from the LNAP to
the NNAP.

5.4.2.6.2.3.3 Lower layer service invocation

At the LNAP side, the Adaptation layer communication entity does not process the service_type
field. An ADP_Data.request sent by the LNAP Adaptation layer is always of confirm type.

5.4.2.6.2.3.4 Transport layer confirmation

After making available the data to the Transport layer for transmission, the Adaptation layer
communication entity builds and sends a successful ADP_Data.confirm to the Application layer
whenever the AdpPDU is successfully provided to the lower layer. Otherwise, the Transport
layer communicates a failure to the Adaptation Ilayer communication entity.
See ISO/IEC 14908-1:2012, 11.3.

5.4.2.6.3 Receiving data — NNAP side
5.4.2.6.3.1 Proxy parameters management

The AdpPDU from the LNAP to the NNAP never carries Proxy parameters.
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5.4.2.6.3.2 Adaptation layer header

During reception, the Adaptation layer receiving entity begins with the analysis of the Control
field:

a) if the Control field is equal to Unprotected AdpPDU (value = 0x20), then the communication
entity of the Adaptation layer extracts the destination and source SAP and the APDU from
the AdpPDU received, and then builds the ADP_Data.indication primitive for the Application
layer;

b) if the Control field is equal to Protected AdpPDU (value = 0x21), then the Adaptation layer
communication entity passes the data to the security entity, which verifies and removes the
protection. The protection verification consists of:

o checking the received sequence number carried by the message, which has to be greater
than the last sequence number stored in the NNAP security entity for the related LNAP;

o the deciphering and the verification of the MAC using the security material available in
the configuration parameters for the related LNAP.

When the protection verification is successful, the Adaptation layer communication entity uses
the destination and source SAPs and the APDU carried by the frame, to invoke the
ADP_Data.indication primitive in order to notify the Application layer of the availability of the
data received.

When the protection verification of the request message fails, then the data is simply discarded
and the Adaptation layer forms and sends an error response to the Application layer with the
indication primitive. In such a case, the Data field is simply void. See Clause D.12.

5.4.2.6.4 Receiving data — LNAP side
5.4.2.6.4.1 Proxy parameters management
At each hop, once a given LNAP Repeater notices that it is not the final destination of the frame,

it consumes its own address in the frame and redirects the remaining part of the frame to the
next hop, and so on, until the frame reaches the destination. For more information, see Annex E.

5.4.2.6.4.2 Adaptation layer header

The protocol for receiving is the same at the NNAP and the LNAP Adaptation layer.

5.4.2.7 Segmentation and reassembly

Segmentation is not supported. See also 7.5.

5.5 Registration and connection management

The registration and connection management is specified in Annex F.
6 Identification and addressing schemes

During the registration process, an LNAP obtains from the NNAP a physical device address
which is made up of the domain_ID, the subnet ID and the node_ ID. In the scope of this
specification, the size of the domain_ID shall be of 3 bytes. See ISO/IEC 14908-1:2012,
Clauses E.1, E.2 and E.6.

The physical device source and destination addresses are transported within every frame using
the MAC sublayer services.
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At the top of the protocol stack on the NNAP side, the client Application Process uses the client
SAP for its addressing. Several client Application Processes may be located inside the same
physical entity. Each of them is identified by its SAP.

At the top of the protocol stack at the LNAP side, several logical devices may be located inside
the same physical device. Each logical device can be reached at its SAP.

An Application Association established between a specific client and a specific logical device
is identified by the {(Client Physical device address, Client ID), (Server Physical device address,
Server logical device ID)} doublet.

Table 2 provides the SAPs for the client and the server.

Table 2 — Client and Server SAP

Client SAPs
No-station 0x00
Client Management Process 0x01
Public Client 0x10
Open for client SAP assignment 0x02... OxOF and 0x11 to FF
Server SAPs
No station 0x00
Management Logical Device 0x01
Reserved for future use 0x02... OxOF
Open for server SAP assignment 0x10...0x7E
All-station (Broadcast) OxFF

7 Specific considerations for the application layer services
7.1 Overview

The present clause defines the specific constraints for using the DLMS/COSEM application
layer in this communication profile.

7.2 Application Association establishment and release: ACSE services
7.21 Application association establishment

To be able to establish an AA between the LNAP and the NNAP managing the subnetwork, the
LNAP has to discovered and configured first.

As specified in IEC 62056-5-3:2017, AAs may be explicitly established or preestablished. To
explicitly establish AAs, the client uses the ACSE services. No specific constraints apply.

Both explicitly established and preestablished AAs may be confirmed or unconfirmed.

Table 3 shows the rules for explicitly establishing confirmed and unconfirmed AAs, the type of
data transfer services available in such AAs and the AdpPDU types used for carrying APDUs.
In this table, grey areas represent cases which are out of the normal operating conditions: either
not allowed or have no useful purpose.
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