BS EN IEC 62351-8:2020

Power systems management and
associated information exchange — Data
and communications security

Part 8: Role-based access control for power system management

°
bSl. Documents

Document Sharing Hub

Full document details: BS EN IEC 62351-8:2020


http://www.avadocuments.com/doc/bs-en-iec-62351-8-2020
http://www.avadocuments.com/doc/bs-en-iec-62351-8-2020

BRITISH STANDARD

National foreword
This British Standard is the UK implementation of EN IEC 62351-8:2020.
It is identical to IEC 62351-8:2020.

The UK participation in its preparation was entrusted to Technical
Committee PEL/57, Power systems management and associated
information exchange.

Alist of organizations represented on this committee can be obtained on
request to its committee manager.

This publication does not purport to include all the necessary provisions
of a contract. Users are responsible for its correct application.

© The British Standards Institution 2020
Published by BSI Standards Limited 2020

ISBN 978 0 580 52048 8
ICS 33.200

Compliance with a British Standard cannot confer immunity from
legal obligations.

This British Standard was published under the authority of the
Standards Policy and Strategy Committee on 31 July 2020.

Amendments/corrigenda issued since publication

Date Text affected

Documents

Document Sharing Hub

Full document details: BS EN IEC 62351-8:2020


http://www.avadocuments.com/doc/bs-en-iec-62351-8-2020
http://www.avadocuments.com/doc/bs-en-iec-62351-8-2020

EUROPEAN STANDARD EN IEC 62351-8
NORME EUROPEENNE
EUROPAISCHE NORM June 2020

ICS 33.200
English Version
Power systems management and associated information
exchange - Data and communications security - Part 8: Role-
based access control for power system management
(IEC 62351-8:2020)
Gestion des systémes de puissance et échanges Energiemanagementsysteme und zugehdoriger
d'informations associés - Sécurité des communications et Datenaustausch - IT-Sicherheit fiir Daten und
des données - Partie 8: Controle d'accés basé sur les roles Kommunikation - Teil 8: Rollenbasierte Zugriffskontrolle fir
pour la gestion de systémes de puissance Energiemanagementsysteme

(IEC 62351-8:2020) (IEC 62351-8:2020)

This European Standard was approved by CENELEC on 2020-06-02. CENELEC members are bound to comply with the CEN/CENELEC
Internal Regulations which stipulate the conditions for giving this European Standard the status of a national standard without any alteration.

Up-to-date lists and bibliographical references concerning such national standards may be obtained on application to the CEN-CENELEC
Management Centre or to any CENELEC member.

This European Standard exists in three official versions (English, French, German). A version in any other language made by translation
under the responsibility of a CENELEC member into its own language and notified to the CEN-CENELEC Management Centre has the
same status as the official versions.

CENELEC members are the national electrotechnical committees of Austria, Belgium, Bulgaria, Croatia, Cyprus, the Czech Republic,
Denmark, Estonia, Finland, France, Germany, Greece, Hungary, Iceland, Ireland, Italy, Latvia, Lithuania, Luxembourg, Malta, the
Netherlands, Norway, Poland, Portugal, Republic of North Macedonia, Romania, Serbia, Slovakia, Slovenia, Spain, Sweden, Switzerland,
Turkey and the United Kingdom.

CENELEC

European Committee for Electrotechnical Standardization
Comité Européen de Normalisation Electrotechnique
Europiisches Komitee fiir Elektrotechnische Normung

CEN-CENELEC Management Centre: Rue de la Science 23, B-1040 Brussels

© 2020 CENELEC All rights of exploitation in any form and by any means reserved worldwide for CENELEC Members.

rer. DAGHMEDES ¢

Document Sharing Hub

Full document details: BS EN IEC 62351-8:2020


http://www.avadocuments.com/doc/bs-en-iec-62351-8-2020
http://www.avadocuments.com/doc/bs-en-iec-62351-8-2020

EN IEC 62351-8:2020 (E)

European foreword

The text of document 57/2180/FDIS, future edition 1 of IEC 62351-8, prepared by IEC/TC 57 "Power
systems management and associated information exchange" was submitted to the IEC-CENELEC
parallel vote and approved by CENELEC as EN IEC 62351-8:2020.

The following dates are fixed:

+ latest date by which the document has to be implemented at national (dop) 2021-03-02
level by publication of an identical national standard or by endorsement

+ latest date by which the national standards conflicting with the (dow) 2023-06-02
document have to be withdrawn

Attention is drawn to the possibility that some of the elements of this document may be the subject of
patent rights. CENELEC shall not be held responsible for identifying any or all such patent rights.

Endorsement notice

The text of the International Standard IEC 62351-8:2020 was approved by CENELEC as a European
Standard without any modification.

In the official version, for Bibliography, the following notes have to be added for the standards

indicated:
IEC 60870-5-104 NOTE Harmonized as EN 60870-5-104
IEC 61784 (series) NOTE Harmonized as EN IEC 61784 (series)
NOTE Harmonized as EN 61850-8-1
IEC 61850-8-2 NOTE Harmonized as EN |IEC 61850-8-2
IEC 61968 (series) NOTE Harmonized as EN 61968 (series)
IEC 61970 (series) NOTE Harmonized as EN 61970 (series)
IEC 62351-7:2017 NOTE Harmonized as EN 62351-7:2017 (not modified)
IEC 62351-9 NOTE Harmonized as EN 62351-9
IEC 62351-14 NOTE Harmonized as EN |IEC 62351-14"
IEC 62443 (series) NOTE Harmonized as EN IEC 62443 (series)

" To be published. Stage at the time of publication: prEN IEC 62351-14:2019.
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NOTE 1 Where an International Publication has been modified by common modifications, indicated by (mod), the relevant
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NOTE 2 Up-to-date information on the latest versions of the European Standards listed in this annex is available here:
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INTERNATIONAL ELECTROTECHNICAL COMMISSION

POWER SYSTEMS MANAGEMENT AND ASSOCIATED INFORMATION
EXCHANGE - DATA AND COMMUNICATIONS SECURITY -

Part 8: Role-based access control for power system management

FOREWORD

1) The International Electrotechnical Commission (IEC) is a worldwide organization for standardization comprising
all national electrotechnical committees (IEC National Committees). The object of IEC is to promote international
co-operation on all questions concerning standardization in the electrical and electronic fields. To this end and
in addition to other activities, IEC publishes International Standards, Technical Specifications, Technical Reports,
Publicly Available Specifications (PAS) and Guides (hereafter referred to as "IEC Publication(s)"). Their
preparation is entrusted to technical committees; any IEC National Committee interested in the subject dealt with
may participate in this preparatory work. International, governmental and non-governmental organizations liaising
with the IEC also participate in this preparation. IEC collaborates closely with the International Organization for
Standardization (ISO) in accordance with conditions determined by agreement between the two organizations.

2) The formal decisions or agreements of IEC on technical matters express, as nearly as possible, an international
consensus of opinion on the relevant subjects since each technical committee has representation from all
interested IEC National Committees.

3) IEC Publications have the form of recommendations for international use and are accepted by IEC National
Committees in that sense. While all reasonable efforts are made to ensure that the technical content of IEC
Publications is accurate, IEC cannot be held responsible for the way in which they are used or for any
misinterpretation by any end user.

4) In order to promote international uniformity, IEC National Committees undertake to apply IEC Publications
transparently to the maximum extent possible in their national and regional publications. Any divergence between
any IEC Publication and the corresponding national or regional publication shall be clearly indicated in the latter.

5) IEC itself does not provide any attestation of conformity. Independent certification bodies provide conformity
assessment services and, in some areas, access to IEC marks of conformity. IEC is not responsible for any
services carried out by independent certification bodies.

6) All users should ensure that they have the latest edition of this publication.

7) No liability shall attach to IEC or its directors, employees, servants or agents including individual experts and
members of its technical committees and IEC National Committees for any personal injury, property damage or
other damage of any nature whatsoever, whether direct or indirect, or for costs (including legal fees) and
expenses arising out of the publication, use of, or reliance upon, this IEC Publication or any other IEC
Publications.

8) Attention is drawn to the Normative references cited in this publication. Use of the referenced publications is
indispensable for the correct application of this publication.

9) Attention is drawn to the possibility that some of the elements of this IEC Publication may be the subject of patent
rights. IEC shall not be held responsible for identifying any or all such patent rights.

International Standard IEC 62351-8 has been prepared by IEC technical committee 57: Power
systems management and associated information exchange.

The text of this standard is based on the following documents:

Enquiry draft Report on voting
57/2180/FDIS 57/2197/RVD

Full information on the voting for the approval of this standard can be found in the report on
voting indicated in the above table.

This publication has been drafted in accordance with the ISO/IEC Directives, Part 2.

Recipients of this document are invited to submit, with their comments, notification of any
relevant patent rights of which they are aware and to provide supporting documentaijon.
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This document includes code components i.e components that are intended to be
directlyprocessed by a computer. Such content is any text found between the markers <CODE
BEGINS> and <CODE ENDS>, or otherwise is clearly labeled in this standard as a code
component.

The purchase of this document carries a copyright license for the purchaser to sell software
containing code components from this document directly to end users and to end users via
distributors, subject to IEC software licensing conditions, which can be found at:
http://www.iec.ch/CCv1.

In the case of any discrepancy between the document and the code components, the code
components take precedence.

In this document, the following print types are used:
Encoding in ASN.1 or XACML: couriernew

A list of all the parts in the IEC 62351 series, published under the general title Power systems
management and associated information exchange, can be found on the IEC website.

The committee has decided that the contents of this publication will remain unchanged until the
stability date indicated on the IEC web site under "http://webstore.iec.ch" in the data related to
the specific publication. At this date, the publication will be

* reconfirmed,

e withdrawn,

+ replaced by a revised edition, or

e amended.

IMPORTANT - The 'colour inside’' logo on the cover page of this publication indicates
that it contains colours which are considered to be useful for the correct understanding
of its contents. Users should therefore print this document using a colour printer.
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INTRODUCTION

This document provides a standard for access control in power systems. The power system
environment supported by this document is enterprise-wide and extends beyond traditional
borders to include external providers, suppliers, and other energy partners. Driving factors are
the liberalization of the energy sector to include many more stakeholders, the increasingly
decentralized generation of energy, and the need to control access to sensitive data of
resources and stakeholders. This document supports a distributed security environment in
which security is also a distributed service.

The power system sector is continually improving the delivery of energy by leveraging technical
advances in computer-based applications. Utility operators, energy brokers and end-users are
increasingly accessing multiple applications to deliver, transmit and consume energy in a
personalized way. These disparate applications are naturally connected to a common network
infrastructure that typically supports protection equipment, substation automation protocols,
inter-station protocols, remote access and business-to-business services. Consequently,
secure access to these distributed and often loosely coupled applications is even more
important than access to an application running on a stand-alone device.

Secure access to computer-based applications involves authentication of the user to the
application. After authentication, the types of interactions which that user can perform with the
application is then determined. The use of local mechanisms for authorization creates a
patchwork of approaches difficult to uniformly administer across the breadth of a power system
enterprise. Each application decides with its own logic the authorization process. However, if
applications can use a network to help manage access, a database can serve as a trusted
source of user’s group or role affiliation. Thus, the access to a shared user base can be
controlled centrally. Each application can then examine the permissions listed for a subject and
corresponding role and determine their level of authorization.

This document defines role-based access control (RBAC) for enterprise-wide use in power
systems. It supports a distributed or service-oriented architecture where security is a distributed
service and applications are consumers of distributed services.

In this document, the role of a user is transported in a container called an "access token" of
that user to the object. Access tokens are created and administered by a (possibly federated)
identity management tool. All access tokens have a lifetime and are subject to expiration. Prior
to verification of the access token itself, the user transmitting the access token is authenticated
by the object. The object trusts the management tool to issue access tokens with suitable
lifetime. This enables local verification of the access token’s validity at remote sites without the
need to access a centralized repository (e.g. a centralized revocation list).

Four different access token formats are supported as four different profiles. Two of them are
based on X.509 certificates and were already defined in IEC TS 62351-8. Two new profiles are
defined as part of this document. The first new profile uses the JSON to encode the access
token and the second new profile uses a vendor specific attribute in RADIUS to provide a
migration option for environments already utilizing a RADIUS server to support access control.
These access tokens may be bound to a specific transport or to a specific application. Common
to all access token formats is the information contained, to allow a migration from one profile to
another.
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POWER SYSTEMS MANAGEMENT AND ASSOCIATED INFORMATION
EXCHANGE - DATA AND COMMUNICATIONS SECURITY -

Part 8: Role-based access control for power system management

1 Scope

The scope of this part of IEC 62351 is to facilitate role-based access control (RBAC) for power
system management. RBAC assigns human users, automated systems, and software
applications (collectively called "subjects" in this document) to specified "roles", and restricts
their access to only those resources, which the security policies identify as necessary for their
roles.

As electric power systems become more automated and cyber security concerns become more
prominent, it is becoming increasingly critical to ensure that access to data (read, write, control,
etc.) is restricted. As in many aspects of security, RBAC is not just a technology; it is a way of
running a business. RBAC is not a new concept; in fact, it is used by many operating systems
to control access to system resources. Specifically, RBAC provides an alternative to the all-or-
nothing super-user model in which all subjects have access to all data, including control
commands.

RBAC is a primary method to meet the security principle of least privilege, which states that no
subject should be authorized more permissions than necessary for performing that subject’s
task. With RBAC, authorization is separated from authentication. RBAC enables an organization
to subdivide super-user capabilities and package them into special user accounts termed roles
for assignment to specific individuals according to their associated duties. This subdivision
enables security policies to determine who or what systems are permitted access to which data
in other systems. RBAC provides thus a means of reallocating system controls as defined by
the organization policy. In particular, RBAC can protect sensitive system operations from
inadvertent (or deliberate) actions by unauthorized users. Clearly RBAC is not confined to
human users though; it applies equally well to automated systems and software applications,
i.e., software parts operating independent of user interactions.

The following interactions are in scope:

— local (direct wired) access to the object by a human user, a local and automated computer
agent, or a built-in HMI or panel;

— remote (via dial-up or wireless media) access to the object by a human user;

— remote (via dial-up or wireless media) access to the object by a remote automated computer
agent, e.g. another object at another substation, a distributed energy resource at an end-
user’s facility, or a control centre application.

While this document defines a set of mandatory roles to be supported, the exchange format for
defined specific or custom roles is also in scope of this document.

Out of scope for this document are all topics which are not directly related to the definition of
roles and access tokens for local and remote access, especially administrative or organizational
tasks, such as:

— user names and password definitions/policies;

— management of keys and/or key exchange;

— engineering process of roles;

— assignment of roles;
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— defining the tasks of a security officer;
— integrating local policies in RBAC;

NOTE Specifically, the management of certificates is addressed in IEC 62351-9.

Existing standards (see ANSI INCITS 359-2004, IEC 62443 (all parts), and IEEE 802.1X-2004)
in process control industry and access control (RFC 2904 and RFC 2905) are not sufficient as
none of them specify neither the exact role name and associated permissions nor the format of
the access tokens nor the detailed mechanism by which access tokens are transferred to and
authenticated by the target system — all this information is needed though for interoperability.

On the other hand, IEEE 1686 already defines a minimum number of roles to be supported as
well as permissions, which are to be addressed by the roles. Note that IEEE 1686 is currently
being revised.

Throughout the document security events are defined as warnings and alarms. These security
events are intended to support the error handling and thus to increase system resilience. It is
important implementations provide a mechanism for announcing security events.

Note that for the processing of security warnings and alarms resulting from security logging
events and monitoring information there exists separate documents specifying the handling.
More specifically, security event handling is specified in IEC 62351-141 while the handling of
monitoring objects is specified by IEC 62351-7.

Note that warnings and alarms are used to indicate the severity of an event from a security
point of view. The following notions are used:

— awarning is intended to raise awareness but to indicate that it may be safe to proceed,;
— an alarm is an indication to not proceed.

In any case, it is expected that an operator’s security policy determines the final handling based
on the operational environment.

2 Normative references

The following documents are referred to in the text in such a way that some or all of their content
constitutes requirements of this document. For dated references, only the edition cited applies.
For undated references, the latest edition of the referenced document (including any
amendments) applies.

EC 61850-7-24, Communication networks and systems for power utility automation — Part 7-2:
Basic information and communication structure — Abstract communication service interface
(ACSI)

IEC TS 62351-2, Power systems management and associated information exchange — Data and
communications security — Part 2: Glossary of termslEC 62351-3:2014, Power systems
management and associated information exchange — Data and communications security — Part
3: Communication network and system security — Profiles including TCP/IP

IEC 62351-3:2014/AMD2:20192

IEC 62351-4, Power systems management and associated information exchange — Data and
communications security — Part 4: Profiles including MMS and derivatives

1 Under preparation. Stage at the time of publication: IEC/CD 62351-14:2019.

2 Under preparation. Stage at the time of publication: IEC BPUB 62351-3/AMD2:2019. Documents
Document Sharing Hub

Full document details: BS EN IEC 62351-8:2020


https://doi.org/10.3403/02845890U?&urlappend=%26utm_campaign=pdfdoi%26utm_source=pdfdoi%26utm_medium=pdf
http://www.avadocuments.com/doc/bs-en-iec-62351-8-2020
http://www.avadocuments.com/doc/bs-en-iec-62351-8-2020

IEC 62351-8:2020 © IEC 2020 -1 -

IEC TS 62351-8:2011, Power systems management and associated information exchange —
Data and communications security — Part 8: Role-based access control

RFC 2865, Remote Authentication Dial In User Service (RADIUS)
RFC 5246, Transport Layer Security (TLS) Protocol version 1.2
RFC 5288, AES Galois Counter Mode (GCM) Cipher Suites for TLS)

RFC 5289, TLS Elliptic Curve Cipher Suites with SHA-256/384 and AES Galois Counter Mode
(GCM)

RFC 5755, An Internet Attribute Certificate Profile for Authorization
RFC 5878, Transport Layer Security (TLS) Authorization Extensions
RFC 6749, The OAuth 2.0 Authorization Framework

RFC 7519, JSON Web Token (JWT)

XACML-RBAC, XACML v3.0 Core and Hierarchical Role Based Access Control (RBAC) Profile
Version 1.0, October 2014 [viewed 2019-11-15]. Available at:
http://docs.oasis-open.org/xacml/3.0/xacml-3.0-rbac-v1-spec-en.html

3 Terms and definitions

For the purposes of this document, the terms and definitions given in IEC TS 62351-2 and the
following apply.

ISO and IEC maintain terminological databases for use in standardization at the following
addresses:

e |EC Electropedia: available at http://www.electropedia.org/

e |SO Online browsing platform: available at http://www.iso.org/obp

3.1
access token
evidence or testimonials concerning one's right to credit, confidence, or authority

3.2
area of responsibility
range of authority (for instance based on network segregation)

3.3

automated agent

computer program running on a single machine, which performs local and/or remote operations
independent of user inputs

3.4

dynamic separation of duty

DSD

limitation of the availability of the permissions by placing constraints on the roles that can be
activated within or across a user’s sessions

Note 1 to entry: DSD provides the capability to address potential conflict-of-interest issues at the time a user is
aSS|gned to a role. DSD allows a user to be authorized for roles that do not cause a conflict of intere ' M ew‘nents
in independently, but which produce policy concerns when activated simultaneously. Althoucn th's separation of dut
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could be achieved through the establishment of a static separation of duty relationship, DSD relationships generally
provide the enterprise with greater operational flexibility.

3.5
holder
user that possesses or owns an access token

3.6
entity
instance configured with role-to-permission assignments, relying on access tokens

3.7

identity provider

instance that creates, maintains and manages identity information, typically used in single sign-
on scenarios

3.8
issuer
instance that issues an access token

3.9
object
system resource subject to access control such as a file, printer, terminal, database record, etc.

3.10

operation

executable image of a program, which upon invocation executes some function/activity for the
subject

3.11

out-of-band communications

communications which occur outside of a previously established communication method or
channel

3.12

permission

right to execute an action on a system object (e.g., permission = FILEWRITE: action = write;
system object = FILE)

Note 1 to entry: Permissions are defined as part of this document, but may also be defined by an operator, when
defining specific roles. As permission relate to specific objects, the associated action can only be executed if
supported by the target device.

3.13
privilege
attribute or property assigned to a subject by an authority

3.14

privilege management infrastructure

PMI

infrastructure able to support the management of privileges in support of a comprehensive
authorization service and in relationship with a public key infrastructure

3.15

right
atomic set of independent actions (e.g., read, write)
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3.16

role

job function within the context of an organization with some semantics associated regarding the
authority and responsibility conferred on the user assigned to the role

Note 1 to entry: A role subsumes a set of permissions.
Pre-defined role: a role that is defined in this document.

Default role: a role that is defined by the vendor of the protection equipment (not by its standard) and that is valid
generally for all objects of that vendor.

Specific role: a role that is defined by the utility operator for its particular needs.

3.17
service
permission in the context of IEC 61850

3.18
service provider
object that provides services, which is subject to access control

3.19
session
assignment between a user and an application or with the computer

Note 1 to entry: One user session is the time between starting the communication channel (either local or remote)
and terminating (either by the user or the system).

3.20

static separation of duty

SSD

enforcement constraints on the assignment of users to roles

Note 1 to entry: Membership in one role may prevent the user from being a member of one or more other roles,
depending on the SSD rules enforced.

3.21
subject
user or automated agent

Note 1 to entry: A subject is a permission holder. It shall have a name attribute whose value is mandatory. It is this
name that shall be used to enrol a subject in a particular role.

3.22
token
physical instance of an access token

3.23
user
human being or system application

4 Abbreviated terms

AC Attribute Certificate

ACL Access Control List

ACRL Attribute Certificate Revocation List

ACSI Abstract Communication System Interface

AMI Advanced Metering Infrastructure o

AoR Area of Responsibility pocum entS
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CIM Common Information Model

CRL Certificate Revocation List

DER Distinguished Encoding Rules

HMAC Keyed-Hash Message Authentication Code

HMI Human Machine Interface

IED Intelligent Electronic Device; stands for a field device, a gateway or a PC in the net
control centre.

ID Identity

IS International Standard

LDAP Lightweight Directory Access Protocol

LD Logical-Device (IEC 61850)

LN Logical Node (IEC 61850)

OASIS Organization for the Advancement of Structured Information Standards

OCSP Online Certificate Status Protocol

OID Object Identifier

oslI Open Systems Interconnection

PDP Policy Decision Point, (RFC 2904): The point where policy decisions are made.

PEP Policy Enforcement Point, (RFC 2904): The point where the policy decisions are
actually enforced.

PKI Public key infrastructure; The complete set of processes required to provide encryption
and digital signature services.

PMI Privilege management infrastructure; The complete set of processes required to provide
an authorization service.

RADIUS Remote Authentication Dial In User Service

RBAC Role-based Access Control

SCL Substation Configuration description Language (IEC 61850)

SSL Secure Socket Layer

SW Software

TCP Transport Control Protocol

TLS Transport Layer Security

uib Universal Identifier

VSA Vendor Specific Attribute (in RADIUS)

5 RBAC process model

5.1 Overview of RBAC process model

The purpose of an access control mechanism is to protect system resources, formally called
"objects". Role-based access control (RBAC) is a technology that has the potential to reduce
the complexity and cost of security administration in networks with large numbers of intelligent
devices. Under RBAC, security administration is simplified through the use of roles and
constraints to organize subject access levels. RBAC reduces costs within an organization
primarily because it accepts that employees change roles and responsibilities more frequently
than the permissions within roles and responsibilities have to be changed. For a system that
implements RBAC, system resources can represent information containers (e.g., files,
directories in an operating system and/or columns rows, tables, and views within a database
management system) or exhaustible device resources, such as printers, disk space, and CPU
cycles.
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Typically, the application of RBAC is divided into different phases:

— Phase 1: Assignment
e of actions to objects to build permissions (not very frequent);
o of permissions to roles (less frequent, only when defining specific roles);
o of subjects to roles (may be frequent depending on the use case).
— Phase 2: Operation (Enforcement)
e authentication of the subject towards the relying party;
e authorization of the subject to perform a sepcifc task, based on the supplied role
information and the associated permissions.

The role information in the context of this document is contained in an access token. Note that
phase 1 is the precondition for phase 2 as it binds the subject authentication to the access
token. Note also that the relying party may perform the authentication directly or delegate it to
a (access token) repository providing the associated information.

5.2 Generic RBAC concepts

This document defines a set of role-based access control methods supporting RBAC in power
automation systems. The purpose of this document is therefore to:

1) introduce subjects-roles-permissions as authorization concept;

2) promote role-based access control for all levels in power system management; and

3) enable interoperability across the multi-vendor environments of power system automation.
As subject names change more frequently than role names and as role names change more
frequently than the permissions of a data model (e.g. IEC 61850), it is advisable to store the

frequently changing entities (i.e. the subjects' names) outside the object. The less frequently
changing role names and permissions are stored inside the object.

Figure 1 provides a generic picture for access control. It consists of a subject, an identity
provider and an object.

Identity provider
repository

Subject

Object

IEC
Figure 1 — Generic framework for access control

The subject wants to access the resources of the entity (relying party) by means of an access
token provided by the identity provider. There are generally two ways to do this:

— the access token can be fetched by the entity from the repository of the identity provider
when the subject connects to the entity: this case is called "PULL";

— alternatively, the subject can first fetch the access token from the repository of the identity
provider prior to accessing the entity: this case is called "PUSH".

The access token contains the role of the subject and further information regarding validity of

the access token and further parameters. RBAC is part of a general authentication,

authorization and accounting infrastructure for access control to data and services. In general,

the subject has permissions assigned via roles that are pushed to or pulled by the entity. In any

case, it is expected that the controlled entity validates the access token after authengigcatj

subject and allowing access as granted. rﬁé&i’,ﬁﬁents
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In deciding whether to employ a push or pull model, several factors should be considered.

For the PUSH model:
— the repository is not required to be accessible by the controlled object, a trust relation
between both is sufficient to validate the access token;

— the access token holding the authorization information shall be sufficiently secure as it is
transmitted from the repository to the subject and further to the controlled entity. This is
typically achieved by self-containement of the access token. Not all profiles defined in this
document support this self containement. Specifically, the RADIUS profile (D) is not suited
for this operational model, as the RBAC information is bound to the vendor specific attribute
(VSA), which does not provide an own protection (self-containment);

— the access token should have a short time to live to prevent replay attacks;
— the token exchange should be cryptographically protected.

For the PULL model:

— the authentication service at the repository shall be accessible for the controlled object;

— the token exchange shall be cryptographically protected specifically for access tokens not
featuring self-protection;

— the pulled authentication information is always current.
5.3 Separation of subjects, roles, and permissions
5.3.1 RBAC model

A model for RBAC including role constraints, operational constraints, and separation of duty
(static as well as dynamic) is given in Figure 2.

Role Operation
constraint, constraint,

e.g. AoR e.g. State

Static separation

of duty Permission

1.n s, 1.n
Subject
assignment

Permission
assignment

Dynamic separation

Session of duty

IEC

Figure 2 — Diagram of RBAC with static and dynamic
separation of duty (enhanced version of ANSI INCITS 359-2004)

The main components of RBAC are: subject, role, session, permissions as atomic actions on
objects as shown in Figure 2.
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— Subjects include human users, automated systems, and software applications. Examples in
the power management system domain include John Doe, SCADA system, outage
management system, power flow application in an EMS, maintenance test application in a
maintenance laptop.

— Roles are associated with job functions within the context of an organization with some
semantics associated regarding the authority and responsibility conferred on the subjects
assigned to the role. Examples include transmission system operator, power scheduler, RTU
maintenance, protection engineering.

— Sessions are the mapping of one subject to one or possibly many roles, thus indicating
which roles a subject is allowed to take on. Each session is associated with a single subject
and each subject is associated with one or more roles. One example is a human user
allowed to to be a system operator, a power scheduler, or a supervisor. Another example is
a power flow application allowed to access a real-time dataset or to access a set of historical
data in a database.

— Actions are operations on objects that can be permitted or denied. Examples include read
or write on data objects.

— Permissions are the actions that are assigned to specific objects (resources). Examples
include viewing data (information on a screen), reading data (monitoring data, downloading
documents), writing data (setting parameters, updating protection settings, updating
assignment of subjects to roles), issuing control commands (issue trip command, enable
function), configuring (updating firmware), and managing files (create and delete files)

— Objects separate the different actions that may be invoked. Examples include protective
relays that separate the actions (read) for reading protective parameters, for updating (write)
protective parameters, and for configuring the firmware.

The arrows in Figure 2 indicate relationships (e.g., a subject can be assigned to one or more
roles, and a role can be assigned to one or more subjects). This provides great flexibility and
granularity in assigning permission to roles and subjects to roles to realize the least priviledge
principle. Without these options, there is a danger that a subject may be granted more access
to resources than is needed because of limited control over the type of access that can be
associated with subjects and resources. Any increase in the flexibility of controlling access to
resources also strengthens the application of the principle of least priviledges.

There are two mappings between these components that need be configured by the
administrator:

— Subject assignment: subject-to-role mapping. Examples include a human user logging as a
supervisor or a power flow application linking to an historical dataset.

— Permission assignment: role-to-permission mapping to indicate what a role is entitled to do.
If a permission is not assigned to a role explicitly, it is forbidden (least priviledge principle).
Examples include a system operator permitted to issue control commands to circuit
breakers, but not to modify protection settings. A further example is a SCADA system
permitted to monitor data from substation RTUs, but not to issue commands to an energy
storage system.

Additional RBAC concepts include the following.

— Role constraints: may limit what a subject may do when acting in a role. For example,
SCADA systems may be constrained by areas of responsibility (SCADA system may monitor
all regions but only issue control commands within the western region or during the night
shift).

— Operational constraints: may limit what a role is entitled to in a specific operational state
(e.g., emergency). The operational state in which the entity is may change the permissions
associated to a role. For example, when an energy storage system is in normal mode, the
system operator can command changes in active power output, but if the energy storage
goes into "lockout" emergency mode, the system operator may not be permitted to execute
any commands.
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Figure 3 provides an example of subjects, roles, permissions, and actions with respect to
IEC 61850 (all parts). Also shown is the option to specify specific roles and associated
permissions by an operator (right side in the figure).

Subject
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Figure 3 — Subjects, roles, permissions, and operations

Actions on objects are determined by the data model in use; for example, a protection system
may use the IEC 61850 data model. The permission binds this action to the specific object. This
document supports data models for power systems as listed in 6.2.

A minimum set of roles and associated permissions shall be defined to enable proper
operability. These so-called pre-defined roles and pre-defined permissions are encircled by
grey boxes in Figure 3. They are defined as part of this document in 6.2. The pre-defined
permissions represent an abstraction layer towards the underlying data models. Also defined
within this document is a template for the definition of specific roles and associated permissions
as well as the definition of permissions as actions on objects in 6.3.

5.3.2 Subject assignment (subject-to-role mapping)

The subject assignment or subject-to-role mapping is stored outside the system in a repository.
The repository may be accessed with an LDAP- or RADIUS enabled service to retrieve the
access tokens (see also Clause 7 and Clause 8).

One or more subjects can be assigned to one or more roles.

The period of time, during which a particular subject-to-role mapping is valid, should be kept
flexible.

5.3.3 Role assignment (role-to-permission mapping)

The role assignment or role-to-permission mapping is stored inside the entity. It repgesents the
configuration of the entity and depends on the data model in use. ocuments
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This mapping is also determined by security/safety regulations and is the main focus of this
document. Pre-defined roles and pre-defined permissions are used to implement such policies.

A permission belongs to at least one role.

NOTE Role definition and role assignment can have different life-cycles. To assure consistency, they are equipped
with a revision number, which is expected to be checked in the entity (see also 12.1). Otherwise, a role can be
presented to an entity with a different permission assignment than the one stored in the entity.

5.3.4 Permission assignment (mapping of actions to objects)

The mapping between rights (allowed actions) and objects is given by the data model in use
and results in a permission. Please refer to 6.2. for IEC 61850 specific permissions and to 6.3
for the definition of operator specific permissions.

5.4  Criteria for defining roles
5.4.1 Policies

A minimum set of roles may be defined by policies and standards (such as NERC CIP-001 and
NERC CIP-009 or IEEE 1686). These roles are mandatory and are called "pre-defined roles".
One set of pre-defined roles is defined in this document.

Vendors of power system equipment may deploy their equipment with a set of additional roles.
These roles are called "default roles" and may serve vendors specific configuration procedures
and/or vendor specific handling of the equipment.

Finally, roles may be defined by the utility operator and/or the substation management to meet
their specific needs (e.g. local implementation requirements). These roles are termed "specific
roles". Their definition is described in 6.3.

5.4.2 Subjects, roles, and permissions

Subject names change more frequently than role names and role names change more
frequently than the permissions within a data model (e.g., IEC 61850).

Therefore, it is advisable to have the frequently changing entities centrally stored and
administered whereas the entities with a long livetime are stored decentralized in the entity.

— The subject-to-role mapping is stored outside the entity at the identity provider (repository).

— Thus, the role-to-permission mapping is stored inside the entity.
5.4.3 Introducing roles reduces complexity

Without roles, the complexity of the subject-to-permisson assignment amounts to

O(Is[xIp1) (1)
where
|s|  is the number of subjects;
|»| is the number of permissions.

The introduction of roles results in two mappings: one mapping of subjects to roles and a second
one of roles to permissions. The complexity of these two mappings yields

O(Is|x|rol) +O(|ro|*|p]) (2)
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