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European foreword
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Endorsement notice

The text of the International Standard IEC 62541-12:2020 was approved by CENELEC as a European
Standard without any modification.
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INTERNATIONAL ELECTROTECHNICAL COMMISSION

OPC UNIFIED ARCHITECTURE -
Part 12: Discovery and global services

FOREWORD

1) The International Electrotechnical Commission (IEC) is a worldwide organization for standardization comprising
all national electrotechnical committees (IEC National Committees). The object of IEC is to promote
international co-operation on all questions concerning standardization in the electrical and electronic fields. To
this end and in addition to other activities, IEC publishes International Standards, Technical Specifications,
Technical Reports, Publicly Available Specifications (PAS) and Guides (hereafter referred to as "IEC
Publication(s)"). Their preparation is entrusted to technical committees; any IEC National Committee interested
in the subject dealt with may participate in this preparatory work. International, governmental and non-
governmental organizations liaising with the IEC also participate in this preparation. IEC collaborates closely
with the International Organization for Standardization (ISO) in accordance with conditions determined by
agreement between the two organizations.

2) The formal decisions or agreements of IEC on technical matters express, as nearly as possible, an international
consensus of opinion on the relevant subjects since each technical committee has representation from all
interested IEC National Committees.

3) IEC Publications have the form of recommendations for international use and are accepted by IEC National
Committees in that sense. While all reasonable efforts are made to ensure that the technical content of IEC
Publications is accurate, IEC cannot be held responsible for the way in which they are used or for any
misinterpretation by any end user.

4) In order to promote international uniformity, IEC National Committees undertake to apply IEC Publications
transparently to the maximum extent possible in their national and regional publications. Any divergence
between any IEC Publication and the corresponding national or regional publication shall be clearly indicated in
the latter.

5) IEC itself does not provide any attestation of conformity. Independent certification bodies provide conformity
assessment services and, in some areas, access to IEC marks of conformity. IEC is not responsible for any
services carried out by independent certification bodies.

6) All users should ensure that they have the latest edition of this publication.

7) No liability shall attach to IEC or its directors, employees, servants or agents including individual experts and
members of its technical committees and IEC National Committees for any personal injury, property damage or
other damage of any nature whatsoever, whether direct or indirect, or for costs (including legal fees) and
expenses arising out of the publication, use of, or reliance upon, this IEC Publication or any other IEC
Publications.

8) Attention is drawn to the Normative references cited in this publication. Use of the referenced publications is
indispensable for the correct application of this publication.

9) Attention is drawn to the possibility that some of the elements of this IEC Publication may be the subject of
patent rights. IEC shall not be held responsible for identifying any or all such patent rights.

International standard IEC 62541-12 has been prepared by subcommittee 65E: Devices and
integration in enterprise systems, of IEC technical committee 65: Industrial-process
measurement, control and automation.

The text of this standard is based on the following documents:

FDIS Report on voting
65E/711/FDIS 65E/723/RVD

Full information on the voting for the approval of this International Standard can be found in
the report on voting indicated in the above table.

This document has been drafted in accordance with the ISO/IEC Directives, Part 2.

Throughout this document and the other parts of the IEC 62541 series, certai
conventions are used: mﬂﬂ?ﬁents
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Italics are used to denote a defined term or definition that appears in the "Terms and
definition" clause in one of the parts of the IEC 62541 series.

Italics are also used to denote the name of a service input or output parameter or the name of
a structure or element of a structure that are usually defined in tables.

The italicized terms and names are, with a few exceptions, written in camel-case (the practice
of writing compound words or phrases in which the elements are joined without spaces, with
each element's initial letter capitalized within the compound). For example, the defined term is
AddressSpace instead of Address Space. This makes it easier to understand that there is a
single definition for AddressSpace, not separate definitions for Address and Space.

A list of all parts of the |IEC 62541 series, published under the general title OPC Unified
Architecture, can be found on the IEC website.

The committee has decided that the contents of this document will remain unchanged until the
stability date indicated on the IEC website under "http://webstore.iec.ch" in the data related to
the specific document. At this date, the document will be

e reconfirmed,

e withdrawn,

e replaced by a revised edition, or

e amended.
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OPC UNIFIED ARCHITECTURE -

Part 12: Discovery and global services

1 Scope

This part of IEC 62541 specifies how OPC Unified Architecture (OPC UA) Clients and Servers
interact with DiscoveryServers when used in different scenarios. It specifies the requirements
for the LocalDiscoveryServer, LocalDiscoveryServer-ME and GlobalDiscoveryServer. It also
defines information models for Certificate management, KeyCredential management and
Authorization Services.

2 Normative references

The following documents are referred to in the text in such a way that some or all of their
content constitutes requirements of this document. For dated references, only the edition
cited applies. For undated references, the latest edition of the referenced document (including
any amendments) applies.

IEC TR 62541-1, OPC Unified Architecture — Part 1: Overview and concepts
IEC TR 62541-2, OPC Unified Architecture — Part 2: Security Model
, OPC Unified Architecture — Part 3: Address Space Model
, OPC Unified Architecture — Part 4: Services

, OPC Unified Architecture — Part 5: Information Model

IEC 62541-6, OPC Unified Architecture — Part 6: Mappings

, OPC Unified Architecture — Part 7: Profiles

, OPC Unified Architecture — Part 9: Alarms and conditions

IEC 62541-14, OPC Unified Architecture — Part 14: PubSub

X.500: ISO/IEC 9594-1:2017, Information technology — Open Systems Interconnection — The
Directory — Part 1: Overview of concepts, models and services

IETF RFC 1035, DNS-Name: Domain Names — Implementation and Specification
http://www.ietf.org/rfc/rfc1035.txt

IETF RFC 2986, PKCS #10: Certification Request Syntax Specification
http://www.ietf.org/rfc/rfc2986.txt

IETF RFC 3927, Auto-IP: Dynamic Configuration of IPv4 Link-Local Addresses
http://www.ietf.org/rfc/rfc3927.txt

IETF RFC 5958, Asymmetric Key Packages

http://www.ietf.org/rfc/rfc5958.txt Documents
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IETF RFC 6762, mDNS: Multicast DNS
http://www.ietf.org/rfc/rfc6762.txt

IETF RFC 6763, DNS-SD: DNS Based Service Discovery
http://www.ietf.org/rfc/rfc6763.txt

IETF RFC 7030: Enrollment over Secure Transport
http://www.ietf.org/rfc/rfc7030.txt

PKCS #12: Personal Information Exchange Syntax
http://www.emc.com/emc-plus/rsa-labs/pkcs/files/h11301-wp-pkcs-12v1-1-personal-
information-exchange-syntax.pdf

DI: OPC Unified Architecture for Devices (DI)
https://opcfoundation.org/developer-tools/specifications-unified-architecture/opc-unified-
architecture-for-devices-di/

ADI: OPC Unified Architecture for Analyzer Devices (ADI)
https://opcfoundation.org/developer-tools/specifications-unified-architecture/opc-unified-
architecture-for-analyzer-devices-adi/

PLCopen: OPC Unified Architecture / PLCopen Information Model
https://opcfoundation.org/developer-tools/specifications-unified-architecture/opc-unified-
architecture-plcopen-information-model/

FDI: OPC Unified Architecture for FDI
https://opcfoundation.org/developer-tools/specifications-unified-architecture/opc-unified-
architecture-for-fdi/

ISA-95: ISA-95 Common Object Model
https://opcfoundation.org/developer-tools/specifications-unified-architecture/isa-95-common-
object-model/

3 Terms, definitions, abbreviated terms and conventions

3.1 Terms and definitions

For the purposes of this document, the terms and definitions given in IEC TR 62541-1, |IEC
TR 62541-2, |EC 62541-3, |EC 62541-4, IEC 62541-6 and |EC 62541-9 and the following

apply.

ISO and IEC maintain terminological databases for use in standardization at the following
addresses:

o |EC Electropedia: available at http://www.electropedia.org/

e |SO Online browsing platform: available at http://www.iso.org/obp

3.1.1
Certificate Group
context used to describe the Trust List and Certificate(s) associated with an Application

3.1.2
Certificate Request
PKCS #10 encoded structure used to request a new Certificate from a Certificate Authority
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3.1.3
KeyCredential
unique identifier and a secret used to access a Server, an Authorization Service or a Broker

Note 1 to entry: A user name and password is an example of a credential.

3.14

KeyCredentialService

software application that provides KeyCredentials needed to access a Server, an
Authorization Service or a Broker

3.1.5

DirectoryService

software application, or a set of applications, that stores and organizes information about
resources such as computers or services

3.1.6

DiscoveryServer

Application that maintains a list of OPC UA Servers that are available on the network and
provides mechanisms for Clients to obtain this list

3.1.7

DiscoveryUrl

URL for a network Endpoint that provides the information required to connect to a Client or
Server

3.1.8

GlobalDiscoveryServer

GDS

DiscoveryServer that maintains a list of OPC UA Applications available in an administrative
domain

Note 1 to entry: A GDS can also provide certificate management services.

3.1.9

IPAddress

unique number assigned to a network interface that allows Internet Protocol (IP) requests to
be routed to that interface

Note 1 to entry: An IPAddress for a host can change over time.

3.1.10

LocalDiscoveryServer

LDS

DiscoveryServer that maintains a list of all Servers that have registered with it

Note 1 to entry: Servers normally register with the LDS on the same host.

3.1.11

LocalDiscoveryServer-ME

LDS-ME

LocalDiscoveryServer that includes the MulticastExtension

3.1.12
MulticastExtension
extension to a LocalDiscoveryServer that adds support for the mDNS protocol

3.1.13
MulticastSubnet
network that allows multicast packets to be sent to all nodes connected to the “1ethI°cument5
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Note 1 to entry: A MulticastSubnet is not necessarily the same as a TCP/IP subnet.

3.1.14
Network Service
secured resource on a network that provides functionality used by Clients and/or Servers

Note 1 to entry: An Authorization Service (AS) is an example of a Network Service.

3.1.15

ServerCapabilityldentifier

short identifier which uniquely identifies a set of discoverable capabilities supported by a
Server

Note 1 to entry: The list of the currently defined ServerCapabilityldentifiers is in Annex D.

3.2 Abbreviated terms and symbols

API application programming interface
CA certificate authority

CRL certificate revocation list

CSR certificate signing request

DER distinguished encoding rules

DNS Domain Name System

EST Enrolment over Secure Transport
GDS Global Discovery Server

IANA Internet Assigned Numbers Authority
LDAP Lightweight Directory Access Protocol
LDS Local Discovery Server

LDS-ME  Local Discovery Server with Multicast Extension

mDNS Multicast Domain Name System

NAT network address translation

PEM Privacy-Enhanced Mail

PFX Personal Information Exchange

PKCS Public-Key Cryptography Standards

SHA1 Secure Hash Algorithm

SSL Secure Sockets Layer

TLS Transport Layer Security

UA Unified Architecture

uDDI Universal Description, Discovery And Integration

3.3 Conventions for namespaces

This document uses multiple namespaces to define Nodes. The following abbreviated terms
are used in the definitions for these Nodes:

CORE http://opcfoundation.org/UA/
GDS http://opcfoundation.org/UA/GDS/
The default namespace for each Node is defined at the top of the table. All of the

BrowseNames in the table use the default namespace unless the BrowseName is preceded by
one of the above abbreviations.

The NamespaceMetadataType Object for the GDS namespace is defined in Table Documents
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Table 1 — GDS NamespaceMetadataType Object definition

Attribute Value
BrowseName http://opcfoundation.org/UA/GDS/
Namespace GDS (see 3.3)
TypeDefinition NamespaceMetadataType defined in .
References NodeClass BrowseName Value
HasProperty Variable NamespaceUri http://opcfoundation.org/UA/GDS/
HasProperty Variable NamespaceVersion 1.04
HasProperty Variable NamespacePublicationDate 2016-12-31

4 The discovery process

4.1 Overview

The discovery process allows applications to find other applications on the network and then
discover how to connect to them. Note that this discussion builds on the discovery related
concepts defined in . Discoverable applications are generally Servers, however,
some Clients will support reverse connections as described in IEC 62541-6 and want Servers
to be able to discover them.

Clients and Servers can be on the same host, on different hosts in the same subnet, or even
on completely different locations in an administrative domain. The following clauses describe
the different configurations and how discovery can be accomplished.

The mechanisms for Clients to discover Servers are specified in 4.3.
The mechanisms for Servers to make themselves discoverable are specified in 4.2.

The Discovery Services are specified in . They are implemented by individual
Servers and by dedicated DiscoveryServers. The following dedicated DiscoveryServers
provide a way for applications to discover registered OPC UA applications in different
situations:

e a LocalDiscoveryServer (LDS) maintains discovery information for all applications that
have registered with it, usually all applications available on the host that it runs on;

e a LocalDiscoveryServer with the MulticastExtension (LDS-ME) maintains discovery
information for all applications that have been announced on the local MulticastSubnet;

e a GlobalDiscoveryServer (GDS) maintains discovery information for applications available
in an administrative domain.

LDS and LDS-ME are specified in Clause 5. The GDS is specified in Clause 6.

Annex A provides guidelines on the use of firewalls in discovery. Annex B defines the Global
Discovery NodeSet. Annex F defines a directory layout for applications to store their
Certificates on a file system. Annex G provides instructions for the application installation
procedure. Annex H describes how Certificate management described in this document
compares to RFC7030.

Documents

Document Sharing Hub

Full document details: BS EN IEC 62541-12:2020


https://doi.org/10.3403/30187464U?&urlappend=%26utm_campaign=pdfdoi%26utm_source=pdfdoi%26utm_medium=pdf
https://doi.org/10.3403/30187458U?&urlappend=%26utm_campaign=pdfdoi%26utm_source=pdfdoi%26utm_medium=pdf
https://doi.org/10.3403/30187458U?&urlappend=%26utm_campaign=pdfdoi%26utm_source=pdfdoi%26utm_medium=pdf
http://www.avadocuments.com/doc/bs-en-iec-62541-12-2020
http://www.avadocuments.com/doc/bs-en-iec-62541-12-2020

IEC 62541-12:2020 © |IEC 2020 - 15—

4.2 Registration and announcement of Applications
4.21 Overview

This subclause describes how an application registers itself so it can be discovered. Most
Applications will want other applications to discover them. Applications that do not wish to be
discovered openly should not register with a DiscoveryServer. In this case, such Applications
should only publish a DiscoveryUrl via some out-of-band mechanism to be discovered by
specific Applications.

4.2.2 Hosts with a LocalDiscoveryServer

Applications register themselves with the LDS on the same host if they wish to be discovered.
The registration ensures that the applications is visible for local discovery (see 4.3.4) and
MulticastSubnet discovery if the LDS is an LDS-ME (see 4.3.5).

The OPC UA Standard () defines a RegisterServer2 Service, which provides
additional registration information. All Applications and the LocalDiscoveryServer shall
support the RegisterServer2 Service and, for backwards compatibility, the older
RegisterServer Service. If an Application encounters an older LDS that returns a
Bad_ServiceUnsupported error when calling RegisterServer2 Service, it shall try again with
RegisterServer Service.

The RegisterServer2 Service allows the Application to specify zero or more ServerCapability
Identifiers. ServerCapabilityldentifiers are short, string identifiers of well-known OPC UA
features. Applications can use these identifiers as a filter during discovery.

The set of known ServerCapabilityldentifiers is specified in Annex D and is limited to features
that are considered to be important enough to report before an application makes a
connection. For example, support for the GDS information model or the Alarms information
model are Server capabilities that have a ServerCapabilityldentifier defined.

Before an application registers with the LDS, it should call the GetEndpoints Service and
choose the most secure endpoint supported by the LDS and then call RegisterServer2 or
RegisterServer.

Registration with LDS or LDS-ME is illustrated in Figure 1.
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Start
Call RegisterServer2
N Yes

with IsOnline=True |«¢ ° hStedrver ”

on local LDS shutdown:
RedgisterS 5 Wait for re- Call RegisterServer2

egis erde;\{)er registration or RegisterServer
succeded: timer to expire with IsOnline=False

Call RegisterServer
with IsONline=True End

on local LDS

IEC
Figure 1 — The Registration process with an LDS
See |EC 62541-4 for more information on the re-registration timer and the IsOnline flag.

4.2.3 Hosts without a LocalDiscoveryServer

Dedicated systems (usually embedded systems) with exactly one Server installed may not
have a separate LDS. Such Servers shall become their own LDS or LDS-ME by implementing
FindServers and GetEndpoints Services at the well-known address for an LDS. They should
also announce themselves on the MulticastSubnet with a basic MulticastExtension. This
requires a small subset of an mDNS Responder (see mDNS and Annex C) that announces the
Server and responds to mDNS probes. The Server may not provide the caching and address
resolution implemented by a full nDNS Responder.

4.3 The discovery process for Clients to find Servers
4.3.1 Overview

The discovery process allows Clients to find Servers on the network and then discover how to
connect to them. Once a Client has this information, it can save it and use it to connect
directly to the Server again without going through the discovery process. Clients that cannot
connect with the saved connection information should assume the Server configuration has
changed and therefore repeat the discovery process.

A Client has several choices for finding Servers:

e out-of-band discovery (i.e. entry into a GUI) of a DiscoveryUrl for a Server;
e calling FindServers on the LDS installed on the Client host;

e calling FindServers on a remote LDS, where the HostName for the remote host is
manually entered;

e calling FindServersOnNetwork (see |EC 62541-4) on the LDS-ME installed on Client host;
e supporting the LDS-ME functionality locally in the Client;

e searching for Servers known to a GlobalDiscoveryServer.
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The DiscoveryUrl provides all of the information a Client needs to connect to a
DiscoveryEndpoint (see 4.3.3).

4.3.2 Security

Clients should be aware of rogue DiscoveryServers that might direct them to rogue Servers.
Clients can use the SSL/TLS server certificate (if available) to verify that the DiscoveryServer
is a server that they trust and/or ensure that they trust any Server provided by the
DiscoveryServer. See IEC TR 62541-2 for a detailed discussion of these issues.

4.3.3 Simple Discovery with a DiscoveryUrl

Every Server has one or more DiscoveryUrls that allow access to its Endpoints. Once a Client
obtains (e.g. via manual entry into a form) the DiscoveryUrl for the Server, it reads the
EndpointDescriptions using the GetEndpoints Service defined in |[EC 62541-4.

The discovery process for this scenario is illustrated in Figure 2.

Client Server
I I I
™ GetEndpoints() |
> |
|
|
EndpointDescription[] |
M |
T |
|

CreateSecureChannel()

I
Discovery  Session

Endpoint  Endpoint
IEC

Figure 2 — The simple Discovery process

4.3.4 Local Discovery

In many cases, Clients do not know which Servers exist but possibly know which hosts can
have Servers on them. In this situation, the Client will look for the LocalDiscoveryServer on a
host by constructing a DiscoveryUrl using the well-known addresses defined in IEC 62541-6.

If a Client finds a LocalDiscoveryServer then it will call the FindServers Service on the LDS to
obtain a list of Servers and their DiscoveryUrls. The Client would then call the GetEndpoints
service for one of the Servers returned. The discovery process for this scenario is illustrated
in Figure 3.
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|
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Figure 3 — The Local Discovery process

4.3.5 MulticastSubnet Discovery

In some situations Clients will not know which hosts have Servers. In these situations the
Client will look for a LocalDiscoveryServer with the MulticastExtension on its local host and
requests a list of DiscoveryUrls for Servers and DiscoveryServers available on the
MulticastSubnet.

The discovery process for this scenario is illustrated in Figure 4.

Local Local
DiscoveryServer| |DiscoveryServer

T
|
| |:|| RegisterServer2
: I or RegisterServer
i

Client Server

Multicast Probe

Multicast Announce

f——— - ——

FindServersOnNetworI§

. Lookup Cache
DiscoveryUrls[]

L L]

o GetEndpoints()

EndpointDescription[]

CreateSecureChannel() |
!
Discovery Session

Endpoint Endpoint
IEC

Figure 4 — The MulticastSubnet Discovery process
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In this scenario, the Server uses the RegisterServer2 Service to tell a LocalDiscoveryServer
to announce the Server on the MulticastSubnet. The Client will receive the DiscoveryUrl and
ServerCapabilityldentifiers for the Server when it calls FindServersOnNetwork and then
connects directly to the Server. When a Client calls FindServers it only receives the Servers
running on the same host as the LDS.

Clients running on embedded systems may not have a LDS-ME available on the system.
These Clients can support an mDNS Responder that understands how OPC UA concepts are
mapped to mMDNS messages and maintains the same table of Servers as maintained by the
LDS-ME. This mapping is described in Annex C.

4.3.6 Global Discovery

A GDS is an OPC UA Server that allows Clients to search for Servers in the administrative
domain. It may also provide Certificate Services (see Clause 7). It provides Methods that
allow applications to search for other applications (See Clause 6). To access the GDS, the
Client will create a Session with the GDS and use the Call service to invoke the
QueryApplications Method (see 6.3.11). The QueryServers Method is similar to the
FindServers service except that it provides more advanced search and filter criteria. The
discovery process is illustrated in Figure 5.

Cli Global
ient Discovery Server

—I— Call() (QueryServers)

Server

A 4

ServerOnNetwork]]

F——I

GetEndpoints()

EndpointDescription[]

CreateSecureChannel()

-1

Discovery Session
Endpoint Endpoint
IEC

Figure 5 — The Global Discovery process

The GDS may be coupled with any of the previous network architectures. For each
MulticastSubnet, one or more LDSs may be registered with a GDS.

The Client can also be configured with the URL of the GDS using an out of band mechanism.
The complete discovery process is shown in Figure 6.

4.3.7 Combined Discovery Process for Clients

The use cases in the preceding clauses imply a number of choices that have to be made by
Clients when a Client needs to connect to a Server. These choices are combined together in
Figure 6.
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Figure 6 — The Discovery Process for Clients

FindServersOnNetwork can be called on the local LDS, however, it can also be called on a
remote LDS which is part of a different MulticastSubnet.

An out-of-band mechanism is a way to find a URL or a HostName that is not described by this
document. For example, a user could manually enter a URL or use system specific APIs to
browse the network neighbourhood.

A Client that goes through the discovery process can save the URL that was discovered. If the
Client restarts later, it can use that URL and bypass the discovery process. If reconnection
fails, the Client will have to go through the process again.

5 Local Discovery Server

5.1 Overview

Each host that could have multiple discoverable applications installed should have a
standalone LocalDiscoveryServer installed. The LocalDiscoveryServer shall expose one or
more Endpoints which support the FindServers and GetEndpoints services defined in
for all applications on the host. In addition, the LocalDiscoveryServer shall
provide at least one Endpoint which implements the RegisterServer service for these
applications.

In systems (usually embedded systems) with exactly one Server installed this Server may
also be the LDS (see 4.2.3).

An LDS-ME will announce all applications that it knows about on the local MulticastSubnet. In
order to support this, a LocalDiscoveryServer supports the RegisterServer2 Service defined in
IEC 62541-4

. For backward compatibilit a_LocalDiscoveryServer also supports the
RegisterServer Service which is defined in |EC 62541-4.

Each host with OPC UA Applications (Clients and Servers) installed should have a
LocalDiscoveryServer with a MulticastExtension.
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The MulticastExtension incorporates the functionality of the mDNS Responder described in
the Multicast DNS (mDNS) specification (see mDNS). In addition, the LocalDiscoveryServer
that supports the MulticastExtension supports the FindServersOnNetwork Service described
in [EC 625414

5.2 Security considerations for Multicast DNS

The Multicast DNS (mDNS) specification is used for various commercial and consumer
applications. This provides a benefit in that implementations exist; however, system
administrators could choose to disable Multicast DNS operations. For this reason,
Applications shall not rely on Multicast DNS capabilties.

Multicast DNS operations are insecure because of their nature; therefore, they should be
disabled in environments where an attacker could cause problems by impersonating another
host. This risk is minimized if OPC UA security is enabled and all Applications use Certificate
TrustLists to control access.

6 Global Discovery Server

6.1 Overview

The LocalDiscoveryServer is useful for networks where the host names can be discovered.
However, this is typically not the case in large systems with multiple servers on multiple
subnets. For this reason, there is a need for an enterprise wide DiscoveryServer called a
GlobalDiscoveryServer. The GlobalDiscoveryServer (GDS) is an OPC UA Server that allows
Clients to search for Servers in the administrative domain. It provides methods that allow
applications to register themselves and to search for other applications.

The essential element of a GlobalDiscoveryServer (GDS) is that it can provide the Certificate
management services defined in Clause 7. These services can simplify Certificate
management even in medium to small systems; therefore, a GDS can be deployed in smaller
systems. Different implementations are expected. Some of them will likely provide a front-end
to an existing DirectoryService such as LDAP (see Annex E). By standardizing on an OPC UA
based interface, OPC UA Clients do not need to have knowledge of different
DirectoryServices.

If an administrator registers a LocalDiscoveryServer with the GDS, then the GDS shall
periodically update its database by calling FindServersOnNetwork or FindServers on the LDS.
Figure 7 shows the relationship between a GDS and the LDS-ME or LDS.

Server or @ LDS w/
Client Multicast Extension
F
Client
v \
Local Multicast |
DiscoveryServer Extension |
g6
® \
\
\
@) | Global (@) e —
" DirectoryService ~

IEC

Figure 7 — The relationship between GDS and other components
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The steps shown in Figure 7 are:

1) The Server calls RegisterServer2 on the LDS running on the same machine.
2) The administrator registers LDS-ME installations with the GDS.

3) The GDS calls FindServersOnNetwork on the LDS-ME to find all applications on the same
MulticastSubnet.

4) The GDS creates a record for each application returned by the LDS-ME. These records
shall be approved before they are made available to Clients of the GDS. This approval
can be obtained from an Administrator or the GDS can connect to the Server and verifies
that it has a trusted Certfiicate.

5) The Client calls QueryServers Method on the GDS to discover applications.

The Information Model used for registration and discovery is shown in 6.2. Any Client shall be
able to call the QueryServers Method to find applications known to GDS. The complete
definitions for each of the types used are described in 7.5.

6.2 Network architectures
6.2.1 Overview

The discovery mechanisms defined in this document are expected to be used in many
different network architectures. The following three architectures are illustrated:

e Single MulticastSubnet;

e Multiple MulticastSubnets;

e No MulticastSubnet (or multiple MulticastSubnets with exactly one host each).

A MulticastSubnet is a network segment where all hosts on the segment can receive multicast
packets from the other hosts on the segment. A physical LAN segment is typically a
MulticastSubnet unless the administrator has specifically disabled multicast communication.

In some cases, multiple physical LAN segments can be connected as a Single
MulticastSubnet.

6.2.2 Single MulticastSubnet

The Single MulticastSubnet Architecture is shown in Figure 8.
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Figure 8 — The Single MulticastSubnet architecture Documents
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In this architecture, every host has an LDS-ME and uses mDNS to maintain a cache of the
applications on the MulticastSubnet. A Client can call FindServersOnNetwork on any LDS-ME
and receive the same set of applications. When a Client calls FindServers, it only receives the
applications running on the same host as the LDS.

6.2.3 Multiple MulticastSubnet

The Multiple MulticastSubnet Architecture is shown in Figure 9.

Server i
5 LDS-ME Register Seger
A A
LDS- [ Register Client
ME [T A
A
FindServers: C
y FindServersOnNetwork: C v
\ mDNS | [EE=g mDNS |
N A
A 4
LDS- | . »| LDS-
ME Client ME
Register
| FindServers: D Client
Server FindServersOnNetwork: A, B, D
D

IEC
Figure 9 — The Multiple MulticastSubnet architecture

This architecture is the same as the previous architecture, except in this architecture the
mDNS messages do not pass through routers connecting the MulticastSubnets. This means
that a Client calling FindServersOnNetwork will only receive a list of applications running on
the MulticastSubnets that the LDS-ME is connected to.

A Client that wants to connect to a remote MulticastSubnet shall use out of band discovery
(i.e. manual entry) of a HostName or DiscoveryUrl. Once a Client finds an LDS-ME on a
remote MulticastSubnet, it can use FindServersOnNetwork to discover all applications on that
MulticastSubnet.

6.2.4 No MulticastSubnet

The No MulticastSubnet Architecture is shown in Figure 10.
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Figure 10 — The No MulticastSubnet architecture

In this architecture, the mDNS is not used at all because the Administrator has disabled
multicast at a network level or by turning off multicast capabilities of each LDS-ME.

A Client that wants to discover a applications needs to use an out of band mechanism to find
the HostName and call FindServers on the LDS of that host. FindServersOnNetwork can also
work, but it will never return more than what FindServers returns.

6.2.5 Domain Names and MulticastSubnets

The mDNS specification requires that a fully qualified domain name be annouced on the
network. If a Server is not configured with a fully qualified domain name, then mDNS requires
that the "local" top level domain be appended to the domain names. The "local" top level
domain indicates that the domain can only be consided to be unique within the subnet where
the domain name was used. This means Clients need to be aware that URLs received from
any LDS-ME other than the one on the Client’s machine could contain "local" domains that are
not reachable or will connect to a different machine with the same domain name that happens
to be on the same subnet as the Client. It is recommended that Clients ignore all URLs with
the "local" top level domain unless they are returned from the LDS-ME running on the same
machine.

System administrators can eliminate this problem by configuring a normal DNS with the fully
qualilfied domain names for all machines that need to be accessed by Clients outside the
MulticastSubnet.

Servers configured with fully qualified domain names should specify the fully qualified domain
name in its Applicationinstance Certificate. Servers shall not specify domains with the "local"
top level domain in their Certificate. Clients using a URL returned from an LDS-ME shall
ignore the "local" top level domain when checking the domain against the Server Certificate.

Note that domain name validation is a necessary but not sufficient check against rogue
Servers or man-in-the-middle attacks when Server Certificates do not contain fully qualified
domain names. The Certificate trust relationship established by administrators is the primary
mechanism used to protect against these risks.
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6.3 Information Model
6.3.1 Overview

The GlobalDiscoveryServer Information Model used for discovery is shown in Figure 11. Most
of the interactions between the GlobalDiscoveryServer and Application administrator or the
Client will be via Methods defined on the Directory folder.
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Figure 11 — The Address Space for the GDS

6.3.2 Directory

This Object is the root of the GlobalDiscoveryServer AddressSpace, and it is the target of an
Organizes reference from the Objects folder defined in |[EC 62541-8. It organizes the

information that can be accessed into subfolders. The implementation of a GDS can
customize and organize the folders in any manner it desires. For example, folders can exist
for information models, or for optional services or for various locations in an administrative
domain. It is defined in Table 2.

Table 2 — Directory Object definition

Attribute Value
BrowseName Directory
Namespace GDS (see 3.3)

TypeDefinition DirectoryType defined in 6.3.3.

References NodeClass |BrowseName DataType |TypeDefinition Modelling Rule

6.3.3 DirectoryType

DirectoryType is the ObjectType for the root of the GlobalDiscoveryServer AddressSpace. It
organizes the information that can be accessed into subfolders. It also provides methods that
allow applications to register or find applications. It is defined in Table 3.
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Table 3 — DirectoryType definition

Attribute Value
BrowseName DirectoryType
Namespace GDS (see 3.3)
IsAbstract False
References NodeClass |BrowseName ‘DataType |TypeDefinition Modelling Rule
Subtype of the FolderType defined in .
Organizes Object Applications - |Fo|derType Mandatory
HasComponent Method FindApplications Defined in 6.3.4 Mandatory
HasComponent Method RegisterApplication Defined in 6.3.6 Mandatory
HasComponent Method UpdateApplication Defined in 6.3.7 Mandatory
HasComponent Method UnregisterApplication Defined in 6.3.8 Mandatory
HasComponent Method GetApplication Defined in 6.3.9 Mandatory
HasComponent Method QueryApplications Defined in 6.3.10 Mandatory
HasComponent Method QueryServers Defined in 6.3.11 Mandatory

The Applications folder may contain Objects representing the Applications known to the GDS.
These Objects may be organized into subfolders as determined by the GDS. Some
characteristics for organizing applications are the networks, the physical location, or the
supported profiles. The QueryServers Method can be used to search for OPC UA Applications
based on various criteria.

A GDS is not required to expose its Applications as browsable Objects in its AddressSpace,
however, each Application shall have a unique Nodeld which can be passed to Methods used
to administer the GDS.

The FindApplications Method returns the Applications associated with an ApplicationUri. It
can be called by any Client application.

The RegisterApplication Method is used to add a new Application to the GDS. It requires
administrative privileges.

The UpdateApplication Method is used to update an existing Application in the GDS. It
requires administrative privileges.

The UnregisterApplication Method is used to remove an Application from the GDS. It requires
administrative privileges.

The QueryApplications Method is used to find Client or Server applications that meet the
criteria provided. This Method replaces the QueryServers Method.

The QueryServers Method is used to find Servers that meet the criteria specified. It can be
called by any Client application. This Method has been replaced by the QueryApplications
Method.

6.3.4 FindApplications

FindApplications is used to find the Applicationld for an OPC UA Application known to the
GDS. In normal situations, the list of records returned will not have more than one entry;
however, system configuration errors can create situations where the GDS has multiple
entries for a single ApplicationUri. If this happens, a human will likely have to look at records
to determine which record is the true match for the ApplicationUri.
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If the returned array is null or zero length then the GDS does not have an entry for the

ApplicationUri.

Signature
FindApplications (

[in] String applicationUri
[out] ApplicationRecordDataTypel[] applications

) ;

Argument

Description

applicationUri

The ApplicationUri that identifies the Application of interest.

applications

A list of application records that match the ApplicationUri.

The ApplicationRecordDataType is defined in 6.3.5.

Method Result Codes (defined in Call Service)

Result Code

Description

Bad_UserAccessDenied The current user does not have the rights required.

Table 4 specifies the AddressSpace representation for the FindApplications Method.

Table 4 — FindApplications Method AddressSpace definition

Attribute Value
BrowseName FindApplications
References NodeClass |BrowseName DataType TypeDefinition ModellingRule
HasProperty Variable InputArguments Argument[] PropertyType Mandatory
HasProperty Variable OutputArguments Argument[] PropertyType Mandatory

6.3.5 ApplicationRecordDataType

This type defines a DataType which represents a record in the GDS (see Table 5).
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Table 5 — ApplicationRecordDataType definition

Name Type Value
applicationld Nodeld The unique identifier assigned by the GDS to the record.
This Nodeld may be passed to other Methods.
applicationUri String The URI for the Application associated with the record.
applicationType ApplicationType |[The type of application.
This type is defined in .
applicationNames LocalizedText[] |One or more localized names for the application.

The first element is the default ApplicationName for the application
when a non-localized name is needed.

productUri String A globally unique URI for the product associated with the application.
This URI is assigned by the vendor of the application.

discoveryUrls String[] The list of discovery URLs for an application.
The first element is the default if a Client needs to choose one URL.

The first HTTPS URL specifies the domain used as the Common Name
of HTTPS Certificates.

If the ApplicationType is Client then all of the URLs shall have the
‘inv+’ prefix which indicates they support reverse connect.

serverCapability String[] The list of server capability identifiers for the application.

Identifiers The allowed values are defined in Annex D.

6.3.6 RegisterApplication

RegisterApplication is used to register a new Application Instance with a
GlobalDiscoveryServer.

This Method shall only be invoked by authorized users.

Servers that support transparent redundancy shall register as a single application and pass
the DiscoveryUrls for all available instances and/or network paths.

RegisterApplication will create duplicate records if the ApplicationUri already exists since
misconfiguration of applications can result in different applications having the same
ApplicationUri. Before calling this Method the Client shall call FindApplications to check if a
record for the application it is using already exists. If records are found that appear to belong
to different applications (e.g. the DiscoveryUrls are different) then the Client shall report a
warning before continuing.

If registration was successful and auditing is supported, the GDS shall generate the
ApplicationRegistrationChangedAuditEventType (see 6.3.12).

Signature

RegisterApplication (
[in] ApplicationRecordDataType application
[out] NodeId applicationId
)i

Argument Description
application The application that is to be registered with the GlobalDiscoveryServer.
applicationld A unique identifier for the registered Application.

This identifier is persistent and is used in other Methods used to administer
applications.
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