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BRITISH STANDARD

National foreword

This British Standard is the UK implementation of EN IEC 62541-18:2025.
Itis identical to IEC 62541-18:2025.

The UK participation in its preparation was entrusted to Technical
Committee GEL/65/5, Devices and integration in enterprise systems.

A list of organizations represented on this committee can be obtained on
request to its committee manager.

Contractual and legal considerations

This publication has been prepared in good faith, however no
representation, warranty, assurance or undertaking (express or
implied) is or will be made, and no responsibility or liability is or will be
accepted by BSI in relation to the adequacy, accuracy, completeness or
reasonableness of this publication. All and any such responsibility and
liability is expressly disclaimed to the full extent permitted by the law.

This publication is provided as is, and is to be used at the
recipient’s own risk.

The recipient is advised to consider seeking professional guidance with
respect to its use of this publication.

This publication is not intended to constitute a contract. Users are
responsible for its correct application.

© The British Standards Institution 2025
Published by BSI Standards Limited 2025

ISBN 978 0 539 29820 8
ICS 25.040; 25.040.40

Compliance with a British Standard cannot confer immunity from
legal obligations.

This British Standard was published under the authority of the
Standards Policy and Strategy Committee on 31 October 2025.

Amendments/corrigenda issued since publication

Date Text affected
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ICS 25.040
English Version
OPC unified architecture - Part 18: Role-Based Security
(IEC 62541-18:2025)
Architecture unifiée OPC - Partie 18: Sécurité fondée sur OPC Unified Architecture - Teil 18: Rollenbasierte IT-
les roles Sicherheit
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This European Standard was approved by CENELEC on 2025-09-19. CENELEC members are bound to comply with the CEN/CENELEC
Internal Regulations which stipulate the conditions for giving this European Standard the status of a national standard without any alteration.

Up-to-date lists and bibliographical references concerning such national standards may be obtained on application to the CEN-CENELEC
Management Centre or to any CENELEC member.

This European Standard exists in three official versions (English, French, German). A version in any other language made by translation
under the responsibility of a CENELEC member into its own language and notified to the CEN-CENELEC Management Centre has the
same status as the official versions.

CENELEC members are the national electrotechnical committees of Austria, Belgium, Bulgaria, Croatia, Cyprus, the Czech Republic,
Denmark, Estonia, Finland, France, Germany, Greece, Hungary, Iceland, Ireland, Italy, Latvia, Lithuania, Luxembourg, Malta, the
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European foreword

The text of document 65E/1043/CDV, future edition 1 of IEC 62541-18, prepared by SC 65E "Devices
and integration in enterprise systems" of IEC/TC 65 "Industrial-process measurement, control and
automation"” was submitted to the IEC-CENELEC parallel vote and approved by CENELEC as
EN IEC 62541-18:2025.

The following dates are fixed:

» latest date by which the document has to be implemented at national (dop) 2026-10-31
level by publication of an identical national standard or by endorsement

+ latest date by which the national standards conflicting with the (dow) 2028-10-31
document have to be withdrawn

Attention is drawn to the possibility that some of the elements of this document may be the subject of
patent rights. CENELEC shall not be held responsible for identifying any or all such patent rights.

Any feedback and questions on this document should be directed to the users’ national committee. A
complete listing of these bodies can be found on the CENELEC website.

Endorsement notice

The text of the International Standard IEC 62541-18:2025 was approved by CENELEC as a European
Standard without any modification.

In the official version, for Bibliography, the following note has to be added for the standard indicated:

IEC 62541-5:2020 NOTE  Approved as EN IEC 62541-5:2020 (not modified)
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Annex ZA
(normative)

Normative references to international publications
with their corresponding European publications

The following documents are referred to in the text in such a way that some or all of their content
constitutes requirements of this document. For dated references, only the edition cited applies. For
undated references, the latest edition of the referenced document (including any amendments)
applies.

NOTE 1 Where an International Publication has been modified by common maodifications, indicated by (mod),
the relevant EN/HD applies.

NOTE 2 Up-to-date information on the latest versions of the European Standards listed in this annex is available
here: www.cencenelec.eu.

Publication Year Title EN/HD Year

IEC 62541-11 - OPC unified architecture - Part 1: Overview EN IEC 62541-12 -
and concepts

EC 62541-3 - OPC Unified Architecture - Part 3: Address EN IEC 62541-3 -
Space Model

EC 62541-4 - OPC Unified Architecture - Part 4: Services EN IEC 62541-4 -

EC 62541-5 - OPC Unified Architecture - Part 5: EN IEC 62541-5 -
Information Model

IEC 62541-6 - OPC Unified Architecture - Part 6: EN IEC 62541-6 -
Mappings

IEC 62541-8 - OPC Unified Architecture - Part 8: Data EN IEC 62541-8 -
Access

IEC 62541-12 - OPC unified architecture - Part 12: EN IEC 62541-12 -

Discovery and global services

T Under preparation. Stage at the time of publication: IEC/DIS 62541-1:2024.
2 Under preparation. Stage at the time of publication: prEN IEC 62541-1:2024
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INTERNATIONAL ELECTROTECHNICAL COMMISSION

OPC unified architecture -
Part 18: Role-Based Security

FOREWORD

1) The International Electrotechnical Commission (IEC) is a worldwide organization for standardization comprising
all national electrotechnical committees (IEC National Committees). The object of IEC is to promote international
co-operation on all questions concerning standardization in the electrical and electronic fields. To this end and
in addition to other activities, IEC publishes International Standards, Technical Specifications, Technical Reports,
Publicly Available Specifications (PAS) and Guides (hereafter referred to as "IEC Publication(s)"). Their
preparation is entrusted to technical committees; any IEC National Committee interested in the subject dealt with
may participate in this preparatory work. International, governmental and non-governmental organizations liaising
with the IEC also participate in this preparation. IEC collaborates closely with the International Organization for
Standardization (ISO) in accordance with conditions determined by agreement between the two organizations.

2) The formal decisions or agreements of IEC on technical matters express, as nearly as possible, an international
consensus of opinion on the relevant subjects since each technical committee has representation from all
interested IEC National Committees.

3) IEC Publications have the form of recommendations for international use and are accepted by IEC National
Committees in that sense. While all reasonable efforts are made to ensure that the technical content of IEC
Publications is accurate, IEC cannot be held responsible for the way in which they are used or for any
misinterpretation by any end user.

4) In order to promote international uniformity, IEC National Committees undertake to apply IEC Publications
transparently to the maximum extent possible in their national and regional publications. Any divergence between
any IEC Publication and the corresponding national or regional publication shall be clearly indicated in the latter.

5) IEC itself does not provide any attestation of conformity. Independent certification bodies provide conformity
assessment services and, in some areas, access to IEC marks of conformity. IEC is not responsible for any
services carried out by independent certification bodies.

6) All users should ensure that they have the latest edition of this publication.

7) No liability shall attach to IEC or its directors, employees, servants or agents including individual experts and
members of its technical committees and IEC National Committees for any personal injury, property damage or
other damage of any nature whatsoever, whether direct or indirect, or for costs (including legal fees) and
expenses arising out of the publication, use of, or reliance upon, this IEC Publication or any other IEC
Publications.

8) Attention is drawn to the Normative references cited in this publication. Use of the referenced publications is
indispensable for the correct application of this publication.

9) IEC draws attention to the possibility that the implementation of this document may involve the use of (a)
patent(s). IEC takes no position concerning the evidence, validity or applicability of any claimed patent rights in
respect thereof. As of the date of publication of this document, IEC had not received notice of (a) patent(s), which
may be required to implement this document. However, implementers are cautioned that this may not represent
the latest information, which may be obtained from the patent database available at https://patents.iec.ch. IEC
shall not be held responsible for identifying any or all such patent rights.

IEC 62541-18 has been prepared by subcommittee 65E: Devices and integration in enterprise
systems, of IEC technical committee 65: Industrial-process measurement, control and
automation. It is an International Standard.

The text of this International Standard is based on the following documents:

Draft Report on voting

65E/1043/CDV 65E/1101/RVC

Full information on the voting for its approval can be found in the report on voting indicated in
the above table.

The language used for the development of this International Standard is English.
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This document was drafted in accordance with ISO/IEC Directives, Part 2, and developed in
accordance with ISO/IEC Directives, Part 1 and ISO/IEC Directives, IEC Supplement, available
at www.iec.ch/members_experts/refdocs. The main document types developed by IEC are
described in greater detail at www.iec.ch/publications.

Throughout this document and the other Parts of the series, certain document conventions are
used:

Italics are used to denote a defined term or definition that appears in the "Terms and definitions"
clause in one of the parts of the series.

Italics are also used to denote the name of a service input or output parameter or the name of
a structure or element of a structure that are usually defined in tables.

The jtalicized terms and names are also often written in camel-case (the practice of writing
compound words or phrases in which the elements are joined without spaces, with each
element's initial letter capitalized within the compound). For example, the defined term is
AddressSpace instead of Address Space. This makes it easier to understand that there is a
single definition for AddressSpace, not separate definitions for Address and Space.

A list of all parts in the IEC 62541 series, published under the general titte OPC Unified
Architecture, can be found on the IEC website.

The committee has decided that the contents of this document will remain unchanged until the
stability date indicated on the IEC website under webstore.iec.ch in the data related to the
specific document. At this date, the document will be

e reconfirmed,
e withdrawn, or

e revised.
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1 Scope

This part of IEC 62541 defines an Information Model. The Information Model describes the basic
infrastructure to model role-based security.

NOTE In the previous version, Role-Based Security was in IEC 62541-5:2020, Annex F.
2 Normative references

The following documents are referred to in the text in such a way that some or all of their content
constitutes requirements of this document. For dated references, only the edition cited applies.
For undated references, the latest edition of the referenced document (including any
amendments) applies.

IEC 62541-1, OPC Unified Architecture — Part 1: Overview and Concepts
, OPC Unified Architecture — Part 3: Address Space Model
, OPC Unified Architecture — Part 4: Services

, OPC Unified Architecture — Part 5: Information Model

IEC 62541-6, OPC Unified Architecture — Part 6: Mappings

IEC 62541-8, OPC Unified Architecture — Part 8: Data Access

IEC 62541-12, OPC Unified Architecture — Part 12: Discovery and Global Services

3 Terms and definitions

3.1 Terms and definitions

For the purposes of this document, the terms and definitions given in IEC 62541-1, |[EC 62541-3
and |[EC 62541-§ apply.

ISO and IEC maintain terminology databases for use in standardization at the following
addresses:

e |EC Electropedia: available at https://www.electropedia.org/

e |SO Online browsing platform: available at https://www.iso.org/obp

4 Role Model

4.1 General

OPC UA defines a standard approach for implementing role-based security. Servers can choose
to implement part or all of the mechanisms defined here. The OPC UA approach assigns
Permissions to Roles for each Node in the AddressSpace. Clients are then granted Roles when
they create a Session based on the information provided by the Client.

Roles are used to separate authentication (determining who a Client is with a user token and
Client application identity) from authorization (Permissions determining what the Client is
allowed to do). By separating these tasks Servers can allow centralized services to manage
user identities and credentials while the Server only manages the Permissions on its Nodes
assigned to Roles.
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EC 62541-3 defines the possible Permissions and the representation as Node Attributes.

Figure 1 depicts the ObjectTypes, Objects and their components used to represent the Role
management.

Objects ‘ Anonymous |—¢740-< Engineer ‘
‘ AuthenticatedUser |—47—»-| Supervisor |

Server
‘ Observer |—o——o—{ ConfigureAdmin

\—«» ServerCapabiities ‘ Operator |"74"{ SecurityAdmin

RoleSetType:
RoleSet
>p RoleType
RoleSetType Identities ]—~— Addldentity

RoleType:
<RoleName>

AddRole

(ApplicationsEchude }w— Removeldentity

Applications ]—«— AddApplication

[ EndpointsExclude }N— RemoveApplication

[ Endpoints }N— AddEndpoint

[CustomConfiguration}N— RemoveEndpoint

I

O

IE

Figure 1 — Role management overview

4.2 RoleSetType
4.21 RoleSetType definition
The RoleSet Object defined in |EC 62541-5 is a RoleSetType which is formally defined in

Table 1.
Table 1 — RoleSetType definition
Attribute Value

BrowseName RoleSetType
IsAbstract False

References Node Class ‘ BrowseName ‘ DataType TypeDefinition Modelling Rule
Subtype of BaseObjectType defined in |EC 62541-5
HasComponent | Object <RoleName> RoleType OptionalPlacehold

er

HasComponent | Method AddRole Defined in 4.2.2 Mandatory
HasComponent | Method RemoveRole Defined in 4.2.3. Mandatory
Conformance Units
Base Info ServerType
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