BS EN IEC 62657-4:2022

Industrial networks — Coexistence
of wireless systems

Part 4: Coexistence management with central

coordination of wireless applications

°
bSl. Documents

Document Sharing Hub

Full document details: BS EN IEC 62657-4:2022


http://www.avadocuments.com/doc/bs-en-iec-62657-4-2022
http://www.avadocuments.com/doc/bs-en-iec-62657-4-2022

BS EN IEC 62657-4:2022 BRITISH STANDARD

National foreword

This British Standard is the UK implementation of EN IEC 62657-4:2022.
It is identical to IEC 62657-4:2022.

The UK participation in its preparation was entrusted to Technical
Committee GEL/65, Measurement and control.

A list of organizations represented on this committee can be obtained on
request to its committee manager.

Contractual and legal considerations

This publication has been prepared in good faith, however no
representation, warranty, assurance or undertaking (express or
implied) is or will be made, and no responsibility or liability is or will be
accepted by BSI in relation to the adequacy, accuracy, completeness or
reasonableness of this publication. All and any such responsibility and
liability is expressly disclaimed to the full extent permitted by the law.

This publication is provided as is, and is to be used at the
recipient’s own risk.

The recipient is advised to consider seeking professional guidance with
respect to its use of this publication.

This publication is not intended to constitute a contract. Users are
responsible for its correct application.

This publication has been prepared under a mandate given to the
European Standards Organizations by the European Commission and the
European Free Trade Association. It is intended to support requirements
of the EU legislation detailed in the European Foreword. A European
Annex, usually Annex ZA or ZZ, describes how this publication relates to
that EU legislation.

For the Great Britain market (England, Scotland and Wales), if UK
Government has designated this publication for conformity with UKCA
marking (or similar) legislation, it may contain an additional National
Annex. Where such a National Annex exists, it shows the correlation
between this publication and the relevant UK legislation. If there is no
National Annex of this kind, the relevant Annex ZA or ZZ in the body
of the European text will indicate the relationship to UK regulation
applicable in Great Britain. References to EU legislation may need to be
read in accordance with the UK designation and the applicable UK law.
Further information on designated standards can be found at
www.bsigroup.com/standardsandregulation.

For the Northern Ireland market, UK law will continue to implement
relevant EU law subject to periodic confirmation. Therefore

Annex ZA /77 in the European text, and references to EU legislation, are
still valid for this market.

UK Government is responsible for legislation. For information on
legislation and policies relating to that legislation, consult the relevant

pages of www.gov.uk.

© The British Standards Institution 2022
Published by BSI Standards Limited 2022

ISBN 978 0 580 99108 0 Documents

Document Sharing Hub

Full document details: BS EN IEC 62657-4:2022


http://www.avadocuments.com/doc/bs-en-iec-62657-4-2022
http://www.avadocuments.com/doc/bs-en-iec-62657-4-2022

BRITISH STANDARD BS EN IEC 62657-4:2022

ICS 25.040.01

Compliance with a British Standard cannot confer immunity from
legal obligations.

This British Standard was published under the authority of the
Standards Policy and Strategy Committee on 31 August 2022.

Amendments/corrigenda issued since publication

Date Text affected

Documents

Document Sharing Hub

Full document details: BS EN IEC 62657-4:2022


http://www.avadocuments.com/doc/bs-en-iec-62657-4-2022
http://www.avadocuments.com/doc/bs-en-iec-62657-4-2022

Documents

Document Sharing Hub

Full document details: BS EN IEC 62657-4:2022


http://www.avadocuments.com/doc/bs-en-iec-62657-4-2022
http://www.avadocuments.com/doc/bs-en-iec-62657-4-2022

BS EN IEC 62657-4:2022
EUROPEAN STANDARD EN IEC 626574

NORME EUROPEENNE
EUROPAISCHE NORM July 2022

ICS 25.040

English Version

Industrial networks - Coexistence of wireless systems - Part 4.
Coexistence management with central coordination of wireless
applications
(IEC 62657-4:2022)

Réseaux industriels - Coexistence des systémes sans fil - Industrielle Kommunikationsnetze - Koexistenz von
Partie 4: Gestion de coexistence avec coordination Funksystemen - Teil 4: Koexistenz-Management mit
centralisée des applications sans fil zentraler Koordination von Funkanwendungen
(IEC 62657-4:2022) (IEC 62657-4:2022)

This European Standard was approved by CENELEC on 2022-07-04. CENELEC members are bound to comply with the CEN/CENELEC
Internal Regulations which stipulate the conditions for giving this European Standard the status of a national standard without any alteration.

Up-to-date lists and bibliographical references concerning such national standards may be obtained on application to the CEN-CENELEC
Management Centre or to any CENELEC member.

This European Standard exists in three official versions (English, French, German). A version in any other language made by translation
under the responsibility of a CENELEC member into its own language and notified to the CEN-CENELEC Management Centre has the
same status as the official versions.

CENELEC members are the national electrotechnical committees of Austria, Belgium, Bulgaria, Croatia, Cyprus, the Czech Republic,
Denmark, Estonia, Finland, France, Germany, Greece, Hungary, Iceland, Ireland, Italy, Latvia, Lithuania, Luxembourg, Malta, the
Netherlands, Norway, Poland, Portugal, Republic of North Macedonia, Romania, Serbia, Slovakia, Slovenia, Spain, Sweden, Switzerland,
Turkey and the United Kingdom.

CENELEC

European Committee for Electrotechnical Standardization
Comité Européen de Normalisation Electrotechnique
Européisches Komitee fiir Elektrotechnische Normung

CEN-CENELEC Management Centre: Rue de la Science 23, B-1040 Brussels

© 2022 CENELEC All rights of exploitation in any form and by any means reserved worldwide for CENELEC Members.

rer. 1 OGNS DES

Document Sharing Hub

Full document details: BS EN IEC 62657-4:2022


http://www.avadocuments.com/doc/bs-en-iec-62657-4-2022
http://www.avadocuments.com/doc/bs-en-iec-62657-4-2022

BS EN IEC 62657-4:2022
EN IEC 62657-4:2022 (E)

European foreword
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document have to be withdrawn

Attention is drawn to the possibility that some of the elements of this document may be the subject of
patent rights. CENELEC shall not be held responsible for identifying any or all such patent rights.

Any feedback and questions on this document should be directed to the users’ national committee. A
complete listing of these bodies can be found on the CENELEC website.

Endorsement notice

The text of the International Standard IEC 62657-4:2022 was approved by CENELEC as a European
Standard without any modification.

In the official version, for Bibliography, the following notes have to be added for the standards
indicated:

IEC 61360 (series) NOTE Harmonized as EN 61360 (series)

NOTE Harmonized as EN IEC 61784-2

NOTE Harmonized as EN 62591

NOTE Harmonized as EN 62601

IEC 62657 (series) NOTE Harmonized as EN 62657 (series)

NOTE  Harmonized as EN 62734

IEC 62769 (series) NOTE Harmonized as EN IEC 62769 (series)

IEC 62948 NOTE Harmonized as EN 62948
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NOTE 1 Where an International Publication has been modified by common maodifications, indicated by (mod),

the relevant EN/HD applies.
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INTERNATIONAL ELECTROTECHNICAL COMMISSION

INDUSTRIAL NETWORKS -
COEXISTENCE OF WIRELESS SYSTEMS -

Part 4: Coexistence management with central coordination
of wireless applications

FOREWORD

1) The International Electrotechnical Commission (IEC) is a worldwide organization for standardization comprising
all national electrotechnical committees (IEC National Committees). The object of IEC is to promote international
co-operation on all questions concerning standardization in the electrical and electronic fields. To this end and
in addition to other activities, IEC publishes International Standards, Technical Specifications, Technical Reports,
Publicly Available Specifications (PAS) and Guides (hereafter referred to as “IEC Publication(s)”). Their
preparation is entrusted to technical committees; any IEC National Committee interested in the subject dealt with
may participate in this preparatory work. International, governmental and non-governmental organizations liaising
with the IEC also participate in this preparation. IEC collaborates closely with the International Organization for
Standardization (ISO) in accordance with conditions determined by agreement between the two organizations.

2) The formal decisions or agreements of IEC on technical matters express, as nearly as possible, an international
consensus of opinion on the relevant subjects since each technical committee has representation from all
interested IEC National Committees.

3) IEC Publications have the form of recommendations for international use and are accepted by IEC National
Committees in that sense. While all reasonable efforts are made to ensure that the technical content of IEC
Publications is accurate, IEC cannot be held responsible for the way in which they are used or for any
misinterpretation by any end user.

4) In order to promote international uniformity, IEC National Committees undertake to apply IEC Publications
transparently to the maximum extent possible in their national and regional publications. Any divergence between
any IEC Publication and the corresponding national or regional publication shall be clearly indicated in the latter.

5) IEC itself does not provide any attestation of conformity. Independent certification bodies provide conformity
assessment services and, in some areas, access to IEC marks of conformity. IEC is not responsible for any
services carried out by independent certification bodies.

6) All users should ensure that they have the latest edition of this publication.

7) No liability shall attach to IEC or its directors, employees, servants or agents including individual experts and
members of its technical committees and IEC National Committees for any personal injury, property damage or
other damage of any nature whatsoever, whether direct or indirect, or for costs (including legal fees) and
expenses arising out of the publication, use of, or reliance upon, this IEC Publication or any other IEC
Publications.

8) Attention is drawn to the Normative references cited in this publication. Use of the referenced publications is
indispensable for the correct application of this publication.

9) Attention is drawn to the possibility that some of the elements of this IEC Publication may be the subject of patent
rights. IEC shall not be held responsible for identifying any or all such patent rights.

IEC 62657-4 has been prepared by subcommittee 65C: Industrial networks, of IEC technical
committee 65: Industrial-process measurement, control and automation. It is an International
Standard.

The text of this International Standard is based on the following documents:

Draft Report on voting

65C/1164/FDIS 65C/1170/RVD

Full information on the voting for its approval can be found in the report on voting indicated in
the above table.

The language used for the development of this International Standard is English.
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This document was drafted in accordance with ISO/IEC Directives, Part 2, and developed in
accordance with ISO/IEC Directives, Part 1 and ISO/IEC Directives, IEC Supplement, available
at www.iec.ch/members_experts/refdocs. The main document types developed by IEC are
described in greater detail at www.iec.ch/standardsdev/publications.

A list of all parts in the IEC 62657 series, published under the general title Industrial networks
— Coexistence of wireless systems, can be found on the IEC website.

The committee has decided that the contents of this document will remain unchanged until the
stability date indicated on the IEC website under webstore.iec.ch in the data related to the
specific document. At this date, the document will be

e reconfirmed,

e withdrawn,

e replaced by a revised edition, or

e amended.

IMPORTANT - The 'colour inside' logo on the cover page of this publication indicates that it
contains colours which are considered to be useful for the correct understanding of its
contents. Users should therefore print this document using a colour printer.
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INTRODUCTION

The IEC 62657 series provides background, foundations, process and examples to achieve
wireless coexistence. With a coexistence management process according to IEC 62657-2, a
predictable assuredness of coexistence can be achieved for a given spectrum while ensuring
that application requirements continue to be met. The present document provides an automated
coexistence management.

Documents

Document Sharing Hub

Full document details: BS EN IEC 62657-4:2022


http://www.avadocuments.com/doc/bs-en-iec-62657-4-2022
http://www.avadocuments.com/doc/bs-en-iec-62657-4-2022

BS EN IEC 62657-4:2022

-10 - IEC 62657-4:2022 © |EC 2022

INDUSTRIAL NETWORKS -
COEXISTENCE OF WIRELESS SYSTEMS -

Part 4: Coexistence management with central coordination
of wireless applications

1 Scope

This part of IEC 62657 specifies a concept and methods for central coordination (CC) of
automation applications using wireless communications to extend the coexistence management
according to IEC 62657-2. It establishes system elements, interfaces and relationships for a
central coordination. Functions, data, and data exchange for assessing and maintaining the
coexistence state are specified.

This document specifies the central coordination point (CCP) approach as one example of the
usage of the formal description given in IEC 62657-3.

This document is applicable to develop, implement, or modify procedures or solutions.
This document provides requirements for automated coexistence management systems.

This document provides requirements for:

e determination of the coexistence state,
o automated coexistence management procedures,
e CC amendments for existing wireless communication solutions,

e CC functions that coordinate legacy and new wireless communication systems.

This document is not restricted to a specific radio frequency range nor is it restricted to a specific
wireless communication technology.

2 Normative references

The following documents are referred to in the text in such a way that some or all of their content
constitutes requirements of this document. For dated references, only the edition cited applies.
For undated references, the latest edition of the referenced document (including any
amendments) applies.

IEC 62657-2:—1, Industrial networks — Coexistence of wireless systems — Part 2: Coexistence
management

IEC 62443 (all parts), Security for industrial automation and control systems

ISO/IEC 10731, Information technology — Open Systems Interconnection — Basic Reference
Model — Conventions for the definition of OSI services

1 Under preparation. Stage at the time of publication: IEC FDIS 62657-2:2022. Documents
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3 Terms, definitions, abbreviated terms and conventions

3.1 General

For the purposes of this document, the following terms and definitions apply.

ISO and IEC maintain terminology databases for use in standardization at the following
addresses:

e |EC Electropedia: available at https://www.electropedia.org/

e |SO Online browsing platform: available at https://www.iso.org/obp
3.2 Terms and definitions specific for this document

3.21

allocation

entry in the table of frequency allocations of a given frequency band for the purpose of its use
by one or more radio communication services or the radio astronomy service under specified
conditions

3.2.2

coexistence distance

difference between the threshold value for the coexistence state and the actual value of the
coexistence state function expressing the distance before reaching the coexistence state

3.2.3

coexistence margin

difference between the actual value of the coexistence state function and the threshold for the
coexistence state expressing the reserve before leaving the coexistence state

3.24

database service

service officially operated under the rules of the local regulatory authority that provides a list of
available channels and possibly the maximum EIRP allowable on these channels based on
queries containing the geolocation of the wireless regional area network (WRAN) devices

3.25
geolocation
process of acquiring the location data of a device, determining its latitude and longitude

3.2.6

harmful interference

any emission, radiation or induction that endangers the functioning of a radio navigation service
or of other safety services or seriously degrades, obstructs, or repeatedly interrupts a
radiocommunications service operating in accordance with the ITU and local Regulations

3.2.7

incumbent radio system

wireless communication system that is not under the control of, and is not affected by, the
coexistence manager

3.2.8

logical link

application oriented communication relationship which enables the transmission of user data
between one logical end point of the reference interface in a source device and one logical end
point of the reference interface in a target device
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3.2.9

master station

data station that has been designated by the control station to ensure data transfer to one or
more slave stations

Note 1 to entry: At a given instant, there can be only one master station on a data link.

[SOURCE: IEC 60050-721:1991, 721-19-12]

3.2.10

service flow

QoS parameters for the PDUs that are exchanged on a connection, and provide a mechanism
for upstream and downstream QoS management

3.2.11

service flow identifier

SFID

unique identifier for a service flow dealing with how higher layer packets/application sessions
are mapped to their QoS requirements and scheduling constraints

3.2.12
slave station
data station that is selected by a master station to receive data

3.3 Additional terms and definitions for the templates

3.3.1

array of frequency

collected values from sensing start frequency to sensing end frequency during the sensing
process

3.3.2

array of power spectral density

collected values of power spectral density from sensing start frequency to sensing end
frequency during the sensing process

3.3.3
CCP address
communication partner identification of the central coordination point for a service

3.34
communication link ID
identifier (ID) as part of the response of a service execution related to the communication link

3.3.5
destination address
communication partner identification for a service

3.3.6
limits of performance parameter
value returned with the limit for a performance parameter

3.3.7
medium sensing report type
requested type of information related to the generation type of medium resource report

Note 1 to entry: The type is represented by a number with the following code: 1: Event driven; 2: Cyclic; 3:

Requested. Documents
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3.3.8

parameter ID

identifier (ID) of a parameter that is specified by a standard or vendor and identifies the
parameter whose value is returned

3.3.9
parameter value
contains the value of the parameter to be returned

3.3.10
performance parameter type
requested type of information related to a communication link ID

Note 1 to entry: The type is represented by a number with the following code: 1: Transmission time; 2: Update time;
3: Response time; 4: Data throughput; 5: Communication availability.

3.3.11
radio regulation database ID
identifier (ID) of the radio regulation database

3.3.12

received signal strength indication

RSSI

value of the power present in a received radio signal

3.3.13

received signal strength indication mean

RSSI mean

mean value of the power present in a received radio signal

3.3.14

received signal strength indication standard deviation

RSSI standard deviation

standard deviation value of the power present in a received radio signal

3.3.15
report interval
interval time of cyclic reports

Note 1 to entry: This belongs to the cyclic "medium sensing report type".

3.3.16
sensing duration
parameter specifying the duration of a sensing process

3.3.17
sensing end frequency
parameter specifying the stop frequency of sensing

3.3.18
sensing interval
parameter specifying the interval between sensing processes

3.3.19
sensing start frequency
parameter specifying the start frequency of sensing
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3.3.20
service status
parameter that provides information on the result of service execution

Note 1 to entry: The service status can be either ABORTED or TIMEOUT.

3.3.21

signal to interference plus noise ratio

SINR

value of the power of a certain signal of interest divided by the sum of the interference power
from all the other interfering signals and the power of some background noise

3.3.22
spectrum sensing entity ID
identifier (ID) of the spectrum sensing entity containing either SSN or SSF

3.3.23
status
parameter that specifies the behavior of the wireless device concerning configuration by a code

Note 1 to entry: The status is represented by a number with the following code: 0: No address assigned; 1:
Unconfigured; 2: Configured.

3.3.24
system address
communication partner identification of the system for a service

3.3.25
timestamp
information concerning time of collected attribute data

3.3.26
wireless system ID
identifier (ID) as part of a service execution related to the concerned wireless system

3.3.27
wireless type
parameter that characterizes the model of a wireless system or a wireless device

Note 1 to entry: The parameter can contain either the wireless system or wireless device. If using the IEC CDD,
then use the unique identifier.

3.3.28

wireless ID

identifier (ID) as part of a service execution related to the model of a wireless system or a
wireless device

3.4 Terms and definitions given in IEC 62657-2

For ease of understanding, the most important terms from IEC 62657-2 used within this
document are listed but the definitions are not repeated in the list.

— antenna,

— automation application,

— bandwidth,

— centre frequency,

— coexistence (wireless communication coexistence),

— coexistence assessment, Documents
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— coexistence planning,

— coexistence management,

— communication load,

— device

— device type

— duty cycle,

— dwell time,

— frequency band,

— frequency channel,

— lower cut-off frequency,

— mechanisms for adaptivity,

— medium utilization factor

— message,

— number of consecutive lost messages
— plant,

— power spectral density,

— radio channel,

— signal to interference and noise ratio,
— received signal strength indication,
— receiver sensitivity,

— transfer interval,

— wireless application,

— wireless communication,

— wireless communication application,
— wireless communication solution,
— wireless communication system,

— wireless device,

— wireless network,

— wireless system type

— total radiated power,

— upper cut-off frequency.
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3.5 Abbreviated terms

ACRM
AFH
AL

CcC
CCP
CDD
CMWCA
CMWD
CONF
CS
C-SAP
DAA
DAR
DAS
EIRP
HMI
ID
IETF
IND
IP
ISM
MAC
MLME
MRM
M-SAP
PE
PHY
PLC
PLME
PSD
QoS
REQ
RES
RF
RSSI
SAP
SDU
SFID
SINR
SSF
SSN
SSS

IEC 62657-4:2022 © |EC 2022

Application communication requirements management

Adaptive frequency hopping
Application layer

Central coordination
Central coordination point
Common data dictionary

CCP managed wireless communication application

CCP managed wireless device
Confirmation

Convergence sublayer

Control service access point
Detect and avoid

Detect and reduce

Detect and suppress

Equivalent isotropic radiated power
Human machine interface
Identifier

Internet engineering task force
Event notification

Internet protocol

Industrial, scientific and medical
Medium access

Medium access layer management entity
Medium resource management
Management service access point
Policy engine

Physical layer

Programmable logic controller
Physical layer management entity
Power spectral density

Quality of service

Request

Response to the request message
Radio frequency

Received signal strength indication
Service access point

Service data units

Service flow identifier

Signal to interference plus noise ratio
Spectrum sensing function
Spectrum sensing node

Spectrum sensing system

Full document details: BS EN IEC 62657-4:2022
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TRP Total radiated power

WCA Wireless communication application

WCD Wireless communication device

WCS Wireless communication system

WCSDCC Wireless communication system and device configuration and control
WCSDS Wireless communication system and device subscription

WIA Wireless industrial automation

WSAN Wireless sensor actuator network

3.6 Conventions used for service descriptions

This document uses the descriptive conventions given in ISO/IEC 10731.

The service model and service primitives used are entirely abstract descriptions; they do not
represent a specification for implementation.

Service primitives, used to represent service user/service provider interactions
(see ISO/IEC 10731), convey parameters that indicate information available in the
user/provider interaction.

The parameters that apply to each group of primitives are set out in tables throughout the
remainder of this document. Each table consists of up to six columns, containing the name of
the service parameter, and a column each for those primitives and parameter-transfer directions
used by the service:

— the request primitive’s input parameters;

— the request primitive’s output parameters;

— the indication primitive’s output parameters;

— the response primitive’s input parameters, and

— the confirm primitive’s output parameters.
One parameter (or part of it) is listed in each row of each table. For local services, only request
primitive with input and output parameters is used. Under the appropriate service primitive
columns, a code is used to specify the type of usage of the parameter on the primitive and
parameter direction specified in the column:

M parameter is mandatory for the primitive.

U parameter is a user option and may or may not be provided depending on the
dynamic usage of the DLS-user. When not provided, a default value for the
parameter is assumed.

S only one parameter in a group of parameters using this code is required.

C parameter is conditional upon other parameters or upon the environment of the
DLS-user.

Ccu parameter is a conditional user option, and may or may not be permitted

depending upon other parameters or upon the environment of the DLS-user.
When permitted, it may or may not be provided depending on the dynamic usage
of the DLS-user. When permitted and not provided, a default value for the
parameter is assumed.

(blank) parameter is never present.
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4 Area of consideration

4.1 Coexistence conceptual model

In Figure 1, the coexistence conceptual model, described in IEC 62657-2, is shown. In this
example, three wireless communication applications — A, B and C are assumed. According to
the definition of wireless coexistence, all three wireless communication applications shall fulfill
their application communication requirements. One part of the wireless communication
application (WCA) A is a selected wireless communication system (WCS) A. It uses the wireless
medium for communication and can interfere with other WCS, e.g. WCS B. WCS B can be of
the same wireless technology or of another one. Each WCS is characterized by a certain
robustness against interference. Thus, not every interference leads to errors in communication
or to application failures.

Coexistence management requires the investigation of the coexistence state throughout the
entire life-cycle of the system. This requires that measurements be taken to determine whether
all wireless communications applications are fulfilling their application communications
requirements.

An investigation of the application communication requirements and the characteristics of the
wireless system (immunity and utilization) shall be reported in an inventory. The resulting
coexistence planning shall be reported in a resource allocation plan. This shall be the basis for
implementing the radio resources and their utilization.

Automation Automation Automation
application A application B application C
Application Application Application

communication

requirements

communication
requirements

communication
requirements

o Robustness to /‘ oo
Utilization of resource Interference interference Interference Utilization of resource
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communication system
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| |
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Configuration,

I

Requirements,
Robustness,
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allocation plan

Figure 1 — Wireless coexistence conceptual model according to IEC 62657-2

IEC

4.2 Investigation of coexistence state

An essential task for coexistence management is to calculate and to evaluate the coexistence
state. With respect to the definition of the term coexistence, in addition to spectrum parameters
(e.g. frequency channel or power spectral density), application related parameters (e.g.
transmission time) are also required to calculate the coexistence state.
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Figure 2 is intended to show where relevant parameters can be determined. The figure shows
a scenario with two WCA (A and B) with one logical link per WCA. Messages of a distributed
application are transferred via the source device, transmitter antenna, radio channel, receiver
antenna, and target device to the target of the distributed application. Interferences can occur
from the source antenna of one WCS to the antennas of the other WCS. These interferences
are influenced by the radio channel characteristic between the relevant antennas. Table 1 lists
the relevant radio channels of the scenario shown in Figure 2.
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Figure 2 — Sources to determine parameters for coexistence state calculation

Table 1 — Explanations of radio channels

Radio channel Explanation

Channel A passive environmental influences for transmissions from source A to target A
Channel ABT passive environmental influences for interferences from source A to target B
Channel ABS passive environmental influences for interferences from source A to source B
Channel B passive environmental influences for transmissions from source B to target B
Channel BAT passive environmental influences for interferences from source B to target A
Channel BAS passive environmental influences for interferences from source B to source A

Relevant parameters can be determined by:

e spectrum sensing function (e.g. frequency channel);

e source application (e.g. number of transferred messages);

e target wireless communication device (e.g. number of correct received messages);
e target application (e.g. transmission time).

Relevant parameters to determine and assess coexistence are specified in detail in Clause 6.

In ECC Report 206 [13]2, an approach is introduced to holistically assess the dependability of
industrial communication. This approach is well-suited to derive a coexistence state function
defined as follows.

o;(t) is the normalized parameter of the characteristic parameter i, according to Clause 6, at

time ¢. Index i with i =1...n specifies one of n types of characteristic parameters. Factors for
normalizing depend on the type of the characteristic parameter and are specified in Clause 6.
The parameter o(¢) expresses the quality of a logical connection of a WCS at time +.

2 Numbers in square brackets refer to the Bibliography. Documents
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A weighting factor (t) is introduced with a possible range of [0, 1]. This factor allows to adapt

a parameter of type i according to the requirements. While, for example, the transmission time
is more relevant for applications with event driven communication, the update time is important

to applications with periodic traffic. This can be expressed with 1, (t) The time dependence of

this factor considers emerging flexible concepts of industrial automation that could require
adaptations of the relevance of different parameter types.

The coexistence state function shall consider all known k=1...p WCS. The priority of an
application that uses WCS £ is expressed with the weighting factor w, (¢). Furthermore, the
logical links j=1...m of a WCS should be taken into account. The importance of a logical link
is expressed by the weighting factor v, (t)

Thus, a coexistence state function ;((t) according to Formula (1) can be defined.

0= 5 G2 0\ 5, 2 <t>{z;(t)§ui<z>xci (oj 1

Jj=1 i j &

Assuming a threshold y,. that specifies the state in which the application communication

requirements of all wireless communication applications are fulfilled, the coexistence state can
be specified as shown in Formula (2).

s(x(6)2 zm)=1 (2)
The complementary state of non-coexistence is defined according to Formula (3).
s(;((t)< ;(Thr):O (3)

The difference of actual value ;((t) and threshold y, is called coexistence margin (see

Formula (4)). The difference of threshold y;, and actual value ;((t) is called coexistence
distance (see Formula (5)).

YA (t)zl(t)_ZThr (4)

X (t):ZThr_Z(t) (5)

A coexistence state function with its main values is shown as an example in Figure 3.
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Figure 3 — Coexistence state function

The coexistence state function can be used to assess the level of coexistence and to derive
measures to maintain coexistence. The characteristic parameters g(¢) referred to WCS k and

to logical link j offers the possibility to identify weak points within the area of consideration.
Based on that algorithm, the central coordination approach is able to derive specific resource
allocations.

4.3 Implementing radio resources and their utilization

In Figure 4, active environmental influences and targets to control coexistence are depicted.
The scenario is the same as in Figure 3. In addition to the mutual interference of both systems,
external interferences that cannot be influenced are indicated by dotted arrows. The mutual
interference is attenuated by the radio channels ABT, BAS, BAT and ABS (see also Table 1).

Relevant parameters can be controlled by:

e source application (e.g. transfer interval);
e source wireless communication device (e.g. frequency channel);
e antenna (e.g. beam forming);

o target wireless communication device (e.g. buffer management).

Changing the values of the above-mentioned parameters affects not only the coexistence
(fulfilment of the requirements of all applications) but also directly the fulfiiment of the
requirements of the controlled application. An extension of the transfer interval, for example,
can be helpful for other applications, but critical for the controlled application. Controlling the
parameters accordingly should therefore be considered.

Relevant parameters to control coexistence are specified in detail in Clause 7. To comply with
this document, the WCD shall implement parameters and services that allow the control of
coexistence.
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Figure 4 — Parameters describing active influences and control
parameters used to manage coexistence

4.4 Coexistence management equipment

In compliance with the area of operation (industrial automation), coexistence management
equipment shall be treated throughout the entire life cycle as automation equipment. This
applies to the device description (for example Field device integration according to the
IEC 62769 series, the information exchange and management as well as questions of how much
security, intrinsic safety, functional safety, high availability, etc. is needed). For example, a
spectrum sensing function will be a vulnerability point in an automated coexistence
management system by jamming radio waves. It is recommended to apply the IEC 62443 series
for cyber security concerns like Denial of Service (wireless jamming). In an operational space,
there are typically multiple control systems with separate wireless communication systems due
to the separation of functionalities and concerns. The automated coexistence management
system interacts with the devices of the wireless systems and the control system to receive
information and to configure them.

5 Wireless coexistence management system architecture

5.1 General

This document deals with the basic idea of automated coexistence management of wireless
communication systems for automation applications with central coordination (CC) of several
wireless communication systems within industrial plants. The wireless communication systems
can use the same communication technology, called homogenous wireless communication
infrastructure or different communication technologies, called heterogeneous wireless
communication infrastructure. The aim is to further improve the efficient use of the radio
resource. The main idea is to

e deal with wireless devices that can be controlled and take into account devices that cannot
be controlled;
e consider available per device mitigation techniques in a central coordination approach;

e stop transmitting radio energy or to activate the per device mitigation technique if central
coordination fails;

e ensure the compliance of wireless devices with local regulations by having a central
coordination controlling and managing the use of the spectrum in the boundaries declared
for the devices.
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In general, the functional architecture for central coordination of wireless communication
systems for automation applications shall fulfill the following basic requirements:

— provide coordination mechanisms to achieve and maintain coexistence between different
wireless communication solutions in the same frequency range;

— avoid harmful interferences. Provide mechanisms for automatic spectrum access and
utilization, with the aim of:

e recognition of free and occupied spectrum;

o detection and classification of wireless communication solutions including incumbent
radio systems;

e establishment of communication channels;
e registration of wireless communication systems in the location(s) of interest in the plant;

e inventorying wireless automation applications with the associated wireless
communication system;

e release or rejection of newly registered wireless communication systems for automation
applications;

e gathering the requirements for the use of wireless communication based on the agreed
decisions of the internal procedure;

— providing mechanisms for continuous monitoring of
e the frequency spectrum condition, and
o the coexistence state.
The available medium resources can be organized by assigning resource blocks to different

wireless systems and/or devices by the CC. The resource blocks represent a combination of
resources from the time, frequency and space domains and the coding.

The CC shall include communication with wireless systems or with wireless devices by means
of one or more communication channels and protocols. Therefore, the CC shall fulfill the
following requirements:

— support of different radio technologies;
— support of interface for coordination.

The coexistence management for intra-system coexistence can substitute manual coexistence
management as defined by IEC 62657-2.

The CC is used to schedule resources to the different wireless communication solutions. This
can include CC of single devices CC of wireless systems. In the latter case, the wireless
systems will then use the CC information to configure and control its own wireless network.

If the wireless communication applications are not controlled by CC and operate independently
using the medium access control mechanisms of the wireless communication systems, then
there is no coordination between them, and they rely on their own techniques for network
formation, network discovery, service discovery and interference management, including the
protection of incumbent radio systems.

The central coordinated coexistence management system has three entities, as shown in
Figure 5:
— central coordination point (CCP);

— spectrum sensing system (SSS), which is a combination of spectrum sensing nodes (SSN)
and spectrum sensing functions (SSF), see 5.2.4;

— database services with information and configuration database and regulation database.
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Figure 5 — Elements of central coordinated coexistence management system

Figure 5 shows three independent wireless systems that are subject to central coordination. A
wireless sensor actor network (WSAN), a wireless system 1 (Radio 1) and a wireless system 2
(Radio 2). Furthermore, there are wireless devices of other wireless systems that are not under
control of the CC (incumbent radio systems) and an ISM application that may interfere with the
wireless communication applications of interest. A line-based industrial communication system
is used as a backbone to connect the wireless systems and the CCP.
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Figure 6 — Data exchange in central coordinated coexistence management system

Figure 6 shows the data exchange between the elements in a central coordinated coexistence
management system. The central coordination point (CCP) is the key element of the
coexistence management system. The CCP makes coexistence management decisions based
on engineering baseline data, information from databases and current measurements of
application behavior and spectrum. Current measured values of application behavior and
spectrum can be collected for wireless systems via their central device, for example a base
station, or directly from wireless devices. In the first case, there is only one connection between
the CCP and the central component, as with WSAN in Figure 6. Then the application using the
WSAN is a CCP managed wireless communication application (CMWCA). In the other case,
there are connections from the CCP to the wireless devices, as with the wireless system 1
and 2. These are then called CCP managed wireless devices (CMWD). The exchange of
coexistence data can take place directly between CCP and CMWD or via the central device of
the WCS. Current measured values of spectrum are also provided by the spectrum sensing

node (SSN).

The CCP manages the available resources spectrum, time and space and assigns the resources
to the CMWCA and/or CMWD with respect to the requirements of the automation application.
The central device of CMWCA receives the resource information and acts as master station and
manages the registered and connected slave station of CMWCA. Therefore, the CMWCA uses
available spectrum resources with additional knowledge about spectrum usage by its neighbor
CMWCA and about incumbent radio systems.
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5.2 System elements
5.21 Wireless systems and wireless devices for automation applications

5.2.1.1 Wireless device with per device mechanisms for adaptivity and medium
access control

Wireless devices with per device mechanisms for adaptivity and medium access control
mechanism shall provide the needed mechanisms for adaptivity and medium access control
mechanism for the assigned frequency band, such as dynamic frequency selection and
frequency agility mechanisms. Manual coexistence management according to IEC 62657-2 can
be used for intra-system coexistence but cannot replace mandatory mechanisms to fulfill
regulatory requirements (for example protect incumbent radio system). IEC 62657-2 should be
established to improve the efficient use of the medium in an industrial environment if the device
cannot participate in the CCP concept.

5.21.2 CCP managed wireless communication application and wireless device

The CCP managed wireless communication application (CMWCA) or CCP managed wireless
devices (CMWD) are supervised, managed and controlled by the CCP. The CCP managed
wireless communication application combines all related functions in one wireless device, which
are necessary in order to ensure its role as master station for the wireless communication
application and slave station for CCP. The CCP managed wireless devices function as slave
station for CCP only and can take over the role as end device or infrastructure device in a
wireless communication system, as depicted in Figure 7. The CCP controlled wireless
communication application and wireless device shall not transmit wireless data messages by
itself. If the communication between CCP and CCP managed wireless device is established and
the CCP enables the transmission, then the CCP managed wireless device can transmit
wireless data messages with or without mechanisms for adaptivity and/or medium access
control mechanism. If the communication between CCP and the CCP managed wireless device
fails, the wireless transmission shall stop if, for example, the regulatory required mitigation is
not in the device or the device does not have access to the antenna. A heart-beat signal or
similar mechanisms shall enable monitoring of the communication between CCP and CCP
managed wireless communication application and wireless device.

CCP managed wireless devices can have implemented spectrum sensing functions. These can
be integrated into the overall spectrum sensing system (see 5.2.4).
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Figure 7 — CCP managed wireless devices and CCP managed wireless systems

Wireless devices of CMWCA that do not perform active spectrum sensing to save power have
limited sensing capability and are therefore subject to dynamic interference. In that context, the
spectrum sensing system can perform specific sensing measurements to support a wireless
system consisting of such low-power wireless devices with limited sensing capability.

5.2.1.3 CCP managed wireless device with per device mechanisms for adaptivity and
medium access control mechanism

Wireless devices with per device adaptivity and medium access control mechanisms which are
also CCP controlled shall fulfill the requirements of 5.2.1.1.

If the communication between CCP and a CMWCA or a CMWD is established and the CCP
enables the transmission, the wireless device or wireless system can transmit without adaptivity
and medium access control mechanisms. If the communication between CCP and a CMWCA or
a CMWD fails, the transmission shall be in line with adaptivity and medium access control
mechanisms.

5.2.2 Central coordination point
5.2.21 General

The central coordination point (CCP) is a centralized coordination device or system for
management of heterogeneous wireless infrastructures for automation applications. As shown
in Figure 8, the CCP consists of an access to backplane(s) and an access to the RF channel,
a spectrum engine, a resource engine and a policy engine.
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