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1 Introduction

This specification provides a means for authenticating Products with regard to identification
and configuration. Authentication is performed via USB Power Delivery message
communications and/or via USB data bus control transactions.

USB Type-C™ Authentication allows an organization to set and enforce a Policy with
regard to acceptable Products. This will permit useful security assurances in real world
situations. For example:

e A vendor, concerned about product damage resulting from substandard charging
devices, can set a Policy requiring that only certified PD Products be used for
charging.

e A user, concerned about charging his phone at a public terminal, can set a Policy in
his phone requiring that the phone only charge from certified PD Products.

e An organization, concerned about unidentifiable storage devices gaining access to
corporate PC assets, can set a Policy in its PCs requiring that only USB storage
devices that have been verified and signed by corporate IT are used.

1.1  Scope

This specification defines the architecture and methodology for unilateral Product
Authentication. It is intended to be fully compatible with and extend existing PD and USB
infrastructure. Information is provided to allow for Policy enforcement, but individual Policy
decisions are not specified.

The Authentication of USB Type-C products that support Alternate Modes is allowed.
However, the methods to do so are outside the scope of this specification.
1.2 Overview
This specification provides primitives for unilateral Authentication. The security model
defined by this specification permits assurances that a Product is:

e Of a particular type from a particular manufacturer with particular characteristics

e Owned and controlled by a particular organization
Local Policy will determine which features need to be present in an attached Product before
accessing or providing a resource (e.g. power, storage, etc.).

Product vendors can add security features beyond those listed in this specification, but the
definition and implementation of those features is up to the vendor. Added features cannot
alter the base specifications defined herein.
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1.3 Related Documents

e USB2.0 — Universal Serial Bus Specification, Revision 2.0, (including errata and ECNs
through August 11, 2014) (referred to in this document as the USB 2.0 Specification)
(available at: http://www.usb.org/developers/docs.)

e USB3.1 — Universal Serial Bus 3.1 Specification, Revision 1.0, (including errata and
ECNs through August 11, 2014) (referred to in this document as the USB 3.1
Specification) (available at: http://www.usb.org/developers/docs.)

e USBPD — Universal Serial Bus Power Delivery Specification, Revision 3, Version 1.0a,
March 25, 2016 (referred to in this document as the USB PD Specification) (available at:
http://www.usb.org/developers/docs.)

e USBTYPEC —-Universal Serial Bus Type-C Cable and Connector Specification, Revision
1.2, March 25, 2016 (referred to in this document as the USB Type-C
Specification)(available at: http://www.usb.org/developers/docs.)

e USBTYPEC BRIDGE Universal Serial Bus Type-C Bridge Specification, Revision 1.0,
March 25, 2016, (available at http://www.usb.org/developers/docs.)

e ASN.1-1S0-822-1-4;

o ITU-T X.680 (available at:
https://www.itu.int/rec/dologin_pub.asp?lang=e&id=T-REC-X.680-201508-
I"PDF-E&type=items);

o ITU-T X.681 (available at:
https://www.itu.int/rec/dologin_pub.asp?lang=e&id=T-REC-X.681-201508-
I"PDF-E&type=items);

o ITU-T X.682 (Available at:
https://www.itu.int/rec/dologin_pub.asp?lang=e&id=T-REC-X.682-201508-
I"PDF-E&type=items);

o ITU-T X.683 (Available at:
https://www.itu.int/rec/dologin_pub.asp?lang=e&id=T-REC-X.683-201508-
I"PDF-E&type=items.)

e DER -1S0-8825-1; ITU-T X.690 (available at:
https://www.itu.int/rec/dologin_pub.asp?lang=e&id=T-REC-X.690-201508-I!'PDF-
E&type=items.)

e X509v3 - 1ISO-9594-8; ITU-T X.509 (available at:
https://www.itu.int/rec/dologin_pub.asp?lang=e&id=T-REC-X.509-201210-I"'PDF-
E&type=items.)

e Common Criteria:

o Common Criteria for Information Technology Security Evaluation, Parts 1-3,
Version 3.1, Revision 4, September 2010 (available at:
https://www.commoncriteriaportal.org/cc/#supporting )

o ISO/IEC 15408 Evaluation criteria for IT security Parts 1-3

o ANSI X9.62; NIST-FIPS-186-4, Section 6 (available at:
http://nvipubs.nist.gov/nistpubs/FIPS/NIST.FIPS.186-4.pdf.)

o ISO/IEC 14888-3 Digital signatures with appendix -- Part 3: Discrete
logarithm based mechanisms (Clause 6.6)
e NIST P256, secp256r1:

o Certicom-SEC-2 (available at: http://www.secg.org/sec2-v2.pdf); NIST-
Recommended-EC (available at:

http://csrc.nist.gov/groups/ST/toolkit/documents/dss/NISTReCur.pdf.)
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o ISO/IEC 15946 Cryptographic techniques based on elliptic curves (NIST P-
256 is included as example)

= Notes: ISO/IEC 15946 series treat elliptic curves differently from
FIPS 186-4. |SO/IEC 15946- is about elliptic curve generation. That
is, based on the method in part 5, each application and
implementation can generate its own curves to use. In other words,
no ISO/IEC recommended curves. P-256 is consider an example in
ISO/IEC 15946. Note that Elliptic Curve signatures and key
establishment schemes have been moved to ISO/IEC 14888 and
ISO/IEC 11770 respectively together with other discrete log based
mechanisms. Test vectors (examples) use P-256 are included for

each parts for those mechanisms.

SHA256:
o NIST-FIPS-180-4 (available at:
http://nvipubs.nist.gov/nistpubs/FIPS/NIST.FIPS.180-4.pdf.)

o ISO/IEC 10118-3 Hash-functions -- Part 3: Dedicated hash-functions (Clause
10)

OID - ITU-T X.402 (available at: https://www.itu.int/rec/T-REC-X.402-199906-1/en.)
SP800-90A:
o NIST-SP-800-90A (available at:
http://csrc.nist.gov/publications/nistpubs/800-90A/SP800-90A.pdf.)

= Note: NIST-SP-800-90A was withdrawn June 2015 and replaced by
NIST-SP-800-90A Revision 1
http://nvipubs.nist.gov/nistpubs/SpecialPublications/NIST.SP.800-
90Ar1.pdf
SP800-90B - NIST-SP-800-90B (available at:
http://csrc.nis’[.gov/pubIications/drafts/800-90/sp800-90b_second_draf’[.pdf.)1

' Note that this document is still in DRAFT phase.

2 Unless specified otherwise, all standards specified, including those from ISO, ITU, and
NIST, refer to the version or edition which is more recent, as of 1 January 2016.
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1.4 Terms and Abbreviations

This section defines the terms and abbreviations used throughout this document.

Table 1-1: Terms and Abbreviations

Term/Abbreviation

Definition

ACD

Additional Certificate Data for a Product.

Authentication

The process of determining whether an Entity is in fact
who or what it claims to be.

Authentication Initiator

Refers to a Product that initiates Authentication.

Authentication Responder

Refers to a Product with whom an Authentication Initiator
is attempting to authenticate.

Certificate (Cert)

A digital form of identification that provides information
about an Entity and certifies ownership of a particular
public key.

Certificate Authority (CA)

An Entity that issues Certificates.

Certificate Chain

A series of two or more Certificates where each
Certificate is signed by the preceding Certificate in the
chain.

Entity Refers to a Product or an organization, vendor, or
manufacturer associated with such Products.

Evaluation Assurance | The numerical rating describing the depth and rigor of a

Level (EAL) security evaluation.

Intermediate Certificate

A Certificate that is neither Root nor Leaf.

Leaf Certificate

The last Certificate in a Certificate Chain.

LSB Least Significant Byte

MSB Most Significant Byte

Nonce A number used only once in any given key context. Can
be interpreted as N-Once.

OID Object Identifier. See OID for more details.

PD USB Power Delivery

PD Product Source, Sink, or Cable as defined in USBPD

PDUSB Product

A USB Host or USB Device that is capable of both PD
and USB communication.

Policy Policy defines the behavior of Products. It defines the
capabilities a Product advertises, its Authentication
requirements, and resource availability with respect to
unauthenticated Products.

Product Refers to a PD Product, USB Product, and/or PDUSB
Product.

Pseudorandom Number | A deterministic algorithm for generating a number or

Generator (PRNG)

sequence of numbers that are computationally
indistinguishable from truly random. See SP800-90A for
more details.

Root Certificate

The first Certificate in a Certificate Chain. This certificate
is self-signed.

TLV Type, Length, Value

USB Device A Device (including a Hub) as defined in USB2.0 and
USB3.1.

USB Host A Host as defined in USB2.0 and USB3.1.
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Term/Abbreviation Definition
USB Hub A Hub as defined in USB2.0 and USB3.1.
USB Product A USB Host or USB Device.

1.5 Conventions

1.5.1 Precedence

If there is a conflict between text, figures, and tables, the precedence shall be tables,
figures, and then text.

1.5.2 Keywords

The following keywords differentiate between the levels of requirements and options.

1.5.2.1 Conditional Normative

Conditional Normative is a keyword used to indicate a feature that is mandatory when
another related feature has been implemented. Designers are mandated to implement all
such requirements, when the dependent features have been implemented, to ensure
interoperability with other compliant Products.

1.5.2.2 Deprecated

Deprecated is a keyword used to indicate a feature, supported in previous releases of the
specification, which is no longer supported.

1.5.2.3 Informative

Informative is a keyword that describes information with this specification that intends to
discuss and clarify requirements and features as opposed to mandating them.

1.5.2.4 May

May is a keyword that indicates a choice with no implied preference.

1.5.2.5 N/A

N/A is a keyword that indicates that a field or value is not applicable and has no defined
value and shall not be checked or used by the recipient.

1.5.2.6 Normative

Normative is a keyword that describes features that are mandated by this specification.

1.5.2.7 Optional/Optionally/Optional Normative

Optional, Optionally, and Optional Normative are equivalent keywords that describe
features not mandated by this specification. However, if an Optional feature is
implemented, the feature shall be implemented as defined by this specification.

1.5.2.8 Reserved

Reserved is a keyword indicating reserved bits, bytes, words, fields, and code values that
are set-aside for future standardization. Their use and interpretation may be specified by
future extensions to this specification and, unless otherwise stated, shall not be utilized or
adapted by vendor implementation. A Reserved bit, byte, word, or field shall be set to zero
by the sender and shall be ignored by the receiver. Reserved field values shall not be sent
by the sender and, if received, shall be ignored by the receiver.
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1.5.2.9 Shall/Normative

Shall and Normative are keywords indicating a mandatory requirement. Designers are
mandated to implement all such requirements to ensure interoperability with other
compliant Products.

1.5.2.10 Should

Should is a keyword indicating flexibility of choice with a preferred alternative. Equivalent
to the phrase “it is recommended that”.

1.5.3 Numbering

Numbers that are immediately followed by a lowercase “b” (e.g., 01b) are binary values.
Numbers that are immediately followed by a lowercase “h” (e.g., 3Ah) are hexadecimal
values. Numbers not immediately followed by either a “b”, or “h” are decimal values.

1.5.4 Byte Ordering

Unless otherwise specified, all multiple byte values in this specification are interpreted as
and moved over the bus in little-endian order, i.e., LSB to MSB.

The order by which individual bits are moved over a bus is defined in USBPD for PD
Products and USB2.0 and USB3.1 for USB Products.

2 Overview

This section contains no Normative requirements.

21 Topology

Figure 2-1 represents a sample topology of USB Products and PD Products supporting USB
Type-C Authentication. It is not meant to be comprehensive or represent the full range of
topology configurations.
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Figure 2-1 Sample Topology
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2.2 Cryptographic Methods

This specification targets a 128-bit security level for all cryptographic methods. The
cryptographic methods used by this specification are shown in Table 2-1.

Table 2-1: Summary of Cryptographic Methods

Method Use
X509v3, DER encoding Certificate format
ECDSA using the NIST P256, | Digital signing of Certificates and
secp256r1 curve, uncompressed | Authentication Messages
point format
SHA256 Hash algorithm
221 Random Numbers

The generation of cryptographic keys

and the cryptographic protocol exchanges rely on

cryptographic quality random numbers. Random numbers are defined as numbers that are
distinguishably random by no algorithm with an algorithmic complexity of less than 0(2128).

The output of a NIST SP800-90A compliant PRNG seeded with a 256-bit full SP800-90B
entropy value is sufficient to meet this standard.
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2.3 Security Overview

This specification defines a Certificate-based method for Authentication that allows a
Product to authenticate another attached Product and, by Policy, choose how to interact
with that Product. For example, a PD Sink may choose not to use the full advertised
capabilities of an unauthenticated PD Source. Authentication can be initiated by either a PD
Sink, PD Source, or USB Host.

2.3.1 Periodic Re-Authentication

Products can optionally perform periodic re-Authentications. Re-Authentication is used to
verify that an authenticated Product has not been replaced by a different Product.

2.3.2 Secret Key Storage and Protection

One threat concerning USB Type-C Authentication is the extraction of secret keys from
Products. In a worst case scenario, the extraction of even one secret key could allow an
attacker to clone Products in unlimited volume. This or similar scenarios would degrade
trust in the whole USB Type-C Authentication ecosystem.

Therefore, it is recommended that vendors of Products take appropriate measures to
protect the execution of the USB Type-C Authentication protocol and all private keys.
Products should provide protected tamper-resistant operation and storage for the private
keys to prevent them from being read (all or in part), copied or otherwise disclosed. This
includes protection against side-channel and fault injection attacks, including software
exploits and physical attacks such as leakage, probing, glitching, reverse engineering, and
statistical analysis methods. Examples of such attacks include Simple and High-Order
Differential Power, Electromagnetic, and Fault Analysis attacks. Other examples of attack
vectors are listed in Appendix B.

2.3.3 Security Evaluation Criteria

The need for proven and measurable security evaluation results has led to worldwide
established certification and evaluation schemes. One of the biggest and most widely
applicable security evaluation schemes is Common Criteria, which provides global
infrastructure for common recognition Certificates. This infrastructure includes government-
driven supervision of certification authorities, accredited and capability balanced evaluation
laboratories, and globally harmonized and internationally present mutual recognition
contracts. In addition, Common Criteria implements a number of different evaluations from
which a vendor is free to choose the appropriate level.

It is recommended that the vendor of a Product choose the market-driven individually
required level of assurance (EAL), then conduct the independent evaluation process at an
accredited evaluation laboratory. After evaluation, the result is published by the certification
body in a Certificate which is automatically accepted by a high number of countries.

2.4 Impact to Existing Ecosystem

The impact to existing Products depends largely on individual Policy decisions regarding
legacy products (i.e. products that predate this specification). For example, a USB Host
with a Policy that allows full functioning of legacy devices will have a minimal impact on the
current ecosystem while a USB Host with a Policy that limits or refuses to use
functionalities exposed by a legacy product will have a more significant impact.
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