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INTERNATIONAL ELECTROTECHNICAL COMMISSION 

____________ 

 
MARITIME NAVIGATION AND RADIOCOMMUNICATION  

EQUIPMENT AND SYSTEMS – CYBERSECURITY –  
GENERAL REQUIREMENTS, METHODS OF TESTING  

AND REQUIRED TEST RESULTS 
 

FOREWORD 
1) The International Electrotechnical Commission (IEC) is a worldwide organization for standardization comprising 

all national electrotechnical committees (IEC National Committees). The object of IEC is to promote international 
co-operation on all questions concerning standardization in the electrical and electronic fields. To this end and 
in addition to other activities, IEC publishes International Standards, Technical Specifications, Technical Reports, 
Publicly Available Specifications (PAS) and Guides (hereafter referred to as "IEC Publication(s)"). Their 
preparation is entrusted to technical committees; any IEC National Committee interested in the subject dealt with 
may participate in this preparatory work. International, governmental and non-governmental organizations liaising 
with the IEC also participate in this preparation. IEC collaborates closely with the International Organization for 
Standardization (ISO) in accordance with conditions determined by agreement between the two organizations. 

2) The formal decisions or agreements of IEC on technical matters express, as nearly as possible, an international 
consensus of opinion on the relevant subjects since each technical committee has representation from all 
interested IEC National Committees. 

3) IEC Publications have the form of recommendations for international use and are accepted by IEC National 
Committees in that sense. While all reasonable efforts are made to ensure that the technical content of IEC 
Publications is accurate, IEC cannot be held responsible for the way in which they are used or for any 
misinterpretation by any end user. 

4) In order to promote international uniformity, IEC National Committees undertake to apply IEC Publications 
transparently to the maximum extent possible in their national and regional publications. Any divergence between 
any IEC Publication and the corresponding national or regional publication shall be clearly indicated in the latter. 

5) IEC itself does not provide any attestation of conformity. Independent certification bodies provide conformity 
assessment services and, in some areas, access to IEC marks of conformity. IEC is not responsible for any 
services carried out by independent certification bodies. 

6) All users should ensure that they have the latest edition of this publication. 

7) No liability shall attach to IEC or its directors, employees, servants or agents including individual experts and 
members of its technical committees and IEC National Committees for any personal injury, property damage or 
other damage of any nature whatsoever, whether direct or indirect, or for costs (including legal fees) and 
expenses arising out of the publication, use of, or reliance upon, this IEC Publication or any other IEC 
Publications. 

8) Attention is drawn to the Normative references cited in this publication. Use of the referenced publications is 
indispensable for the correct application of this publication. 

9) Attention is drawn to the possibility that some of the elements of this IEC Publication may be the subject of patent 
rights. IEC shall not be held responsible for identifying any or all such patent rights. 

IEC 63154 has been prepared by IEC technical committee 80: Maritime navigation and 
radiocommunication equipment and systems. It is an International Standard. 

The text of this International Standard is based on the following documents: 

FDIS Report on voting 

80/984/FDIS 80/989/RVD 

 
Full information on the voting for its approval can be found in the report on voting indicated in 
the above table. 

The language used for the development of this International Standard is English  
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This document has been drafted in accordance with the ISO/IEC Directives, Part 2, and 
developed in accordance with ISO/IEC Directives, Part 1 and ISO/IEC Directives, 
IEC Supplement, available at www.iec.ch/members_experts/refdocs. The main document types 
developed by IEC are described in greater detail at www.iec.ch/standardsdev/publications. 

The committee has decided that the contents of this document will remain unchanged until the 
stability date indicated on the IEC website under "http://webstore.iec.ch" in the data related to 
the specific document. At this date, the document will be 

• reconfirmed, 

• withdrawn, 

• replaced by a revised edition, or 

• amended. 

 

IMPORTANT – The 'colour inside' logo on the cover page of this publication indicates 
that it contains colours which are considered to be useful for the correct understanding 
of its contents. Users should therefore print this document using a colour printer. 
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INTRODUCTION 

IMO resolution MSC.428(98) on maritime cyber risk management in safety management 
systems affirms the need for cyber risk management on vessels subject to the SOLAS 
Convention. This document addresses the basic cybersecurity requirements for shipborne 
navigation and radiocommunication equipment falling within that need. 

Shipborne navigation and radiocommunication equipment are generally installed in restricted 
areas, for example at the bridge where access is defined by the IMO International Ship and Port 
Facility Security (ISPS) Code or in an electronic locker room or in a closed cabinet. These 
restricted areas are referred to as secure areas in this document. This is based on the 
importance of navigation and radiocommunication equipment for the safety of navigation. These 
restricted areas are considered as areas with implemented security and access measures. 
These measures are defined in the ship security plan of the individual vessel derived from ISPS 
code, they are not part of this document and not specified or tested in the context of this 
document. Accordingly, equipment installed in these physically restricted access areas are 
understood to benefit from these security measures. This document provides mitigation against 
the remaining cyber vulnerabilities for equipment installed in such areas. 

Following from the above, this document includes consideration of cyber threats from 
unauthorized users, from removable external data sources (REDS) like USB sticks, from 
network segments installed outside of the restricted areas including interfaces to external 
networks, for example ship to shore, ship to ship. 

The risk of an incident is different for each equipment/system boundary, and the mitigating 
security measures required should be appropriate to the identified risk of incident and 
proportional to the identified adverse consequences. Boundaries take the form of both physical, 
such as direct access to the equipment via its ports (e.g. network, USB, import of digital files, 
software installation) and logical (e.g. connections over a network, transfer of data, operator 
use). A key tenet of cyber security is authentication of who has provided the data and 
verification that what is being provided has not been tampered with. 

To reflect the difference in cyber security risk, the needs for authentication and verification 
between secure and non-secure areas are illustrated in Figure 1. The methods for achieving 
authentication and verification are described in each module of this document. 

In Figure 1, the colour red means a source requiring authentication and verification. The colour 
green means a source not requiring authentication and verification. 

The explanation of the numbers in Figure 1 is: 

1) external communication that requires authentication and verification as the source is not a 
local secure area and its provenance cannot be trusted; 

2) local network message interfacing that does not require authentication and verification as 
they are part of normal operation defined by configuration in a local secure area, for example 
VDR binary transfer, IEC 61162 interfacing, internal proprietary data exchange; 

3) local message and data import between networks that does not require authentication and 
verification as they are part of normal operation defined by configuration in local secure 
areas; 

4) external data import by an operator from an external source via REDS that requires 
authentication and verification of data import; this applies to executable or non-executable 
data; 

5) local serial interface messaging that does not require authentication and verification as it is 
part of normal operation defined by configuration in a local secure area; 

6) updates applied via external data source or REDS in maintenance mode that does not 
require authentication and verification but does require user authentication to change 
configuration. 
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Figure 1 – Some examples of data transfer 
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MARITIME NAVIGATION AND RADIOCOMMUNICATION  
EQUIPMENT AND SYSTEMS – CYBERSECURITY –  

GENERAL REQUIREMENTS, METHODS OF TESTING  
AND REQUIRED TEST RESULTS 

 
 
 

1 Scope 

This document specifies requirements, methods of testing and required test results where 
standards are needed to provide a basic level of protection against cyber incidents (i.e. 
malicious attempts, which actually or potentially result in adverse consequences to equipment, 
their networks or the information that they process, store or transmit) for: 

a) shipborne radio equipment forming part of the global maritime distress and safety system 
(GMDSS) mentioned in the International Convention for Safety of Life at Sea (SOLAS) as 
amended, and by the Torremolinos International Convention for the Safety of Fishing 
Vessels as amended, and to other shipborne radio equipment, where appropriate; 

b) shipborne navigational equipment mentioned in the International Convention for Safety of 
Life at Sea (SOLAS) as amended, and by the Torremolinos International Convention for the 
Safety of Fishing Vessels as amended, 

c) other shipborne navigational aids, and Aids to Navigation (AtoN), where appropriate. 

The document is organised as a series of modules dealing with different aspects. The document 
considers both normal operation of equipment and the maintenance of equipment. For each 
module, a statement is provided indicating whether the module applies during normal operation 
or in maintenance mode. 

Communication initiated from navigation or radiocommunication equipment outside of items a), 
b) and c) above, for example ship side to other ship or shore side, are outside of the scope of 
this document. 

This document does not address cyber-hygiene checks, for example anti-malware scanning, 
etc., performed outside of the cases defined in this document. 

2 Normative references 

The following documents are referred to in the text in such a way that some or all of their content 
constitutes requirements of this document. For dated references, only the edition cited applies. 
For undated references, the latest edition of the referenced document (including any 
amendments) applies. 

IEC 60945:2002, Maritime navigation and radiocommunication equipment and systems – 
General requirements – Methods of testing and required test results 

IEC 61162-450, Maritime navigation and radiocommunication equipment and systems – Digital 
interfaces – Part 450: Multiple talkers and multiple listeners – Ethernet interconnection 

IEC 61162-460:2018, Maritime navigation and radiocommunication equipment and systems – 
Digital interfaces – Part 460: Multiple talkers and multiple listeners – Ethernet interconnection 
–Safety and security 
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3 Terms, definitions and abbreviated terms 

For the purposes of this document, the following terms and definitions apply. 

ISO and IEC maintain terminological databases for use in standardization at the following 
addresses: 

• IEC Electropedia: available at http://www.electropedia.org/ 

• ISO Online browsing platform: available at http://www.iso.org/obp 

3.1 Terms and definitions 

3.1.1  
address space layout randomization authentication 
ASLR 
memory-protection process for operating systems that guards against buffer-overflow attacks 
by randomizing the location where system executables are loaded into memory 

3.1.2  
authentication 
provision of assurance that a claimed characteristic of an identity is correct 

Note 1 to entry: Authentication is usually a prerequisite to allowing access to resources in a system. 

3.1.3  
authenticator 
means used to confirm the identity of a user (human, software process or device) 

Note 1 to entry: For example, a password or token may be used as an authenticator.  

3.1.4  
authenticity 
property that an entity is what it claims to be 

Note 1 to entry: Authenticity is typically used in the context of confidence in the identity of an entity, or the validity 
of a transmission, a message or message originator. 

3.1.5  
basic input/output system 
BIOS 
non-volatile firmware used to perform hardware initialization during the booting process (power-
on startup), and to provide runtime services for operating systems and programs 

Note 1 to entry: Examples include legacy BIOS (historical IBM PC compliant), UEFI (unified extensible firmware 
interface). 

3.1.6  
controlled network 
network compliant to the controlled network requirements of IEC 61162-460 

3.1.7  
closed network  
network which is physically isolated from other networks 

Note 1 to entry: A closed network is also known as an "air gapped network". 

Note 2 to entry: A closed network cannot contain equipment that connects to different networks. A closed network 
may be controlled or uncontrolled. 

Note 3 to entry: This includes but is not limited to Ethernet networks. 
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3.1.8  
cryptographic key 
sequence of symbols that controls the operations of a cryptographic 

EXAMPLE Encipherment, decipherment, cryptographic check-function computation, signature calculation and 
signature verification. 

3.1.9  
data execution prevention 
DEP 
implementation of execution space protection on Microsoft Windows operating systems 

Note 1 to entry: Execution space protection technique allows memory to be marked as non-executable such that 
attempts to add executable code results in an error. 

3.1.10  
data integrity 
property that data has not been altered or destroyed in an unauthorized manner 

[SOURCE: ISO 7498-2:1989, 3.3.21] 

3.1.11  
digital signature 
data appended to, or cryptographic transformation of, a data unit that allows the recipient of the 
data unit to prove the source and integrity of the data unit and protect against forgery e.g. by 
the recipient 

[SOURCE: ISO 7498-2:1989, 3.3.26] 

3.1.12  
external data source 
EDS 
network or non-network data source, including, but not limited to, REDS and SIM cards 

3.1.13  
hash-code 
string of bits which is the output of a hash-function 

Note 1 to entry: The literature on this subject contains a variety of terms that have the same or similar meaning as 
hash-code. Modification Detection Code, Manipulation Detection Code, digest, hash-result, hash-value and imprint 
are some examples. 

Note 2 to entry: NIST SP 800-63B uses message digest for this. 

[SOURCE: ISO/IEC 10118-1:2016, 3.3, modified – Note 2 to entry has been added.] 

3.1.14  
hash-function 
function which maps strings of bits of variable (but usually upper bounded) length to fixed-length 
strings of bits, satisfying the following two properties: 

– for a given output, it is computationally infeasible to find an input which maps to this output; 
– for a given input, it is computationally infeasible to find a second input which maps to the 

same output 

Note 1 to entry: Used as part of data authentication, integrity and non-repudiation. 

[SOURCE: ISO/IEC 10118-1:2016, 3.4, modified – Note 1 to entry has been replaced by a new 
note.] 

Full document details: BS EN IEC 63154:2021

http://www.avadocuments.com/doc/bs-en-iec-63154-2021
http://www.avadocuments.com/doc/bs-en-iec-63154-2021


 – 12 – IEC 63154:2021 © IEC 2021 

3.1.15  
maintenance mode 
mode reserved for qualified and authorized persons, or authorised remote devices for the 
purposes of installation, commissioning, repair or maintenance of the system 

3.1.16  
manufacturer's configuration 
part of setup, installation or configuration parameters/selections/settings which the 
manufacturer has specified in their documentation as being available only in the maintenance 
mode 

3.1.17  
network storm 
unplanned excessive transmission of traffic in a network causing the network to be overwhelmed 
and degrading the planned performance 

3.1.18  
normal operation 
use of functionality which is described as being available for an operator by the documentation 
of the manufacturer 

3.1.19  
private key 
cryptographic key of an entity's asymmetric key pair which can only be used by that entity 

3.1.20  
public key 
cryptographic key of an entity's asymmetric key pair which can be made public 

3.1.21  
remote maintenance 
maintenance access to equipment by any user (human, software process or device) 
communicating from outside the perimeter of the controlled network being addressed that can 
result in changes to the manufacturer's configuration and operator settings 

3.1.22  
removable external data source 
REDS 
user removable non-network data source, including, but not limited to, compact discs, memory 
sticks and Bluetooth®1 data storage devices 

[SOURCE: IEC 61162-460:2018, 3.32, modified – The words "data storage" have been added 
in the definition, and the note to entry has been deleted.] 

3.1.23  
secret key 
cryptographic key used with symmetric cryptographic techniques and usable only by a set of 
specified entities 

___________ 
1 Bluetooth is the trademark of a product supplied by Bluetooth Special Interest Group. This information is given 

for the convenience of users of this document and does not constitute an endorsement by IEC of the product 
named. Equivalent products may be used if they can be shown to lead to the same results. 
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3.1.24  
security strength 
number associated with the amount of work (that is, the number of operations) that is required 
to break a cryptographic algorithm or system 

EXAMPLE 80 bits, 112 bits, 128 bits, 192 bits, 256 bits. 

Note 1 to entry: Security strength of a 2048-bit RSA key is 112 bits. 

3.1.25  
signer 
entity generating a digital signature 

[SOURCE: ISO/IEC 13888-1:2020, 3.52] 

3.1.26  
session 
semi-permanent stateful and interactive information interchange between two or more 
communicating devices 

3.1.27  
trust 
relationship between two elements, a set of activities and a security policy in which element x 
trusts element y if and only if x has confidence that y will behave in a well-defined way (with 
respect to the activities) that does not violate the given security policy 

3.1.28  
trusted third party 
security authority, or its agent, trusted by other entities with respect to security-related activities 

Note 1 to entry: In the context of ISO/IEC 13888 (all parts), a trusted third party is trusted by the originator, the 
recipient, and/or the delivery authority for the purposes of non-repudiation, and by another party such as an 
adjudicator. 

3.1.29  
user 
any person that is using the equipment as intended 

3.2 Abbreviated terms 
EUT equipment under test 
IMO International Maritime Organization 
IP  Internet protocol 
LAN local area network 
MAC media access control 
TCP transmission control protocol 
UDP user datagram protocol 
USB universal serial bus 
VDR voyage data recorder 
VLAN virtual LAN 
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4 Module A: Data files 

4.1 General 

This module applies during normal operation. 

During normal operation, transport integrity and source identification shall be implemented for 
all non-executable data files, for example chart or route data files, when they are made available 
for the first time for operational use in the equipment from the outside of a controlled network. 
Non-executable files which intentionally contain executable code, for example scripts or 
executable files embedded in a compressed file, shall comply with the requirement of module B 
instead. 

4.2 Requirements 

4.2.1 Transport integrity 

For a data file transfer into the equipment, a mechanism of verifying transport integrity shall be 
employed such that files are transferred without being corrupted, for example hash-codes or 
checksums in Ethernet frames, IP packets or communication protocols such as IEC 61162‑450. 
Files which fail this integrity check shall not be made available for operational use in the 
equipment. 

NOTE 1 Transport method can include the possibility of requesting resend of a part of a data file. In such case, the 
integrity check is passed when all parts of data file have been transferred correctly. 

Where a recognised data file format supports a means for verifying the integrity of the file, such 
as a checksum, hash-code or digital signature such as IHO S-100, the integrity of the file shall 
be checked using this means. Files which fail this integrity check shall not be made available 
for operational use in the equipment. 

NOTE 2 Recording or logging of network traffic including IEC 61162-450 data files, for example by VDR, is not 
subject to authentication. 

NOTE 3 Integrity checking is implicit in the use of digital signatures. See Annex C for details. 

NOTE 4 In addition to data integrity check, to protect against malformed data files, the end equipment can validate 
the data before use (for example by checking against the data structure – also known as schema – in accordance 
with individual equipment standards). 

4.2.2 Source authentication 

At least one of the alternatives below shall be implemented. 

a) The manufacturer shall apply source authentication when a data file is made available for 
operational use in the equipment in accordance with the requirements of Annex B. 

d) The manufacturer shall state in the operator's manual the type(s) of data file(s) and the risk 
posed to the equipment. Only stated data file type(s) shall be importable into equipment. 
The manufacturer shall assess the risk posed by the permitted file types, considering the 
risk to integrity and availability of equipment, and its functions shall implement additional 
technical controls that may be required to mitigate the risk and shall identify any additional 
procedural steps that the user should take, documenting these in the operator's manual. 
Some examples of technical controls are given below. 

1) The parsing of escape or other special characters and sequences to ensure that they are 
correctly interpreted. 

2) An XML parser which is configured to limited expansion of user defined entities.  
3) Disabling macros. 
4) Disabling JavaScript. 
5) Employing exploit mitigation techniques such as ASLR and DEP. 
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6) Performing data validation in accordance with individual equipment standards. 
7) Scanning files externally to the equipment using an anti-malware scanner. 
8) Use of controlled external tools such as dedicated cables. 

NOTE 1 There are many different controls which can be used individually or in combination, depending upon 
the file type, equipment type and functions provided by the equipment and the controlled network. This document 
expects the manufacturer to demonstrate that a detailed analysis of the risks has been performed and that 
appropriate mitigations have been put in place. 

Where alternative a) has been implemented, at least one of the source authentication 
alternatives below shall be implemented. 

1) IEC 61162-460 compliant equipment that is intended to be installed in an IEC 61162-460 
compliant network using IEC 61162-460 compliant methods 

NOTE 2 A 450-node can be also an IEC 61162-460 compliant node. 

Within the controlled network of IEC 61162-460, the identification of the source by one or 
more of the source MAC address, the source IP address or the source identifier (SFI) of 
IEC 61162-450 shall be used. Data files from the outside of the controlled network shall be 
authenticated. 
For this alternative, the installation manuals provided by the manufacturer shall contain 
appropriate installation instructions including a warning that, if used in other environments, 
the equipment may not be cyber secure. 

2) IEC 61162-450 compliant equipment that is intended to be installed in a closed network 
using IEC 61162-450 compliant methods 

NOTE 3 A 450-node can be also an IEC 61162-460 compliant node. 

Within the closed network of IEC 61162-450, the identification of the source by one or more 
of the source MAC address, the source IP address or the source identifier (SFI) of 
IEC 61162-450 shall be used. Data files from the outside of the closed network shall be 
authenticated. 
The installation manuals provided by the manufacturer shall contain appropriate installation 
instructions (e.g. this equipment shall be installed within a closed network, where all 
interfaces including those in use of this closed network are physically blocked from easy 
access by a user without a tool or key) including a warning that, if used in other 
environments, the equipment may not be cyber secure. 

3) Equipment not compliant with IEC 61162-450 or IEC 61162-460 that is intended to be 
installed in a network or equipment that is not intended to be installed in a network 
Such equipment may include for example an Ethernet based interface for a network or may 
be without any interface to any local area network. 

The manufacturer shall declare for which alternative(s) the equipment has been designed. 

4.3 Methods of testing and required test results 

Confirm by analytical evaluation that a mechanism of verifying transport integrity has been 
employed. 

Confirm by analytical evaluation that files that fail the transport integrity check are not made 
available for operational use in the equipment. 

Confirm by observation that, where data files containing a means for verifying the integrity of 
the file fail the integrity check, they are not made available for operational use in the equipment. 

Where source authentication is implemented in accordance with 4.2.2 a): 

– confirm by observation that the requirements of Annex B are complied with; 
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– confirm by observation that the manufacturer provides a declaration for which authentication 
method the EUT is designed; 

– confirm by observation that non-executable files are not made available for operational use 
in the EUT in the following cases: 

• an attempt to import a file from non-authorized source; 

• an attempt to import a file with invalid content (i.e. not passing integrity check), for 
example an attempt to import a file with invalid hash-code or certificate. 

Where data files can be made available for operational use in the EUT without first passing 
source authentication in accordance with 4.2.2 b): 

– use the manufacturer's documentation to obtain the list of non-executable files that can be 
made available for operational use in the EUT; 

– confirm by analytical evaluation that non-executable files not listed by the manufacturer are 
not made available for operational use in the EUT; 

– confirm by observation that the operator's manual specifies supported file types and risks 
together with procedural steps for their mitigation; confirm by analytical evaluation that only 
the stated files are made available for operational use in the equipment; 

– confirm by observation that the manufacturer's documentation includes the risk assessment; 
confirm by observation that the operator's manual specifies risks together with procedural 
steps for their mitigation. 

Confirm by analytical evaluation that all non-executable files are verified as described in the 
manufacturer's documentation before use by the EUT. 

5 Module B: Execution of executables 

5.1 General 

This module applies both during normal operation and in maintenance mode. 

5.2 Requirements 

In normal operation: 

1) all automatic execution from EDS, including auto-run and booting, shall be prohibited; 
2) manual execution of any type of executables from EDS shall only be possible after passing 

source authentication and integrity check of the executable content of the EDS, for example 
by using digital signatures or secret keys (i.e. authentication) as defined by Annex B; 

3) in the event of a catastrophic equipment failure, cryptographically authenticated software 
may boot and run from EDS as a reversionary measure; 

4) if the execution of the executable will affect the normal operation of the device, sufficient 
indication shall be given before execution; the execution shall only be possible in case of 
confirmation by the operator. The manufacturer shall provide a list of executables which are 
possible to execute during normal operation. 

NOTE Firmware or application software can automatically authenticate executables without user intervention, 
provided that an informative indication is given when those executables are executed. 

In maintenance mode, auto-run of executables and booting from EDS is permitted. 

Annex C contains examples of technical methods to perform authentication. 
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