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EN IEC 63303:2024 (E)

European foreword

The text of document 65A/1115/FDIS, future edition 1 of IEC 63303, prepared by SC 65A "System
aspects" of IEC/TC 65 "Industrial-process measurement, control and automation" was submitted to the
IEC-CENELEC parallel vote and approved by CENELEC as EN IEC 63303:2024.

The following dates are fixed:

» latest date by which the document has to be implemented at national (dop) 2025-06-10
level by publication of an identical national standard or by endorsement

+ latest date by which the national standards conflicting with the (dow) 2027-09-10
document have to be withdrawn

Attention is drawn to the possibility that some of the elements of this document may be the subject of
patent rights. CENELEC shall not be held responsible for identifying any or all such patent rights.

Any feedback and questions on this document should be directed to the users’ national committee. A
complete listing of these bodies can be found on the CENELEC website.

Endorsement notice

The text of the International Standard IEC 63303:2024 was approved by CENELEC as a European
Standard without any modification.

In the official version, for Bibliography, the following notes have to be added for the standard indicated:

IEC 61511 (series) NOTE Approved as EN 61511 (series)

IEC 61512-1 NOTE Approved as EN 61512-1

IEC 62264-1 NOTE Approved as EN 62264-1

IEC 62443-4 (series) NOTE Approved as EN IEC 62443-4 (series)

IEC 62682 NOTE Approved as EN IEC 62682

IEC 62734 NOTE Approved as EN 62734

ISO 11064-1:2000 NOTE Approved as EN ISO 11064-1:2000 (not modified)
ISO 11064-3 NOTE Approved as EN ISO 11064-3

ISO 11064-4 NOTE Approved as EN ISO 11064-4
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Annex ZA
(normative)

Normative references to international publications
with their corresponding European publications

The following documents are referred to in the text in such a way that some or all of their content
constitutes requirements of this document. For dated references, only the edition cited applies. For
undated references, the latest edition of the referenced document (including any amendments)
applies.

NOTE 1 Where an International Publication has been modified by common modifications, indicated by (mod), the
relevant EN/HD applies.

NOTE 2 Up-to-date information on the latest versions of the European Standards listed in this annex is available
here: www.cencenelec.eu.

Publication Year Title EN/HD Year

IEC 62381 - Automation systems in the process EN IEC 62381 -
industry - Factory acceptance test (FAT),
site acceptance test (SAT), and site
integration test (SIT)

IEC 62443 series  Security for industrial automation and EN IEC 62443 series
control systems
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INTERNATIONAL ELECTROTECHNICAL COMMISSION

HUMAN MACHINE INTERFACES FOR PROCESS AUTOMATION SYSTEMS

FOREWORD

1) The International Electrotechnical Commission (IEC) is a worldwide organization for standardization comprising
all national electrotechnical committees (IEC National Committees). The object of IEC is to promote international
co-operation on all questions concerning standardization in the electrical and electronic fields. To this end and
in addition to other activities, IEC publishes International Standards, Technical Specifications, Technical Reports,
Publicly Available Specifications (PAS) and Guides (hereafter referred to as "IEC Publication(s)"). Their
preparation is entrusted to technical committees; any IEC National Committee interested in the subject dealt with
may participate in this preparatory work. International, governmental and non-governmental organizations liaising
with the IEC also participate in this preparation. IEC collaborates closely with the International Organization for
Standardization (ISO) in accordance with conditions determined by agreement between the two organizations.

2) The formal decisions or agreements of IEC on technical matters express, as nearly as possible, an international
consensus of opinion on the relevant subjects since each technical committee has representation from all
interested IEC National Committees.

3) IEC Publications have the form of recommendations for international use and are accepted by IEC National
Committees in that sense. While all reasonable efforts are made to ensure that the technical content of IEC
Publications is accurate, IEC cannot be held responsible for the way in which they are used or for any
misinterpretation by any end user.

4) In order to promote international uniformity, IEC National Committees undertake to apply IEC Publications
transparently to the maximum extent possible in their national and regional publications. Any divergence between
any IEC Publication and the corresponding national or regional publication shall be clearly indicated in the latter.

5) IEC itself does not provide any attestation of conformity. Independent certification bodies provide conformity
assessment services and, in some areas, access to IEC marks of conformity. IEC is not responsible for any
services carried out by independent certification bodies.

6) All users should ensure that they have the latest edition of this publication.

7) No liability shall attach to IEC or its directors, employees, servants or agents including individual experts and
members of its technical committees and IEC National Committees for any personal injury, property damage or
other damage of any nature whatsoever, whether direct or indirect, or for costs (including legal fees) and
expenses arising out of the publication, use of, or reliance upon, this IEC Publication or any other IEC
Publications.

8) Attention is drawn to the Normative references cited in this publication. Use of the referenced publications is
indispensable for the correct application of this publication.

9) IEC draws attention to the possibility that the implementation of this document may involve the use of (a)
patent(s). IEC takes no position concerning the evidence, validity or applicability of any claimed patent rights in
respect thereof. As of the date of publication of this document, IEC had not received notice of (a) patent(s), which
may be required to implement this document. However, implementers are cautioned that this may not represent
the latest information, which may be obtained from the patent database available at https://patents.iec.ch. IEC
shall not be held responsible for identifying any or all such patent rights.

IEC 63303 has been prepared by subcommittee 65A: System aspects, of |IEC technical
committee 65: Industrial-process measurement, control and automation. It is an International
Standard.

The text of this International Standard is based on the following documents:

Draft Report on voting

65A/1115/FDIS 65A/1128/RVD

Full information on the voting for its approval can be found in the report on voting indicated in
the above table.

The language used for the development of this International Standard is English.
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This document was drafted in accordance with ISO/IEC Directives, Part 2, and developed in
accordance with ISO/IEC Directives, Part 1 and ISO/IEC Directives, IEC Supplement, available
at www.iec.ch/members_experts/refdocs. The main document types developed by IEC are
described in greater detail at www.iec.ch/publications.

The committee has decided that the contents of this document will remain unchanged until the
stability date indicated on the IEC website under webstore.iec.ch in the data related to the
specific document. At this date, the document will be

e reconfirmed,

e withdrawn, or

e revised.

IMPORTANT - The "colour inside"” logo on the cover page of this document indicates
that it contains colours which are considered to be useful for the correct understanding
of its contents. Users should therefore print this document using a colour printer.
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INTRODUCTION

The purpose of this document is to address the philosophy, design, implementation, operation,
and maintenance of human machine interfaces (HMIs) for automation systems, including
multiple work processes throughout the HMI life cycle. It is intended to help users to better
understand the style of HMI recommended by this document.

It is assumed that the reader has a fundamental knowledge of basic HMI functionality.

This document was derived from ANSI/ISA-101.01-2015 Human Machine Interfaces for Process
Automation Systems.

This document defines the terminology and models to develop an HMI and the work processes
recommended to effectively maintain the HMI throughout its life cycle. This document can be
used to:

— provide guidance to design, build, operate and maintain HMIs to achieve a safer, more
effective, and more efficient control system under all operating conditions, and

— improve the user's abilities to detect, diagnose, and properly respond to abnormal situations.

The HMI is the collection of hardware and software used to monitor and interact with the control
system and ultimately with the process.

In some cases, the primary user(s) operate equipment from different suppliers that have their
own HMI system standards, and it is impractical to achieve uniformity across these HMI systems
or the ideal adherence to the asset owner's HMI system standards.

In such cases, the asset owner should perform a formal assessment of deviations of each
equipment HMI from the asset owner's HMI philosophy. This assessment should consider
human factors engineering and task analysis.

The outcome of the assessment should determine if any mitigations are required to ensure the
safe and efficient control of the process including start-up, operation, and shutdown, in addition
to early detection, diagnosis, and proper response to abnormal situations.

The proper design and implementation of HMI systems as described in this document will result
in increased efficiencies and reduced stress of the users. Other factors such as ergonomics
and overall design of the control room also contribute to potential stressors that need to be
managed. International Standard series ISO 11064 "Ergonomic design of control centres" has
been developed to address the broader control room environment.

This document is organized into ten clauses. The first three clauses are introductory in nature.
Clause 4 presents user types. Clause 5 introduces the life cycle model for the HMI. Clauses 6
through 10 provide additional details to support the HMI life cycle. The main body of this
document (Clauses4 to 10) presents mandatory requirements and non-mandatory
recommendations.

Documents

Document Sharing Hub

Full document details: BS EN IEC 63303:2024


http://www.avadocuments.com/doc/bs-en-iec-63303-2024
http://www.avadocuments.com/doc/bs-en-iec-63303-2024

-8- IEC 63303:2024 © IEC 2024

HUMAN MACHINE INTERFACES FOR PROCESS AUTOMATION SYSTEMS

1 Scope

1.1  General applicability

This document defines general structures and functions of HMI systems.
An HMI life cycle example for HMI systems is included.

This document specifies requirements and recommendations for activities in each stage of the
life cycle including designing, using, and maintaining the HMI| system.

It also provides requirements and recommendations for functions and performance of HMI
systems.

The requirements and recommendations in this document are applicable to any controlled
process using an HMI to interface to a control system. There can be differences in
implementation to meet the specific needs based on the application and controlled process type.

1.2 Exclusions
1.2.1 Management of change (MOC)

Some requirements and recommendations to be included in a MOC procedure are included in
this document. However, a specific MOC procedure has not been included in this document.

1.2.2 Jurisdictions

In some jurisdictions, the governing authorities (e.g. national, federal, state, province, county,
city) have established process safety design, process safety management, or other
requirements.

1.2.3 Purchase specification

This document is not intended to be used as a human machine interface system selection or
purchase specification, although at the discretion of the person specifying or requiring it,
suppliers could be requested to provide an HMI system including the features mentioned herein.
This document does not eliminate the need for sound engineering judgment. No HMI platform
or technology is mandated nor implied.

2 Normative references

The following documents are referred to in the text in such a way that some or all of their content
constitutes requirements of this document. For dated references, only the edition cited applies.
For undated references, the latest edition of the referenced document (including any
amendments) applies.

IEC 62381, Automation systems in the process industry — Factory acceptance test (FAT), site
acceptance test (SAT), and site integration test (SIT)

IEC 62443 (all parts), Security for industrial automation and control systems
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3 Terms, definitions and abbreviated terms
For the purposes of this document, the following terms and definitions apply.

ISO and IEC maintain terminology databases for use in standardization at the following
addresses:

e |EC Electropedia: available at https://www.electropedia.org/

e |ISO Online browsing platform: available at https://www.iso.org/obp
3.1 Terms and definitions

3.11

abnormal situation

disturbance in an industrial process during which the control system cannot keep the process
within normal operating parameters

3.1.2

alarm

audible and/or visible means of indicating to the operator an equipment malfunction, process
deviation, or abnormal condition requiring a timely response

[SOURCE: IEC 62682:2022, 3.1.7]

3.1.3
aspect ratio
ratio between the total horizontal and total vertical dimensions on a screen

Note 1 to entry: Displays designed for one aspect ratio screen (e.g. 4:3) can appear distorted when shown on a
screen with a different aspect ratio (e.g. 16:9).

3.1.4

asset owner

role of an organization responsible for one or more industrial automation and control systems
(IACSs)

Note 1 to entry: The term "asset owner" is used in place of the generic term "end user" to provide differentiation.
Note 2 to entry: This definition includes the components that are part of the IACS.

Note 3 to entry: In the context of this document, asset owner also includes the operator of the IACS.

[SOURCE: IEC 62443-3-3:2013, 3.1.2, modified to be role-based.]

3.1.5
auditory coding
use of auditory signals to convey information to operators

3.1.6
auditory signal
particular, unique, recognizable sound used to convey a particular, unique meaning

3.1.7
call up time
lapsed time for all display elements to be refreshed after a display change has been requested

3.1.8
chromatic distortion
colour fringing or smearing caused by unequal focusing of different colours Documents
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3.1.9
commissioning
procedures prior, or related, to handing over a system for placing into service

Note 1 to entry: These procedures often include acceptance testing (FAT, SAT, and SIT); handing over of drawings
and documentation; delivering instructions for operation, maintenance, and repair; and providing training to personnel.

3.1.10

console

hardware, software, and furniture or enclosure at which users monitor and/or control the
process, which can include multiple stations, communication devices, and other devices

EXAMPLE Cameras, barcode devices and pushbutton stations.

Note 1 to entry: See Figure A.1.

3.1.11

control platform

system comprising a programmable automation controller, programmable logic controller, or a
distributed control system controller

3.1.12

control room

core functional entity, and its associated physical structure, where control room operators are
stationed to carry out centralized control, monitoring and administrative responsibilities

[SOURCE: ISO 11064-1:2000, 3.2, modified — "control room" was added to the definition.]

3.1.13

control system

system that responds to input signals from the equipment under control and/or from an operator
and generates output signals that cause the equipment under control to operate in the desired
manner

[SOURCE: IEC 62682:2022, 3.1.44, modified — Note 1 to entry and Note 2 to entry were
removed.]

3.1.14
controller
hardware which executes functions for monitoring and control of one or more process variables

Note 1 to entry: In some industries, the primary user of the HMI is called the controller.

3.1.15

dashboard

type of display showing summary of various pieces of important information typically used to
give an overview of a process or part of a process

3.1.16
display
visual representation of the process and related information used for monitoring and control

Note 1 to entry: See Figure A.1.

3.1.17

display type

display format

graphic layout

description of the generic layout of a display and its presentation of information without referring

to any particular content Documents
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3.1.18

drill-down

method of navigation in which successive displays show increasing detail for smaller subsets
of the system scope

3.1.19

embedded logic

software that is part of the HMI system and performs some of the requirements of that HMI
system

3.1.20

faceplate

display, part of a display, or popup used for monitoring and/or direct operation of a single control
loop, device, sequence, or other entity

Note 1 to entry: A faceplate contains one or more graphic symbols.

Note 2 to entry: A faceplate is used for group display, popup or other displays.

3.1.21
graphic element
component part of a graphic symbol

Note 1 to entry: Graphic elements consist of objects such as a line and/or circle as shown in Figure A.1.

3.1.22

graphic symbol

graphic object

visual representation of a process component, instrument, condition, information, or operation
interaction in a display

Note 1 to entry: Composed of a combination of single graphic elements. See Figure A.1.

3.1.23
HMI application
computer program that is specific to the requirements of the HMI specification

3.1.24
HMI platform
particular family of HMI systems, consoles, or stations capable of using a common HMI toolkit

3.1.25

human factors engineering

scientific discipline concerned with the understanding of interactions between human and other
elements of a system that applies theory, principles, data, and methods to design in order to
optimize human well-being and overall system performance

3.1.26

human machine interface

HMI

HMI system

collection of hardware and software used by the operator and others to monitor and interact
with the control system and with the process via the control system

[SOURCE: IEC 62682:2022, 3.1.56]
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3.1.27
HMI security model
information used to develop a detailed program for managing the security of an HMI system

Note 1 to entry: HMI security model is needed to identify the security needs and important characteristics of the
environment at a level of detail necessary to address security issues with a common understanding of the framework
and vocabulary.

3.1.28

industrial automation and control system

IACS

collection of personnel, hardware, software, procedures and policies involved in the operation
of the industrial process and that can affect or influence its safe, secure and reliable operation

3.1.29

keyboard

input device that allows the user to type characters, values, or commands to affect the control
system

Note 1 to entry: See Figure A.1.

3.1.30

mobile device

portable device having a display screen with touch, pen and/or keyboard input that utilizes
communication networks

3.1.31
monitor
<noun> electronic device for the display of visual information in the form of text and/or graphics

Note 1 to entry: See Figure A.1.

3.1.32

monitor

<verb> maintain awareness of the state of a process by observing variables or the change of
variables against limits or other variables, to keep track of operations and enable timely and
appropriate response to abnormal situations

3.1.33

navigation

function which supports users in locating desired information in an HMI-based information
system, and also in guiding the selection of displays, or the act of selecting a display

3.1.34
operator
person who monitors and makes changes to the process

Note 1 to entry: The operator is the user that most frequently interacts with the HMI.

3.1.35

pointing device

input device which translates physical movements to movements of a pointer, cursor, or other
indicator across the screen

EXAMPLE Mouse, trackball, and touchscreen.

Note 1 to entry: See Figure A.1.
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3.1.36

popup

popup display

overlay

display that appears in the foreground of the screen, possibly obscuring part or all of other
displays

Note 1 to entry: See Figure A.1.

3.1.37

resolution

screen resolution

size and pixel density of the screen, usually specified by the number of vertical and horizontal
pixels and the diagonal dimension

EXAMPLE 1 024 horizontal x 768 vertical.

Note 1 to entry: The resolution determines the fineness of detail that can be distinguished in an image on a screen.
Alternately, this fineness of detail can be specified in pixels per linear dimension (e.g. 96 DPI — dots per inch).

3.1.38

salience

distinctiveness, prominence, obviousness, or conspicuousness of a graphic symbol or other
part of a display, for the purpose of quickly drawing operator attention

3.1.39
screen
area of the monitor that shows visual information

Note 1 to entry: See Figure A.1.
Note 2 to entry: See resolution (3.1.37), for more information.

Note 3 to entry: Some computer operating systems support a software "screen" (desktop) spanning multiple
monitors, but for the purposes of this document, a screen is the part of a single monitor on which displays are shown.

3.1.40

script

executable software code which performs tasks on the HMI system and is usually invoked by
an operator action or other control system trigger

3.1.41
scripting
feature provided by some HMI platforms to allow the execution of a script

3.1.42

situation awareness

operator's perception and comprehension of the current state of the actual process conditions
and ability to predict future states

Note 1 to entry: Situation awareness allows the operator to respond appropriately and in a timely manner to the
process behaviour both under normal and abnormal conditions.

3.1.43

station

workstation

part of console that can be occupied by a person for monitoring and control of the process and
that has at least one monitor and input device

Note 1 to entry: Examples of input device are keyboard and pointing devices.

Note 2 to entry: A station can have output devices such as printer and speaker. Documents
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3.1.44
system standards
documents created in the specify stage of the life cycle

Note 1 to entry: System standards includes HMI philosophy, HMI style guides, and HMI toolkits.

3.1.45
task analysis
method of extracting a user's requirements based on a review of tasks performed by the user

3.1.46

trend

feature for displaying real-time and/or historical data in various chart formats, usually with
respect to time

3.1.47

usability

extent to which a system can be used by specified users to achieve specified goals with
effectiveness, efficiency, and satisfaction in a specified context of use

[SOURCE: IEC 60092-504:2016, 3.21]

3.1.48

validation

qualification

process of demonstrating by examination, testing, or other objective evidence that the HMI, as
installed, meets applicable requirements and specifications

Note 1 to entry: Requirements and specifications include HMI philosophy, HMI style guide, and user, task, and
functional requirements.

3.1.49

verification

process of demonstrating by examination, review, testing, or other objective evidence that the
outputs of an HMI life cycle activity meet the objective and requirements defined for the activity

3.1.50

yoking

spawning

linked navigation

method by which specific combinations of related displays and display contents are called up
via a single navigation action commonly used with multiple monitors

3.2 Abbreviated terms

ANSI American National Standards Institute
CCTV closed circuit television

DCS distributed control system

FAT factory acceptance test

HFE human factors engineering

HFES Human Factors and Ergonomics Society
HMI human machine interface

1/10 input / output

MOC management of change

PAC programmable automation controller
P&ID piping and instrumentation diagram Documents
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PFD process flow diagram

PLC programmable logic controller
RFID radio-frequency identification
SAT site acceptance test

SIF safety instrumented function
SIS safety instrumented system
SIT site integration test

4 User types

Throughout this document, the term "user" refers to the various individuals who will use the
HMI. Primary users are those directly responsible for the operation of the equipment controlled
from the HMI. Secondary users are those supporting the operations activities whether field
operators, maintenance, engineering, or management.

The HMI system should ensure that only one user at a time is in control of the HMI object. The
rationale behind this is documented in the HMI philosophy.

NOTE 1 Local/remote control is one mechanism to ensure a single user is in control at any one time.

If the HMI system is capable of showing who is in control of the HMI object, the HMI style guide
shall document a solution for determining and showing who is in control. The mechanism to
ensure this shall be documented.

Based on their individual roles, each user, or type of user, can have different privileges and
levels of access to various displays, diagnostic capabilities, and other functions via the HMI.
Roles and responsibilities can vary from industry to industry and from facility to facility. An
example of user access credentials is shown in Table 1.

Primary users are operations-users who monitor and perform control and operation of the plant
or facility. This can include both operators in the main control room as well as the extended
operations team which can include remote users and users of portable interface devices.

Examples of types of users are:
a) control room operators (including those that have specific field duties) who are the main
primary users,

b) inside/outside operator who has duties in the control room, usually less than 20% control
operations,

NOTE 2 Other responsibilities are as an outside operator doing rounds and making manual adjustments.
c) supervisor management role with control authorization,
d) chief operator who is in charge during the shift,

e) maintenance-users who perform troubleshooting and/or maintenance of the process,
instrumentation, final control elements, and plant equipment,

f) engineering-users who perform modifications, additions, or deletions to the HMI or control
system,

g) administrator-users who perform maintenance or updates to the control system itself, or
assign security to other users,

h) management-users who monitor the operation of the plant or facility, and

i) analyst-users who monitor the system to improve plant performance.

NOTE 3 There can be other types of users who interact with the HMI system for other purposes (e.g. quality
management personnel). Documents
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NOTE 4 The term users in the above examples have a prefix modifier (e.g. "engineering"-user) indicating the role

of the user.

Table 1 — Example user access credentials

User

Security access

Control room operator

Read/write access

Inside/outside operator

Read/write access

Field operators

Read only

Supervisor

Read/write access

Chief operator

Read only with write access from central control room

Maintenance

Read/write access

Engineers

Read/write access

Administrators

Read/write access

Management

Read only access

Analysts

Read only access

5 HMI system management

5.1

The HMI shall be developed and managed through a life cycle model.

HMI life cycle model

See Figure 1 for an example HMI life cycle model.

Continuous work processes

[ moc | [ Auwit | [ vaidation |
ENTRY 1 ENTRY 2
New system New display -
major changes display changes v v § é
Specify Design Implement Operate E Q
=1 K
cls
ol
Console design Build displays In service ole
Style guide esign 2
> -_Test -Decommission
s | |©
ti rain
re:LTi(r:elr?]neits
-_Commission
* Continuous Display design
improvement
|— I IEC
Figure 1 — Example of HMI life cycle
The following HMI life cycle stages are required:
specify (5.2),
design (5.3),
implement (5.4),
operate (5.5), and
continuous work processes (5.6). Documents
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The first entry point (ENTRY 1) of the HMI life cycle is at the specify stage for establishing a
new system or making major changes to an existing system, including migration from a legacy
HMI platform.

System standards shall be created during the specify stage and used to establish the foundation
for the HMI system.

The system standards shall be maintained over the life of a facility. Once created, they are not
commonly recreated or significantly modified unless the overall philosophy has changed.
Occasionally, project requirements will dictate the creation of new standards or drive significant
change to the existing system standards.

The second entry point (ENTRY 2) of the HMI life cycle is at the design stage for either new
display design(s) or display changes. This is where the main HMI life cycle stages begin: design
and review, implement, and operate. Two continuous improvement steps are shown in the life
cycle. The first shows a cycle between design and specify. This recognizes that improvements
can be made continuously in HMI design that are reflected back to the system standards. The
second continuous improvement process is between operate and design, recognizing
improvements to the specific system in operation. Ideas for improvement can occur at any point
in the life cycle, but the major connections are shown where the actual changes occur.

Continuous work processes of MOC, audit, and validation are also shown across the entire life
cycle.

Each stage of the HMI life cycle is discussed in detail below. Table 2, Table 3, Table 4, Table 5
and Table 6 provide some details around the activities integral to all stages of the life cycle.
The tables include the major objectives, inputs, and outputs for each stage of the life cycle.

5.2 Specify stage
5.2.1 General

The specify stage of the life cycle includes development of the systems standards.

The HMI philosophy documents the guiding principles that govern the life cycle management of
the HMI.

The HMI style guide and HMI toolkits shall address any application specific requirements.

NOTE SIS and other functional safety systems are designed in accordance with IEC 61511 and are examples of
such specific requirements.

The HMI system shall be included in a security risk assessment, the output of which shall form
the basis of the HMI security model.

The security risk assessment should be in accordance IEC 62443 (all parts).

See Table 2 for some examples of objectives, inputs, and outputs for the specify stage of the
example life cycle.
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Table 2 - Example specify stage activities

<]
7]
5| 3
s o Activity Objectives Inputs Outputs
| 2
(7]
User experience, conceptual
Provide guiding principles and E;eg}rg;z’n?snﬂgggg::gnal HMI
~ | HMI conceptual foundation for HMI q ’ philosophy
o | philosophy design; this includes details on learned, standards, ;
o ’ . . guidelines and HFE (independent
development how the HMI is designed and : . £ HMI
used considerations, work o
: processes, HMI security platform)
model.
> Apply the guiding principles and
‘E concepts of the HMI philosophy
> to provide implerr_]entation HMI philosophy, HMI
G | o | HMIstyle examples and guidance. platform experience and HMI style
o | o | guide (This does not include all expertise (to confirm guide
n © | development technical details, although the feasibility; develop early
design needs to be feasible in all proof of concept designs)
target HMI platforms or include
alternative engineered methods).
Generate all graphic symbols HMI style guide, HMI HMI toolkit(s)
z HMI toolkit and other supporting elements platform experience, and
w | development as required to implement the expertise, conceptual user, (HMI platform-
HMI style guide. task, functional requirements | specific)
5.2.2 HMI philosophy

The HMI philosophy provides a foundation of concepts such that developers and users can
grasp the guiding principles and technical rationales, allowing an effective HMI to be created
and maintained.

NOTE More details and an example TOC (table of contents) for an HMI philosophy can be found in ISA TR101.01.

The HMI philosophy does not provide the HMI platform specific implementation details. Those
details are covered in the HMI style guide and HMI toolkit.

The HMI philosophy is a strategic document addressing the guiding principles that govern the
design structure of the HMI. Guiding principles include:

a) alignment with human factors (see Clause 6);

b) user, task, and functional requirements for all modes of operation that require HMI support;
c) design standards and guidelines;

d) work practices for the development and management of the HMI, including the conceptual

design of the console, number of screens, number of keyboards/pointing devices, etc.;

e) HMI security model; and

f) design outputs that improve the user's abilities to detect, diagnose, and properly respond to
abnormal situations.

Guidelines for the HMI security model shall be developed based on IEC 62443 (all parts). This
high-level description should then be used to ensure the HMI style guide and HMI toolkit are
developed to support the intended security model for the system.

The HMI security model should also include how changes to the system are logged, who can
change the system, and how change is controlled at an HMI system level.
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5.2.3 HMI style guide
5.2.31 General

The HMI style guide is a document that contains asset owner specific standards and guidelines
for the design and implementation of a configurable HMI.

An HMI style guide shall include detailed design for the display layout and graphic objects used
in the HMI toolkit and associated applications as well as specific implementation standards.

The HMI style guide shall follow the guiding principles from the HMI philosophy, including:

human factors,

T Q

design standards,

o O

)

)

) user requirements,

) task requirements, and
)

)

functional requirements.

The work practices recommended to manage the HMI outlined in the HMI philosophy can be
further defined.

Guidance on display types and their preferred use shall also be included (see Clause 7).

To ensure an effective HMI, guidance on implementation should include some expectations of
HMI performance (see Clause 9).

The HMI style guide uses the guiding principles and concepts of the HMI philosophy to establish
implementation examples and guidance.

For the major dynamic graphic objects, the HMI style guide shall contain a description of the
object's behaviour, presentation (size, colour, and any animation), and illustrations of possible
states.

The HMI style guide is not meant to hold all of the HMI platform specific technical documentation
of the HMI design.

The HMI style guide shall be created with proven examples or proofs of concept prototyping for
all intended HMI platforms in order to ensure feasibility.

5.2.3.2 Use of scripting or embedded logic

One area of common concern is the use of scripting or embedded logic in individual displays.
For some HMI platforms, it is possible to embed logic or data manipulation in the configurable
portion of the display to handle a variety of tasks.

The HMI designer should use comprehensive design principles in determining the use of and
impact of embedded logic and scripting, including the handling of all caused communication
delays and the appropriate failure modes.

If a scripting engine supports error handling, then error handling shall be built into the scripts.
This error handling should result in visual output for the users of the HMI and should also log
these errors in the respective alarms and events handling solution for easy troubleshooting.

If custom scripting is used, the capabilities of the scripting shall be as specified in the HMI style
guide.
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