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Foreword

This document (EN ISO 10418:2003) has been prepared by Technical Committee ISO/TC 67
"Materials, equipment and offshore structures for petroleum and natural gas industries" in
collaboration with Technical Committee CEN/TC 12 "Materials, equipment and offshore
structures for petroleum and natural gas industries", the secretariat of which is held by AFNOR.

This European Standard shall be given the status of a national standard, either by publication of
an identical text or by endorsement, at the latest by April 2004, and conflicting national
standards shall be withdrawn at the latest by April 2004.

According to the CEN/CENELEC Internal Regulations, the national standards organizations of
the following countries are bound to implement this European Standard: Austria, Belgium, Czech
Republic, Denmark, Finland, France, Germany, Greece, Hungary, Iceland, Ireland, Italy,
Luxembourg, Malta, Netherlands, Norway, Portugal, Slovakia, Spain, Sweden, Switzerland and
the United Kingdom.

NOTE FROM CMC   The foreword is susceptible to be amended on reception of the German
language version. The confirmed or amended foreword, and when appropriate, the normative
annex ZA for the references to international publications with their relevant European
publications will be circulated with the German version.

Endorsement notice

The text of ISO 10418:2003 has been approved by CEN as EN ISO 10418:2003 without any
modifications.
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Introduction 

Effective management systems are required to address the health and safety aspects of the activities 
undertaken by all companies associated with the offshore recovery of hydrocarbons1). These management 
systems should be applied to all stages in the life cycle of an installation and to all related activities. Such a 
management system, which has been developed for environmental issues, is described in ISO 14001[4] and 
the principles contained in this International Standard can also be applied to issues relating to health and 
safety.  

One key element of effective management systems is a systematic approach to the identification of hazards 
and the assessment of the risk in order to provide information to aid decision-making on the need to introduce 
risk-reduction measures.  

Risk reduction is an important component of risk management, and the selection of risk-reduction measures 
will predominantly entail the use of sound engineering judgement. However, such judgements may need to be 
supplemented by recognition of the particular circumstances, which may require variation to past practices 
and previously applied codes and standards.  

Risk-reduction measures should include those to prevent incidents (i.e. reducing the probability of occurrence), 
to control incidents (i.e. limit the extent and duration of a hazardous event) and to mitigate the effects (i.e. 
reducing the consequences). Preventative measures such as using inherently safer designs and ensuring 
asset integrity should be emphasized wherever practicable. Measures to recover from incidents should be 
provided based on risk assessment and should be developed taking into account possible failures of the 
control and mitigation measures. Based on the results of the evaluation, detailed health, safety and 
environmental objectives and functional requirements should be set at appropriate levels. 

The level and extent of hazard identification and risk assessment activities will vary depending on the scale of 
the installation and the stage in the installation life cycle when the identification and assessment process is 
undertaken. For example: 

 complex installations, e.g. a large production platform incorporating complex facilities, drilling modules 
and large accommodation modules, are likely to require detailed studies to address hazardous events 
such as fires, explosions, ship collisions, structural damage, etc.; 

 for simpler installations, e.g. a wellhead platform with limited process facilities, it may be possible to rely 
on application of recognized codes and standards as a suitable base which reflects industry experience 
for this type of facility; 

 for installations which are a repeat of earlier designs, evaluations undertaken for the original design may 
be deemed sufficient to determine the measures needed to manage hazardous events; 

 for installations in the early design phases, the evaluations will necessarily be less detailed than those 
undertaken during later design phases and will focus on design issues rather than management and 
procedural aspects. Any design criteria developed during these early stages will need to be verified once 
the installation is operational. 

Hazard identification and risk assessment activities may need to be reviewed and updated if significant new 
issues are identified or if there is significant change to the installation. The above is general and applies to all 
hazards and potentially hazardous events.  

                                                      

1) For example, operators should have an effective management system. Contractors should have either their own 
management system or conduct their activities consistently with the operator's management system. 
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Process protection system is a term used to describe the equipment provided to prevent, mitigate or control 
undesirable events in process equipment, and includes relief systems, instrumentation for alarm and 
shutdown, and emergency support systems. Process protection systems should be provided based on an 
evaluation that takes into account undesirable events that may pose a safety risk. The results of the 
evaluation process and the decisions taken with respect to the need for process protection systems should be 
fully recorded.  

If an installation and the associated process systems are sufficiently well understood, it is possible to use 
codes and standards as the basis for the hazard identification and risk assessment activities that underpin the 
selection of the required process protection systems. The content of this International Standard is designed to 
be used for such applications and has been derived from the methods contained in API RP 14C[8] that have 
proven to be effective for many years. Alternative methods of evaluation may be used, for example based on 
the structured review techniques described in ISO 17776. Having undertaken an appropriate evaluation, the 
selection of equipment to use may be based on a combination of the traditional prescriptive approach and new 
standards that are more risk based.  

Particular requirements for the control and mitigation of fires and explosions on offshore installations are given 
in ISO 13702. General requirements for fire and gas and emergency shutdown (ESD) systems are also 
included in ISO 13702. 

This International Standard and ISO 13702 reference new standards on functional safety of instrumented 
systems. This International Standard refers to IEC 61511-1, which is the process sector implementation of the 
generic standard IEC 61508 that is referred to in ISO 13702. The relationship between the standards referred 
to above is presented in Figure 1.  

The approach described in this International Standard should be applied in an iterative way. As design 
proceeds, consideration should be given as to whether any new hazards are introduced and whether any new 
risk-reduction measures need to be introduced. 

It should be recognized that the design, analysis and testing techniques described in this International 
Standard have been developed bearing in mind the typical installations now in use. Due consideration should 
therefore be given during the development of process protection systems to the size of the installation, the 
complexity of the process facilities, the complexity and diversity of the protection equipment and the manning 
levels required. New and innovative technology may require new approaches. 

This International Standard has been prepared primarily to assist in the development of new installations, and 
as such it may not be appropriate to apply some of the requirements to existing installations. Retrospective 
application of this International Standard should only be undertaken if it is reasonable to do so. During the 
planning of a major modification to an installation, there may be more opportunity to implement the 
requirements and a careful review of this International Standard should be undertaken to determine those 
clauses which can be adopted during the modification. 
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Petroleum and natural gas industries — Offshore production 
installations — Analysis, design, installation and testing of 

1 Scope 

This International Standard provides objectives, functional requirements and guidelines for techniques for the 
analysis, design and testing of surface process safety systems for offshore installations for the recovery of 
hydrocarbon resources. The basic concepts associated with the analysis and design of a process safety 
system for an offshore oil and gas production facility are described, together with examples of the application 
to typical (simple) process components. These examples are contained in the annexes of this International 
Standard. 

This International Standard is applicable to 

 fixed offshore structures; 

 floating production, storage and off-take systems; 

for the petroleum and natural gas industries. 

This International Standard is not applicable to mobile offshore units and subsea installations, although many 
of the principles contained in it may be used as guidance.  

2 Normative references 

The following referenced documents are indispensable for the application of this document. For dated 
references, only the edition cited applies. For undated references, the latest edition of the referenced 
document (including any amendments) applies. 

ISO 13702:1999, Petroleum and natural gas industries — Control and mitigation of fires and explosions on 
offshore production installations — Requirements and guidelines 

ISO 17776:2000, Petroleum and natural gas industries — Offshore production installations — Guidelines on 
tools and techniques for hazard identification and risk assessment 

IEC 61511-1, Functional safety — Safety instrumented systems for the process industry sector — Part 1: 
Framework, definitions, system, hardware and software requirements 

3 Terms, definitions and abbreviated terms 

For the purposes of this International Standard, the following terms, definitions and abbreviated terms apply. 

3.1 Terms and definitions 

3.1.1 
abnormal operating condition 
condition which occurs in a process component when an operating variable ranges outside of its normal 
operating limits 

3.1.2 
atmospheric service 
operation at gauge pressures between 0,2 kPa vacuum and 35 kPa pressure  
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3.1.3 
automatically fired vessel 
fired vessel having the burner fuel controlled by an automatic temperature or pressure controller 

3.1.4 
backflow 
in a process component, fluid flow in the direction opposite to that of normal flow  

3.1.5 
blowdown valve 
valve used to connect a process system to the system for discharging inventory to the atmosphere 

3.1.6 
containment 
situation in which the hazardous material is held safely in a pressurized system 

3.1.7 
detectable abnormal condition 
abnormal operating condition which can be detected by a sensor 

3.1.8 
direct ignition source 
any source with sufficient energy to initiate combustion 

3.1.9 
emergency shutdown system 
ESD system  
system, activated by automatic or manual signals, which undertakes the control actions to shut down 
equipment or processes in response to a hazardous situation 

3.1.10 
excess temperature 
in a process component, temperature higher than the rated working temperature 

3.1.11 
fail-closed valve 
valve which will move to the closed position upon loss of the power medium or signal 

3.1.12 
failure 
improper performance of a device or equipment item that prevents completion of its design function  

3.1.13 
fire detection system 
system which provides continuous automatic monitoring to alert personnel to the presence of fire and to allow 
control actions to be initiated either manually or automatically 

3.1.14 
fired vessel 
vessel in which the temperature of a fluid is increased by the addition of heat supplied by a flame contained 
within a fire tube within the vessel 

3.1.15 
fire loop 
pneumatic control line containing temperature-sensing elements which, when activated, will initiate control 
actions in response to a hazardous situation 

NOTE Examples of temperature-sensing elements are: fusible plugs, synthetic tubing, etc. 
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3.1.16 
flame failure 
flame which is inadequate to instantaneously ignite combustible vapours entering the firing chamber of a fired 
vessel 

3.1.17 
flowline 
piping which directs the well stream from the wellhead to the first downstream process component 

3.1.18 
flowline segment 
any portion of a flowline that has an operating pressure different from another portion of the same flowline 

3.1.19  
gas blowby 
discharge of gas from a process component through a liquid outlet 

3.1.20 
gas detection system 
system which monitors spaces on an offshore installation for the presence and concentration of flammable 
gases and initiates alarm and control actions at predetermined concentrations 

3.1.21 
hazardous area 
three-dimensional space in which a flammable atmosphere may be expected to be present frequently enough 
to require special precaution for the control of potential ignition sources 

3.1.22 
hazardous event 
incident which occurs when a hazard is realised 

EXAMPLES Release of gas, fire, gas blowby. 

3.1.23 
high liquid level 
in a process component, liquid level above the normal operating level but less than the maximum allowable 
working level 

3.1.24 
high pressure 
in a process component, pressure in excess of the normal operating pressure but less than the maximum 
allowable working pressure 

NOTE For pipelines, the maximum allowable working pressure is the maximum allowable operating pressure. 

3.1.25 
HP/LP interface 
point in a process plant where operating pressure changes from high pressure to low pressure 

NOTE A change in system design pressure or piping class is often associated with the HP/LP interface. 

3.1.26 
high temperature 
in a process component, temperature in excess of the normal operating temperature but less than the 
maximum allowable working temperature 

3.1.27 
indirect heated component 
vessel or heat exchanger used to increase the temperature of a fluid by heat transfer from another hot fluid 

NOTE Examples of hot fluids are steam, hot water, hot oil, or other heated medium. 
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3.1.28 
installation safety system 
arrangement of safety devices and emergency support systems to effect installation shutdown  

NOTE The system can consist of a number of individual process shutdowns and can be actuated by either manual 
controls or automatic sensors. 

3.1.29 
installation shutdown 
shutting down of all process stations of an installation production process and all support equipment for the 
process which are not required for emergency response and personnel safety 

3.1.30 
instrument protection system 
system that uses instrumentation to detect a deviation from the normal operating conditions and takes action 
to return the process to a safe state or prevent environmental damage, injury to personnel or asset loss 

3.1.31 
integrity 
probability of a system satisfactorily performing the required function under all the stated conditions within a 
stated period of time 

3.1.32 
leak 
accidental escape from a process component of liquid and/or gaseous hydrocarbons to atmosphere 

3.1.33 
liquid overflow 
discharge of liquids from a process component through a gas (vapour) outlet 

3.1.34 
lower flammable limit 
LFL  
lower explosive limit  
LEL 
lowest concentration, by volume, of combustible gases in mixture with air that can be ignited at ambient 
conditions 

3.1.35 
low flow 
in a process component, flowrate lower than the normal operating flowrate but higher than the lowest 
allowable working flowrate 

3.1.36 
low liquid level 
in a process component, liquid level below the normal operating level but above the lowest allowable working 
level 

3.1.37 
low pressure 
in a process component, pressure less than the normal operating pressure but more than the lowest allowable 
working pressure  

3.1.38 
low temperature 
in a process component, temperature less than the normal operating temperature but more than the lowest 
allowable working temperature 
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3.1.39 
malfunction 
any condition of a device or equipment item that causes it to operate improperly, but does not prevent the 
performance of its design function 

3.1.40 
maximum allowable operating pressure 
highest operating pressure allowable at any point in a pipeline system during normal flow or static conditions 

3.1.41 
maximum allowable working pressure 
highest operating pressure allowable at any point in any process component, other than a pipeline, during 
normal operation or static conditions 

3.1.42 
overpressure 
in a process component, pressure in excess of the maximum allowable working pressure 

NOTE For pipelines, the maximum allowable working pressure is the maximum allowable operating pressure. 

3.1.43 
pipeline 
piping which directs fluids from subsea manifolds to an installation, between installations or between an 
installation and a shore facility 

3.1.44 
pneumatic power system 
system which supplies pressure to operate pneumatic actuators 

3.1.45 
pressure safety valve 
self-actuated valve that opens when pressure is higher or lower than a set value  

3.1.46 
process component 
single functional piece of production equipment and associated piping used on processing and injection 
facilities  

EXAMPLES Separator, heater, pump, tank. 

3.1.47 
process shutdown 
isolation of a given process station from the overall process by closing appropriate shutdown valves  

3.1.48 
process station 
one or more process components performing a specific process function such as separation, heating, 
pumping 

3.1.49 
protection device 
instrument or item of equipment used within a protection system 

3.1.50 
safety integrity level 
SIL 
discrete level for specifying the safety integrity requirements of the safety functions to be allocated to the 
safety instrumented system 

NOTE SIL 4 has the highest level of safety integrity; SIL 1 has the lowest. 
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3.1.51 
sensor 
device which automatically detects an operating condition and transmits a signal to initiate/perform a specific 
control function 

NOTE An example of a control function initiated by a sensor is process component shutdown. 

3.1.52 
shutdown valve 
SDV 
automatically operated, fail-closed valve used for isolating a pipeline or process station 

3.1.53 
shut-in tubing pressure 
SITP 
maximum pressure that the wellhead could be subjected to as a result of a long-term shut-off of the well 

3.1.54 
subsurface safety valve 
SSSV 
automatically operated device installed in a well below the mudline and having the design function to prevent 
uncontrolled well flow in response to a hazardous situation  

3.1.55 
subsurface-controlled subsurface safety valve 
SSCSSV 
SSSV actuated by the pressure characteristics of the well 

3.1.56 
surface-controlled subsurface safety valve 
SCSSV 
SSSV controlled from the surface by hydraulic, electric, mechanical or other means 

3.1.57 
surface safety valve 
SSV 
automatically operated wellhead valve assembly which will isolate the reservoir fluids upon loss of the power 
medium 

3.1.58 
underpressure 
in a process component, pressure which is less than the design collapse pressure 

3.1.59 
underwater safety valve 
USV 
automatically operated wellhead valve assembly, installed at an underwater wellhead location, which will 
isolate the reservoir fluids upon loss of the power medium 

3.1.60 
undesirable event 
adverse occurrence or situation in a process component or process station which poses a threat to safety 

EXAMPLES Overpressure, underpressure, liquid overflow. 

3.1.61 
vacuum 
in a process component, pressure less than atmospheric pressure 
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3.1.62 
vent 
pipe or fitting on a vessel that opens to the atmosphere 

NOTE A vent system might contain a pressure and/or vacuum relief device. 

3.2 Abbreviated terms 

AFP active fire protection 

ASH combustible gas detector 

BDV blowdown valve 

BSL burner flame detector 

CAD computer-aided design 

EDP emergency depressurization 

ESD emergency shutdown 

ESS emergency support system 

F&G fire and gas system 

FES fire and explosion strategy 

FSH flow safety high 

FSL flow safety low 

FSV flow safety valve 

ISA The Instrumentation, Systems and Automation Society 

LFL lower flammable limit 

LSH level safety high 

LSL level safety low 

MAWP maximum allowable working pressure (rated) 

NGL natural gas liquids 

NRTL nationally recognized testing laboratory 

OEL occupational exposure limit 

OSH occupational safety high (toxic gas) 

PFD process flow diagram 

P&ID piping and instrumentation diagram 

PSE pressure safety element 

PSH pressure safety high 

PSHL pressure safety high and low 

PSL pressure safety low 

PSV pressure safety valve 

SAC safety analysis checklist 

SAFE safety analysis function evaluation 
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SAT safety analysis table 

SCSSV surface-controlled subsurface safety valve 

SDV shutdown valve 

SIL safety integrity level 

SITP shut-in tubing pressure 

SSC sulfide stress cracking 

SSCSSV subsurface-controlled subsurface safety valve 

SSSV subsurface safety valve 

SSV surface safety valve 

TSE temperature safety element (heat detector) 

TSH temperature safety high 

TSHL temperature safety high and low 

TSL temperature safety low 

TSV temperature safety valve 

USH ultraviolet/infrared safety high (flame detector) 

USV underwater safety valve 

YSH smoke safety high 

4 Symbols and identification for protection devices 

4.1 Objectives 

The purpose of graphical symbols and identification on protection devices is: 

 to uniquely identify safety devices used in process plants, 

 to facilitate the recognition of safety devices throughout an installation and between installations, 

 to aid the systematic design and analysis process. 

4.2 Functional requirements 

On any installation, a unique system shall be employed for identifying and symbolizing all safety devices and 
process components. This shall result in individual safety devices and process components being described 
by a unique identifier (tag) which then shall be used during the development of design drawings, such as 
PFDs and P&IDs. 

The unique identifier (tag) shall consist of alphanumeric identifiers (i.e. AAAA, NNN). Letters shall identify the 
function, while numbers shall uniquely identify multiple devices with the same function (e.g. PSHH 005 means 
number 5 of pressure safety high, high sensor). 

A number of graphical symbols are available depending on the contractors and CAD systems used. The same 
standard shall be used at least within one development project and for operation within one offshore 
installation. Graphical symbols used in this International Standard are shown in Annex A. 

Table 1 gives a list of preferred alpha-identifiers for safety devices. 
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Table 1 — Safety device identifiers 

Sensing and self-acting devices 
Safety device designation Variable 

Common name Process safety function 

Identifier 

Backflow Check valve Flow safety valve FSV 
Burner flame Burner flame detector Burner safety low BSL 
Flow High flow sensor Flow safety high FSH 
 Low flow sensor Flow safety low FSL 
Level High level sensor Level safety high LSH 
 Low level sensor Level safety low LSL 
Pressure High pressure sensor Pressure safety high PSH 
 High/low pressure sensor Pressure safety high low PSHL 

 Low pressure sensor Pressure safety low PSL 
 Pressure relief/safety valve Pressure safety valve PSV 
 Rupture disc/safety head Pressure safety element PSE 
Pressure or vacuum Pressure/vacuum relief valve Pressure safety valve PSV 
 Pressure/vacuum relief manhole cover Pressure safety valve PSV 
 Vent None  
Vacuum Vacuum relief valve Pressure safety valve PSV 
 Rupture disc or safety head Pressure safety element PSE 
Temperature Temperature fire detector Temperature safety element TSE 
 High temperature sensor Temperature safety high TSH 
 Low temperature sensor Temperature safety low TSL 
 High/low temperature sensor Temperature safety high low TSHL 

 Fire relief valve Temperature safety valve TSV 

Actuated valves 
Service Safety 

identifier 

Wellhead surface safety valve SSV 
Underwater safety valve USV 
Blowdown valve BDV 
All other shutdown valves SDV 

 

5 Safety analysis concepts 

5.1 Objectives 

The purpose of safety analysis concepts is 

 to identify undesirable events that pose a safety risk, and define reliable protective measures that will 
prevent such events or minimize their effects if they occur, 

 to establish a firm basis for designing and documenting a production installation safety system for a 
process composed of components and systems normally used offshore, 

 to establish guidelines for analysing components or systems that are new or significantly different from 
those covered in this International Standard, 
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 to enable verification that safety has been achieved, through the application of a proven analysis 
technique, and that the arrangements provided for the protection of process components form an 
integrated system covering the entire platform. 

5.2 General functional requirements  

5.2.1 An analysis shall be carried out for each process component in order to verify the protection 
arrangements provided to detect, prevent, mitigate or control undesirable events which may develop in a 
process component under worst-case conditions. 

5.2.2 The analysis procedure shall provide a structured method to develop a process safety system and 
provide supporting documentation. 

5.2.3 The analysis shall  

 identify those undesirable events which may compromise the integrity of the component, 

 identify the safety measures required to detect, prevent or mitigate such events, 

 establish a firm basis for designing and documenting the provisions of a process safety system. 

5.2.4 The analysis techniques used shall be in accordance with 

 the approach using tables, checklists and functional evaluation charts as described in 5.3 or  

 the approach involving the use of structured review techniques as described in 5.4.  

In many instances there are benefits in using a combination of the above techniques. In particular the 
following should be considered: 

a) If process components are used that are not included in the basic list in Annex B, or if process 
components are used in a novel way, then use of the structured techniques as described in 5.4 should be 
considered; 

b) If analysis techniques as described in 5.3 have been used, then elimination of some primary or secondary 
protection devices may be considered if analysis using the techniques in 5.4 confirms adequate levels of 
safety. 

5.2.5 In selecting the analysis approach to follow, account shall be taken of the following: 

 the analysis approach which has been traditionally used for facilities in that location; 

 the skills, experience and competency of those undertaking the analysis; 

 the novelty and complexity of the process systems to be used. 

NOTE Further guidance on the selection of hazard and risk assessment methods is given in Clause 4 of 
ISO 17776:2000. 

5.3 Functional requirements for analysis using tables, checklists and functional evaluation 
charts 

5.3.1 Analysis and design procedure 

5.3.1.1 The analysis and design of a platform surface safety system shall include the following steps. 

a) Describe the process by a detailed flow schematic and establish the operating parameters. The flow 
schematic and operating parameters shall be developed based on equipment design and process 
requirements. 
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b) The overall design should be divided into basic process components that can be analysed on a 
systematic basis as described in B.2. B.3 includes an analysis of a number of common basic process 
components. If a process component significantly different from those covered in B.3 is used in a process, 
a SAT and SAC table shall be developed for that component using the principles described in B.2 or as 
described in 5.3.1.3. 

c) Using SATs, verify the need for basic safety devices to protect each process component viewed as an 
individual unit. SACs for individual components are then used to justify the elimination of any safety 
device when each process component is analysed in relation to other process components. The SAC lists 
specific conditions under which some safety devices may be eliminated when larger segments of the 
process are considered. 

d) Using the SAFE chart, logically integrate all safety devices and self-protected equipment into a complete 
platform safety system. List on the SAFE chart all process components and their required safety devices. 
Enter the functions that the devices perform, and relate each device to its function by checking the 
appropriate box in the chart matrix. 

e) If designing a new facility, show all devices to be installed on the process flow schematic. 

f) If analysing an existing facility, compare the SAFE chart with the process flow schematic and add the 
devices required but not shown. 

5.3.1.2 The analyses should define the monitoring devices (sensors) and self-actuating safety devices 
needed for a process facility. They should also establish the safety function required to return the process to a 
safe state (shutdown, diverting the input, pressure relief, etc.). 

5.3.1.3 The use of proven systems analysis techniques, adapted to the production process, will 
determine the minimum protection requirements for a process component. If such analysis is applied to the 
component as an independent unit, assuming worst-case conditions of input and output, the analysis will be 
valid for that component in any process configuration. Appropriate analysis techniques are described in 
ISO 17776. 

5.3.2 Safety analysis table (SAT) 

5.3.2.1 SATs shall be completed for each process component which forms part of the design. 

5.3.2.2 For each identified undesirable event, the SATs shall address 

 the cause, 

 the detectable abnormal condition. 

5.3.2.3 The SATs are applicable to a component regardless of its position in the process flow. The 
boundaries of each process component include the inlet piping, control devices, and the outlet piping to 
another component. Every outlet pipe and pipe branch shall be included up to the point where safety devices 
on the next component provide protection. 

NOTE SATs for the basic process components of a platform production facility are presented in Annex B. 

5.3.2.4 The safety analysis of each process component highlights undesirable events (effects of 
equipment failures, process upsets, accidents, etc.) from which protection shall be provided, along with 
detectable abnormal conditions that can be monitored for safety surveillance. These detectable conditions are 
used to initiate action through manual or automatic controls to prevent or minimize the effect of undesirable 
events. The tables present the logical sequence of safety system development, including undesirable events 
that could be created in downstream process components because of failures in the equipment or safety 
devices of the component under consideration. 

5.3.2.5 The generic causes of each undesirable event shall be listed. The primary causes are equipment 
failures, process upsets, operator error and accidents, but all primary causes in a category will create the 
same undesirable event. Thus, a blocked line could be due to plugging, freezing, or other failure of a control 
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valve, or the inadvertent closing of a manual valve. The undesirable events shall be determined from a 
detailed investigation of the failure modes of the component and its ancillary equipment. These failure modes 
are grouped under causes, according to the manner in which they can generate the undesirable event. 

5.3.3 Safety analysis checklist (SAC) 

5.3.3.1 SACs shall be completed for each process component which forms part of the process design. 

NOTE SACs for basic process components are presented in Annex B.  

5.3.3.2 The SAC lists the safety devices that would be required to protect each process component if it 
were viewed as an individual unit with the worst probable input and output conditions. Listed under each 
recommended device are certain conditions that eliminate the need for that particular device when the 
component is viewed in relation to other process components. This action is justified because safety devices 
on other components will provide the same protection, or because in a specific configuration, the abnormal 
condition that the device detects will not lead to a risk to safety.  

5.3.4 Safety analysis function evaluation (SAFE) chart 

5.3.4.1 A SAFE chart shall be completed relating all sensing devices, SDVs, shutdown devices, and 
emergency support systems to their functions. The SAFE chart shall list all process components and 
emergency support systems with their required safety devices, and shall list the functions to be performed by 
each device.  

5.3.4.2 If the device is not needed, the reason shall be listed on the SAFE chart by referring to the 
appropriate SAC item number. If the reason for eliminating a device is that a device on another component 
provides equivalent protection, this alternative device should also be shown on the SAFE chart. The relation of 
each safety device with its required function can be documented by checking the appropriate box in the chart 
matrix. If a safety device on a process component is omitted for reasons not covered in the SAC, a notation 
describing the reason for omitting the safety device should be included on the SAFE chart. Completion of the 
SAFE chart provides a means of verifying the design logic of the basic safety system. 

NOTE A typical SAFE chart is shown in Figure C.1. Examples of use are shown in Annex C. 

5.4 Functional requirements for analysis using structured review techniques 

5.4.1 A risk management process shall be applied for the identification of hazards and the assessment and 
control of risks. Guidance on risk management is contained in Clause 5 of ISO 17776:2000. 

5.4.2 The structured review techniques used for hazard identification and risk assessment shall be selected 
to be appropriate to the installation and the activities to be undertaken on the installation. Guidance on the 
selection of tools and techniques for this process is contained in 4.5 of ISO 17776:2000. 

5.4.3 A strategy for managing process hazards for the particular process plant shall be developed. The 
following elements shall be included or referenced in the strategy:  

 process control and shutdown philosophy; 

 ESD plant segregation philosophy; 

 ESD philosophy; 

 relief and blowdown philosophy; 

 flare and vent philosophy. 

5.4.4 The strategy should be developed for the hazards identified by the techniques outlined in ISO 17776. 

5.4.5 The emergency shutdown philosophy should include a description of the hierarchy of shutdown 
systems on the installation. 
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5.4.6 A systematic study should be made of all the HP/LP interfaces in the process plant. The study should 
assess the adequacy of the protection systems for overpressure, underpressure and liquid overfill for the plant 
downstream of each HP/LP interface, and should consider 

 overpressure sources, 

 relief capacity requirement and the design relief case, 

 the relief rate requirements (e.g. control valve maximum throughput), 

 design information on the PSVs to demonstrate that they will work effectively in particular overpressure 
scenarios, 

 adequacy of the relief capacity, 

 the assumptions made about the configuration or operation of the let-down stations (e.g. control valves), 

 the executive action of the instrumented protection devices to enable judgement on whether they will be 
effective in preventing overpressure in particular scenarios. 

5.4.7 The operation of the process safety system should be checked for operability during normal plant 
start-up and normal plant shutdown conditions. The use of inherently safer designs as discussed in Clause 5 
of ISO 17776:2000 will help to reduce the risks from plant and equipment. 

5.4.8 The operation of the process safeguarding system should be confirmed by  

 the SIL of each shutdown loop, 

 the inhibits and bypasses required by the system, 

 the reliability, availability and maintainability of the process safety system components. 

NOTE 1 Inhibits and bypasses prevent an automatic action, on a temporary basis, to allow continued operation. 

NOTE 2 Annex E provides guidelines on bypassing. 

6 Process safety system design 

6.1 Objectives 

The goal of process safety system design is 

 to protect personnel, the environment, and the facility from risks caused by the production process, 

 to prevent the release of hydrocarbons or high pressure or toxic fluids from the process, and to minimize 
the adverse effects of such releases if they occur, 

 to shut in the process or affected part of the process to stop the flow of hydrocarbons to a leak or overflow 
if it occurs, 

 to prevent ignition of released hydrocarbons, 

 to shut in the process in the event of a fire, 

 to prevent undesirable events that could cause the release of hydrocarbons from equipment other than 
that in which the event occurs. 

6.2 Functional requirements 

6.2.1 The design basis for the protection system provided shall include the appropriate contribution of 
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 good engineering practice, 

 the use of proven analysis techniques to determine the minimum requirement for a process component 
which should be valid in the process configuration. 

6.2.2 Protection measures shall be provided for each process component in order to 

 prevent the uncontrolled release of hydrocarbons or other fluids, 

 minimize the consequences of an uncontrolled release. 

6.2.3 Protection measures shall be provided to 

 isolate if necessary a part of the process in order to minimize the consequences of a leak or overflow, 

 initiate shutdown or isolation of ignition sources in the event of the release of flammable vapours, 

 shut-in the process in the event of a fire or gas accumulation, 

 depressurize the inventory, if necessary, by connecting process systems to the system for discharging 
gas to the atmosphere.  

6.2.4 These analysis techniques shall be applied to all process components, from wellhead to the most 
downstream discharge point. 

6.2.5 The safety system provided shall be independent, such that a failure of the normal process control 
system shall not cause a dangerous failure of the safety system or impede the safety system from responding 
to an abnormal event. 

6.2.6 Abnormal operating conditions which may lead to an undesirable event shall be detected by the 
provision of sensors monitoring one or more process variable, or self-actuating devices. 

6.2.7 Accidents that occur external to the process on a production platform are not self-propagating unless 
they affect the process or start a fire. If they affect the process, the safety system shall shut down the process 
or affected part of the process. If they result in fire, the safety system shall shut down all platform activity in the 
affected area except that which is necessary for fire fighting and other emergency operations. 

NOTE Such accidents can be caused by natural phenomena, ship or helicopter collision, failure of tools and 
machinery, or mistakes by personnel. These types of accidents can be prevented or minimized through the 
implementation of a structured system to manage safety which includes the safe design of tools and machinery, safe 
operating procedures for personnel and equipment, and personnel training. Figure 2 indicates the manner in which 
external accidents can affect the process. 
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Key  

1 air intake flame arrestor  
2 stack spark arrestor 
3 motor starter interlock 

a For pressure components. 
b For atmospheric components. 

Figure 2 — Safety flow chart — Offshore production facility 
6.2.8 The operating modes of the safety system shall be 

a) automatic monitoring and automatic protective action if an abnormal condition, indicating an undesirable 
event, is detected by a sensor, 

b) automatic protective action if manually actuated by personnel who observe or are alerted to an abnormal 
condition by an alarm, 
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c) continuous protection by support systems that limit the volume and effects of escaping hydrocarbons.  

NOTE The ESD system is important, even on facilities that are not continuously manned, because most accidents 
and failures occur during operations that take place when personnel are present. Thus, personnel may be available to 
actuate the ESD system.  

6.2.9 The safety system shall normally provide two levels of protection to prevent or minimize the 
consequences of an equipment failure within the process. The two levels of protection shall be independent of, 
and in addition to, the control devices used in normal process operation. In general, the two levels should be 
provided by functionally different types of device.  

NOTE. Similar devices would have the same characteristics and might have the same mode of failure. 

6.2.10 The two levels of protection shall be the first to act (primary) and the next to act (secondary). 
Judgement is required to determine the best choice of protection devices for a given situation.  

NOTE As an example, two levels of protection from a rupture due to overpressure might be provided by a PSH, 
which could be used to initiate isolation of the affected equipment before rupture can occur, and a PSV which prevents a 
rupture by relieving excess volumes to a safe location. 

In selecting the setting for the primary level of protection, consideration should be given to the following: 

 the value should be above the maximum normal operating pressure including appropriate allowance for 
accuracy of setting and normal process disturbances; 

 the value should be below the relief set pressure, including allowance for accuracy of setting; 

 the rate of rise of the process parameter and the speed of response of the system. 

6.2.11 If it is not practicable to provide two functionally different types of protection device, then two sets of 
the same function safety device may be used provided it can be demonstrated that they are suitable for the 
function intended and that the expected demands and common modes of failure have been considered.  

EXAMPLE If overpressure protection is required and it is not practicable to provide a relief system an instrument 
protection system with an appropriate level of redundancy could be used, comprised of a sensor system to detect 
overpressure, a logic system and shutdown valves to isolate the source of overpressure. 

6.2.12 If instrument-based systems are used as both the primary and secondary methods of protection, and 
failure would result in serious injury or environmental loss then such systems shall be designed and 
implemented to achieve the necessary safety integrity level in accordance with IEC 61511-1.  

NOTE If an instrument-based system is used for primary protection, it will not need to comply with IEC 61511-1 
provided the secondary protection system is self-actuating and meets the requirements of relevant codes and standards.  

6.2.13 An emergency support system (ESS) is required for all emergency situations that result in fire and gas 
events that could cause a risk to the facility. The ESS shall not be considered as the sole or secondary level of 
protection for overpressure. 

NOTE The ESS does not need to meet the requirements of IEC 61511-1 unless it is required for significant risk 
reduction. Guidance on requirements for the safety integrity level of ESS is included in Annex D.  

6.2.14 All process components on a production platform, comprising the entire process from wellhead to the 
most downstream discharge point and including any injection systems, shall be incorporated into the overall 
safety system. 

NOTE When fully protected process components are combined into a facility, no additional threats to process 
integrity are created. Therefore, if all process component safety devices are logically integrated into a process safety 
system, the entire facility is protected. 
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6.2.15 The location of SDVs and other final control devices shall be determined from a study of the detailed 
flow schematic and from a knowledge of operating parameters.  

SDV location should be based on a process segregation/isolation philosophy which considers plant functions, 
inventories and maintenance/availability requirements. 

6.2.16 When an abnormal condition is detected in a process component by a safety device or by personnel, 
all input sources of process fluids, heat and fuel shall be shut off or diverted to other components if they can 
be safely handled. If shutoff is selected, process inputs should be shut off at the primary source of energy 
(wells, pump, compressor, pipeline, etc.).  

It is not advisable to close the process inlet to a component if this could create an abnormal condition in the 
upstream component, causing its safety devices to shut it in. This would be repeated for each component 
back through the process until the primary source is shut in. Each component would therefore be subjected to 
abnormal conditions and must be protected by its safety devices every time a downstream component shuts 
in. This cascading effect depends on the operation of several additional safety devices, may place undue 
stress on the equipment and should be avoided if practicable. 

There may be special cases where shut-in by cascading as described above is acceptable. Examples of 
where shut-in by cascading would be acceptable are as follows. 

EXAMPLE 1 The source of input to a separator is frequently changed as wells are periodically switched into the 
separator. If the well(s) producing to the separator is to be directly shut in when an abnormal condition is detected, the 
safety system logic must be changed each time different wells are switched into the unit. This creates the possibility of 
oversight in changing the logic. In this case, it may be preferable to close the separator inlet, and let the resulting high 
flowline pressure cause the well(s) to shut in by action of the flowline PSH sensor. The header and the flowline should be 
rated for the maximum pressure that could be caused by this action. 

EXAMPLE 2 A platform receives production through a flowline from a satellite well. Although the source of energy to 
the system is the satellite well, detection of an abnormal condition on the platform should cause activation of an SDV on 
the incoming flowline. If it is desired to shut in the satellite well following closure of the flowline SDV at the platform, this 
may be accomplished by use of a flowline PSH sensor installed at the satellite location. 

EXAMPLE 3 A compressor installation is equipped with an automatic divert valve that permits production to be 
maintained from wells capable of producing against pipeline pressure when a compressor shutdown occurs. In this case, 
wells incapable of producing against pipeline pressure may be shut in by action of the individual flowline PSH sensors to 
minimize potential safety system logic problems. 

6.2.17 It may be desirable to shut in the inlet to a process component for additional protection or to prevent 
upstream components from equalizing pressure or liquid levels after the primary source is shut in. If this is 
desirable, the primary source of energy should be shut in simultaneously with or prior to closing of the 
component inlet valve. 

6.2.18 Ignition preventing measures shall be in accordance with ISO 13702:1999, Annex B. 

6.2.19 Ventilation shall be in accordance with ISO 13702:1999, Annex B. 

6.2.20 Protection from ignition by electrical sources shall be in accordance with ISO 13702:1999, Annex B. 

6.2.21 Equipment shall be located in accordance with ISO 13702. 

6.2.22 Hot-surface protection shall be in accordance with ISO 13702. 

6.2.23 Hot-equipment shielding shall be in accordance with ISO 13702. 

6.2.24 The ESS (see Annex D) shall minimize the effects of escaped hydrocarbons and high pressure and 
toxic fluids on offshore production platforms. The ESS may include the following: 

a) a combustible gas detection system to sense the presence of escaped hydrocarbons and initiate alarms 
and platform shutdown before gas concentrations reach the LFL; 

NOTE Annex E provides guidelines on annunciation of alarms. 
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b) where necessary, a toxic gas detection system to sense the presence of toxic gases and initiate alarms 
and platform shutdown; 

NOTE Annex F provides guidelines and methods of handling sour production. 

c) a containment system to collect escaped liquid hydrocarbons and initiate platform shutdown; 

d) a fire loop system to sense the heat of a fire and initiate platform shutdown; 

e) other fire detection devices (flame, thermal, and smoke) that are used to enhance fire detection capability; 

f) an ESS to provide a method to manually initiate platform shutdown by personnel observing abnormal 
conditions or undesirable events; 

g) SSSVs that may be self-actuated (SSCSSV) or activated by an ESD system and/or a fire loop (SCSSV); 

h) blowdown process components to divert hydrocarbon gas inventory to a safe location in the case of a fire 
or leak. 

6.2.25 The ESS should be designed to meet the functional requirements as specified in the FES developed 
in accordance with ISO 13702.  

NOTE Information on how to design and lay out the ESS according to standard methods, as well as means for 
creating a performance-based design using safety integrity levels, is included in Annex D. 

6.2.26 The integrity of a platform surface safety system depends on proper operation of several other 
support systems. These ancillary support systems carry the same degree of importance as other portions of 
the platform safety system, and should be equally well maintained. Those discussed or referenced in Annex D 
are the pneumatic and hydraulic supply systems and systems for discharging gas to the atmosphere. 

The pneumatic and hydraulic supply systems are installed to provide power for actuators. The pneumatic 
system also provides a supply for instruments.  

Systems for discharging gas to the atmosphere are installed to provide a means for conducting discharged 
gas from process components to safe locations for final release to the atmosphere.  

NOTE 1 ISO 13702 is referenced for requirements for these systems. 

NOTE 2 D.5 provides further guidance on discharging gas to atmosphere. 

6.2.27 SSSVs should be installed below the mudline to prevent uncontrolled well flow in the event of an 
emergency situation. SSCSSVs should shut in if well rate exceeds a predetermined rate that might indicate a 
large leak. SCSSVs should shut in when activated by an ESD system and/or a fire loop.  

NOTE Guidance for the design and installation of SSSVs is covered in ISO 10417[3]. 

6.2.28 The design shall include arrangements for controlling 

 inhibits and bypasses on shutdown loops,  

 resetting of tripped shutdown loops, 

 testing of shutdown loops, 

 control of change to shutdown loops and shutdown systems. 

NOTE Annex G provides details of typical testing and reporting procedures. 
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6.3 Requirements when tables, checklists and function evaluation charts are used as the 
analysis method 

6.3.1 In addition to the requirements of 6.2, the requirements of 6.3.2 to 6.3.4 shall apply. 

6.3.2 The safety devices determined in the SAT, in conjunction with necessary SDVs or other final control 
devices, shall be installed to protect the process component in any process configuration.  

It is important that the user understand the SAT logic and how the SATs are developed. 

6.3.3 If design of the safety system is to be based solely on this International Standard, all safety devices 
listed in the SATs for each component should be considered and shall be installed unless conditions exist 
whereby the function normally performed by a safety device is not required or is performed adequately by 
another safety device(s).  

NOTE 1 The SACs in Annex B list equivalent protection methods, thereby allowing the exclusion of some devices. 

NOTE 2 There may be cases where alternative analysis techniques are used for some components which may result in 
a different approach to safety. 

6.3.4 If a process component is used that is not covered in Annex B, a SAT for that component should be 
developed as discussed in Clause 5. 

6.4 Requirements when tools and techniques for hazard identification and risk assessment 
have been selected from ISO 17776 

6.4.1 Systems shall be installed to meet the functional and performance requirements as determined by the 
analysis techniques used. 

6.4.2 The design of the process safety systems should be recorded in data and diagrams, including the 
following:  

 specifications and drawings; 

 cause and effect diagrams (including inputs and outputs of the ESS); 

 index of alarms and trips; 

 index of PSVs. 

6.4.3 The data and documents should be maintained as live, controlled documents throughout the design 
and operation of the installation. 
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Annex A 
(informative) 

 
Component identification and safety device symbols 

A.1 General considerations 

It is recommended that, in order to avoid misinterpretation during the design process and operation, that a 
clear indication of the “tagging” system to be used for all process and utility components, supported by a 
comprehensive table of symbols, should be declared. 

Adoption of a consistent “tagging” system aids the development of the analysis and design of the basic 
process safety systems. The proposed method of illustrating process safety devices is based upon the 
ISA S 5.1[17]. 

The complete identification of a safety device comprises two parts as follows 

 the functional device identification; 

 a reference to the component it protects. 

Details of the identification schemes for the two parts are given in A.2 to A.4.  

A.2 Functional device identification 

Each safety device should be identified by a system of letters and numbers which are used to classify the 
device in terms of the monitored process variable and its function within the safety system (e.g. PSV, LSH). If 
two or more devices of the same type are installed, the devices should be identified with unique numbers 
which form part of the device identification tag number (e.g. PSV-001, LSH-015). Table A.1 provides a non-
exhaustive list of such safety device symbols. 
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Table A.1 — Safety device symbols 

Sensing and self-actuating device 
Safety device designation Symbol Variable 

Common Instrument Society 
of America (ISA) Single device Combination 

device 

Backflow Check valve Flow safety valve 

 

Burner flame Burner flame detector Burner safety low 
 

 

High flow sensor Flow safety high 
 Flow 

Low flow sensor Flow safety low 
 

 

High level sensor Level safety high 
 Level 

Low level sensor Level safety low 
 

 

High pressure sensor Pressure safety high
 

Low pressure sensor Pressure safety low 
 

 

Pressure relief or safety 
valve 

Pressure safety 
valve 

 

Pressure 

Rupture disc or safety 
head 

Pressure safety 
element 

 

Pressure/vacuum relief 
valve 

Pressure safety 
valve 

 

Pressure/vacuum relief 
manhole cover 

Pressure safety 
valve 

 

Pressure or vacuum 

Vent None 
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Table A.1  (continued) 

Sensing and self-actuating device 
Safety device designation Symbol Variable 

Common Instrument Society 
of America (ISA) Single device Combination device 

Vacuum relief valve Pressure safety valve 

 Vacuum 

Rupture disc or safety 
head 

Pressure safety 
element 

 

 

High temperature 
sensor 

Temperature safety 
high 

 Temperature 

Low temperature 
sensor 

Temperature safety 
low 

 

 

Flame Flame or stack 
arrestor None 

 

 

Flame detector 
(ultraviolet/infrared)  

 

Heat detector 
(thermal) 

Temperature safety 
high 

 

Smoke detector 
(ionization)  

 

Fire 

Fusible material Temperature safety 
element 

 

Combustible gas 
concentration 

Combustible gas 
detector Analyser safety high 

 

Toxic gas 
concentration Toxic gas detector  

 

 

Actuated valves 
Service Common symbols 

Wellhead surface 
safety valve or 
underwater safety 
valve   

NOTE Show “USV” for underwater safety valves.

Blowdown valve 

    

All other shutdown 
valves 
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A.3 Component identification 

The device functional identification is followed by a reference to the component it protects. The first letter of 
the component identification represents the component type. The first letter should be one of the letters in the 
code column in Table A.2. The letter is selected according to the component type listed in the second column 
in Table A.2. The succeeding two letters are used to further define or modify the first letter. The last four 
characters identify the specific component. These characters are user-assigned and should be unique to the 
component at the particular location. 

Table A.2 — Component identification 

 

Component type Component modifier 

Code Component Common modifiers Code Component 

Component 
identifier 

(User-assigned 
identification unique 

to equipment at 
location) 

A Atmospheric vessel (ambient 
temperature) 

BH,BJ,BM AA Bidirectional  

B Atmospheric vessel (heated) AP,BC,BK,BM AB Blowcase  
C Compressor None AC Boiler  
D Enclosure AE,AN,AU,BB AD Coalescer  
E Fired or exhaust-heated 

component 
AL,AW,BN AE Compressor  

F Flowline A1 to A9 AF Contactor  
G Header AR,AS,AT,AY,AZ AG Control unit  
H Heat exchanger BG AH Departing  
J Injection line AR,AS,AT AJ Filter  
K Pipeline AA,AH,AQ AK Filter-separator  
L Platform AG AL Forced draft  
M Pressure vessel (ambient 

temperature) 
AB,AD,AF,AJ,AK,AM, 
AV,BD,BF,BH,BJ,BL,BM

AM Freewater knockout  

N Pressure vessel (heated) AC,AF,AM,AP,BC,BD, 
BG,BJ,BK 

AN Generator  

P Pump AX,BA,BE AP Heater  
Q Wellhead AR,AT,AY,AZ AQ Incoming  
Z Other  AR Injection, gas  
   AS Injection, gas lift  
   AT Injection, water  
   AU Meter  
   AV Metering vessel  
   AW Natural draft  
   AX Pipeline  
   AY Production, hydrocarbon  
   AZ Production, water  
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Table A.2  (continued) 

Component type Component modifier 

Code Component Common modifiers Code Component 

Component 
identifier 

(User-assigned 
identification unique 

to equipment at 
location) 

   A1-A9 Flowline segment  
   BA Process, other  
   BB Pump  
   BC Reboiler  
   BD Separator  
   BE Service  
   BF Scrubber  
   BG Shell and tube  
   BH Sump  
   BJ Tank  
   BK Treater  
   BL Volume bottle  
   BM Water treating  
   BN Exhaust-heated  
   ZZ Other  

A.4 Example identification 

Examples of the recommended identification methods are given in Figure A.1. 

 

Figure A.1 — Examples of safety device identification 
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Annex B  
(informative) 

 
Analysis using tables, checklists and functional evaluation charts 

B.1 General 

This annex presents a complete safety analysis of each basic process component normally used in a platform 
production process system. This component analysis includes the following: 

a) the undesirable events which should be considered when designing process facilities, together with likely 
causes, effects, primary and secondary methods of protection and the location of safety devices; 

b) a description of each process component; 

c) a typical drawing of each process component showing all recommended safety devices that should be 
considered based on individual component analysis. A discussion of each process component is 
included, outlining recommended safety device locations; 

d) a SAT for each process component, analysing the undesirable events that could affect the component; 

e) a SAC for each process component, listing all recommended safety devices and showing conditions 
under which particular safety devices may be excluded. A discussion of the rationale for including or 
excluding each safety device is presented; 

f) a SAFE chart relating all sensing devices, SDVs, shutdown devices, and ESSs to their functions. 

B.2 Undesirable events — Causes, effects and protection methods 

B.2.1 General 

An undesirable event is an adverse occurrence in a process component that poses a risk to safety. The 
undesirable events discussed in this clause are those that can develop in a process component under worst-
case conditions of input and output. An undesirable event can be indicated by one or more process variables 
ranging out of operating limits. These abnormal operating conditions can be detected by sensors that initiate 
shutdown action to protect the process component. Each undesirable event that can affect a process 
component is discussed according to the following format: 

 cause; 

 effect and detectable abnormal condition; 

 primary and secondary protection that should prevent or react to its occurrence. The general approach 
has been applied to a wide range of process components in common use, and the results are shown in 
B.3 through B.12. If a process component is to be used which is not included in B.3 through B.12, then 
the general approach can be used to derive the required SATs, SACs and device requirements. 

It should be noted that a device or system can only be considered as a method of protection if it is sufficient 
on its own to prevent the undesirable occurrence, e.g. in the case of overpressure the PSH can only be 
considered as primary protection if it can safely shut off all inflow and heat sources and prevent a rupture or 
overpressure event.  
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B.2.2 Overpressure 

B.2.2.1 Cause 

Overpressure can be caused by an input source that develops pressure in excess of a process component's 
maximum allowable working pressure if inflow exceeds outflow. Inflow can exceed outflow if an upstream 
flowrate control device fails, if there are restrictions or blockage in the component's outlets, or if overflow or 
gas blowby from an upstream component occurs. Overpressure can also be caused by thermal expansion of 
fluids within a component if heat is added while the inlets and outlets are closed. 

B.2.2.2 Effect and detectable abnormal condition 

Overpressure can result in a sudden rupture and subsequent leak of hydrocarbons. “High pressure” is the 
detectable abnormal condition that indicates that overpressure can occur. 

B.2.2.3 Primary protection 

Primary protection from overpressure in a pressurized component should be provided by a PSH protection 
system to shut off inflow. If a vessel is heated, the PSH sensor should also shut off the fuel or source of heat. 
Primary protection for atmospheric pressure components should be provided by an adequate vent system. 

B.2.2.4 Secondary protection 

Secondary protection from overpressure in a pressurized component should be provided by a PSV. 
Secondary protection for atmospheric pressure components should be provided by a second vent. The 
second vent may be identical to the primary vent, a gauge hatch with a self-contained PSV or an independent 
PSV. Alternatively, an instrument-based system may be used for primary and secondary protection, provided 
it is implemented in accordance with IEC 61511-1. If a pilot relief valve is used, then the design should be 
such that in the case of pilot failure the valve will continue to function so that pressure is kept within the 
maximum allowable pressure. 

If appropriate, bursting discs (PSEs) or buckling-pin valves may be used as an alternative to a PSV. 

Low temperature can be caused by release of certain materials to atmosphere, and relief systems should be 
designed for the low temperature that can result from such operations. 

B.2.2.5 Location of safety devices 

In a process component with both liquid and gas sections, the PSH system, PSV or vent should be installed to 
sense or relieve pressure from the gas or vapour section. The sensing connections for the safety devices 
should be located at the highest practical location on the component, in order to minimize the chance of 
fouling by flow stream contaminants. The installation of PSVs and vents on atmospheric tanks should be in 
accordance with API Std 2000[14] or other applicable standards. 

B.2.3 Leaks 

B.2.3.1 Cause 

A leak can be caused by deterioration from corrosion, erosion, mechanical failure or excess temperature; by 
rupture from overpressure; or by accidental damage from external forces. 

B.2.3.2 Effect and detectable abnormal conditions 

A leak can result in the release of hydrocarbons to the atmosphere. “Low pressure”, “backflow” and “low level” 
are the abnormal conditions that might be detectable to indicate that a leak has occurred. Alternatively, the 
ESS system should be able to detect such occurrences by detecting the ultrasound emitted by the leak or by 
detecting gas accumulation. 
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