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National foreword

This British Standard is the UK implementation of
EN ISO 11073-00103:2017. It is identical to ]SO/IEEE 11073-00103:2015.
It supersedes BS ISO/IEEE 11073-00103:20135.

The UK participation in its preparation was entrusted to Technical
Committee IST/35, Health informatics.

A list of organizations represented on this committee can be obtained
on request to its secretary.

This publication does not purport to include all the necessary provisions
of a contract. Users are responsible for its correct application.

© The British Standards Institution 2017.
Published by BSI Standards Limited 2017

ISBN 978 0 580 93166 6
ICS 11.040.55; 35.240.80

Compliance with a British Standard cannot confer immunity from
legal obligations.

This British Standard was published under the authority of the Standards
Policy and Strategy Committee on 31 March 2015.

Amendments/corrigenda issued since publication

Date Text affected

30 April 2017 This corrigendum renumbers

BS ISO/IEEE 11073-00103:2015 as
BS EN ISO 11073-00103:2017.
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English Version

Health informatics - Personal health device
communication - Part 00103: Overview (ISO/IEEE 11073-
00103:2015)

Informatique de santé - Communication entre Medizinische Informatik - Kommunikation von Geraten
dispositifs de santé personnels - Partie 00103: Apercu fiir die personliche Gesundheit- Teil 00103: Uberblick
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This European Standard was approved by CEN on 16 January 2017.

CEN members are bound to comply with the CEN/CENELEC Internal Regulations which stipulate the conditions for giving this
European Standard the status of a national standard without any alteration. Up-to-date lists and bibliographical references
concerning such national standards may be obtained on application to the CEN-CENELEC Management Centre or to any CEN
member.

This European Standard exists in three official versions (English, French, German). A version in any other language made by
translation under the responsibility of a CEN member into its own language and notified to the CEN-CENELEC Management
Centre has the same status as the official versions.

CEN members are the national standards bodies of Austria, Belgium, Bulgaria, Croatia, Cyprus, Czech Republic, Denmark, Estonia,
Finland, Former Yugoslav Republic of Macedonia, France, Germany, Greece, Hungary, Iceland, Ireland, Italy, Latvia, Lithuania,
Luxembourg, Malta, Netherlands, Norway, Poland, Portugal, Romania, Serbia, Slovakia, Slovenia, Spain, Sweden, Switzerland,
Turkey and United Kingdom.
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© 2017 CEN  All rights of exploitation in any form and by any means reserved Ref. No. ENISO 11073-00103:2017 E
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European foreword

The text of [SO/IEEE 11073-00103:2015 has been prepared by Technical Committee ISO/TC 215
“Health informatics” of the International Organization for Standardization (ISO) and has been taken
over as EN ISO 11073-00103:2017 by Technical Committee CEN/TC 251 “Health informatics” the
secretariat of which is held by NEN.

This European Standard shall be given the status of a national standard, either by publication of an
identical text or by endorsement, at the latest by August 2017, and conflicting national standards shall
be withdrawn at the latest by August 2017.

Attention is drawn to the possibility that some of the elements of this document may be the subject of
patent rights. CEN [and/or CENELEC] shall not be held responsible for identifying any or all such patent
rights.

According to the CEN-CENELEC Internal Regulations, the national standards organizations of the
following countries are bound to implement this European Standard: Austria, Belgium, Bulgaria, Croatia,
Cyprus, Czech Republic, Denmark, Estonia, Finland, Former Yugoslav Republic of Macedonia, France,
Germany, Greece, Hungary, Iceland, Ireland, Italy, Latvia, Lithuania, Luxembourg, Malta, Netherlands,
Norway, Poland, Portugal, Romania, Serbia, Slovakia, Slovenia, Spain, Sweden, Switzerland, Turkey and
the United Kingdom.

Endorsement notice

The text of ISO 11073-00103:2015 has been approved by CEN as EN ISO 11073-00103:2017 without
any modification.
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Foreword

ISO (the International Organization for Standardization) is a worldwide federation of national standards bodies
(ISO member bodies). The work of preparing International Standards is normally carried out through 1SO
technical committees. Each member body interested in a subject for which a technical committee has been
established has the right to be represented on that committee. International organizations, governmental and
non-governmental, in liaison with ISO, also take part in the work. ISO collaborates closely with the International
Electrotechnical Commission (IEC) on all matters of electrotechnical standardization.

IEEE Standards documents are developed within the IEEE Societies and the Standards Coordinating
Committees of the IEEE Standards Association (IEEE-SA) Standards Board. The IEEE develops its standards
through a consensus development process, approved by the American National Standards Institute, which
brings together volunteers representing varied viewpoints and interests to achieve the final product. Volunteers
are not necessarily members of the Institute and serve without compensation. While the IEEE administers the
process and establishes rules to promote fairness in the consensus development process, the IEEE does not
independently evaluate, test, or verify the accuracy of any of the information contained in its standards.

The main task of technical committees is to prepare International Standards. Draft International Standards
adopted by the technical committees are circulated to the member bodies for voting. Publication as an
International Standard requires approval by at least 75 % of the member bodies casting a vote.

Attention is called to the possibility that implementation of this standard may require the use of subject matter
covered by patent rights. By publication of this standard, no position is taken with respect to the existence or
validity of any patent rights in connection therewith. ISO/IEEE is not responsible for identifying essential
patents or patent claims for which a license may be required, for conducting inquiries into the legal validity or
scope of patents or patent claims or determining whether any licensing terms or conditions provided in
connection with submission of a Letter of Assurance or a Patent Statement and Licensing Declaration Form, if
any, or in any licensing agreements are reasonable or non-discriminatory. Users of this standard are expressly
advised that determination of the validity of any patent rights, and the risk of infringement of such rights, is
entirely their own responsibility. Further information may be obtained from ISO or the |IEEE Standards
Association.

ISO/IEEE 11073-00103 was prepared by the 11073 Committee of the Engineering in Medicine and Biology
Society of the IEEE (as IEEE 11073-00103-2012). It was adopted by Technical Committee ISO/TC 215,
Health informatics, in parallel with its approval by the ISO member bodies, under the “fast-track procedure”
defined in the Partner Standards Development Organization cooperation agreement between I1ISO and IEEE.
IEEE is responsible for the maintenance of this document with participation and input from ISO member
bodies.

ISO/IEEE 11073 consists of the following parts, under the general title Health informatics — Personal health
device communication (text in parentheses gives a variant of subtitle):

— Part 00103: Overview
— Part 10101: (Point-of-care medical device communication) Nomenclature
— Part 10102: (Point-of-care medical device communication) Nomenclature — Annotated ECG

— Part 10103: (Point-of-care medical device communication) — Nomenclature — Implantable device,
cardiac

— Part 10201: (Point-of-care medical device communication) Domain information model

— Part 10404: Device specialization — Pulse oximeter
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— Part 10406: Device specialization — Basic electrocardiograph (ECG) (1- to 3-lead ECG)
— Part 10407: Device specialization — Blood pressure monitor

— Part 10408: Device specialization — Thermometer

— Part 10415: Device specialization — Weighing scale

— Part 10417: Device specialization — Glucose meter

— Part 10418: Device specialization — International Normalized Ratio (INR) monitor

— Part 10420: Device specialization — Body composition analyzer

— Part 10421: Device specialization — Peak expiratory flow monitor (peak flow)

— Part 10441: Device specialization — Cardiovascular fitness and activity monitor

— Part 10442: (Point-of-care medical device communication) Device specialization — Strength fitness
equipment

— Part 10471: Device specialization — Independent living activity hub

— Part 10472: Device specialization — Medication monitor

— Part 20101: (Point-of-care medical device communication) Application profiles — Base standard

— Part 20601: Application profile — Optimized exchange protocol

— Part 30200: (Point-of-care medical device communication) Transport profile — Cable connected

— Part 30300: (Point-of-care medical device communication) Transport profile — Infrared wireless

— Part 30400: (Point-of-care medical device communication) Interface profile — Cabled Ethernet

— Part 90101: (Point-of-care medical device communication) Analytical instruments — Point-of-care test
— Part 91064: (Standard communication protocol) Computer-assisted electrocardiography

— Part 92001: (Medical waveform format) — Encoding rules
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Abstract: Within the context of the ISO/IEEE 11073 family of standards for device
communication, the landscape of transport-independent applications and information profiles for
personal telehealth devices is described in this guide. Defined in these profiles are data exchange,
data representation, and terminology for communication between personal telehealth devices and
compute engines (e.g., health appliances, set top boxes, cell phones, and personal computers). A
definition of personal telehealth devices as devices used for life activity, wellness monitoring,
and/or health monitoring in domestic home, communal home, and/or mobile applications is
provided in this guide. Use cases relevant to these scenarios and environments are also
presented.

Keywords: IEEE 11073-00103, medical device communication, personal health devices

The Institute of Electrical and Electronics Engineers, Inc.
3 Park Avenue, New York, NY 10016-5997, USA

Copyright © 2012 by The Institute of Electrical and Electronics Engineers, Inc.
All rights reserved. Published 31 August 2012. Printed in the United States of America.

IEEE is a registered trademark in the U.S. Patent & Trademark Office, owned by The Institute of Electrical and Electronics
Engineers, Incorporated.

PDF: ISBN 978-0-7381-7280-4 STD97255
Print: ISBN 978-0-7381-7386-3 STDPD97255

IEEE prohibits discrimination, harassment, and bullying. For more information, visit http.//www.ieee.org/web/aboutus/whatis/policies/p9-26.html.
No part of this publication may be reproduced in any form, in an electronic retrieval system or otherwise, without the prior written permission
of the publisher.
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Notice and Disclaimer of Liability Concerning the Use of IEEE Documents: IEEE Standards documents are developed
within the IEEE Societies and the Standards Coordinating Committees of the IEEE Standards Association (IEEE-SA)
Standards Board. IEEE develops its standards through a consensus development process, approved by the American National
Standards Institute, which brings together volunteers representing varied viewpoints and interests to achieve the final product.
Volunteers are not necessarily members of the Institute and serve without compensation. While IEEE administers the process
and establishes rules to promote fairness in the consensus development process, IEEE does not independently evaluate, test, or
verify the accuracy of any of the information or the soundness of any judgments contained in its standards.

Use of an IEEE Standard is wholly voluntary. IEEE disclaims liability for any personal injury, property or other damage, of
any nature whatsoever, whether special, indirect, consequential, or compensatory, directly or indirectly resulting from the
publication, use of, or reliance upon any IEEE Standard document.

IEEE does not warrant or represent the accuracy or content of the material contained in its standards, and expressly disclaims
any express or implied warranty, including any implied warranty of merchantability or fitness for a specific purpose, or that
the use of the material contained in its standards is free from patent infringement. IEEE Standards documents are supplied "AS
IS."

The existence of an IEEE Standard does not imply that there are no other ways to produce, test, measure, purchase, market, or
provide other goods and services related to the scope of the IEEE standard. Furthermore, the viewpoint expressed at the time a
standard is approved and issued is subject to change brought about through developments in the state of the art and comments
received from users of the standard. Every IEEE standard is subjected to review at least every ten years. When a document is
more than ten years old and has not undergone a revision process, it is reasonable to conclude that its contents, although still of
some value, do not wholly reflect the present state of the art. Users are cautioned to check to determine that they have the
latest edition of any IEEE standard.

In publishing and making its standards available, IEEE is not suggesting or rendering professional or other services for, or on
behalf of, any person or entity. Nor is IEEE undertaking to perform any duty owed by any other person or entity to another.
Any person utilizing any IEEE Standards document, should rely upon his or her own independent judgment in the exercise of
reasonable care in any given circumstances or, as appropriate, seek the advice of a competent professional in determining the
appropriateness of a given IEEE standard.

Translations: The IEEE consensus development process involves the review of documents in English only. In the event that
an IEEE standard is translated, only the English version published by IEEE should be considered the approved IEEE standard.

Official Statements: A statement, written or oral, that is not processed in accordance with the IEEE-SA Standards Board
Operations Manual shall not be considered the official position of IEEE or any of its committees and shall not be considered to
be, nor be relied upon as, a formal position of IEEE. At lectures, symposia, seminars, or educational courses, an individual
presenting information on IEEE standards shall make it clear that his or her views should be considered the personal views of
that individual rather than the formal position of IEEE.

Comments on Standards: Comments for revision of IEEE Standards documents are welcome from any interested party,
regardless of membership affiliation with IEEE. However, IEEE does not provide consulting information or advice pertaining
to IEEE Standards documents. Suggestions for changes in documents should be in the form of a proposed change of text,
together with appropriate supporting comments. Since IEEE standards represent a consensus of concerned interests, it is
important to ensure that any responses to comments and questions also receive the concurrence of a balance of interests. For
this reason, IEEE and the members of its societies and Standards Coordinating Committees are not able to provide an instant
response to comments or questions except in those cases where the matter has previously been addressed. Any person who
would like to participate in evaluating comments or revisions to an IEEE standard is welcome to join the relevant IEEE

working group at http://standards.ieee.org/develop/wg/.
Comments on standards should be submitted to the following address:

Secretary, IEEE-SA Standards Board
445 Hoes Lane

Piscataway, NJ 08854-4141

USA

Photocopies: Authorization to photocopy portions of any individual standard for internal or personal use is granted by The
Institute of Electrical and Electronics Engineers, Inc., provided that the appropriate fee is paid to Copyright Clearance Center.
To arrange for payment of licensing fee, please contact Copyright Clearance Center, Customer Service, 222 Rosewood Drive,
Danvers, MA 01923 USA; +1 978 750 8400. Permission to photocopy portions of any individual standard for educational
classroom use can also be obtained through the Copyright Clearance Center.
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Notice to users

Laws and regulations

Users of IEEE Standards documents should consult all applicable laws and regulations. Compliance with
the provisions of any IEEE Standards document does not imply compliance to any applicable regulatory
requirements. Implementers of the standard are responsible for observing or referring to the applicable
regulatory requirements. IEEE does not, by the publication of its standards, intend to urge action that is not
in compliance with applicable laws, and these documents may not be construed as doing so.

Copyrights

This document is copyrighted by the IEEE. It is made available for a wide variety of both public and
private uses. These include both use, by reference, in laws and regulations, and use in private self-
regulation, standardization, and the promotion of engineering practices and methods. By making this
document available for use and adoption by public authorities and private users, the IEEE does not waive
any rights in copyright to this document.

Updating of IEEE documents

Users of IEEE Standards documents should be aware that these documents may be superseded at any time
by the issuance of new editions or may be amended from time to time through the issuance of amendments,
corrigenda, or errata. An official IEEE document at any point in time consists of the current edition of the
document together with any amendments, corrigenda, or errata then in effect. In order to determine whether
a given document is the current edition and whether it has been amended through the issuance of
amendments, corrigenda, or errata, visit the IEEE-SA Website at http://standards.ieee.org/index.html or
contact the IEEE at the address listed previously. For more information about the IEEE Standards
Association or the IEEE standards development process, visit IEEE-SA  Website at
http://standards.ieee.org/index.html.

Errata

Errata, if any, for this and all other standards can be accessed at the following URL:
http://standards.ieee.org/findstds/errata/index.html. Users are encouraged to check this URL for errata
periodically.

iv
Copyright © 2012 IEEE. All rights reserved.

Documents

Document Sharing Hub

Full document details: BS EN ISO 11073-00103:2017


http://dx.doi.org/10.3403/30313849
http://dx.doi.org/10.3403/30313849
http://www.avadocuments.com/doc/bs-en-iso-11073-00103-2017
http://www.avadocuments.com/doc/bs-en-iso-11073-00103-2017

BS EN ISO 11073-00103:2017
ISO/IEEE 11073-00103:2015(E)

Patents

Attention is called to the possibility that implementation of this standard may require use of subject matter
covered by patent rights. By publication of this standard, no position is taken by the IEEE with respect to
the existence or validity of any patent rights in connection therewith. If a patent holder or patent applicant
has filed a statement of assurance via an Accepted Letter of Assurance, then the statement is listed on the
IEEE-SA Website at http://standards.ieee.org/about/sasb/patcom/patents.html. Letters of Assurance may
indicate whether the Submitter is willing or unwilling to grant licenses under patent rights without
compensation or under reasonable rates, with reasonable terms and conditions that are demonstrably free of
any unfair discrimination to applicants desiring to obtain such licenses.

Essential Patent Claims may exist for which a Letter of Assurance has not been received. The IEEE is not
responsible for identifying Essential Patent Claims for which a license may be required, for conducting
inquiries into the legal validity or scope of Patents Claims, or determining whether any licensing terms or
conditions provided in connection with submission of a Letter of Assurance, if any, or in any licensing
agreements are reasonable or non-discriminatory. Users of this standard are expressly advised that
determination of the validity of any patent rights, and the risk of infringement of such rights, is entirely
their own responsibility. Further information may be obtained from the IEEE Standards Association.
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Introduction

This introduction is not part of IEEE Std 11073-00103-2012, Health informatics—Personal health device
communication—Part 00103: Overview.

Within the context of the ISO/IEEE 11073 family of standards for device communication, this guide
describes the landscape of transport-independent applications and information profiles for personal
telehealth devices. These profiles define data exchange, data representation, and terminology for
communication between personal telehealth devices and compute engines (e.g., health appliances, set top
boxes, cell phones, and personal computers). The guide provides a definition of personal telehealth devices
as devices used for life activity, wellness monitoring, and/or health monitoring in domestic home,
communal home, and/or mobile applications. Use cases relevant to these scenarios and environments are
also presented.
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Health informatics—Personal health device communication

Part 00103: Overview

IMPORTANT NOTICE: IEEE Standards documents are not intended to ensure safety, health, or
environmental protection, or ensure against interference with or from other devices or networks.
Implementers of IEEE Standards documents are responsible for determining and complying with all
appropriate safety, security, environmental, health, and interference protection practices and all
applicable laws and regulations.

This IEEE document is made available for use subject to important notices and legal disclaimers.
These notices and disclaimers appear in all publications containing this document and may
be found under the heading “Important Notice” or “Important Notices and Disclaimers
Concerning IEEE Documents.” They can also be obtained on request from IEEE or viewed at
http://standards.ieee.org/IPR/disclaimers. html.

1. Overview

1.1 Scope

Within the context of the ISO/IEEE 11073 family of standards for device communication, this guide
describes the landscape of transport-independent applications and information profiles for personal
telehealth devices. These profiles define data exchange, data representation, and terminology for
communication between personal health devices and compute engines (e.g., health appliances, set top
boxes, cell phones, and personal computers). The guide provides a definition of personal telehealth devices
as devices used for life activity, wellness monitoring, and/or health monitoring in domestic home,
communal home, and/or mobile applications as well as professional medical usage. Use cases relevant to
these scenarios and environments are also presented.

1.2 Purpose

This guide sets a context for other personal telehealth standards in the ISO/IEEE 11073 framework of
standards and describes the need for interoperability in personal telehealth environments. Interoperability is
the key to growing the potential market for these devices and to enabling people to manage their own
health independently.
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1.3 The standards within 11073 standards applicable for the personal health
devices (PHD) domain

The IEEE 11073 series of standards date back to the 1990s. It was initially intended for connecting point-
of-care medical devices in professional healthcare provider organizations. Examples of these devices are
vital signs monitors, blood pressure monitors, and other “medical” devices. Initially, medical devices were
in most cases used in healthcare organizations by medical experts. However, the use of medical devices at
home increased over time. Additionally, fitness and health devices reached the market. The intended use of
these devices is generally not by clinicians directly, but derived data may have clinical significance. The
term PHD evolved for medical devices as well as for health and fitness devices used out of professional
healthcare organizations, by users at home. Today, PHDs are commonly sold together with consumer
electronics products. They are used in home and mobile environments. Most devices provide digital
displays and local storage of readings. Because of their small size and limited power supply, many devices
have low computational limits. Users increasingly find it cumbersome to read data from displays and to
enter it manually into online forms. Any manual interference adds to the probability of error.
Communicating the recorded data is therefore gaining importance, with the additional advantage of
avoiding media breaches. This development was also reflected in standardization work.

The following standards have been developed within the IEEE 11073 PHD standards series so far.

— [SO/IEEE 11073-20601:2010(E) [B48] and its amendment IEEE Std 11073-20601a:2010
[B36]: The Optimized Exchange Protocol defines the core elements: the domain information
model, the service model, and the communication model.

A _further series of “device specialization” standards then tailor the broad toolkit provided in
[SO/IEEE 11073-20601:2010(E) [B48] and IEEE Std 11073-20601a:2010 [B36] to specific usages to meet
the needs to the device type being specialized. The following device specializations are currently available:

— [SO/IEEE 11073-10404:201((E) [B43]

— IEEE Std 11073-10406™-2011 [B27]

— [SOJIEEE 11073-10407:2010(E) [B44]
— [SO/IEEE 11073-10408:201((E) [B45]

— ISO/IEEE 11073-10415:2010(E) [B46]
— IEEE Std 11073-10417™-2011 [B28
— IEEE Std 11073-10418™-2011 [B29
— IEEE Std 11073-10420™-2010 [B30
— IEEE Std 11073-10421™-2010 [B31
— IEEE Std 11073-10441™-2008 [B32
— IEEE Std 11073-10442™-2008 [B33
— IEEE Std 11073-10471™-2008 [B34]
— IEEE Std 11073-10472™-2010 [B35]

— = =

]
]
]
]
]
]

Work is in progress to add further device specializations.

! The numbers in brackets correspond to those of the bibliography in Annex D.
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An attempt has been made to ensure that the device specialization documents together with the base
standard are self-contained and complete. For example, [SO/IEEE 11073-10101:2004(E) [B41] provides an
extensive list of terms for coding data elements in the domain information model. For convenience of use,
the terms are repeated where they are used, so that the reader does not need to consult
[SO/IEEE 11073-10101:2004(E). Equally, key concepts such as the information and communication
models are reproduced.

1.4 Audience

This overview is intended for readers who are interested in standardization for interoperability in the PHD
field. It targets readers, engineers, and nonengineers who plan to provide and contribute to personal
healthcare services, to use or buy devices, as well as those who are interested in the manifold steps that are
necessary for planning and implementation.

This guide might also be used by information technology (IT) experts, who are seeking an introductory
level entry point into the multi-part IEEE 11073 PHD series of standards, and need to quickly identify
which content is intended for which purpose, and where the details are described. It also explains the more
user-oriented aspects so that engineers may learn more about how users see things. That is the main focus
of the “environmental overview.”

1.5 Document organization
Subsequent sections of this document are organized as follows.

— Clause 2 includes definitions, acronyms, and abbreviations. In general, these should be
accessible by general technical and implementer audiences.

— Clause 3 describes user and device use characteristics in some detail, followed by a summary of
device types; content is at a general technical level.

— Clause 4 is a “tutorial” of PHD technology, which is a set of structured models, generally
following “top-down” organization, which are intended for technical audiences to gain a
reasonably substantive understanding of standard architecture, although content should be
accessible to general technical readers. It introduces the main technical concepts of the
IEEE 11073 PHD standards.

— Clause 5 covers a number of topics concerning implementation, and along with Annex A
through Annex C, is intended for in-depth technical understanding. It introduces how the
IEEE 11073 PHD standards are used together with other specifications in implementation
projects.

— Annex D is a detailed informative bibliography.
2. Definitions, acronyms, and abbreviations

2.1 Definitions

For the purposes of this document, the following terms and definitions apply. The [EEE Standards
Dictionary Online should be consulted for terms not defined in this clause.’

agent: A node that collects and transmits personal health data to an associated manager.

> The IEEE Standards Dictionary Online subscription is available at http:/www.ieee.org/portal/innovate/products/standard/
standards_dictionary.html.

3
Copyright © 2012 IEEE. All rights reserved.

Documents

Document Sharing Hub

Full document details: BS EN ISO 11073-00103:2017


http://dx.doi.org/10.3403/30313849
http://dx.doi.org/10.3403/30313849
http://dx.doi.org/10.3403/30084278
http://dx.doi.org/10.3403/30084278
http://www.avadocuments.com/doc/bs-en-iso-11073-00103-2017
http://www.avadocuments.com/doc/bs-en-iso-11073-00103-2017

BS EN ISO 11073-00103:2017
ISO/IEEE 11073-00103:2015(E)

IEEE Std 11073-00103-2012
Health informatics—Personal health device communication
Part 00103: Overview

device: A term used to refer to a physical apparatus implementing either an agent or a manager role.

handle: An unsigned 16-bit number that is locally unique and identifies one of the object instances within
an agent.

health: According to the World Health Organization, “[it] is a state of complete physical, mental, and
social well-being and not merely the absence of disease or infirmity.” This covers wellness monitoring and
assistance in activities of daily living, not just clinical healthcare.

manager: A node receiving data from one or more agent systems. Some examples of managers include a
cellular phone, health appliance, set top box, or a computer system.

personal health device: A device used in personal health applications.

NOTE—For the purposes of this document, the scope of medical devices is further limited to patient-connected
medical devices that provide support for electronic communications. This narrow definition is not intended to exclude
or contradict broader definitions for medical devices that might exist.*

real time: These programs must guarantee a response within strict time constraints (operational deadlines
from event to system response), e.g., continuous transmission (streaming) of data in an electrocardiography
(ECG) measurement.

quality of service (QoS): Necessary parameters associated with the support of medical data transfer across
a wireless (or wired) infrastructure system. QoS requirements depend largely on the nature (i.e., waveform
vs. simple text) and criticality of the data being transported, and they are generally classified as reliability,
latency, priority, and bandwidth requirements.

2.2 Acronyms and abbreviations

APDU Application Protocol Data Unit
ASN.1 Abstract Syntax Notation One

CE “Conformité Européenne” (“European Conformity”)
CDRH United States Center for Devices and Radiological Health
COPD chronic obstructive pulmonary disease

CPU central processing unit

DIM domain information model

ECG electrocardiograph

EHR electronic health record

EU European Union

EUI-64 Extended Unique Identifier (64 bits)

FDA U.S. Food and Drug Administration

HL7 Health Level 7

IHE Integrating the Healthcare Enterprise

IT information technology

L2CAP Logical Link Control and Adaption Layer Protocol
LAN local area network

MCAP multichannel adaptation profile

MDC medical device communication

MDD European Medical Device Directive
MDER medical data encoding rules

MDS Medical Device System
PAN personal area network
PDA personal digital assistant

* This document is available at https://apps.who.int/aboutwho/en/definition.html.
*Notes in text, tables, and figures of a standard are given for information only and do not contain requirements needed to implement
this standard.
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PERS personal emergency response sensors

PHD personal health device

PHR personal health record

PM persistent metric

QoS quality of service

RAM random access memory

RFID radio frequency identification

SIDS sudden infant death syndrome

TCP/1P Transmission Control Protocol/Internet Protocol
WAN wide area network

3. PHD environment overview

3.1 General

A typical medical device today is placed in a hospital, is operated by a medical professional, and the
resulting data is used for diagnostic purposes and for optimizing care delivery. Similar types of devices are
very common in everyday life and are intended for fitness, general well-being, and other purposes. All
these devices produce data. The general observation has emerged that this data generates significant benefit
if it is communicated, shared, and reused in innovative ways. For example, weighing scale readings are sent
to a diet assistant. A resident doctor might use a record of blood pressure readings to provide advice to a
patient. This overview describes a number of examples where data is shared among a person, friends,
relatives and neighbors, fitness trainers, and clinical professionals for many different purposes.

On its way from the originating device to the place of use, data might pass through a number of other
processes. It needs to be stored, transformed, assembled, analyzed, and passed on. Usually, these processes
are distributed among a number of places and devices, probably from various origins and vendors. In order
to bridge from end to end successfully, all stations in between need to cooperate smoothly. This is a wide
field for standardization where this end-to-end cooperation is necessary if new care and economic models
are to be viable in the context of populations that are either aging, more sedentary, or with restricted access
to local care professionals.

A large number of organizations both from the device industry and healthcare providers and providers of
wellness and fitness services cooperate to harmonize all the underlying subprocesses. This cooperation has
started within single healthcare provider organizations. Harmonization has united many initiatives. The
PHD group within the IEEE was formed in order to develop the IEEE 11073 series of standards. One main
focus of the PHD group is to provide an optimized data communication protocol that is feasible to
implement on PHDs with limited processing power. Many possibilities that the complete IEEE 11073
series of standards provide are, therefore, not used in the IEEE 11073 PHD standards. As a result of this
effort, a very significant part of the necessary standards is now available as described below and in other
documents. These standards now need to be implemented and put into practice.

The target group of this environmental overview are users/patients, medical professionals, device
manufacturers, and device software developers. This section does not give a deep technical view and is
therefore intended to draw a general “big picture” and wording in order to learn about use cases and
understand workflows, PHD contributions, and requirements for devices, as well as form factors. To
increase the ease of PHD use, it is also important that system usability needs to be considered in overall
system design and development and not only in technical detail.
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3.2 Topology of PHD systems

The overall path that data takes on its way from a PHD to a health or fitness service provider, to a health
record, and back to the user takes many varying forms, and the data passes through many different stations.
Typically, data generated by PHDs is transported to computing devices in a first step. These collect data
that is transmitted for further processing to telehealth centers or health professionals, friends and relatives,
fitness coaches, and other service providers. This setup has already been implemented in many variants and
specializations.

Figure 1 shows a bird’s-eye view of all stations involved from the location where a measurement is taken,
to an aggregation device, and further on to servers that store and distribute the data. The IEEE 11073 PHD
standards only cover the very first stations of this journey.

Personal devices generate data, which then passes on to an aggregation manager. Mobile phones, smart
phones, personal digital assistants (PDAs), and laptop computers are typical aggregation managers (all of
which might need U.S. Food and Drug Administration [FDA] or European Union [EU] approval; see 5.5
for more detail). Devices connect to aggregation managers via short-range links, typically within a room or
a building. For instance, a weighing scale transmits data to a mobile phone via a so-called personal arca
network (PAN) interface, using a particular PAN method. A window-open sensor sends an event to a
controller via another particular PAN method. The aggregation manager might do some processing of the
data or just pass it on unchanged. In some cases, this data collection forms a personal health record (PHR)
about the patient. On the way to a local within the organization, PHR data often travels over local area
networks (LANSs) within rooms or buildings.

In other cases, the aggregation manager sends the data on, and it will be integrated into a PHR that is
assembled in another place. This is typically situated within a healthcare provider organization, or even at a
fitness center. Most health service providers today are not sufficiently equipped and, therefore, use the
services of telehealth service centers. These centers provide integration services and gather, store, process,
and analyze the data coming in from users and patients. They then provide reports to the electronic health
records (EHRs) or PHRs. The data typically is going to cross from one organization to another in this
process. It crosses wide distances via wide area networks (WANs) using mobile phone networks or the
Internet.

This complete process is connecting many different elements, and it takes various groups to agree on what
might be done and how (clinically and topologically). Once the workflows have been agreed to, the data
flows will be implemented. Figure 1 shows a reference network architecture for organizations to
communicate and share PHD data as it is used in the Continua Health Alliance.

Personal and local area networks are typically using cabled bus, wireless PAN (wWPAN), wireless
PAN/LAN (wP/LAN), wireless sensor networks (proprietary or heterogeneous), and similar connections.
The IEEE 11073 PHD standards enable transmission of data from the device to aggregation manager. For
further PHD data communication, the data as it leaves the aggregation manager is typically reformatted into
Health Level 7 (HL7) transport structures and transported via methods that are described in Integrating the
Healthcare Enterprise (IHE) integration profiles,” within its technical frameworks.

The communication of device data needs to reach well beyond the aggregation manager, so that the data
becomes available to other communication partners at many other places. This type of wider area
communication is, therefore, a necessary element of the usage scenarios described here. The IEEE 11073
PHD standards are intended mostly for the communication from device to aggregation manager. In addition,
other standards are necessary for implementing complete systems.

* IHE publications are available from Integrating the Healthcare Enterprise (http://www.ihe.net).
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In order to provide a complete set of standards that also covers wider area communication, the Continua
Health Alliance was founded in 2006 with the overall goal of providing personal device data electronically
for optimal use and increasing interoperability. Together with partner organizations, an overall technical
framework was created, interface technologies were selected, and documentation was generated on how
connections are done. This agreement is published as the Continua Design Guidelines [B3]. These
guidelines refer to many base standards generated by other organizations. These design guidelines try to
avoid duplication and assure that existing work is used as intended.

Within this overall framework, the IEEE 11073 PHD standards describe how a personal device transmits
data to a manager. Other connections to healthcare records use IHE Integration Profiles.

Aggregation Health
Thermometer Manager Records
Pulse Oximeter w\; @ @'EEE
()

Pulse / o) | H
Blood Pressure | Telehealth
Weight Scale Service
Ll Center
Glucose Meter
Area
Cardio / strength ¥ € Network
; LAN
Independent ( } *r—
Living Activity Interface
Peak Flow T
Adherence [ Personal Health
s Area Record
Physical Activity i Network Network
(PAN) (HRN)
Insulin Pump 0 Interface Interface

Figure 1—Topology of PHD systems as it is used in the Continua Health Alliance®

In addition to technical implementation, many other issues need to be settled: Everybody involved needs to
have all necessary information at hand, electronic communication paths need to be paved, possible device
or other failures need to be considered, all processes need to be clearly defined, and so on.

Apart from drawing a general picture, this overview is mainly focusing on the contribution that the
IEEE 11073 PHD standards provide for technical implementation of data exchange between a PHD and an
aggregation manager.

3.3 Use contexts

Many of our activities in life are connected to personal well-being and fitness. In other situations,
healthcare becomes an issue; we may seek to observe a healthy lifestyle, or we ask for medical care in a
healthcare problem. Individuals consider their lifestyle. They decide to become more active and take

® Continua Health Alliance Guidelines implementation chart as in the Continua Health Alliance 2010 Overview Presentation,
www.continuaalliance.org.
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responsibility for their own health and well-being and to contribute to that of others. In many contexts,
PHD applications are useful in supporting individual activities in many different ways.

Within these different contexts, this section provides some typical examples. It also provides examples on
how the device data is communicated to other places, for example. to friends, relatives, or professional care
providers. For simplicity, descriptions of the IEEE 11073 PHD standards will be shortened: For example,
“ISO/IEEE 11073-10404 Device specialization—Pulse oximeter” will be written as “10404 pulse
oximeter.” Table 1 shows some examples of use contexts and use case groups.

Table 1 —Some examples of use contexts, use case groups, and sensor devices used

Use contexts/use case groups Examples for sensors and devices used

Health and fitness 10442 Strength fitness equipment, 10407 blood pressure monitor,
10415 weighing scale

Independent living (aging 10471 independent living activity hub, 10472 medication monitor,

independently) 10407 blood pressure monitor, 10415 weighing scale, 10408
thermometer, 10417 glucose meter, 10404 pulse oximeter

Disease management 10471 independent living activity hub, 10472 medication monitor,

10407 blood pressure monitor, 10415 weighing scale, 10408
thermometer, 10417 glucose meter, 10404 pulse oximeter

PHDs are used in many different settings ranging from a weighing scale used to control diet up to complex
round-the-clock monitoring for cardiac rehabilitation. This overview guide starts with typical everyday
situations, where healthy individuals use PHDs. Later, the overview extends to more complex monitoring
situations that involve different healthcare providers for less healthy users. Many elements of these use
cases are not implemented in typical systems today. The standardization activity intends to contribute to a
higher integration level through a full layer seamless service access in the future.

The use cases described in 3.4 through 3.6 follow a common schema shown in Figure 2: One or more
devices collect health-related data from the user. Regarding Figure 1, an agent is a software module that
typically is part of a PHD. On the other side, a manager is a software module within an aggregation
manager device. In the IEEE 11073 world, these “agent” modules pass their data on to “manager” modules
via a local short- or medium-range communication interface. The manager then transfers the data on to
fitness trainers, healthcare professionals, or other software services. An overall plan exists for the complete
workflow. This plan might be set up initially and possibly changed throughout the lifetime of the
cooperation and the system. Subclauses 3.4 through 3.6 describe a set of typical use cases for different
groups of users and different settings.

-
Agents Mlanager Finess/Health coach
Personal Svstems Femote Systems

THE/PHE

Figure 2—Generic personal healthcare use case
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Benefits arise out of PHD communication in many ways, big and small, to many different stakeholders,
ranging from improved personal fitness training monitoring possibilities to alerting systems for persons
suffering from chronic obstructive pulmonary disease (COPD) or cardiac diseases. Of course, there are also

improvements for medical and healthcare professionals that include real-time health status monitoring,
integration of medical device management, and the possibility to care for users/patients who are far away.

3.4 Health and fitness
3.4.1 General
Table 2 shows several sample use cases for 11073 series of sensors and devices.

Table 2—Sample sensors and devices for health and fitness use cases

Domain Example use cases Examples for sensors and devices used

Safer homes Protection, safety 10471 activity hub, including environmental
sensors (e.g., carbon monoxide)

Lifestyle Weight management, diet coaching, | 10415 weighing scale, 10407 blood pressure

work—life balance, burnout prevention
Personal health record, online diet diary

monitor, 10442 strength fitness equipment, 10406
basic ECG

Fitness Training plan, cooperatively manage a | 10415 weighing scale, 10406 basic ECG, 10407
training group, virtual competitions blood pressure monitor, 10442 strength fitness

equipment with GPS and distance data
Athletes Optimize training 10415 weighing scale, 10406 basic ECG, 10407

blood pressure monitor, 10442 strength fitness
equipment,

ECG, ergometer, rowing machine

10407 blood pressure monitor, 10472 simple
medication dispenser,

Family history, | Prevention
worried well

Cholesterol
Pregnancy Fertility 10408 thermometer, 10472 simple medication
dispenser
Urinalysis
Incentive Prevention 10415 weighing scale, 10471 activity hub,
programs including environmental sensor, motion sensor,

10404 pulse oximeter, 10472 simple medication
dispenser, 10421 peak expiratory flow monitor

Typical user groups consist of healthy persons who use various training assist devices to stay in good health.
They use PHD to collect data, which is stored within the device, archive it on the PC at home, and might
send it to a fitness coach or personal trainer for evaluation. The users themselves typically own and operate
the PHD. The users monitor their health status to minimize health issues caused by, for example, high
blood pressure or high cholesterol, which they already experience, or know to be at risk for due to their
family history. They seek help from professionals to structure and follow a training plan, communicating
within training groups. Some systems available today even use data from the devices to offer “virtual
competitions,” where users can compare their performance using the Internet. There are many other
situations where healthy individuals use PHDs, for example, during pregnancy or in the context of
incentive programs.

In implementations today, typical devices do not automatically interconnect to other parts of the system
elsewhere. Users typically need to read measured values from displays actively and enter them into web
portals and other types of target systems, if they wish to share them. In the future, systems data from
activity sensors, training and intensity data from fitness devices, like ergometers, running belts, and rowing
machines, will be collected automatically. Wireless wrist- or body-worn devices will be integrated into
clothing (smart clothing) to record heart rate, altitude, speed, calories burned, and training duration (e.g.,
during a run).
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