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BRITISH STANDARD

National foreword

This British Standard is the UK implementation of
EN ISO/IEC 29184:2023. It is identical to ISO/IEC 29184:2020. It
supersedes BS ISO/IEC 29184:2020, which is withdrawn.

The UK participation in its preparation was entrusted to Technical
Committee IST/33, Information security, cybersecurity and
privacy protection.

A list of organizations represented on this committee can be obtained on
request to its committee manager.

Contractual and legal considerations

This publication has been prepared in good faith, however no
representation, warranty, assurance or undertaking (express or
implied) is or will be made, and no responsibility or liability is or will be
accepted by BSI in relation to the adequacy, accuracy, completeness or
reasonableness of this publication. All and any such responsibility and
liability is expressly disclaimed to the full extent permitted by the law.

This publication is provided as is, and is to be used at the
recipient’s own risk.

The recipient is advised to consider seeking professional guidance with
respect to its use of this publication.

This publication is not intended to constitute a contract. Users are
responsible for its correct application.

© The British Standards Institution 2023
Published by BSI Standards Limited 2023

ISBN 978 0 539 23989 8
ICS 35.030

Compliance with a British Standard cannot confer immunity from
legal obligations.

This British Standard was published under the authority of the
Standards Policy and Strategy Committee on 30 June 2020.

Amendments/corrigenda issued since publication

Date Text affected

31 July 2023 This corrigendum renumbers BS [SO/IEC
29184:2020 as BS EN ISO/IEC 29184:2023
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EN ISO/IEC 29184:2023 (E)

European foreword

The text of I[SO/IEC 29184:2020 has been prepared by Technical Committee ISO/IEC JTC 1 "Information
technology” of the International Organization for Standardization (ISO) and has been taken over as
EN ISO/IEC 29184:2023 by Technical Committee CEN-CENELEC/JTC 13 “Cybersecurity and Data
Protection” the secretariat of which is held by DIN.

This European Standard shall be given the status of a national standard, either by publication of an
identical text or by endorsement, at the latest by October 2023, and conflicting national standards shall
be withdrawn at the latest by October 2023.

Attention is drawn to the possibility that some of the elements of this document may be the subject of
patent rights. CEN-CENELEC shall not be held responsible for identifying any or all such patent rights.

Any feedback and questions on this document should be directed to the users’ national standards body.
A complete listing of these bodies can be found on the CEN and CENELEC websites.

According to the CEN-CENELEC Internal Regulations, the national standards organizations of the
following countries are bound to implement this European Standard: Austria, Belgium, Bulgaria,
Croatia, Cyprus, Czech Republic, Denmark, Estonia, Finland, France, Germany, Greece, Hungary, Iceland,
Ireland, Italy, Latvia, Lithuania, Luxembourg, Malta, Netherlands, Norway, Poland, Portugal, Republic of
North Macedonia, Romania, Serbia, Slovakia, Slovenia, Spain, Sweden, Switzerland, Tirkiye and the
United Kingdom.

Endorsement notice

The text of ISO/IEC 29184:2020 has been approved by CEN-CENELEC as EN ISO/IEC 29184:2023
without any modification.
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ISO/IEC 29184:2020(E)

Foreword

ISO (the International Organization for Standardization) and IEC (the International Electrotechnical
Commission) form the specialized system for worldwide standardization. National bodies that
are members of ISO or IEC participate in the development of International Standards through
technical committees established by the respective organization to deal with particular fields of
technical activity. ISO and IEC technical committees collaborate in fields of mutual interest. Other
international organizations, governmental and non-governmental, in liaison with ISO and IEC, also
take part in the work.

The procedures used to develop this document and those intended for its further maintenance are
described in the ISO/IEC Directives, Part 1. In particular, the different approval criteria needed for
the different types of document should be noted. This document was drafted in accordance with the
editorial rules of the ISO/IEC Directives, Part 2 (see www.iso.org/directives).

Attention is drawn to the possibility that some of the elements of this document may be the subject
of patent rights. ISO and IEC shall not be held responsible for identifying any or all such patent
rights. Details of any patent rights identified during the development of the document will be in the
Introduction and/or on the ISO list of patent declarations received (see www.iso.org/patents) or the IEC
list of patent declarations received (see http://patents.iec.ch).

Any trade name used in this document is information given for the convenience of users and does not
constitute an endorsement.

For an explanation of the voluntary nature of standards, the meaning of ISO specific terms and
expressions related to conformity assessment, as well as information about ISO's adherence to the
World Trade Organization (WTO) principles in the Technical Barriers to Trade (TBT), see www.iso.org/
iso/foreword.html.

This document was prepared by Joint Technical Committee ISO/IEC JTC 1, Information technology,
Subcommittee SC 27, Information security, cybersecurity and privacy protection.

Any feedback or questions on this document should be directed to the user’s national standards body. A
complete listing of these bodies can be found at www.iso.org/members.html.
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ISO/IEC 29184:2020(E)

Introduction

The wider availability of communication infrastructures like home broadband connections and the
global internet, the growth in the use of smartphones and other devices (e.g., wearables) that collect
details of individuals' activities, and improvements in information processing capability have enabled
much wider-ranging collection and analysis of personal information. Such technological improvements
provide a better prospect for more convenient consumer life, new business opportunities, more
attractive services and more added value. On the other hand, consumers are becoming increasingly
"privacy aware” and are questioning the privacy impact of the collection and use of personally
identifiable information (PII) by online services. This criticism is often due to the lack of a clear
explanation of how their PII is processed, stored, maintained and managed.

This document specifies controls and associated additional information for organizations:

— to provide the basis for presenting clear, easily understood information to individuals whose PII is
collected, abouthow the organization processes their PII (e.g., when providing services to consumers
or under an employment relationship) and

— to obtain consent from the PII principals in a fair, demonstrable, transparent, unambiguous and
revocable (withdrawable) manner.

This document provides details on the implementation of two privacy principles from ISO/IEC 29100
(i.e., Principle 1: Consent and choice, Principle 7: Openness, transparency and notice).
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INTERNATIONAL STANDARD ISO/IEC 29184:2020(E)

Information technology — Online privacy notices and
consent

1 Scope

This document specifies controls which shape the content and the structure of online privacy notices as
well as the process of asking for consent to collect and process personally identifiable information (PII)
from PII principals.

This document is applicable in any online context where a PII controller or any other entity processing
PIl informs PII principals of processing.

2 Normative references

The following documents are referred to in the text in such a way that some or all of their content
constitutes requirements of this document. For dated references, only the edition cited applies. For
undated references, the latest edition of the referenced document (including any amendments) applies.

ISO/IEC 29100, Information technology — Security techniques — Privacy framework

3 Terms and definitions

For the purposes of this document, the terms and definitions given in ISO/IEC 29100 and the
following apply.

ISO and IEC maintain terminological databases for use in standardization at the following addresses:

— ISO Online browsing platform: available at https://www.iso.org/obp

— IEC Electropedia: available at http://www.electropedia.org/

31

explicit consent

personally identifiable information (PII) principal’s freely given, specific and informed unambiguous
agreement to the processing of their PII exercised through an affirmative act indicating such consent by
the PII principal

Note 1 to entry: Explicit consent is the result of an opt-in.
Note 2 to entry: Explicit consent can also be referred to as express consent.
EXAMPLE Consent is obtained by asking the PII principal to take a specific action in the context of a notice.

[SOURCE: ISO/IEC 29100:2011, 2.4, modified - The words "exercised through an affirmative act
indicating such consent by the PII principal” have been added.]

3.2
notice
information regarding processing of PII

Note 1 to entry: Given to the PII principals through different channels, in a concise, transparent, intelligible and
easily accessible form and using clear and plain language.
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3.3

element of PII

category of PII

piece of PII

descriptor for a type of information, or a set of types of information

4 Symbols and abbreviated terms

JSON JavaScript object notation

PC personal computer

PII personally identifiable information
XML extensible markup language

5 General requirements and recommendations

5.1 Overall objective

The overall objective of this document is to allow PII Principals to understand and act in accordance
with the implications of PII processing, such as the likelihood and severity of any potential impact the
processing can have, as well as the direct and/or intended consequences of the processing.

Organizations that wish to demonstrate compliance with this document shall document for each control
of Clause 5:

a) whether the control applies;

b) when there are reasons that can justify that the control does not apply, that the justification is
documented and validated;

c) how the implementation of the control is verified and validated.
5.2 Notice

5.2.1 General

Objective: To provide notice where it is required, in a language appropriate to PII principals, at a time
that permits PII principals to meaningfully exercise consent, at places where it is easy for PII principals
to recognize, and with references that provide PII principals with access to supplementary material,
including prior notices and their responses.

5.2.2 Providing notice obligation
Control

The organization shall identify situations where providing notice is necessary and shall provide notice
that complies with 5.3 to PII principals whenever it is required.

Additional information

The notice should provide all interested parties, including outsiders to the organization, with the
organization’s privacy practices, as well as other relevant information such as contact details including
the identity and registered address of the PII controller, and contact points from which PII principals
can obtain additional information (see Annex A).
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ISO/IEC 29184:2020(E)

Displaying a visual notice is one way to provide notice. For accessibility, either screen readers for visual
notices or directly audible notices can be appropriate to assist those who are visually impaired. Other
forms of notice can also be appropriate (see 5.2.9).

The organization should provide a notice to PII principals. Notice may be required, among other
situations, when the organization plans to collect new PII (from the PII principal or from another
source) or when it plans to use PII already collected for new purposes.

5.2.3 Appropriate expression
Control

The organization shall provide the notice in a way that is clear and easy to understand for the targeted
PII principals. The notice shall be easily legible and in a concise language that a person without any
legal or technical training can reasonably comprehend.

Additional information

The notice should be drafted taking into account particular categories or types of PII principals (e.g.
disadvantaged societal sub-groups).

5.2.4 Multi-lingual notice
Control

The organization shall provide the notice in the language(s) according to the target principal's language
expectations.

Additional information

For example, the organization may present the PII principal with a list of supported languages displayed
in the respective languages and allow the PII principal to choose the language. Displaying the name of
each language in that language is important, as the PII principal may not be able to recognize it if it is
shown in another language.

A web browser has a preference setting for a preferred language, and it may be used for this purpose.
However, it may not be a good idea to solely depend on the browser's language preference since the PII
principal can be using a shared computer.

5.2.5 Appropriate timing
Control

The organization shall determine and document the appropriate timing (e.g. immediately prior to
collecting the PII) for providing notice to the PII principals when the activity in question is relevant to
the privacy interests of the PII principals.

Additional information

When an organization provides a PII principal with a notice and then collects the PII at a later point in
time, including cases in which data are collected from another source, the timing of the notice and the
collection of PII can differ significantly.

The organization should provide notice where the use of PII can have unexpected or significant effects
on PII principals. If an organization intends to collect additional PII, it should provide a further notice.
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