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INTERNATIONAL ELECTROTECHNICAL COMMISSION

ELECTROMAGNETIC COMPATIBILITY (EMC) -

Part 4-36: Testing and measurement techniques —
IEMI immunity test methods for equipment and systems

FOREWORD

1) The International Electrotechnical Commission (IEC) is a worldwide organization for standardization comprising
all national electrotechnical committees (IEC National Committees). The object of IEC is to promote
international co-operation on all questions concerning standardization in the electrical and electronic fields. To
this end and in addition to other activities, IEC publishes International Standards, Technical Specifications,
Technical Reports, Publicly Available Specifications (PAS) and Guides (hereafter referred to as “IEC
Publication(s)”). Their preparation is entrusted to technical committees; any IEC National Committee interested
in the subject dealt with may participate in this preparatory work. International, governmental and non-
governmental organizations liaising with the IEC also participate in this preparation. IEC collaborates closely
with the International Organization for Standardization (ISO) in accordance with conditions determined by
agreement between the two organizations.

2) The formal decisions or agreements of IEC on technical matters express, as nearly as possible, an international
consensus of opinion on the relevant subjects since each technical committee has representation from all
interested IEC National Committees.

3) IEC Publications have the form of recommendations for international use and are accepted by IEC National
Committees in that sense. While all reasonable efforts are made to ensure that the technical content of IEC
Publications is accurate, IEC cannot be held responsible for the way in which they are used or for any
misinterpretation by any end user.

4) In order to promote international uniformity, IEC National Committees undertake to apply IEC Publications
transparently to the maximum extent possible in their national and regional publications. Any divergence
between any IEC Publication and the corresponding national or regional publication shall be clearly indicated in
the latter.

5) IEC itself does not provide any attestation of conformity. Independent certification bodies provide conformity
assessment services and, in some areas, access to IEC marks of conformity. IEC is not responsible for any
services carried out by independent certification bodies.

6) All users should ensure that they have the latest edition of this publication.

7) No liability shall attach to IEC or its directors, employees, servants or agents including individual experts and
members of its technical committees and IEC National Committees for any personal injury, property damage or
other damage of any nature whatsoever, whether direct or indirect, or for costs (including legal fees) and
expenses arising out of the publication, use of, or reliance upon, this IEC Publication or any other IEC
Publications.

8) Attention is drawn to the Normative references cited in this publication. Use of the referenced publications is
indispensable for the correct application of this publication.

9) Attention is drawn to the possibility that some of the elements of this IEC Publication may be the subject of
patent rights. IEC shall not be held responsible for identifying any or all such patent rights.

International Standard JEC 61000-4-36 has been prepared by subcommittee 77C: High-power
transient phenomena, of IEC technical committee 77: Electromagnetic compatibility.

It forms part 4-36 of IEC 61000. It has the status of a basic EMC publication in accordance
with IEC Guide 107.

The text of this standard is based on the following documents:

CDV Report on voting
77C/231/CDV 77C/236/RVC

Full information on the voting for the approval of this standard can be found in the report on
voting indicated in the above table.
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This publication has been drafted in accordance with the ISO/IEC Directives, Part 2.

A list of all parts in the IEC 61000 series, published under the general title Electromagnetic
compatibility (EMC), can be found on the IEC website.

The committee has decided that the contents of this publication will remain unchanged until
the stability date indicated on the IEC website under "http://webstore.iec.ch"” in the data
related to the specific publication. At this date, the publication will be

e reconfirmed,

e withdrawn,

e replaced by a revised edition, or

e amended.

A bilingual version of this publication may be issued at a later date.

IMPORTANT - The 'colour inside' logo on the cover page of this publication indicates
that it contains colours which are considered to be useful for the correct
understanding of its contents. Users should therefore print this document using a
colour printer.
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INTRODUCTION
IEC 61000 is published in separate parts according to the following structure:
Part 1: General
General considerations (introduction, fundamental principles)
Definitions, terminology
Part 2: Environment
Description of the environment
Classification of the environment
Compatibility levels
Part 3: Limits
Emission limits

Immunity limits (in so far as they do not fall under the responsibility of the product
committees)

Part 4: Testing and measurement techniques
Measurement techniques

Testing techniques

Part 5: Installation and mitigation guidelines
Installation guidelines

Mitigation methods and devices

Part 6: Generic standards

Part 9: Miscellaneous

Each part is further subdivided into several parts, published either as International Standards
or as technical specifications or technical reports, some of which have already been published
as sections. Others will be published with the part number followed by a dash and a second
number identifying the subdivision (example: |JEC 61000-6-1)).
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ELECTROMAGNETIC COMPATIBILITY (EMC) -

Part 4-36: Testing and measurement techniques —
IEMI immunity test methods for equipment and systems

1 Scope

This part of IEC 61000 provides methods to determine test levels for the assessment of the
immunity of equipment and systems to intentional electromagnetic interference (IEMI)
sources. It introduces the general IEMI problem, IEMI source parameters, derivation of test
limits and summarises practical test methods.

2 Normative references

The following documents, in whole or in part, are normatively referenced in this document and
are indispensable for its application. For dated references, only the edition cited applies. For
undated references, the latest edition of the referenced document (including any
amendments) applies.

EC 61000-4-4, Electromagnetic compatibility (EMC) — Part 4-4: Testing and measurement
techniques — Electrical fast transient/burst immunity test

IEC 61000-4-19, Electromagnetic compatibility (EMC) — Part 4-12: Testing and measurement
techniques — Ring wave immunity test

IEC 61000-4-1§, Electromagnetic compatibility (EMC) — Part 4-18: Testing and measurement
techniques — Damped oscillatory wave immunity test

3 Terms, definitions and abbreviations
For the purposes of this document, the following terms, definitions and abbreviations apply.

3.1 Terms and defintions

3.1.1

attenuation

reduction in magnitude (as a result of absorption and/or scattering) of an electric or magnetic
field or a current or voltage, usually expressed in decibels

3.1.2

bandratio

br

ratio of the high and low frequencies between which there is 90 % of the energy

Note 1 to entry: |If the spectrum has a large dc content, the lower limit is nominally defined as 1 Hz (see
IEC 61000-2-13 for further details).

3.1.3

bandratio decades

brd

bandratio expressed in decades as: brd = log10(br)
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3.1.4
burst
time frame in which a series of pulses occurs with a given repetition rate

Note 1 to entry: When multiple bursts occur, the time between bursts is usually defined.

3.1.5

conducted HPEM environment

high-power electromagnetic currents and voltages that are either coupled or directly injected
to cables and wires with voltage levels that typically exceed 1 kV

3.1.6

continuous wave

Ccw

time waveform that has a fixed frequency and is continuous

3.1.7

electromagnetic compatibility

EMC

ability of an equipment or system to function satisfactorily in its electromagnetic environment
without introducing intolerable electromagnetic disturbances to anything in that environment

3.1.8

electromagnetic disturbance

any electromagnetic phenomenon which may degrade the performance of a device,
equipment or system

3.1.9

electromagnetic interference

EMI

degradation of the performance of a device, transmission channel or system caused by an
electromagnetic disturbance

Note 1 to entry: Disturbance and interference are respectively cause and effect.

3.1.10

(electromagnetic) shield

electrically continuous housing for a facility, area, or component used to attenuate incident
electric and magnetic fields by both absorption and reflection

3.1.11

(electromagnetic) susceptibility

inability of a device, equipment or system to perform without degradation in the presence of
an electromagnetic disturbance

Note 1 to entry: Susceptibility is a lack of immunity.

3.1.12

equipment under test

EUT

equipment being subjected to the test

3.1.13

high-altitude electromagnetic pulse

HEMP

electromagnetic pulse produced by a nuclear explosion outside the earth’s atmosphere

Note 1 to entry: Typically above an altitude of 30 km.
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3.1.14

high-power microwaves

HPM

narrowband signals, nominally with peak power in a pulse, in excess of 100 MW at the source

Note 1 to entry: This is a historical definition that depended on the strength of the source. The interest in this
document is mainly on the EM field incident on an electronic system.

3.1.15

hyperband signal

signal or waveform with a pbw (see 3.1.20) value between 163,4 % and 200 % or a
bandratio > 10

3.1.16
hypoband signal
narrowband signal or waveform with a pbw of < 1 % or a bandratio < 1,01

3.1.17

intentional electromagnetic interference

IEMI

intentional malicious generation of electromagnetic energy introducing noise or signals into
electric and electronic systems, thus disrupting, confusing or damaging these systems for
terrorist or criminal purposes

[SOURCE: IEC 61000-2-13:2005, 3.16]

3.1.18
L band
radar frequency band between 1 GHz and 2 GHz

3.1.19

mesoband signal

signal or waveform with a pbw value between 1 % and 100 % or a bandratio between 1,01
and 3

3.1.20

percentage bandwidth

pbw

bandwidth of a waveform expressed as a percentage of the centre frequency of that waveform

Note 1 to entry: The pbw has a maximum value of 200 % when the centre frequency is the mean of the high and
low frequencies. The pbw does not apply to signals with a large dc content (e.g., HEMP) for which the bandratio
decades is used.

3.1.21

port-of-entry

PoE

physical location (point) on an electromagnetic barrier, where EM energy may enter or exit a
topological volume, unless an adequate PoE protective device is provided

Note 1 to entry: A PoE is not limited to a geometrical point.

Note 2 to entry: PoEs are classified as aperture PoEs or conductive PoEs according to the type of penetration.
They are also classified as architectural, mechanical, structural or electrical PoEs according to the functions they
serve.

3.1.22

pulse

transient waveform that usually rises to a peak value and then decays, or a similar waveform
that is an envelope of an oscillating waveform
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3.1.23

pulse repetition frequency

prf

number of pulses per unit time, measured in Hz (per second)

3.1.24
radiated HPEM environment
high-power electromagnetic fields with peak electric field levels that typically exceed 100 V/m

3.1.25

rEfar . . . . . .
electric field normalised at a distance of 1 m from the antenna as derived from an E-field
measurement at a given distance in the far-field

3.1.26

sub-hyperband signal

signal or a waveform with a pbw value between 100 % and 163,4 % or a bandratio between 3
and 10

3.1.27

transient

pertaining to or designating a phenomenon or a quantity which varies between two
consecutive steady states during a time interval which is short compared with the time-scale
of interest

Note 1 to entry: A transient can be a unidirectional impulse of either polarity or a damped oscillatory wave with
the first peak occurring in either polarity.

3.1.28

ultrawideband

uwB

signal that has a percent bandwidth greater than 25 %

3.2 Abbreviations

DS Damped sinusoid

EMI Electromagnetic interference
ESD Electrostatic discharge

HEMP High-altitude electromagnetic pulse
HIRF High-intensity radiated fields
HPD Horizontally polarized dipole
HPEM High-power electromagnetic
HPM High-power microwave

LEMP Lightning electromagnetic pulse
LLSF Low level swept field

LLSC Low level swept current

NEMP Nuclear electromagnetic pulse
SE Shielding effectiveness

UuwB Ultra wideband
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VPD Vertically polarized dipole

4 General

The use of electromagnetic sources to generate intentional electromagnetic interference
(IEMI) is of increasing concern as the reliance of society on technology increases
significantly. Many technical papers have been published that show the effects of IEMI are
cause for concern; they are summarised in [1]1. A summary of failure mechanisms at
equipment level is provided in Annex A.

The effects of IEMI on equipment can be similar to the effects caused by high-power
electromagnetic (HPEM) environments. HPEM environments include high-intensity radiated
fields (HIRF) generated by radio and radar systems, lightning electromagnetic pulse (LEMP)
and electrostatic discharge (ESD). Some of these HPEM environments have similar
characteristics to those sources used to cause IEMI but are unintentional EMI sources, i.e.
non-malicious. However, it is possible to use information regarding qualification of equipment
and systems to these environments to inform the likely response to IEMI.

The |IEC defines IEMI within 3.1.17 as ‘intentional malicious generation of electromagnetic
energy introducing noise or signals into electric and electronic systems, thus disrupting,
confusing or damaging these systems for terrorist or criminal purposes’.

Within this definition it is possible to also include jammers, which are designed to overload
antenna receiver circuits (front doors) by operating at or close to the victim receiver frequency
of operation. Jammers typically require low power to operate due to the fact that receivers are
designed to operate at very low power levels (nW or less). More information on the issue of
jammers can be found in Annex G.

This document complements |EC 61000-4-25 [2], which deals with high-altitude
electromagnetic pulse (HEMP) immunity test methods for equipment and systems.

5 |IEMI environments and interaction

5.1 General

There are many types of sources that can generate electromagnetic environments that can
potentially be used to cause intentional electromagnetic interference (IEMI). IEC 61000-2-13
[3] discusses the various environments that can be generated and categorises them in terms
of time characteristics, frequency range and bandratio. Further details and actual examples
are included within Annex B.

A key requirement of developing IEMI test methods and test levels is to achieve a good
understanding of the environment in which the victim equipment or system will be required to
operate. Within this document specific focus is provided for victim equipment that is integrated
within a site or other fixed installation and it is generally assumed that such equipment is
housed within a building.

IEMI phenomena are unlike other EMC standardised phenomena where assumptions can be
made about the general or average disturbance level arriving at victim equipment ports.
Important parameters related to the IEMI interaction with victim systems which will affect the
test level include:

a) IEMI source parameters

1) frequency range of the source,

1 Numbers in square brackets refer to the Bibliography in Clause 8.
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2) amplitude of the source vs. distance to the victim system,
3) pulse width, pulse repetition frequency, burst length of the source,
4) source mobility,

5) technical capability of the source user/designer.
b) The protection level of the fixed installation
1) the range or distance between the IEMI Source and the victim electronics,

2) the propagation channel loss including the properties of the intervening barriers
(attenuation and absorption).

Once these characteristics of the IEMI source and environment are well understood, then
appropriate test methods and test levels for ports on the victim equipment can be determined.

One approach would be to take all of the IEMI source parameters of interest and combine
them such that one set of test levels is derived. The disadvantage of this approach is that,
should effects be observed, it would be difficult to assign them to any single IEMI parameter
set. In addition the combination of widely varying waveform characteristics would likely result
in an extreme set of test levels.

Some IEMI sources generate waveforms/environments that are similar to other
electromagnetic (EM) environments, for example electrostatic discharge (ESD) or lightning
electromagnetic pulse (LEMP). Analytical methods can be used to determine the amount of
similarity between IEMI environments and other EM environments, in particular through the
use of waveform norms (see IEC 61000-4-33 [4]). Any deficiencies in the test evidence could
be made up through increasing the distance between the IEMI source and the electronic
systems of interest or by undertaking testing focussed on specific frequencies.

5.2 IEMI environments
5.2.1 Technical capability groups

IEMI sources vary in complexity. It is therefore important to understand the relationship
between this complexity and the technical capability of the perpetrator. This document defines
three levels:

a) Novice — Individuals or small groups with minimal technical or financial support.

b) Skilled — Moderately well-funded adversaries with training and expertise in relevant
technology.

c) Specialist — Well-funded adversaries with post-graduate level training and access to
substantial research capabilities, resources and funding.

When considering the IEMI sources of interest it is important to consider the deployment
scenario.

5.2.2 IEMI deployment scenarios

IEMI sources can be packaged and deployed in different ways, although this generally
depends on the technical capability of the designer and the available resources. A set of
potential scenarios for deployment of IEMI generators is given in Table 1.
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Table 1 — Possible IEMI Deployment Scenarios

Deployment Example use Victim interaction Technical
scenarios capability group
Man portable Carried to the victim and used while in Direct Novice
possession of the adversary. Could be ) )
assembled in place. Radiated Skilled
Conducted
Hand delivered Carried to the victim and concealed, Direct Novice
perhaps remotely activated. Could be ) )
assembled in place. Radiated Skilled
Conducted
Fixed installation | Set-up in a space adjacent to the victim, i.e. Radiated Novice
an adjoining room or building.
joining g Conducted Skilled
Specialist
Automotive / Mounted inside a pick-up truck or on the Radiated Skilled
marine delivered | after deck of a marine vessel. o
Conducted Specialist
Air delivered Installed inside an aircraft bay, carried as a Radiated Specialist
pod, or dropped (i.e., E-bomb).

5.2.3 Radiated IEMI environment summary

Table 2 provides a summary of threat source environments defined by capability group. The
term ‘rE;, ' describes the electric field normalised at a distance of 1 m from the antenna as
derived from an E-field measurement at a given distance in the far-field. It is equivalent to
equivalent isotropic radiated power (EIRP) which is derived from the power density at a given
distance in the far field.

Table 2 — Summary of radiated IEMI source output (rE;,,) by capability group

Category IEMI source IEMI source name or technology type rEgar (V) Near/far
type distance
(approx.)
Novice Hyperband ESD gun 5000 Tm
Hypoband Microwave oven magnetron 2 000 Tm
Skilled Hyperband Commercially available solid state pulser 60 000 1m
(e.g. pockels cell driver)
Mesoband Commercially available pulser 120 000 2m
Hypoband Typical radar 450 000 5m
Specialist Hyperband Military demonstrator (e.g. jolt) 5 300 000 50 m
Mesoband Military mesoband demonstrator 500 000 5m
Hypoband Military hypoband demonstrator 30 000 000 50 m

5.2.4 Published conducted IEMI environments

Unlike the situation with radiated IEMI sources, examples of conducted IEMI sources are less
common. However, it has been shown that many conducted EMC tests exist within published
civilian EMC standards such as |[EC 61000-4-18 [5], I[EC 61000-4-4 [6] and JEC 61000-4-25
[7] and that the sources that generate these test waveforms can be uprated or applied to
equipment ports in a different way or otherwise used for malicious effect. There are also
various military standards that contain relevant conducted tests such as Mil-Std-461 [8] and
Defence Standard 59-411 [9].
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5.3 Interaction with fixed installations
5.3.1 General

The magnitude of the IEMI environment impinging on a victim system is primarily dependent
upon two factors:

1) The range or distance between the IEMI source and the victim electronics.

2) The propagation channel loss, including the properties of intervening barriers (attenuation
and absorption).

It is important to note that radiated IEMI interacts not only with apertures and structures, but
also cables. The total EM disturbance presented to the victim electronics inside is therefore a
function of the direct radiated IEMI and the coupling of this IEMI to EM conductors such as
cables, pipe-work and ducting. When determining an appropriate test level for a particular
radiated IEMI environment of concern, an assessment of the transfer of the IEMI to the victim
electronics inside the building is required and this should include any attenuation afforded by
the building material, propagation loss and any other aspects that can affect the resulting
currents or voltages presented to the equipment.

Figure 1 shows a typical radiated and conducted IEMI scenario with a vehicle mounted IEMI
source illuminating a building and separately injecting into a power cable. The fields
generated by the radiating source penetrate through apertures and separately couple to
conductors (both outside and inside the building), generating induced currents and voltages
that can affect the victim electronic equipment. The current/voltage generated by the
conducted source is coupled to the conductor allowing it to propagate inside the building and
potentially affect electronic equipment.

Victim system

IEMI generator

4 Antenna

Power source
amplifier
modulator

Power and/or communications cable | |

Common mode or
differential mode coupling

IEC

Figure 1 — Example of radiated and conducted
IEMI interaction with a building

It should be noted that cable attenuation and attenuation afforded by lumped components
(such as transformers) should be considered when determining the currents and voltages
presented at the electronic equipment. It should also be noted that different coupling modes
(i.e. common mode or differential mode) may result in very different path losses during the
propagation.
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5.3.2 Protection level

Given the discussion above it can be implied that victim electronic equipment located inside a
fixed installation will have a ‘protection level’ which is a function of the physical distance
between the IEMI source and the victim electronics and the loss in the propagation channel. A
discussion on the radiated and conducted interaction of IEMI sources within buildings is
provided in Annex C.

Example protection levels are indicated in Table 3. These levels have been identified using
the information in Annex C. However, it is highly important that the actual protection level is
quantified through measurements, possibly as part of a site survey. Test methods which can
be used to assess the barrier attenuation/propagation loss are discussed in Clause 6.

Table 3 — Example protection levels

Example Assumed range to Path loss Assumed barrier Total EPL
protection level victim attenuation

(EPL) rating (m) (dB) (dB) (dB)
EPLO 2 6 0 6
EPL1 10 20 0 20
EPL2 12 22 4 26
EPL3 18 25 7 32
EPL4 30 28 11 39
EPL5 30 28 18 46
EPL6 35 31 29 60

NOTE Path loss equals the assumed range to victim in dB reference to 1 m.

The EPL should be considered when deriving the applicable IEMI immunity test parameters
discussed in Clause 7. In the absence of actual data the generic EPLs above can be used.

6 Test methods

6.1 Derivation of applicable test methods

A detailed discussion on test methods is included in IEC TS 61000-5-9 [10]. The test methods
summarised below encompass the evaluation of the ‘example protection level’ and the
immunity test level for potential victim equipment.

As IEMI falls into 2 main categories, namely radiated and conducted, the methods for testing
against IEMI fall broadly into the same categories.

Testing against radiated IEMI can be undertaken with the IEMI source of interest, a simulated
environment such as those shown in IEC TR 61000-4-35 [11], or by injecting the signal
expected to be induced into conductors by exposure to the IEMI radiated environment. The
latter relies on knowledge of the transfer function2 of each conductor of concern (typically
these conductors are cable bundles that carry power and/or data that is vital to the continuing
function of the equipment or system).

Testing against conducted IEMI is typically undertaken with either the IEMI source directly or
with a conducted simulator. Although it is possible to use a radiated method to assess against
the effects of conducted IEMI, it is not commonplace.

2 A measure of internally induced current or electromagnetic field as a result of an externally illuminating

electromagnetic environment. Documents
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Once the preferred test methodology has been agreed, it is possible to determine the required
test levels.

Figure 2 shows the options available when undertaking assessment of the effects of IEMI on
equipment or systems.

{ Understand IEMI environment ]

Radiated Conducted
v v v v 3 v
s N N N ™
IEMI source ||IEMI simulator Transfer Transfer IEMI source ||[IEMI simulator
illumination (radiated) functions functions injection (conducted)
o J J N\ AN J
p ¥ ~ p A J ,\ P A N/ r -
Predict .PrEdICt Antenna port Cable
. induced N L
internal fields ¢ injection injection
- AN currents AN AN _/
h 4 \ / h 4
4 llluminate Inject )
internal predmted
equipment induced
at predicted \Lents/
field levels
S A IEC

Figure 2 — Assessment options

It is essential that testing is conducted in a representative configuration and that careful
consideration is given to those aspects of the test set-up that can have a significant impact on
test results, for example cable layout. If the requirement is for equipment to be immune to
I[EMI when in a power-off configuration then testing with the equipment powered off is
applicable. For all other cases, testing with the equipment powered and functioning is
essential. Research has shown that transient effects can be significantly enhanced when the
equipment is being operated functionally, for example with computer equipment that is
constantly conducting hard drive operations or memory intensive functions.

A summary of test methods that can be used for the assessment of equipment or systems to
the effects of IEMI is provided below.

6.2 Derivation of transfer functions

Transfer functions are essential for any equipment or system that is to be tested against the
effects of a radiated IEMI source using conducted methods and can also be used to evaluate
the protection level of a victim installation.

Transfer functions can either be measured (using techniques such as those discussed in
IEC TS 61000-5-9 [10]) or generated analytically using some understanding of relevant
geometry.

Transfer functions provide the means of estimating induced currents or voltages on
conductors as a result of an EM field illuminating the conductor or from an EM source injected
onto external cabling. Transfer functions are generally measured over a broad frequency
range (~1 MHz to ~1 GHz) and enable predictions to be computed for any IEMI epyvironment
with similar frequency content. Transfer functions can be extended to tens Qﬁuments
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measuring internally induced EM fields and reflecting the change in dominance of the
interaction mechanism from cable coupling to aperture coupling.

For applicable test methods and test set-up see IEC TS 61000-5-9 [10].

6.3 Radiated tests using IEMI simulator

IEMI simulators are becoming increasingly available as the threat of IEMI is understood and
accepted to pose real risk to the continuing operation of electronic equipment.
IEC TR 61000-4-35 [11] contains details on IEMI simulators and their respective parameters.
The equipment under test (EUT) shall be set-up in a representative condition of its intended
use for the results to be indicative of the EUT response when fielded. The use of IEMI
simulators to assess the protection level of a fixed installation is not recommended since it
may present a significant interference risk.

For applicable test methods and test set-up see IEC TR 61000-4-35 [11].

6.4 Radiated tests using a reverberation chamber

IEC TR 61000-4-35 [11] also provides some examples of reverberation chambers.
Reverberation chambers can be used to produce the high field levels for equipment level
testing and are useful for testing of a material’s shielding effectiveness in accordance with
IEC 61000-4-21 [12].

Care should be taken to understand how the results of measurements made within a
reverberation chamber compare with the realistic case of IEMI interaction which is closer to a
plane wave phenomena. This difference is discussed in Annex D.

For applicable test methods and test set-up see |JEC 61000-4-21 [12].

6.5 Complex waveform injection (CWI)

This method takes the predicted currents from transfer functions and injects them onto
conductors one-by-one whilst monitoring for effects. The injected waveforms are a function of
the resonances measured by the transfer function and the environment itself and are complex
in nature, i.e. they contain many frequencies. Further details on this method can be found in
Annex E.

6.6 Damped sinusoidal injection (DSI)

This method uses single frequency damped sinusoidal waveforms and is generally required to
be repeated across many frequencies to give an indication of how an EUT may respond to an
IEMI environment. For applicable test methods and test set-up see |[EC 61000-4-19 [13] and
IEC 61000-4-14 [5].

6.7 Electrostatic discharge (ESD)
Testing to [EC 61000-4-2 [14] provides confidence of the continuing operation of the EUT as a
result of ESD. ESD is generally a fast transient with a rise-time of the order of hundreds of

picoseconds and pulse-width of tens of nanoseconds. This information may be used to inform
likely susceptibility to certain IEMI environments via the generation of radiated fields.

For applicable test methods and test set-up see |EC 61000-4-2 [14].

6.8 Electrically fast transient (EFT)

The EFT test has parameters that compare favourably with certain IEMI conducted
environments, and data from the test defined in JEC 61000-4-4 [6] may be used to indicate the
response of an EUT to IEMI. Documents
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For applicable test methods and test set-up see |[EC 61000-4-4 [6].

6.9 Antenna port injection

This type of test provides valuable information on the response of transceiver systems to the
effect of IEMI including jammers which are discussed in Annex G. The IEMI environment of
interest shall either be used directly to inject signals into the antenna port or to determine
(through the use of transfer functions) those signals that would exist at the associated
electronics. Figure 3 shows a typical EUT with various ports including an antenna port.

EUT .
AC mains power port

Optical fibre port
Enclosure port

RF modulator output

port DC network power port

Broadcast receiver
tuner port
Wired network port
Antenna | . IR
™, e

\\./

Antenna port
Signal/control port

4@ e T

IEC

Figure 3 — Examples of ports

In general, antenna ports are commonly subjected to an ESD test. Also covered under 6.7,
this is likely to provide useful information concerning the response of antenna ports to IEMI
environments.

For applicable test methods and test set-up see Mil-Std-461 test method CS116 [5].

7 Test parameters

7.1 Derivation of immunity test parameters

The key to deriving immunity test levels lies in understanding the IEMI source of interest, the
immunity requirement of the equipment or system that is to be assessed and the protection
level for a given scenario.

For example, if the equipment or system is to be located within a secure facility (assuming
20 dB of attenuation for physical barriers) and such that an IEMI source cannot be any closer
than 50 m (distance) away, this provides a useful bound on the test level. It may be prudent
to consider some margin to deal with issues such as measurement uncertainty or
measurement limitation to ensure that the test results carry a high level of confidence. This
gives a solid foundation for developing the required test level. Once this is understood, the
test levels can be derived using a radiated IEMI source or simulator or with the use of transfer
functions as discussed in 6.2.

Subclause 7.2 indicates generic test parameters based on the skilled category using the
environment levels derived in Table 2 and the example protection levels indicated in Table 3.
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7.2 Radiated test parameters

7.2.1

-21—

Generic hyperband test parameters (skilled capability group)

Subclause 7.2.1 defines the immunity test levels for hyperband IEMI environments (i.e. those
with a band ratio = 10). This is summarised in Table 4.

Table 4 — Generic hyperband test parameters (skilled capability group)

EPL Amplitude Risetime Pulse width Pulse Pulse
repetition length/burst
frequency duration

(V/m) (ps) (ns) (Hz) (s)

EPLO 30 000

EPL1 6 000

EPL2 3 000

EPL3 1500 100 to 500 0,2to 5 1to 1 000 1to 10

EPL4 675

EPL5 300

EPLG 60

NOTE Any combination of waveform parameters in Table 4 will result in a different frequency spectrum of the
waveform applied during the test. In some cases, this will result in a test that is less severe when considering
the overall content or the associated maximum derivative of the applied waveform.

All combinations of the parameter ranges given in Table 4 are simultaneously achievable with
existing IEMI test sources. Once a test level is selected, some parameter variation is
recommended within the stated parameter ranges, if possible.

An example of a hyperband waveform is given in Figure 4.
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-2 000
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Figure 4 — Typical hyperband waveform

7.2.2 Generic mesoband test parameters (skilled capability group)

These types of IEMI environment are characterised by a damped sinusoidal waveform. Table
5 contains the test levels and associated parameters. It should be noted that any tients
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of waveform parameters in Table 5 will result in a different frequency spectrum of the
waveform applied during the test. In some cases, this will result in a test that is less strenuous
when considering the overall content or the associated maximum time derivative of the
applied waveform.

Table 5 — Generic mesoband test parameters (skilled capability group)

EPL Amplitude, E. Centre Damping PRF Pulse
frequency, f. factor, 0 length/surst
duration
(V/m) (MHz) (Hz) (s)

EPLO 60 000

EPLA1 12 000

EPL2 6000

EPL3 3000 80 to 500 5 to 20 1to 1000 1to 10

EPL4 1350

EPL5 600

EPL6 120

The waveforms are well described by damped sine waves as shown in Equation (1) with the
characteristics E, f. and Q found in Table 5. The normalizing constant & is defined so that the
maximum value of E; will be equal to E, /2. Further information can be found in
IEC 61000-2-1d.

-7 fot

B ()=k(Epp12)e 2 sin2r f,1) )

Immunity data from relevant test standards (for example JEC 61000-4-1§, DO160 [15], Mil-
Std-461 [5]) may cover some of the requirements in Table 5 or assist in the identification of
frequencies that require further investigation.

It should be noted that not all combinations of the parameter ranges given in Table 5 are
simultaneously achievable with existing IEMI sources. Once a test level is selected, some
parameter variation is recommended within the stated parameter ranges if possible.

An example of a mesoband waveform is given in Figure 5.
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Figure 5 — Typical mesoband waveform
7.2.3 Generic hypoband/narrowband test parameters (skilled capability group)
Table 6 gives the test levels for narrowband IEMI which are characterised by low relative

bandwidth, centre frequencies of 2 1 GHz and an associated pulse repetition frequency (PRF)
of <100 Hz.

Table 6 — Generic hypoband/narrowband
test parameters (skilled capability group)

EPL Amplitude Pulse width PRF Pulse length/burst
duration
(V/m) (us) (Hz) (s)

EPLO 225 500

EPL1 45 000

EPL2 22 550

EPL3 11 300 0,01 to 10 Single shot to 1 000 1to 10

EPL4 5050

EPL5 2 250

EPL6 450
NOTE Any combination of waveform parameters in Table 6 will result in a different frequency spectrum of the
waveform applied during the test. In some cases, this will result in a test that is less severe when considering
the overall content or the associated maximum derivative of the applied waveform.

All combinations of the parameter ranges given in Table 6 are simultaneously achievable with
existing IEMI test sources. Once a test level is selected, some parameter variation is
recommended within the stated parameter ranges, if possible.

An example of a hypoband/narrowband waveform is shown in Figure 6.
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Figure 6 — Typical hypoband/narrowband waveform

7.3 Generic conducted IEMI test parameters

7.3.1 General

This standard defines conducted IEMI test levels in Table 7. The user shall define specific
test levels relevant to a specific IEMI environment by following the process in Clause 6.

Table 7 — Conducted IEMI test levels

Voe I Waveform Basic standard
\Y A
100 2 Damped sinusoids?
250 5 Damped sinusoids?
500 10 Damped sinusoids?
1000 20 Damped sinusoids?
2000 40 Damped sinusoids?
4000 80 Damped sinusoids?
4000 80 5/50 ns
8 000 160 5/50 ns
16 000 320 5/50 ns
NOTE 1 Voltage and current levels shown in the table are for common mode values.
NOTE 2 For the two highest immunity test levels, it is sufficient to test with a single pulse.
a defines the following test frequencies: 3 MHz, 10 MHz and 30 MHz. Depending on the
characteristics of the incident IEMI electric field, tests may be recommended for damped sinusoids with
frequencies of 100 MHz or 300 MHz using the waveshape defined in .
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7.3.2
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Characteristics and performance of the fast damped oscillatory wave generator

Subclause 7.3.2 details the characteristics and performance requirements of the fast damped
oscillatory wave generator required to undertake the testing referred to in Table 7, footnote a.

The waveform of the fast damped oscillatory wave is given in Figure 7.

|
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Figure 7 — Waveform of the damped oscillatory wave (open circuit voltage)

Open circuit specifications associated with Figure 7 are given in Table 8:

Table 8 — Open circuit specifications

Voltage rise time (7, in Figure 7)

5ns +£30 %

Voltage oscillation frequencies®

3 MHz, 10 MHz and 30 MHz = 10 %

Repetition rate

5000/s + 10 %

Decaying (see Figure 7)

Pk shall be > 50 % of the Pk, value
and Pk, shall be < 50 % of the Pk, value

Burst duration

3 MHz: 50 ms = 20 %

Burst period

300 ms £ 20 %

Output impedance

50Q+£20 %

Open circuit voltage

Pk, value, 100 V to 4 kV + 10 % (see Figure 7)

Phase relationship with the power frequency

No requirement

Polarity of the first half-period

Positive and negative

a

Oscillation frequency is defined as the reciprocal of the period between the first and third zero crossings
after the initial peak. This period is shown as 7T in Figure 7.

Short circuit specifications associated with Figure 7 are given in Table 9:
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