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INTERNATIONAL ELECTROTECHNICAL COMMISSION

Electrical equipment for measurement, control and laboratory use -
EMC requirements -
Part 2-7: Particular requirements - Test configurations, operational
conditions, test levels and performance criteria
for devices with Ethernet-APL interfaces

FOREWORD

1) The International Electrotechnical Commission (IEC) is a worldwide organization for standardization comprising
all national electrotechnical committees (IEC National Committees). The object of IEC is to promote international
co-operation on all questions concerning standardization in the electrical and electronic fields. To this end and
in addition to other activities, IEC publishes International Standards, Technical Specifications, Technical Reports,
Publicly Available Specifications (PAS) and Guides (hereafter referred to as “IEC Publication(s)”). Their
preparation is entrusted to technical committees; any IEC National Committee interested in the subject dealt with
may participate in this preparatory work. International, governmental and non-governmental organizations liaising
with the IEC also participate in this preparation. IEC collaborates closely with the International Organization for
Standardization (ISO) in accordance with conditions determined by agreement between the two organizations.

2) The formal decisions or agreements of IEC on technical matters express, as nearly as possible, an international
consensus of opinion on the relevant subjects since each technical committee has representation from all
interested IEC National Committees.

3) IEC Publications have the form of recommendations for international use and are accepted by IEC National
Committees in that sense. While all reasonable efforts are made to ensure that the technical content of IEC
Publications is accurate, IEC cannot be held responsible for the way in which they are used or for any
misinterpretation by any end user.

4) In order to promote international uniformity, IEC National Committees undertake to apply IEC Publications
transparently to the maximum extent possible in their national and regional publications. Any divergence between
any IEC Publication and the corresponding national or regional publication shall be clearly indicated in the latter.

5) IEC itself does not provide any attestation of conformity. Independent certification bodies provide conformity
assessment services and, in some areas, access to IEC marks of conformity. IEC is not responsible for any
services carried out by independent certification bodies.

6) All users should ensure that they have the latest edition of this publication.

7) No liability shall attach to IEC or its directors, employees, servants or agents including individual experts and
members of its technical committees and IEC National Committees for any personal injury, property damage or
other damage of any nature whatsoever, whether direct or indirect, or for costs (including legal fees) and
expenses arising out of the publication, use of, or reliance upon, this IEC Publication or any other IEC
Publications.

8) Attention is drawn to the Normative references cited in this publication. Use of the referenced publications is
indispensable for the correct application of this publication.

9) IEC draws attention to the possibility that the implementation of this document may involve the use of (a)
patent(s). IEC takes no position concerning the evidence, validity or applicability of any claimed patent rights in
respect thereof. As of the date of publication of this document, IEC had not received notice of (a) patent(s), which
may be required to implement this document. However, implementers are cautioned that this may not represent
the latest information, which may be obtained from the patent database available at https://patents.iec.ch. IEC
shall not be held responsible for identifying any or all such patent rights.

IEC 61326-2-7 has been prepared by subcommittee 65A: System aspects, of IEC technical
committee 65: Industrial-process measurement, control and automation. It is an International
Standard.

The text of this International Standard is based on the following documents:

Draft Report on voting

65A/1190/FDIS 65A/1196/RVD

Full information on the voting for its approval can be found in the report on voting indicated in
the above table.
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The language used for the development of this International Standard is English.

This document was drafted in accordance with ISO/IEC Directives, Part 2, and developed in
accordance with ISO/IEC Directives, Part 1 and ISO/IEC Directives, IEC Supplement, available
at www.iec.ch/members_experts/refdocs. The main document types developed by IEC are
described in greater detail at www.iec.ch/publications.

Words in SMALL CAPITALS in the text are defined in Clause 3.

A list of all parts of the IEC 61326 series, under the general title Electrical equipment for
measurement, control and laboratory use - EMC requirements, can be found on the IEC website.

The committee has decided that the contents of this document will remain unchanged until the
stability date indicated on the IEC website under webstore.iec.ch in the data related to the
specific document. At this date, the document will be

— reconfirmed,
— withdrawn, or

— revised.
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1 Scope

In addition to the requirements of , this part of IEC 61326 specifies the EMC test
requirements for process automation equipment using at least one Ethernet-apL (Ethernet
ADVANCED PHYSICAL LAYER) compliant port according IEC TS 63444. The type of equipment
covered by this document includes INFRASTRUCTURE DEVICES such as switches as well as
measurement and control devices. This document provides requirements for the EMC test
setups of the APL interface for devices intended for use in process control and process
measurement.

The other functions of the equipment remain covered by other parts of the IEC 61326 series.

NOTE Ethernet-APL uses IEEE Std. 802.3-2022 Ethernet Physical Layer 10BASE-T1L, suitable to be used for full-
duplex communication over a single balanced pair of conductors.

The test levels are based on the intended environment as stated in the product’s specification
or user documentation and selected appropriately from |JEC 61326-1..

2 Normative references

The following documents are referred to in the text in such a way that some or all of their content
constitutes requirements of this document. For dated references, only the edition cited applies.
For undated references, the latest edition of the referenced document (including any
amendments) applies.

IEC 60050-161:1990, International Electrotechnical Vocabulary (IEV) - Part 161:
Electromagnetic compatibility

EC 61000-3-2, Electromagnetic compatibility (EMC) - Part 3-2: Limits - Limits for harmonic
current emissions (equipment input current <16 A per phase)

EC 61000-3-3, Electromagnetic compatibility (EMC) - Part 3-3: Limits - Limitation of voltage
changes, voltage fluctuations and flicker in public low-voltage supply systems, for equipment
with rated current <16 A per phase and not subject to conditional connection

IEC 61000-3-11|, Electromagnetic compatibility (EMC) - Part 3-11: Limits - Limitation of voltage
changes, voltage fluctuations and flicker in public low-voltage supply systems - Equipment with
rated current < 75 A and subject to conditional connection

IEC 61000-3-12, Electromagnetic compatibility (EMC) - Part 3-12: Limits - Limits for harmonic
currents produced by equipment connected to public low-voltage systems with input current >16
A and <75 A per phase

IEC 61000-4-2:2025, Electromagnetic compatibility (EMC) - Part 4-2: Testing and measurement
techniques - Electrostatic discharge immunity test

IEC 61000-4-3:2020, Electromagnetic compatibility (EMC) - Part 4-3: Testing and measurement
techniques - Radiated, radio-frequency, electromagnetic field immunity test

IEC 61000-4-4:2012, Electromagnetic compatibility (EMC) - Part 4-4: Testing and measurement
techniques - Electrical fast transient/burst immunity test

IEC 61000-4-5:2014|, Electromagnetic compatibility (EMC) - Part 4-5: Testing and measurement
techniques - Surge immunity test

IEC 61000-4-6:2023, Electromagnetic compatibility (EMC) - Part 4-6: Testing and measurement
techniques - Immunity to conducted disturbances, induced by radio-frequency fields
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IEC 61000-4-8:2009, Electromagnetic compatibility (EMC) - Part 4-8: Testing and measurement
techniques - Power frequency magnetic field immunity test

IEC 61000-4-11:2020, Electromagnetic compatibility (EMC) - Part 4-11: Testing and
measurement techniques - Voltage dips, short interruptions and voltage variations immunity
tests for equipment with input current up to 16 A per phase

IEC 61000-4-16:2015, Electromagnetic compatibility (EMC) - Part 4-16: Testing and
measurement techniques - Test for imnmunity to conducted, common mode disturbances in the
frequency range 0 Hz to 150 kHz

IEC 61000-4-29:2000, Electromagnetic compatibility (EMC) - Part 4-29: Testing and
measurement techniques - Voltage dips, short interruptions and voltage variations on d.c. input
power port immunity tests

IEC 61326-1:2020, Electrical equipment for measurement, control and laboratory use - EMC
requirements - Part 1: General requirements

IEC TS 63444:2023, Industrial networks - Ethernet-APL port profile specification

CISPR 11:2024, Industrial, scientific and medical equipment - Radio-frequency disturbance
characteristics - Limits and methods of measurement

IEEE Std 802.3-2022, IEEE Standard for Ethernet

3 Terms, definitions and abbreviated terms

3.1 Terms and definitions

For the purposes of this document, the terms and definitions given in IEC 60050-161 and the
following apply.

ISO and IEC maintain terminology databases for use in standardization at the following
addresses:

— |EC Electropedia: available at https://www.electropedia.org/
— IS0 Online browsing platform: available at https://www.iso.org/obp

3.1.1

advanced physical layer

APL

physical layer, specified in IEC TS 63444, based on 10BASE-T1L according to
IEEE Std 802.3-2022 with additional optional features like intrinsic safety, power over 2 wires

3.1.2

APL EMC test master

device used for testing the communication as well as for testing the process date integrity of a
FIELD DEVICE

Note 1 to entry: It is providing an Ethernet port, which can be directly connected to the EUT or connected to the
EUT using an APL FIELD SWITCH or APL POWER SWITCH. Additionally, the APL EMC TEST MASTER will provide at least one
failure output to indicate a disturbed communication.

3.1.3
APL field device
device with one SPUR load port which sends or receives process values

Note 1 to entry: In addition, it can have an optional power supply port.
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3.1.4

APL segment

segment that consists of two F ports, each containing a 10BASE-T1L compatible PHY,
connected at each end of a two-wire, shielded cable

Note 1 to entry: An APL SEGMENT can optionally be equipped with a maximum of two AUXILIARY DEVICES and can
contain up to 10 inline terminal CONNECTIONS. An AUXILIARY DEVICE corresponds to one inline CONNECTION; for
example, having two AUXILIARY DEVICES connected to one APL SEGMENT will reduce the number of inline CONNECTIONS
by two.

Note 2 to entry: An APL SEGMENT is either a TRUNK or a SPUR.

3.1.5
APL switch
Ethernet switch including at least one APL compliant port

3.1.6
APL port
electrical and mechanical interface of a device to an APL SEGMENT

3.1.7

auxiliary device

device that is connected within an APL SEGMENT and does not include a 1T0BASE-T1L PHY, e.g.
it could comprise a power load or introduce communication signal insertion losses

Note 1 to entry: A surge protector is an example of an AUXILIARY DEVICE.

3.1.8

connection

inline connection

mated device or combination of devices used to connect cables or cable elements to other
cables or application specific equipment

3.1.9
cascade port
APL PORT used in powered daisy chain networks

Note 1 to entry: If the CASCADE PORT is used in a powered ring network, it shall be either a power source port or a
power load port depending on the status of the ring.

3.1.10

degradation (in performance)

undesired departure in the operational performance of any device, equipment or system from
its intended performance

Note 1 to entry: The term "DEGRADATION" can apply to temporary or permanent failure.

[SOURCE: |EC 60050-161:1990, 161-01-19]

3.1.11
field switch
APL SWITCH having at least one port to which a SPUR can be connected

3.1.12
infrastructure device
device with at least one SPUR port and at least one ethernet UPLINK PORT
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3.1.13

industrial electromagnetic environment

environment existing at locations characterized by a separate power network, in most cases
supplied from a high- or medium-voltage transformer, dedicated for the supply of installations
feeding manufacturing or similar plants with one or more of the following conditions:

— frequent switching of heavy inductive or capacitive loads,
— high currents and associated magnetic fields,

— presence of Industrial, Scientific and Medical (ISM) equipment (for example, welding
machines)

3.1.14

laboratory

test and measurement area that is specifically used for analysis, testing and servicing and
where equipment is operated by trained personnel

3.1.15
loss of function
operation of equipment with one (or more) of the equipment’s functions unusable

3.1.16
performance level
specified operation of equipment under conditions of intended use

3.1.17

long-distance line

line within a building which are longer than 30 m, or which leave the building (including lines of
outdoor installations)

3.1.18
loss of performance
operation of equipment outside a specified PERFORMANCE LEVEL

3.1.19
PHY
physical layer circuitry required to implement physical layer functions

3.1.20
power switch
switch including at least one port feeding power into a TRUNK

3.1.21

specified electromagnetic process control environment

environments encompassed both indoor and outdoor, that are based on the requirements of the
process industry, specifically chemical/petrochemical/pharmaceutical manufacturing plants

EXAMPLE The difference between this electromagnetic environment compared to the general industrial
environment (see 3.1.13) is due to the mitigation measures employed against electromagnetic phenomena leading
to a specified electromagnetic environment with test values that have been proven in practice to gain high availability.
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The environment of industrial application with a specified electromagnetic environment typically includes the
following characteristics:

— industrial area with limited access,

— limited use of mobile transmitters,

— dedicated cables for power supply and control, signal or communication lines,
— separation between power supply and control, signal or communication cables,
— factory building mostly consisting of metal construction,

— overvoltage/lightning protection by appropriate measures (for example, metal construction of the building or use
of protection devices),

—  pipe heating systems driven by AC main power,

— no high-voltage substation close to sensitive areas,

— presence of CISPR 11 Group 2 ISM equipment using ISM frequencies only with low power,
— competent staff,

— periodical maintenance of equipment and systems,

— mounting and installation guidelines for equipment and systems.

3.1.22
spur
APL SEGMENT which connects a field device to a FIELD SWITCH

Note 1 to entry: An APL SPUR segment can have a maximum cable length of 200 m.

Note 2 to entry: An APL SPUR segment can optionally be equipped with a maximum of two AUXILIARY DEVICES and
up to four inline terminal CONNECTIONS.

3.1.23

trunk

APL SEGMENT which connects a POWER SWITCH to a FIELD SWITCH or a FIELD SWITCH to a FIELD
SWITCH

Note 1 to entry: An APL TRUNK segment can have a maximum cable length of 1 000 m.

Note 2 to entry: An APL TRUNK segment can optionally be equipped with a maximum of two AUXILIARY DEVICES and
up to 10 inline terminal CONNECTIONS.

3.1.24
uplink port
ethernet port of an APL INFRASTRUCTURE DEVICE used for CONNECTION to the Ethernet network

3.2 Abbreviated terms

AE auxiliary equipment

APL advanced physical layer
CcCcC capacitive coupling clamp
CDN coupling/decoupling network
CN coupling network

EMC electromagnetic compatibility
ESD electrostatic discharge

EUT equipment under test

FD FIELD DEVICE

HCP horizontal coupling plate
GRP ground reference plate

ICMP internet control message protocol
IP internet protocol

RF radio frequency
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4 General

4.1 General

This document specifies the requirements and test setups for testing APL infrastructure and
FIELD DEVICES.

4.2 General considerations on EMC testing of devices with APL interface
The following general rules apply when testing APL devices:

— EMC testing of INFRASTRUCTURE DEVICES and field devices with APL interface is based on the
IEC 61326 series.

— Test levels and test requirements for industrial environments are provided in Table 3 of this
document. These levels are the minimum requirements for EMC testing for an APL device.

— For processing industry environments, such as chemical/petrochemical/pharmaceutical
manufacturing plants, additional tests can be required. The higher test levels required for
these environments are provided in Table 4 of this document.

All tests may either be performed on a single EUT or the tests may be split between several
EUTs. In the latter case, each test result shall be traceable to the tested EUT. The testing
sequence with multiple EUTs is optional.

4.3 Structure of an APL system

APL allows different system configurations, using 10/100/1 000 Mbit/s Ethernet network
CONNECTIONS with powered APL TRUNKS.

Figure 1 illustrates an example of an APL network connected to a control network using an
Ethernet network. In such a case, the 10/100/1 000 MBit/s Ethernet backbone is directly
connected to the APL FIELD SWITCHES. For an Ethernet network, an APL system also supports
redundant ring topologies.

Ethernet Ethernet
backbone backbone?
Auxiliary Auxiliary Auxiliary
power Ethernet backbone power Ethernet backbone power
APL FIELD SWITCH With APL FIELD SWITCH With APL FIELD SWITCH With
Ethernet uplink port(s) Ethernet uplink port(s) Ethernet uplink port(s)

FD APL FIELD DEVICE

Key

a In case of a ring topology

Figure 1 — APL system structure for APL FIELD SWITCHES with Ethernet UPLINK PORT(S)
Figure 2 illustrates an example of an APL network connected to a control network using a
powered APL TRUNK. The communication link between the control network and the APL SEGMENT

is performed through an APL POWER SWITCH, which additionally powers the APL TRUNK. For a
powered APL TRUNK, an APL system currently does not support redundant ring topologies.
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