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National foreword

This British Standard reproduces verbatim IEC 61513:2001 and implements it
as the UK national standard.

This standard has adopted a presentation format similar to the basic safety
publication BS IEC 61508 with an overall safety life-cycle and a system life-
cycle. It provides an interpretation of the general requirements of BS IEC
61508 for application to the nuclear power sector, particularly Instrumentation
and Control Systems important to safety. This Standard does not contain
requirements for software applications in the nuclear power sector; these are
provided in BS TEC 60880.

It should be noted that the nuclear industry manages the risk assessment and
related matters of BS IEC 61508, Part 1 by following IAEA Safety Guides,
which place greater emphasis on risk reduction through reducing the
probability of hazards and their consequences.

The UK participation in its preparation was entrusted to Technical Committee
NCE/8, Reactor instrumentation, which has the responsibility to:

— aid enquirers to understand the text;

—  present to the responsible international/European committee any
enquiries on the interpretation, or proposals for change, and keep the
UK interests informed;

— monitor related international and European developments and
promulgate them in the UK.

A list of organizations represented on this committee can be obtained on
request to its secretary.

From 1 January 1997, all IEC publications have the number 60000 added to
the old number. For instance, IEC 27-1 has been renumbered as IEC 60027-1.
For a period of time during the change over from one numbering system to the
other, publications may contain identifiers from both systems.

Cross-references

The British Standards which implement international or European
publications referred to in this document may be found in the BSI Standards
Catalogue under the section entitled “International Standards Correspondence
Index”, or by using the “Find” facility of the BSI Standards Electronic
Catalogue.

A British Standard does not purport to include all the necessary provisions of
a contract. Users of British Standards are responsible for their correct
application.

Compliance with a British Standard does not of itself confer immunity
from legal obligations.

Summary of pages
This document comprises a front cover, an inside front cover, the IEC title page,
pages 2 to 95 and a back cover.

The BSI copyright date displayed in this document indicates when the
document was last issued.
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INTERNATIONAL ELECTROTECHNICAL COMMISSION

NUCLEAR POWER PLANTS -
INSTRUMENTATION AND CONTROL FOR SYSTEMS IMPORTANT
TO SAFETY — GENERAL REQUIREMENTS FOR SYSTEMS

FOREWORD

1) The IEC (International Electrotechnical Commission) is a world-wide organisation for standardisation comprising
all national electrotechnical committees (IEC National Committees). The object of the IEC is to promote
international co-operation on all questions concerning standardisation in the electrical and electronic fields. To
this end and in addition to other activities, the IEC publishes International Standards. Their preparation is
entrusted to technical committees; any IEC National Committee interested in the subject dealt with may
participate in this preparatory work. International, governmental and non-governmental organisations liasing with
the IEC also participate in this preparation. The IEC collaborates closely with the International Organisation for
Standardisation (ISO) in accordance with conditions determined by agreement between the two organisations.

2) The formal decisions or agreements of the IEC on technical matters express, as nearly as possible, an
international consensus of opinion on the relevant subjects since each technical committee has representation
from all interested National Committees

3) The documents produced have the form of recommendations for international use and are published in the form
of standards, technical specifications, technical reports or guides and they are accepted by the National
Committees in that sense.

4) In order to promote international unification, IEC National Committees undertake to apply IEC International
Standards transparently to the maximum extent possible in their national and regional standards. Any
divergence between the IEC Standard and the corresponding national or regional standard shall be clearly
indicated in the latter.

5) The IEC provides no marking procedure to indicate its approval and cannot be rendered responsible for any
equipment declared to be in conformity with one of its standards.

6) Attention is drawn to the possibility that some of the elements of this International Standard may be the subject
of patent rights. The IEC shall not be held responsible for identifying any or all such patent rights.

International Standard IEC 61513 has been prepared by subcommittee 45A: Reactor
instrumentation, of IEC technical committee 45: Nuclear instrumentation.

The text of this standard is based on the following documents:

FDIS Report on voting
45A/405/FDIS 45A/418/RVD

Full information on the voting for the approval of this standard can be found in the report on
voting indicated in the above table.

Annexes A, B, C and D are for information only.
This publication has been drafted in accordance with the ISO/IEC Directives, Part 3.

The committee has decided that the contents of this publication will remain unchanged until
2006. At this date, the publication will be

e reconfirmed;

e withdrawn;

e replaced by a revised edition, or
e amended.
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INTRODUCTION

This International Standard sets out requirements applicable to instrumentation and control
systems and equipment (I&C systems) that are used to perform functions important to safety in
nuclear power plants (NPPs).

This standard highlights the relations between the

o safety objectives of the NPP and the requirements for the total architecture of the I&C
systems important to safety;

e total architecture of the 1&C systems and the requirements of the individual systems
important to safety.

Relationship with other standards

IEC and ISO International Standards, IAEA safety series documents and other consensus
documents were used in the development of this standard. Notably:

a) IEC nuclear sector standards

This standard refers to other IEC nuclear standards, in particular those for topics related to
qualification, control room design, categorisation of functions and classification of systems (see
3.4 and 3.6), and multiplexing.

When class 1 computer-based systems are addressed (see 5.1.2.1 and annex B), this standard
is used in conjunction with IEC 60880, IEC 60880-2 and IEC 60987 to assure the completeness
of the system requirements for the software and hardware.

b) Other international standards

This standard has adopted a presentation format similar to basic safety publication IEC 61508
with an overall safety life-cycle and a system life-cycle. The standard also provides an
interpretation of the general requirements of IEC 61508, parts 1, 2 and 4, for the nuclear
application sector. Compliance with this standard will facilitate consistency with the
requirements of IEC 61508 as they have been interpreted for the nuclear industry.

This standard refers to 1ISO for topics related to quality assurance.
c) |AEA safety series documents

This standard has been developed to be consistent with the principles and basic safety aspects
of the IAEA Code on the safety of nuclear power plants and the IAEA safety guides. Indeed, the
IAEA documents apply to all technical committee 45 instrumentation and control standards.
The terminology and definitions used by this standard are consistent with that used by the IAEA
(see note).

NOTE According to the "agreement of co-operation on matters of common interest" of May 1981.

This standard refers to IAEA 50-C-QA (Rev 1) for topics in relation to quality assurance.
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NUCLEAR POWER PLANTS -
INSTRUMENTATION AND CONTROL FOR SYSTEMS IMPORTANT
TO SAFETY — GENERAL REQUIREMENTS FOR SYSTEMS

1 Scope

1.1 General

1&C systems important to safety may be implemented using conventional hard-wired equip-
ment, computer-based (CB) equipment or by using a combination of both types of equipment.
This International Standard provides requirements and recommendations (see note) for the
total 1&C system architecture which may contain either or both technologies.

NOTE In the following, the term requirements is used as a comprehensive term for both requirements and
recommendations. The distinction appears at the level of the specific provisions. where requirements are expressed
by “shall” and recommendations by “should”.

This standard highlights the need for complete and precise requirements, derived from the
plant safety goals, as a pre-requisite for generating the comprehensive requirements for the
total 1&C system architecture, and hence for the individual 1&C systems important to safety.

This standard introduces the concept of a safety life cycle for the total 1&C system architecture,
and a safety life cycle for the individual systems. The life cycles illustrated in, and followed by,
this standard are not the only ones possible; other life cycles may be followed, provided that
the objectives stated in this standard are satisfied.

1.2 Application: new and pre-existing plants

This standard applies to the I&C of new nuclear power plants as well as to 1&C up-grading or
back-fitting of existing plants.

For existing plants, only a subset of requirements is applicable and this subset is identified at
the beginning of any project.

1.3 Framework
Figure 1 presents the overall framework of this standard, with its normative clauses:

e clause 5 addresses the total architecture of the I&C systems important to safety:

— defining requirements for the 1&C functions, and associated systems and equipment
(1&C FSE) derived from the safety analysis of the NPP, the categorisation of I&C
functions, and the plant lay-out and operation context;

— structuring the totality of the 1&C architecture, dividing it into a number of systems and
assigning the I&C functions to systems. Design criteria are identified, including those to
give defence in depth and to minimise potential for common cause failure (CCF);

— planning the total architecture of I&C systems.
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e clause 6 addresses the requirements for the individual 1&C systems important to safety,
particularly the requirements for computer-based systems;

e clauses 7 and 8 address the overall integration, commissioning, operation and maintenance
of the I&C systems;

e annex A highlights the relations between IAEA and basic safety concepts that are used
throughout this standard;

e annex B provides information on the categorisation/classification principles;
e annex C gives examples of I&C sensitivity to CCF;

e annex D provides guidance to support comparison of this standard with parts 1, 2 and 4 of
IEC 61508. This annex surveys the main requirements of IEC 61508 to verify that the
issues relevant to safety are adequately addressed, considers the use of common terms
and explains the reason for adopting different or complementary techniques or terms.
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Requirements specification for the 1&C FSE important to safety
from the review of the safety design base of the NPP

5.1 and 5.2
5.1 Deriving the I&C requirements from the 5.2 Requirements on output documentation
plant safety design base
5.1.1 Functional, performance and Overall requirements specification for the I1&C
independence requirements FSE important to safety

5.1.2 Categorisation requirements
5.1.3 Plant constraints

Design and planning of the total 1&C architecture and assignment of the I&C functions
to the individual 1&C systems

53t05.5

5.3 Requirements on the 5.4 Requirements on the 5.5 Requirements on the
objectives overall planning documentation
5.3.1 Design of the 1&C 5.4.1 O QA programs 5.5.1 Architectural design
architecture 5.4.2 O security plan 5.5.2 Functional assignment
5.3.2 Assignment of the 5.4.3 O integration and
functions to the individual commissioning plan
systems .

. . 5.4.4 O operation plan
5.3.3 Required analysis )

5.4.5 O maintenance plan

6 Realisation and planning of the individual I&C systems

6.1 Requirements on the 6.2 Requirements on the 6.3 Requirements on output
objectives of the system life- system planning documentation

cycle phases

6.1.1 Requirements 6.2.1 S quality plan 6.3.1 Requirements
specification 6.2.2 S security plan specification

6.1.2 Specification 6.2.3 S integration plan 6.3.2 Specification
6.1.3 Detailed design 6.2.4 S validation plan 6.3.3 Detailed design
6.1.4 Integration 6.2.5 S installation plan 6.3.4 Integration
6.1.5 Validation 6.2.6 S operation plan 6.3.5 Validation
6.1.6 Installation 6.2.7 S maintenance plan 6.3.6 Modification
6.1.7 Modifications

6.4 Qualification

6.4.1,6.4.2,6.4.3 6.4.4 Requirements on
Requirements on system qualification documents
qualification

6.5 Summary of main specific requirements

7 Overall integration and commissioning

7.1 Requirements on the objectives ‘ ‘ 7.2 Requirements on output documentation

8 Overall operation and maintenance

8.1 Requirements on the objectives ‘ ‘ 8.2 Requirements on output documentation ‘
Key: QA: Quality Assurance; O: Overall; S: System IEC 188/01
Figure 1 — Overall framework of this standard Documents
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2 Normative references

The following normative documents contain provisions which, through reference in this text,
constitute provisions of this International Standard. For dated references, subsequent
amendments to, or revisions of, any of these publications do not apply. However, parties to
agreements based on this International Standard are encouraged to investigate the possibility
of applying the most recent editions of the normative documents indicated below. For undated
references, the latest edition of the normative document referred to applies. Members of IEC
and ISO maintain registers of currently valid International Standards.

IEC 60709:1981, Separation within the reactor protection system

IEC 60780:1998, Nuclear power plants — Electrical equipment of the safety system -
Qualification

IEC 60880:1986, Software for computers in the safety systems of nuclear power stations

IEC 60880-2:2000, Software for computers important to safety for nuclear power plants — Part
2: Software aspects of defence against common cause failures, use of software tools and of
pre-developed software

IEC 60964:1989, Design for control rooms of nuclear power plants

IEC 60965:1989, Supplementary control points for reactor shutdown without access to the main
control room

IEC 60987:1989, Programmed digital computers important to safety for nuclear power stations

IEC 61000-4-1:2000, Electromagnetic compatibility (EMC) — Part 4-1: Testing and measure-
ment techniques — Overview of IEC 61000-4 series

IEC 61000-4-2:1995, Electromagnetic compatibility (EMC) — Part 4: Testing and measurement
techniques — Section 2: Electrostatic discharge immunity test. Basic EMC Publication

IEC 61000-4-3:1995, Electromagnetic compatibility (EMC) — Part 4: Testing and measurement
techniques — Section 3: Radiated, radio-frequency, electromagnetic field immunity test

IEC 61000-4-4:1995, Electromagnetic compatibility (EMC) - Part 4: Testing and measurement
techniques — Section 4: Electrical fast transient/burst immunity test. Basic EMC Publication

IEC 61000-4-5:1995, Electromagnetic compatibility (EMC) — Part 4:Testing and measurement
techniques — Section 5: Surge immunity test

IEC 61000-4-6:1996, Electromagnetic compatibility (EMC) — Part 4: Testing and measurement
techniques — Section 6: Immunity to conducted disturbances, induced by radio-frequency fields

IEC 61069-1:1991, Industrial-process measurement and control — Evaluation of system
properties for the purpose of system assessment — Part 1. General considerations and
methodology

IEC 61226:1993, Nuclear power plants — Instrumentation and control systems important for
safety — Classification
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IEC 61500:1996, Nuclear power plants — Instrumentation and control systems important for
safety — Functional requirements for multiplexed data transmission

IEC 61508-1:1998, Functional safety of electrical/electronic/programmable electronic safety-
related systems — Part 1: General requirements

IEC 61508-2:2000, Functional safety of electrical/electronic/programmable electronic safety-
related systems — Part 2: Requirements for electrical/electronic/programmable electronic
safety-related systems

IEC 61508-4:1998, Functional safety of electrical/electronic/programmable electronic safety-
related systems — Part 4: Definitions and abbreviations

ISO/IEC 12207:1995, Information technology - Software life cycle processes
ISO 8402:1994, Quality management and quality assurance — Vocabulary

ISO 9000-3:1997, Quality management and quality assurance standards — Part 3: Guidelines
for the application of ISO 9001:1994 to the development, supply, installation and maintenance
of computer software

ISO 9001:1994, Quality systems — Model for quality assurance in design, development,
production, installation and servicing

IAEA Safety Series No. 50-C-D (Rev 1):1988, Code on the Safety of NPPs: Design
IAEA Safety Series No. 50-C-QA (Rev 1):1988, Code on the Safety of NPPs: Quality assurance

IAEA Safety Series No. 50-SG-D1:1979, Safety functions and Component Classification for
BWR, PWR and PTR — A Safety Guide

IAEA Safety Series No. 50-SG-D3:1980, Protection system and related features in NPPs —
A Safety Guide

IAEA Safety Series No. 50-SG-D8:1984, Safety-Related Instrumentation and Control Systems
for NPPs — A Safety Guide

IAEA Safety Series No. 50-SG-D11:1986, General Design Safety Principles for NPPs —
A Safety Guide

IAEA Safety series 75-INSAG-3:1988, Basic Safety Principles for NPPs
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3 Definitions

For the purposes of this International Standard, the following definitions apply.

3.1

application function

function of an I&C system that performs a task related to the process being controlled rather
than to the functioning of the system itself

[2.1 of IEC 60880, modified]
NOTE 1 See also “I&C function”, “I&C system”, “application software”.

NOTE 2 An application function is normally a subfunction of an I&C function.

3.2
application software
part of the software of an I&C system that implements the application functions

See figure 2.
NOTE 1 See also “application function”, “application software library”, “system software”.

NOTE 2 Application software contrasts with system software.

3.3
application software library
collection of software modules implementing typical application functions

See figure 2.

NOTE When using pre-existing equipment, such a library is considered to be part of the system software and
qualified as such.

3.4

category of an I&C function

one of three possible safety assignments (A, B, C) of I&C functions resulting from
considerations of the safety relevance of the function to be performed. An unclassified
assignment may be made if the function is not significant to safety

NOTE 1 See also “class of an I&C system”, “I&C function”.

NOTE 2 IEC 61226 defines categories of 1&C FSE. To each category corresponds a set of requirements
applicable on both the I&C function (concerning its specification, design, implementation, verification and
validation) and the whole chain of items which are necessary to implement the function (concerning the properties
and the related qualification) regardless how these items are distributed in a number of interconnected 1&C
systems. For more clarity, this standard defines categories of I&C functions and classes of |I&C systems and
establishes a relation between the category of the function and the minimal required class for the associated
systems and equipment.

3.5

channel

An arrangement of interconnected components within a system that initiate a single output.
A channel loses its identity where single-output signals are combined with signals from another
channel, such as a monitoring channel or a safety actuation channel

[IAEA 50-SG-D8]

3.6

class of an I&C system

one of three possible assignments (1, 2, 3) of 1&C systems important to safety resulting from
consideration of their requirement to implement I&C functions of different safety relevance. An
unclassified assignment is made if the I&C system does not implement functions important to
safety

NOTE See also “category of an I&C function”, “items important to safety”, “safety systems”.
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3.7

common cause failure (CCF)

failure, which is the result of one or more events, causing coincident failures of two or more
separate channels in a multiple channel system or in multiple systems, leading to system(s)
failure

[3.6.10 of IEC 61508-4, modified]

NOTE Depending on the context, a CCF may be considered at the system level or at the level of the systems
which constitute a safety group.

3.8

complexity

degree to which a system or component has a design, implementation or behaviour that is
difficult to understand and verify

[IEEE 610 [1] "), modified]

3.9

component

one of the parts that make up a system. A component may be hardware or software and may
be subdivided into other components

[IEEE 610 [1]]
NOTE 1 See also “I&C system”, “equipment”.

NOTE 2 The terms “equipment”, “component”, and “module” are often used interchangeably. The relationship of
these terms is not yet standardised.

3.10

computer-based system

1&C system whose functions are mostly dependent on, or completely performed by, using
microprocessors, programmed electronic equipment or computers

See figure 2.

NOTE See also “I&C system”.

3.1

commissioning of the NPP

process during which NPP components and systems, having been constructed, are made
operational and verified to be in accordance with design assumptions and to have met the
performance criteria; it includes both non-nuclear and nuclear tests

[IAEA 50-C-D]

3.12

configuration management

discipline applying technical and administrative direction and surveillance to identify and
document the functional and physical characteristics of a configuration item, control changes to
those characteristics, record and report change processing and implementation status, and
verify compliance with specified requirements

[IEEE 610 [1]]

3.13

data

representation of information or instructions in a manner suitable for communication,
interpretation, or processing by computers

[IEEE 610 [1], modified]
See figure 2.
) Figures in square brackets refer to the bibliography. Documents
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3.14
defence-in-depth concept
See clause A.3.

3.15
deterministic method
See A.2.2.

3.16

diversity

existence of two or more different ways or means of achieving a specified objective. Diversity
is specifically provided as a defence against a common mode failure. It may be achieved by
providing systems that are physically different from each other, or by functional diversity, where
similar systems achieve the specified objective in different ways

[3.6 of IEC 60880-2]

NOTE 1 See also “functional diversity”.

NOTE 2 This definition is wider than that used by the IAEA 50-C-D which is as follows: “the existence of redundant
components or systems to carry out an identified function, where such components or systems collectively
incorporate one or more different attributes. Examples of such attributes are: different operating conditions,
different sizes of equipment, different manufacturers, different working principles and types of equipment that use
different physical methods".

3.17

equipment

one or more parts of a system. An item of equipment is a single definable (and usually
removable) part of a system

[IEC 61226, modified]
NOTE 1 See also “component”, “I&C system”.
NOTE 2 Equipment may include software.

NOTE 3 The terms “equipment”, “component”, and “module” are often used interchangeably. The relationship of
these terms is not yet standardised.

3.18

equipment family

set of hardware and software components that may work co-operatively in one or more defined
architectures (configurations). The development of plant specific configurations and of the
related application software may be supported by software tools. An equipment family usually
provides a number of standard functionalities (application functions library) that may be
combined to generate specific application software

» o«

NOTE 1 See also “functionality”, “application software”, “application software library”.

NOTE 2 An equipment family may be a product of a defined manufacturer or a set of products interconnected and
adapted by a supplier.

NOTE 3 The term “equipment platform” is sometimes used as a synonym of “equipment family”.

3.19

error

discrepancy between a computed, observed or measured value or condition and the true,
specified or theoretical value or conditions

See figure 3.
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3.20

evaluation (of a system property)

attribution of a qualitative or quantitative value to that system property
[2.2.2 of IEC 61069-1]

3.21
failure
failure occurs when the delivered service deviates from the intended service

[3.8 of IEC 60880-2]
See figure 3.

NOTE 1 A failure is the result of a hardware fault, software fault, system fault, or operator or maintenance error,
and the associated signal trajectory which results in the failure.

NOTE 2 See also “fault”, “software failure”.

3.22

fault

defect in a hardware, software or system component
See figure 3.

NOTE 1 Faults may be originated from random failures, that result e.g. from hardware degradation due to ageing,
and may be systematic faults, e.g. software faults, which result from design errors.

NOTE 2 A fault (notably a design fault) may remain undetected in a system until specific conditions are such that
the result produced does not conform to the intended function, i.e. a failure occurs.

NOTE 3 See also “software fault”.

3.23

functional diversity

application of the diversity at the functional level (for example, to have trip activation on both
pressure and temperature limit)

[3.10 of IEC 60880-2]

NOTE See also “diversity”.

3.24

functional validation

verification of the correctness of the application functions specifications versus the first plant
functional and performance requirements. It is complementary to the system validation that
verifies the compliance of the system with the functions specification

3.25

functionality

attribute of a function which defines the operations which transform input information into
output information

NOTE Functionality of application functions generally affect the plant operation. Input may be obtained from
sensors, operators, other equipment, or from other software. Outputs may be directed to actuators, operators, other
equipment, or other software (see bibliographical reference [4]).

3.26
function important to safety
specific purpose that must be accomplished for safety

[IAEA 50-SG-D3 and IEC 61226, modified]

NOTE See also “I&C function”, “I&C subfunction”, “application function”.
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3.27

hazard

event having the potential to cause damage to plant personnel, components, equipment or
structures. Hazards are divided into internal hazards and external hazards

NOTE 1 Internal hazards are, for example, fire and flooding. Internal hazards may be a consequence of a PIEs
(for example, LOCA, steam-line break).

NOTE 2 External hazards are, for example, earthquake and lightning.

3.28
human error (or mistake)
a human action or procedure that produces an unintended result

[3.12 of IEC 60880-2]

3.29
independent equipment
equipment that is independent possesses both of the following characteristics:

a) the ability to perform its required function is unaffected by the operation or failure of other
equipment;

b) the ability to perform its function is unaffected by the presence of the effects resulting from
the postulated initiating event for which it is required to function

[IAEA 50-SG-D8]

NOTE Means to achieve independence in the design are electrical isolation (also called functional isolation in
IAEA documents), physical separation and communications independence.

3.30

interrupt

suspension of a process such as the execution of a computer program, caused by an event
external to that process

[IEEE 610]

3.31
1&C architecture
organisational structure of the I&C systems of the plant which are important to safety

NOTE 1 See also “I&C system architecture”, “I&C system”.

NOTE 2 The organisational structure defines notably the main functions, class and boundaries of each system,
the interconnections and independence between systems, the priority and voting between concurrently acting
signals, the HMI.

NOTE 3 In this standard the term designates only a subset of the whole I&C architecture of the plant. The latter
includes also the not classified systems and equipment.

3.32
1&C function
function to control, operate and/or monitor a defined part of the process

NOTE 1 See also “I&C subfunction”, “I&C FSE”, “application function”.

NOTE 2 The term “I&C function” is used by process engineers to structure the functional requirements for the I&C.
An I&C function is defined in such a way that it

— gives a complete representation of a functional objective,
— can be categorised according to its degree of importance to safety,
— comprises the smallest entity, from sensor to actuator, to achieve its functional objective.

NOTE 3 An I&C function may be subdivided into a number of subfunctions (for example, measuring function,
control function, actuation function) for the purpose of allocation to I&C systems.
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3.33
1&C subfunction
subdivision of an I&C function allocated to an I&C system or subsystem

NOTE 1 See also “I&C function”, “application function”.

NOTE 2 The term “function”, is often used for “subfunction” if the context is not ambiguous.

3.34

I&C FSE: functions, and the associated systems and equipment

functions are carried out for a purpose or to achieve a goal. The associated systems and
equipment are the collection of components and the components themselves that are
employed to achieve the functions

[IEC 61226, modified]
NOTE See also “I&C function”, “I&C system”.

3.35

1&C system

system, based on electrical and/or electronic and/or programmable electronic technology,
performing 1&C functions as well as service and monitoring functions related to the operation of
the system itself

The term is used as a general term which encompasses all elements of the system such as
internal power supplies, sensors and other input devices, data highways and other communi-
cation paths, interfaces to actuators and other output devices (see note 2). The different
functions within a system may use dedicated or shared resources.

[3.3.2 of IEC 61508-4, modified]
NOTE 1 See also “system, 1&C function”.

NOTE 2 The elements included in a specific I&C system are defined in the specification of the boundaries of the
system.

NOTE 3 According to their typical functionality, IAEA distinguishes between automation and control systems, HMI
systems, interlock systems and protection systems (see clause B.4).

3.36
1&C system architecture
organisational structure of an 1&C system

NOTE See also “I&C architecture”.

3.37
items important to safety
the items which comprise:

a) those structures, systems and components whose malfunction or failure could lead to
undue radiation exposure of the site personnel or members of the public;

b) those structures, systems and components which prevent anticipated operational
occurrences from leading to accident conditions; and

c) those features which are provided to mitigate the consequences of malfunction or failure of
structures, systems or components

[IAEA 50-SG-D3]

NOTE 1 See also “safety system”, “class of an I&C system”.
NOTE 2 In this standard, 1&C systems important to safety are divided into three classes: 1, 2, 3.

NOTE 3 IAEA 50-SG-D8 divides the systems important to safety into “safety systems” and “safety-related
systems”.
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3.38

maintainability

probability that a given active maintenance action to an item under given conditions of use can
be carried out within a stated time interval when the maintenance is performed under stated
conditions and using stated procedures and resources

[2.10 of IEC 60987]

3.39

overall safety life cycle of the I1&C

necessary activities involved in the implementation of the systems and equipment important to
safety of the I&C architecture, occurring during a period of time that starts with deriving 1&C
requirements from the plant safety design base and finishes when none of the I&C systems are
available for use

[3.7.1 of IEC 61508-4, modified]
NOTE 1 The overall safety lifecycle of the I&C refers to the individual system safety life cycles.

NOTE 2 See also “system safety lifecycle”.

3.40
plant safety analysis
See clause A.2.

3.41

postulated initiating event (PIE)

PIEs identify events that lead to anticipated operational occurrences or accident conditions and
their consequential failure effects

[IAEA 50-C-D]

NOTE 1 Anticipated operational occurrences: All operational processes deviating from normal operation which are
expected to occur once or several times during the operating life of the plant and which, in view of appropriate
design provisions, do not cause any significant damage to items important to safety nor lead to accident conditions.

NOTE 2 The primary causes of PIE may be credible equipment failures and operator errors (both within and
external to the NPP), man-induced or natural events. The specification of the PIEs must be acceptable to the
regulatory body for the NPP.

3.42

pre-developed software (PDS)

software which already exists, is available as a commercial or proprietary product and is being
considered for use in a computer-based system

[3.17 of IEC 60880-2]

NOTE Pre-developed software (PDS) may be divided into: general-purpose PDS that has not been specifically
developed for a specific hardware environment, and PDS integrated in hardware components that has to be used in
association with this hardware.

3.43
probabilistic method
See A.2.2.

3.44

project organisation

organisation(s) or individuals that have responsibility during the phases of the overall safety life
cycle of the 1&C and/or during the phases of the safety life cycles of the I&C systems, to define
and perform all management and technical activities concerning the I&C functions, systems
and equipment important to safety

NOTE This term is to be contrasted with “operating organisation”.

Documents

© BSI 07-2001 Document Sharing Wb

Full document details: BS IEC 61513:2001


http://www.avadocuments.com/doc/bs-iec-61513-2001
http://www.avadocuments.com/doc/bs-iec-61513-2001

BS IEC 61513:2001

3.45

qualification

process of determining whether a system or component is suitable for operational use. The
qualification is performed in the context of a specific class of the I&C system and a specific set
of qualification requirements

3.46
quality
totality of characteristics of an entity that bear on its ability to satisfy stated and implied needs

[2.1 of ISO 8402]

3.47

quality assurance

all those planned and systematic actions necessary to provide adequate confidence that a
product or service will satisfy given requirements for quality

[3.5 of ISO 8402, modified]

3.48

quality plan

document setting out the specific quality practices, resources and sequence of activities
relevant to a particular product, project or contract

3.49

redundancy

provision of alternative (identical or diverse) elements or systems, so that any one can perform
the required function regardless of the state of operation or failure of any other

[IAEA 50-SG-D8]

3.50

reliability

probability that a device, system or facility will perform its intended functions satisfactorily for a
specified time under stated operating conditions

[IAEA 50-SG-D8]

NOTE The reliability of a CB system includes the reliability of its hardware which is usually quantified and the
reliability of its software which is usually a qualitative measure because there are no generally recognised means to
put a figure on the reliability of software.

3.51
reusable software
software module that can be used in more than one computer program or software system

[IEEE 610 [1], modified]

3.52

safety group

assembly of equipment designated to perform all actions required for a particular PIE to ensure
that the limits specified in the design basis for the event are not exceeded

[IAEA 50-SG-D3]
NOTE The I&C functions in a safety group may be placed in different categories.
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3.53

safety systems

systems important to safety, provided to ensure, in any condition, the safe shutdown of the
reactor and the heat removal from the core, and/or to limit the consequences of anticipated
operational occurrences and accident conditions

[IAEA 50-SG-D8]
NOTE 1 See also “system important to safety”, “class of an 1&C system”.

NOTE 2 The safety system of IAEA corresponds generally to class 1 systems in this standard.

3.54

security

capability of the CB system to protect information and data so that unauthorized persons or
systems cannot read or modify them and authorised persons or systems are not denied access
to them

[3.25 of ISO/IEC 12207, modified]

3.55

single failure

random failure which results in the loss of capability of a component or system to perform its
intended functions. Consequential failures resulting from a single random occurrence are
considered to be part of the single failure

[IAEA 50-SG-D8, modified]

NOTE 1 See also “single-failure criterion”.

NOTE 2 The single failure may be the consequence of a plant internal or external hazard event.

3.56

single-failure criterion

assembly of equipment which satisfies the single-failure criterion if it is able to meet its
purpose despite a single random failure assumed to occur anywhere in the assembly.
Consequential failures resulting from the assumed single failure are considered to be an
integral part of the single failure

[IAEA 50-C-D]

NOTE 1 See also “single failure”, “software failure”.

NOTE 2 Failures due to software are systematic and not random failures.

3.57
software failure
system failure due to the activation of a design fault in a software component

NOTE 1 All software failures are due to design faults, since software consists solely of design and does not wear
out or suffer from physical failure. Since the triggers which activate software faults are encountered at random
during system operation, software failures also occur randomly.

NOTE 2 See also “failure”, “fault”, “software fault”.

3.58
software fault
design fault located in a software component

NOTE See also “fault”.

3.59
software reliability
component of the system reliability which depends on software failures
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3.60

specification

document that specifies, in a complete, precise, verifiable manner, the requirements, design,
behaviour or other characteristics of a system or component and, often, the procedures for
determining whether these provisions have been satisfied.

[3.21 of IEC 60880-2 and IEEE 610 [1]]

3.61

system

set of components which interact according to a design, where an element of a system can be
another system, called a subsystem

[3.3.1 of IEC 61508-4, modified]

NOTE 1 See also “I&C system”.

NOTE 2 1&C systems distinguish from mechanical systems and electrical systems of the NPP.

3.62

systematic failure

failure related in a deterministic way to a certain cause, which can only be eliminated by a
modification of the design or of the manufacturing process, operational procedures, documen-
tation or other relevant factors

[3.6.6 of IEC 61508-4]

3.63

system safety life cycle

necessary activities involved in the implementation of an I&C system important to safety
occurring during a period of time that starts at a concept phase with the system requirements
specification and finishes when the I&C system is no longer available for use

NOTE 1 The system safety life cycle refers to the activities of the overall safety life cycle.

NOTE 2 See also “overall safety life cycle of the 1&C”.

3.64

system software

software designed for a specific computer system or family of computer systems to facilitate
the operation and maintenance of the computer system and associated programs, for example,
operating systems, computers, utilities. System software is usually composed of operational
system software and support software

[3.24 of IEC 60880-2]
See figure 2.

NOTE 1 Operational system software: software running on the target processor during system operation, such as:
operating system, input/output drivers, exception handler, communication software, application-software libraries,
on-line diagnostic, redundancy and graceful degradation management.

NOTE 2 Support software: software that aids in the development, test, or maintenance of other software and of the
system such as compilers, code generators, graphic editor, off-line diagnostic, verification and validation tools, etc.

NOTE 3 See also “application software”.

Documents
20 Documeg &7 940y

Full document details: BS IEC 61513:2001


http://www.avadocuments.com/doc/bs-iec-61513-2001
http://www.avadocuments.com/doc/bs-iec-61513-2001

BS IEC 61513:2001

Plant data —> Application software

I ] I

Application' software library Run time control
Redundancy management

Operational system software

Support system
software

Graohic edit Operating system I/O drivers
D trap Ic editor, t Communication software Exception handler
ata management, Self-monitoring functions
Compiler, Code generator,
Verification and validation ) Computer-based system
tools, Service unit,... -
Processing modules I/0O modules

System hardware

Communication modules Hardware installation support
Power supplies

IEC 189/01

Figure 2 — Typical relations of hardware and software in a computer-based system
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IEC 190/01

Figure 3 — Relations between system failure, random failure and systematic fault
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4 Symbols and abbreviations

CB Computer-based

CCF Common-cause failure

COTS Commercial off-the-shelf

EMI Electromagnetic interference
EUC Equipment under command
FSE Functions, and associated systems and equipment
HMI Human machine interface

1&C Instrumentation and control

1/10 Input/output

LOCA Loss of coolant accident

NPP Nuclear power plant

PDS Pre-developed software

PIE Postulated initiating events
PSA Probabilistic safety assessment
QA Quality assurance

SIL Safety integrity level

E/E/PES Electrical/electronic/programmable electronic system

5 Overall safety life cycle of the 1&C

The objective of this clause is to define how to
e derive the overall requirements for the 1&C FSE important to safety from the safety design
base of the NPP (see clause A.1 and A.2);

e derive the requirements for the architecture of the I&C systems important to safety from the
overall requirements of the I&C FSE, and

e establish the relations between the requirements of the I&C architecture and the
requirements of the individual 1&C systems important to safety.

To ensure that all the plant safety requirements to be met by the I&C are captured,
implemented, and maintained, a systematic approach is required. This is achieved by placing
the activities associated with development, implementation, and operation of I&C in the
framework of an I&C overall safety life cycle. This life cycle refers in turn to the safety life
cycles of the individual I&C systems (see clause 6).
The phases of a typical overall safety life cycle of the I&C include
a) review of the plant safety design base including (see 5.1):

e functional, performance and independence requirements;

e functional categorisation;

e constraints from the plant context;

b) definition of the overall requirements specification of the I&C FSE important to safety (see
5.2);

c) design of the overall I&C architecture and assignment of the I&C functions to individual
systems and equipment (see 5.3);

d) definition of the overall planning (see 5.4);
e) realisation of the individual systems (see clause 6); Documents
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f) overall integration and commissioning of the systems (see clause 7);
g) overall operation and maintenance (see clause 8).

Numbers in brackets identify the clause and subclause of this standard where the relevant
phase is addressed, while the objective, inputs to, outputs from, and scope of each phase are
developed in table 1.

The connections between this life cycle and the safety life cycles of the individual I&C systems
are shown in simplified form in figure 4.

a) The overall safety life cycle of the total I&C is an iterative process where the outputs of
each phase shall be verified as being consistent with the inputs from the preceding
activities. A phase may start even if the activities of the preceding phase are not finished
providing that adequate configuration controls have been applied which ensure that the
overall consistency of the development process is maintained.

b) a phase shall only be finished if the preceding phases have been completed.

NOTE The responsibility for the safety of an NPP rests with the operating organisation and can in no way be
diluted by responsibilities delegated to designers, suppliers, constructors and regulators involved in the different
activities (see 3.1.2 of IAEA 75-INSAG-3).
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Table 1 — Overview of the overall safety life cycle of the I&C

Clause or
subclause

Inputs

Objectives of the activity

Scope

Outputs

Requirements placed upon the overall safety life cycle and its relationship to the systems’ life

cycles

5.1 Deriving the 1&C requirements from the plant safety design base

5.1.1 Plant safety To identify Plant systems | Identification of input
) design base ) and related requirements for 5.2
Rewgw of the documents — the overall funct_lonal and I1&C FSE
functional, performance requirements of the important to
performance and | Principles of I&C FSE important to safety, safety
independence plant the independence requirements
requirements operation - ! ul
9 P placed upon the I&C FSE by the
defence in-depth concept of the
plant,
— the automatic functions and
operator task
5.1.2 Plant safety To identify the categorisation of 1&C FSE Identification of input
) categorisation | FSE important to requirements for 5.2
Review of the safety
categorisation To verify for completeness
requirements
g To verify for feasibility of complex
requirements
5.1.3 Plant lay-out To identify Plant layout Identification of

. documents : constraints for the
Rewew.of plant | 5n4 design — plant/I&C systems boundaries, Plant systems | 5 chitectural design
constraints data base — constraints from support systems | 1&C FSE (see 5.3) and for the

and plant layout, environmental requirements
conditions, specification of the
individual I&C systems
— sources of potential internal and (see 6.1)
external hazards,
— principles of plant operation and
maintenance
5.2 Outputs of 5.1 | To develop the overall 1&C FSE Overall requirements
requirements specification of the specification of FSE for
Output ) I&C FSE important to safety in 5.3
documentation terms of functional, performance,
independence and categorisation
requirements
5.3 Design of the total 1&C architecture and assignment of the 1&C functions
5.3.1 Output of To develop the design of the 1&C functions | Detailed design of the

) 5.2 architecture of 1&C systems suitable safety 1&C architecture
Design of the to implement the overall requirements | @nd in terms of automation
1&C architecture specifications of the 1&C FSE I&C systems | systems, HMI and

important to safety interconnections, tools
. (see 5.5.1)
To provide adequate measures
against CCF potential
5.3.2 Output of To assign the 1&C functions to the 1&C functions | Requirements for the
) 5.3.1 and individual 1&C systems and application functions of
gggi‘;tr']cr’::rl]t 5.4 equipment and systems and HMI, the
(Iteration To provide requirements (boundaries, 1&C systems 25:;2;22:; tlrf‘ectools
with output | classification, functionality, reliability (see 5.5.2)
of 6.3) and other required properties) for the
individual I&C systems
5.3.3 Outputs of To assess reliability and defence 1&C functions | Assessment of
) 5.3.1 and against CCF reliability and defence
Required 5.3.2 and against CCF (5.3.3.1)
analysis To assess human factors
1&C systems | Assessment of human
factors (5.3.3.2)
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Clause or Inputs Objectives of the activity Scope Outputs
subclause
5.4 Output of To develop plans for QA, security, I&C systems | Plans for the designated
) 5.3 integration, commissioning, operation | working co- | activities

Overall planning and maintenance of systems operatively

6 Output of To specify and create |I&C systems Individual Outputs are described in
5.5 conforming to the I&C architecture 1&C systems [ table 3

System safety specification (see clause 6)

life cycle

7 Output of To test and commission the 1&C systems | Fully integrated and
5.4.3 and interconnected systems of the I&C of the I&C commissioned systems

Overall 6.2.5 architecture architecture

integration and Report of the overall

commissioning commissioning (see 7.2)

8 Output of To operate maintain and repair the 1&C systems [ Continuing achievement
5.4.4,5.4.5 |systems in order that the safety is of the I&C of functions.

Overall and 7.1 maintained architecture _

operation and Records of operation

maintenance and maintenance

(see 8.2)

NOTE For a comparison of this definition of phases with that of IEC 61508-1, see annex D.

Requirements from the plant safety design base

1&C

Architectural design

Assignment of functions
to 1&C systems

v

Safety life cycle
of I&C system 1

— System requirements
specification

— System installation

'

v

Safety life cycle
of I1&C system n

— System requirements
specification

— System installation

'

Overall integration and commissioning

~L

Overall operation and maintenance

IEC 191/01

Figure 4 — Connections between the overall safety life cycle of the 1&C
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5.1 Deriving the 1&C requirements from the plant safety design base

The objective of the requirements of this clause is to derive input requirements for the
specification of the I&C FSE and input constraints for the 1&C architectural design, resulting
from the plant safety design base and the plant context.

IAEA 50-C-D Rev 1 and IAEA 50-SG-D11 define a number of individual “safety principles” that
together make up an “integrated overall safety approach” ensuring the safety of a NPP. These
principles will be used in the design by considering all relevant “Postulated Initiating Events”
(PIEs) and successive physical barriers to keep radiation exposure to workers, public, and
environment within limits (see clauses A.1, A.2 and A.3). Following this approach, the plant
design base specifies an appropriate quality level for the plant functions and systems
necessary to maintain the plant in a normal operating state, to ensure the correct response to
all PIEs, and to facilitate the long-term management of the plant following an accident.

5.1.1 Review of the functional, performance and independence requirements

The functional, performance and independence requirements for the 1&C functions important to
safety and the principles of operation of the plant are defined in the plant safety design base
which is an inherent element of the overall I&C design project. The requirements concerning
human-machine interactions consider the principles of operation together with ergonomic
considerations in order to minimise failures due to human factors.

The following inputs shall be provided in the plant safety design base:

e the defence in-depth concept of the plant (see clause A.3), and the groups of functions
provided to address PIEs sequences in order to fulfil the safety objectives (see clause A.2);

NOTE 1 In cases where the reliability of a function is required to be very high, the requirements specification
for the plant and the I&C stipulate different lines of defence for the same PIE, for example, two or more
independent and functionally diverse physical initiation criteria and, if appropriate, a second, functionally
diverse, independent, redundant mechanical system for accident control.

NOTE 2 The defence in-depth echelons may include functions important to safety and may include other
functions. The requirements of this standard address only those functions that are important to safety.

e the functional and performance requirements of the functions of the plant important to
safety needed to meet the general safety requirements (see clause A.3);

NOTE 3 Where functional validation is required (see 6.1.3.1), the design base provides the initial conditions,
allowable limits and allowable rate of change of the plant variables to be controlled by the I&C systems
important to safety.

e the role of automation and prescribed operator actions in the management of anticipated
operational occurrences and accident conditions (see clause A.3);

e a task analysis in accordance with 3.2 of IEC 60964 defining which functions should be
assigned to operators and which functions should be assigned to machines;

e the variables to be displayed for the operator to use in taking manual actions;

e the priority principles between automatic and manually initiated actions, taking into account
functional categories, operator rooms or locations.
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5.1.2 Review of the categorisation requirements

5.1.2.1 Assumptions of this standard concerning categorisation of functions and
classification of systems

Functions, systems, and equipment in the NPPs are classified according to their importance to
safety (see clause B.1). This standard distinguishes between categorisation of I&C functions
and classification of I&C systems. The rationale for this double gradation scheme and the
relations with the IAEA and IEC 61226 classification concepts are explained in annex B.

NOTE The terms "categorisation" and "classification" are used sometimes as synonym. For the purpose of clarity
in this standard, the term "categorisation" is reserved for the functions and the term "classification" for the systems.

The categorisation process places each I&C function into a category according to its
importance to safety. These categories are characterised by sets of requirements on the
specification, design, implementation, verification, and validation of the 1&C function, as well as
by requirement on the minimal required class for the associated systems and equipment
necessary for the implementation of the functions. Consistent requirements apply to the whole
chain of items which are necessary to implement this function regardless of how it is distributed
in a number of interconnected 1&C systems (see clause A1 of IAEA 50-SG-D1).

The classification process places I&C systems and equipment into classes according to their
importance to safety. These classes are characterised by sets of requirements on the
properties of the system and its qualification. Fulfiiment of these requirements makes the
classified system suitable to implement one or more |I&C functions up to a defined category.
The requirements address the application functions, the service functions, and the system
software functions of the system as appropriate.

The categorisation process of the I&C functions is part of the plant safety design base and is
outside the scope of this standard (see clause B.2). This standard assumes that the plant
safety design base has assigned the individual I&C functions important to safety into one of
three categories A, B or C and that the main design requirements for the systems and
equipment associated with these categories are consistent with those of clause 8 of
IEC 61226. Furthermore, the requirements for category A are consistent with the requirements
for safety systems of the IAEA.

NOTE The normative references for categorisation may vary between countries. For this reason, a unique input
categorisation of 1&C functions cannot be expected when applying this standard, which addresses both new and
pre-existing plants. In such cases, a specific analysis of the input categorisation is needed to provide the
correspondence between categories of I&C functions and requirements for the associated systems and equipment.

The classification of the 1&C systems is defined by the I&C project organisation in the design
phase of the I&C architecture before the functional assignment of the 1&C functions to the
systems (see 5.3.1 and 5.3.2).

5.1.2.2 Requirements

a) The categorisation of the I&C functions shall be provided in the plant safety design base
and shall constitute a reference input to the overall I&C FSE requirements specification
(see 5.2).

b) The I&C project organisation shall review the categorisation and verify it for completeness
and feasibility. In the case of non-feasibility (for example, assignment of the highest
category to too complex a function), iterations of the plant and I&C functions review shall be
performed until a feasible solution is achieved.
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5.1.3 Review of plant constraints

The I&C architectural design (see 5.3) is subject to constraints imposed from the plant context.

a) The I&C project organisation shall identify the constraints placed on I&C equipment by the
plant layout, the interfaces with plant equipment, and the events outside the 1&C, including

e the boundaries between the I&C systems and equipment and the plant systems,
including the interfaces to the electrical/mechanical actuation systems and the power
supplies;

e the range of transient and steady-state environmental conditions in normal, abnormal
and accident conditions under which the I&C systems are required to operate;

e the range of transient and steady-state conditions of motive and control power in
normal, abnormal and accident conditions under which the I&C systems are required to
operate;

o the general constraints on installation and cable routing;

e the specific constraints on installation and cable routing to centres of convergence such
as the control room and cable spreading rooms;

e the constraints on grounding and power supply distribution;

e the internal and external hazards to be considered according to the plant hazard
assumptions. These include fire, flooding, icing, lightning, overvoltage or electro-
magnetic interference, earthquake, explosion or chemical influences.

b) The I&C project organisation shall identify the constraints placed on 1&C equipment by the
utilities principles of operation i.e. constraints from

e security;
e operation and maintenance (see 2.6 of IEC 60964);

e '"in-service maintenance" of the I&C systems.

5.2 Output documentation

The output documents of the activity described in 5.1 are the overall requirements
specifications for the individual 1&C FSE important to safety.

NOTE 1 The overall requirements specifications encompass the whole of the I&C function from its inputs (sensors,
operators, other equipment) to its outputs (directed to actuators, operators or other equipment). Further splitting of
these requirements specifications will provide the requirements specifications of the subfunctions at the level of the
individual I1&C systems. This will depend upon the selected I&C architecture (see 5.3) and how the functions are
implemented through distributed equipment (instrumentation, processing and actuators).

a) An overall requirements specification shall be established for each I&C FSE. It shall include

1) a functionality requirements specification defining the way the function transforms input
information to output information in order to operate or monitor the plant;

2) a performance requirements specification defining the range, accuracy, and dynamic
performance of the function;

NOTE 2 This comprises requirements on timely behaviour which may have been omitted for hardware
systems in the past.

3) specification of the category of the function.

NOTE 3 The category implicitly defines the minimal classification requirements of the 1&C systems required
for the implementation of the function (see table 2).
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