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INTERNATIONAL ELECTROTECHNICAL COMMISSION 

_____________ 

 
SMART CITIES REFERENCE ARCHITECTURE METHODOLOGY 

 
FOREWORD 

1) The International Electrotechnical Commission (IEC) is a worldwide organization for standardization comprising 
all national electrotechnical committees (IEC National Committees). The object of IEC is to promote international 
co-operation on all questions concerning standardization in the electrical and electronic fields. To this end and 
in addition to other activities, IEC publishes International Standards, Technical Specifications, Technical Reports, 
Publicly Available Specifications (PAS) and Guides (hereafter referred to as "IEC Publication(s)"). Their 
preparation is entrusted to technical committees; any IEC National Committee interested in the subject dealt with 
may participate in this preparatory work. International, governmental and non-governmental organizations liaising 
with the IEC also participate in this preparation. IEC collaborates closely with the International Organization for 
Standardization (ISO) in accordance with conditions determined by agreement between the two organizations. 

2) The formal decisions or agreements of IEC on technical matters express, as nearly as possible, an international 
consensus of opinion on the relevant subjects since each technical committee has representation from all 
interested IEC National Committees.  

3) IEC Publications have the form of recommendations for international use and are accepted by IEC National 
Committees in that sense. While all reasonable efforts are made to ensure that the technical content of IEC 
Publications is accurate, IEC cannot be held responsible for the way in which they are used or for any 
misinterpretation by any end user. 

4) In order to promote international uniformity, IEC National Committees undertake to apply IEC Publications 
transparently to the maximum extent possible in their national and regional publications. Any divergence between 
any IEC Publication and the corresponding national or regional publication shall be clearly indicated in the latter. 

5) IEC itself does not provide any attestation of conformity. Independent certification bodies provide conformity 
assessment services and, in some areas, access to IEC marks of conformity. IEC is not responsible for any 
services carried out by independent certification bodies. 

6) All users should ensure that they have the latest edition of this publication. 

7) No liability shall attach to IEC or its directors, employees, servants or agents including individual experts and 
members of its technical committees and IEC National Committees for any personal injury, property damage or 
other damage of any nature whatsoever, whether direct or indirect, or for costs (including legal fees) and 
expenses arising out of the publication, use of, or reliance upon, this IEC Publication or any other IEC 
Publications.  

8) Attention is drawn to the Normative references cited in this publication. Use of the referenced publications is 
indispensable for the correct application of this publication. 

9) Attention is drawn to the possibility that some of the elements of this IEC Publication may be the subject of patent 
rights. IEC shall not be held responsible for identifying any or all such patent rights. 

IEC SRD 63188, which is a Systems Reference Deliverable, has been prepared by IEC systems 
committee Smart Cities: Electrotechnical aspects of Smart Cities.  

The text of this Systems Reference Deliverable is based on the following documents: 

Draft Report on voting 

SyCSmartCities/229/DTS SyCSmartCities/255/RVDTS 

 
Full information on the voting for the approval of this systems reference document can be found 
in the report on voting indicated in the above table. 

The language used for the development of this Systems Reference Deliverable is English. 

This document was drafted in accordance with ISO/IEC Directives, Part 2, and developed in 
accordance with ISO/IEC Directives, Part 1 and ISO/IEC Directives, IEC Supplement, available 
at www.iec.ch/members_experts/refdocs. The main document types developed by IEC are 
described in greater detail at www.iec.ch/standardsdev/publications. 
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In this document, the following print types are used. 

• In 5.3, 5.4, 5.5, 5.14, 5.16 and 5.17, bold is used for text fragments that will be used in some 
dependency matrix. 

• In 8.7.2, 8.9.2, 8.10.2 and 8.11.2, various colours are used to link interrogatives and 
placeholders <> within questions. 

This document contains attached files in the form of Excel spreadsheets. These files are 
intended to be used as a complement and do not form an integral part of the document. Three 
files are attached:  

• "SCRAM Figures 1-8, 23 and 24.xlsm";  

• "SCRAM Figure 26.xlsm"; 

• "SCRAM Figure 28.xlsm". 

All these files contain some macros for generation of illustrations. However, these macros are 
not necessary for viewing illustrations. 

The committee has decided that the contents of this document will remain unchanged until the 
stability date indicated on the IEC website under webstore.iec.ch in the data related to the 
specific document. At this date, the document will be  

• reconfirmed, 

• withdrawn, 

• replaced by a revised edition, or 

• amended. 

 

IMPORTANT – The "colour inside" logo on the cover page of this document indicates that it 
contains colours which are considered to be useful for the correct understanding of its 
contents. Users should therefore print this document using a colour printer. 
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INTRODUCTION 

The Smart Cities Reference Architecture Methodology (SCRAM) is an adaptation of the 
summary of the IEC Systems Resource Group (SRG) work on systems approach (see Annex B) 
for the smart cities system domain. The purpose of the SCRAM is to provide a common 
methodology for developing the Smart Cities Reference Architecture (SCRA) which will be used 
as a common and tailorable template for architectures of, practically, any city system. 

In 2017, when IEC SyC Smart Cities decided to work on the SCRAM, it was known that there 
were already various reference architectures for smart cities (see Annex C). However, the 
majority of these reference architectures were created under different and not publicly agreed 
methodologies, thus it is very difficult to make them work together. The scope of IEC SyC Smart 
Cities required the development of a reference architecture which is widely understood and 
widely used. Therefore, IEC SyC Smart Cities needed to develop the SCRAM as a publicly 
agreed way of doing this. 

Although the primary responsibility of IEC SyC Smart Cities is electrotechnical aspects of smart 
cities, the SCRAM (and the SCRA) covers city systems as a whole because the electrotechnical 
aspects can only be properly understood in this wider context. The standardization of system 
elements defined by the SCRA will be done, depending on the nature of those system elements, 
within various SDOs Thus, the SCRAM and the SCRA are not limited to electrotechnical aspects 
only. 

The SCRAM provides a methodology for the SCRA to achieve necessary granularity of city 
system elements to allow the development of practical standards. This is governed by the scope 
of IEC SyC Smart Cities, which is defined by the IEC SMB as "To foster the development of 
standards in the field of electrotechnology to help with the integration, interoperability and 
effectiveness of city systems." 

The SCRA covers stages 1 to 4 of summary of the SRG work on systems approach – domain 
analysis, system architecting, use case analysis and system modelling. Effectively, the SCRA 
will define for smart cities a set of capabilities, data structures, processes and interfaces which 
can be standardized to simplify implementation of various smart cities. This set will be used as 
an input for the stages 5 and 6 of the summary of the SRG work on systems approach – 
standards analysis and gap analysis – to map the existing standards to this set and to identify 
standardization opportunities to existing SyCs, TCs/SCs and other SDOs. 
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SMART CITIES REFERENCE ARCHITECTURE METHODOLOGY 
 
 
 

1 Scope 

This document, which is a Systems Reference Deliverable, proposes a methodology that 
defines a coherent structure for developing Smart Cities Reference Architecture (SCRA). The 
Smart Cities Reference Architecture Methodology (SCRAM) reviews and defines the desired 
characteristics of Smart Cities, diverse SCRA viewpoints and corresponding SCRA model types 
in order to promote consistency and uniformity across architectures for various smart cities. 

2 Normative references 

The following documents are referred to in the text in such a way that some or all of their content 
constitutes requirements of this document. For dated references, only the edition cited applies. 
For undated references, the latest edition of the referenced document (including any 
amendments) applies. 

ISO/IEC/IEEE 42010:2011, Systems and software engineering – Architecture description 

3 Terms and definitions 

For the purposes of this document, the following terms and definitions apply. 

ISO and IEC maintain terminology databases for use in standardization at the following 
addresses:  

• IEC Electropedia: available at https://www.electropedia.org/ 

• ISO Online browsing platform: available at https://www.iso.org/obp 

NOTE Additional information about some terms can be found in Annex B.  

3.1 Information technology 

3.1.1  
data 
symbols and signals such as numbers, words or other signs that represent discrete facts about 
an objective reality 

Note 1 to entry: Data can be in different representations: material, analogue, digital, etc. 

Note 2 to entry: Data is without interpretation and has no meaning; thus, some automated computation can be used 
to capture and process data. 

3.1.2  
information 
structured, contextualized or processed data (3.1.1) that are endowed with meaning 

Note 1 to entry: Information may be in different representations: material, analogue, digital, etc. 

3.1.3  
information security 
preservation of confidentiality, integrity and availability of information (3.1.2) 

Note 1 to entry: In addition, other properties, such as authenticity, accountability, non-repudiation, and reliability 
can also be involved.  
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[SOURCE: ISO/IEC 27000:2018 [1], 3.28] 

3.1.4  
knowledge 
synthesis of multiple sources of information (3.1.2) over time to create conceptual frameworks, 
theories and axioms 

Note 1 to entry: Knowledge gives context through experience, values and insight. 

3.1.5  
metadata 
data (3.1.1) defining and describing other data 

Note 1 to entry: Metadata is actually information (3.1.2) about other information. 

[SOURCE: ISO 37156:2020 [2], 3.2.5, modified – Note 1 to entry has been added.] 

3.2 Urban 

3.2.1  
citizen 
person who lives or works in a city (3.2.2) or visits a city 

Note 1 to entry: A citizen who lives in a city is a resident. 

3.2.2  
city 
urban area or place with a name and defined geographical boundaries considered together with 
its citizens 

Note 1 to entry: A city is sometimes referred to as a municipality or a local government. 

Note 2 to entry: An urban area sometimes grows beyond the administrative area of the city administration.  

Note 3 to entry: Cities may refer to any geographically located population. 

Note 4 to entry: A city is, potentially, a self-organizing system. 

3.2.3  
city administration 
organizations (3.3.16) for governing, managing and operating a city (3.2.2) 

Note 1 to entry: Operating means being responsible for the running of a city (3.2.2). 

3.2.4  
city sustainability 
sustainability (3.3.27) of a city (3.2.2) 

Note 1 to entry: The sustainability of city might be based on five main aspects: economic, social, environmental, 
governance and cultural. 

Note 2 to entry: There are six purposes of city sustainability in ISO 37101:2016: attractiveness, preservation and 
improvement of the environment, resilience, responsible resource use, social cohesion, and well-being.  

3.2.5  
community 
group of people with commonality such as norms, religion, values, customs, identity, occupation 
or sense of place situated in a given geographical area 

Note 1 to entry: A city (3.2.2) is a type of community. 

Note 2 to entry: Communities can also function partially or completely online – as virtual communities. 
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3.3 Systems approach  

3.3.1  
architecture 
complex of ideas and decisions about an entity (3.3.7) that are essential for achieving desired 
properties of the entity 

Note 1 to entry: Architecture and desired properties of the entity define governing principles for the realization and 
evolution of this entity and its related life cycle processes. 

Note 2 to entry: Desired properties and emerging properties are not always the same. 

Note 3 to entry: Architecture is an inherent property of the entity. Architecture cannot be "extracted" from the entity; 
but one can give a description of the architecture. 

Note 4 to entry: The entity that is concerned shall be specified, e.g. architecture of a city, architecture of a system. 

3.3.2  
artefact 
object (3.3.15) made, directly or indirectly, by creative human work 

3.3.3  
beneficiary 
stakeholder (3.3.26) who gains some value from the entity's (3.3.7) existence 

Note 1 to entry: The entity that is concerned shall be specified, e.g. beneficiary of a city, beneficiary of a system. 

[SOURCE: ISO/PAS 19450:2015 [3], 3.6, modified – "functional" replaced by "some", "system's 
operation" replaced by "entity's existence", Note 1 to entry has been added.] 

3.3.4  
capability 
ability of an entity (3.3.7) to do something at the agreed level of performance 

Note 1 to entry: The entity that is concerned shall be specified, e.g. capability of a city, capability of a system. 

3.3.5  
characteristic 
abstraction of a property (3.3.18) of an object (3.3.15) or of a set of objects 

EXAMPLE Weight. 

Note 1 to entry: Characteristics are used for describing objects (3.3.15). 

[SOURCE: ISO 1087-1:2000 [4], 3.2.4] 

3.3.6  
continuity 
capability (3.3.5) of an entity (3.3.7) to plan for and respond to conditions, situations and events 
in order to continue operations at an acceptable predefined level following a disruption 

Note 1 to entry: Continuity is the more general term for operational and business continuity to ensure an 
organization's ability to continue operating outside normal operating conditions. It applies not only to for-profit 
companies, but to organizations of all types, such as non-governmental, public interest and governmental.  

Note 2 to entry: Continuity sometimes refers to the degree to which the IT service is provided under all foreseeable 
circumstances, including mitigating the risks resulting from interruption to an acceptable level. 

Note 3 to entry: Continuity often refers to a state of stability and the absence of disruption. 

Note 4 to entry: Continuity may refer to capability of an organization to continue the delivery of products or services 
at acceptable predefined levels following a disruption. 

Note 5 to entry: Acceptable refers to satisfy stakeholders' expectations within prescribed specifications. 
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Note 6 to entry: The entity that is concerned shall be specified, e.g. continuity of a service, continuity of a system. 

[SOURCE: ISO 22300:2018 [5], 3.24, modified – Note 6 to entry has been added.] 

3.3.7  
entity 
object (3.3.15) with an identity 

3.3.8  
environment 
context determining the setting and circumstances of all influences on a system (3.3.29) 

Note 1 to entry: The environment of a system includes developmental, technological, business, operational, 
organizational, political, economic, legal, regulatory, ecological and social influences. 

Note 2 to entry: The system that is concerned shall be specified, e.g. environment of a city. 

[SOURCE: ISO/IEC/IEEE 24748-1:2018 [6], 3.20, modified – Note 2 to entry has been added.] 

3.3.9  
identifier 
character or string of characters, used to identify or name an object (3.3.15) 

Note 1 to entry: The object that is concerned shall be specified, e.g. identifier of an object. 

3.3.10  
indicator 
measurable representation of conditions or statuses by means of quantitative and qualitative 
terms in order to assess the value of the activities characterized, and the associated method 

[SOURCE: ISO 21248:2019 [7], 3.37; ISO 14005:2019 [8], 3.4.7, modified – "expression (which 
may be numeric, symbolic or verbal) used to characterize activities (events, objects, persons) 
both in" has been replaced by "measurable representation of conditions or statuses by means 
of".] 

3.3.11  
infrastructure 
vital services (3.3.25) of a system (3.3.29) which serve many other system elements (3.3.30) 

Note 1 to entry: The system that is concerned shall be specified, e.g. infrastructure of a city. 

3.3.12  
interoperability 
ability of diverse entities (3.3.7) to work together for a specified purpose 

3.3.13  
life cycle 
evolution from conception through to destruction 

Note 1 to entry: A typical life cycle comprises several relatively stable periods called phases. The phases are not 
necessarily sequential. 

Note 2 to entry: In accordance with ISO/IEC/IEEE TR 24748-1 [6], the typical system (3.3.29) life cycle phases 
include conception, development, production, utilization (operation), support, maintenance, retirement and 
destruction. 

Note 3 to entry: Some system elements can be versionable; thus their life cycle may include refactoring (i.e. the 
creation of another version with its own life cycle) in addition to the typical system life cycle phases. 

Note 4 to entry: The human-made entity that is concerned shall be specified, e.g. life cycle of a system, life cycle 
of a product, life cycle of a service or life cycle of a project. 
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[SOURCE: ISO/IEC 15288:2015 [9], 4.1.23, modified – "through retirement" has been replaced 
by "through to destruction"; Notes 1, 2, 3 and 4 to entry have been added.] 

3.3.14  
maintenance 
process of keeping something in good condition 

Note 1 to entry: There are four types of maintenance: corrective, preventive, predictive, adaptive. 

Note 2 to entry: Maintenance is a stage of systems life cycle. 

3.3.15  
object 
anything perceivable or conceivable 

Note 1 to entry: Objects may be material (e.g. an engine, a sheet of paper, a diamond), immaterial (e.g. a conversion 
ratio, a project plan) or imagined (e.g. a unicorn). 

[SOURCE: ISO 1087-1:2000 [4], 3.1.1] 

3.3.16  
organization 
legal or administrative entity (3.3.7) with structure, policies, employees, roles and 
responsibilities to achieve some stated purposes 

Note 1 to entry: The concept of organization includes, but is not limited to, sole-trader, company, corporation, firm, 
enterprise, authority, partnership, charity or institution, or part or combination thereof, whether incorporated or not, 
public or private. 

3.3.17  
platform 
coherent set of services (3.3.25) for the particular problem space or subject field 

3.3.18  
property 
attribute or quality of an object (3.3.15) or of a set of objects 

Note 1 to entry: The object or a set of objects that is concerned shall be specified, e.g. property of an object. 

3.3.19  
repeatability 
ability of an entity (3.3.7) to be easily adaptable to and/or adoptable into different systems 
(3.3.29) or environments (3.3.8) 

Note 1 to entry: Scalability of an entity is one of the many aspects of repeatability. Sometimes both can be 
mentioned together as requirements for an entity. 

Note 2 to entry: The term "repeatable" is associated with the concept expressed by the French word "tirage" in the 
sense of mass distribution of a unique product.  

Note 3 to entry: The entity that is concerned shall be specified, e.g. repeatability of a solution. 

3.3.20  
reference architecture 
template for solution architectures (3.3.1) which realizes a predefined set of requirements 

Note 1 to entry: A reference model is the next higher level of abstraction to the reference architecture. 

Note 2 to entry: A reference architecture uses its problem space or subject field reference model and provides a 
common (architectural) vision, a modularization and the logic behind the architectural decisions taken. 

Note 3 to entry: There may be several reference architectures for a single reference model. 

Note 4 to entry: A reference architecture is universally valid within a particular problem space or subject field. 
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Note 5 to entry: An important driving factor for the creation of a reference architecture is to improve the 
effectiveness of creating products, product lines and product portfolios by managing synergy, providing guidance, 
e.g. architecture principles and good practices providing an architecture baseline and an architecture blueprint, and 
capturing and sharing (architectural) patterns. 

Note 6 to entry: In the field of software architecture or enterprise architecture, reference architecture provides a 
proven template for solution architectures in particular problem space, as well as a common vocabulary with which 
to discuss implementations, often with the aim of stressing commonality. 

3.3.21  
reference model 
abstract framework for understanding concepts and relationships between them in a particular 
problem space or subject field 

Note 1 to entry: A reference model is independent of the technologies, protocols and products, and other concrete 
implementation details. 

Note 2 to entry: A reference model uses a concept system for a particular problem space or subject field. 

Note 3 to entry: A reference model is often used for the comparison of different approaches in a particular problem 
space or subject field. 

Note 4 to entry: A reference model is usually a commonly agreed document, such as an International Standard or 
industry standard. 

Note 5 to entry: See also IEC 61970-2 [10], OASIS Reference Model for Service Oriented Architecture 1.0 [11], and 
the Togaf9 standard [12] . 

[SOURCE: SAMARIN, A., 2009,  [13], 14.2.16, 14.2.14, modified – "domain" has been replaced 
by "subject field".] 

3.3.22  
resilience 
ability of an entity (3.3.7) to cope with undesired change 

Note 1 to entry: The entity that is concerned shall be specified, e.g., resilience of a service. 

3.3.23  
safety 
freedom from risk which is not tolerable 

[SOURCE: ISO/IEC Guide 51:2014 [14], 3.14] 

3.3.24  
security 
condition that results from the design and maintenance (3.3.14) of protective measures that 
ensure a state of inviolability from hostile acts or influences 

[SOURCE: IEC Guide 120:2018 [15], 3.13, modified – "establishment" has been replaced by 
"design"; Note 1 to entry has been deleted] 

3.3.25  
service 
group of one or more capabilities (3.3.4) of an entity (3.3.7) accessible using a prescribed 
interface 

Note 1 to entry: The entity capabilities provide some value for its consumer. 

Note 2 to entry: The service consumer and the service provider may belong to different ownership realms. 

Note 3 to entry: The entity that is concerned shall be specified, e.g. service of a city. 

3.3.26  
stakeholder 
person, group of persons or organization (3.1.4) having an interest in an entity 
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Note 1 to entry: The entity that is concerned shall be specified, e.g. stakeholder of a city. 

[SOURCE: ISO/IEC/IEEE 42010:2011, 3.10, modified – "system" has been replaced by "entity", 
"individual" has been replaced by "person" and "or classes thereof" deleted, note 1 to entry has 
been added.] 

3.3.27  
sustainability 
ability of a self-organizing system (3.3.29) to meet its needs as long as necessary 

Note 1 to entry: Sustainability is the goal of sustainable development. 

Note 2 to entry: The self-organizing system that is concerned shall be specified, e.g. sustainability of a city. 

3.3.28  
sustainable development 
development that preserves or builds sustainability (3.3.27)  

3.3.29  
system 
entity represented as a complex of interacting entities (3.3.7) organized as a whole which 
exhibits (as the result of interaction between the entities) some emergent characteristics 
indispensable to achieve one or more stated purposes 

Note 1 to entry: Systems are different from structural assemblies. 

Note 2 to entry: A system is sometimes considered as a product or as the services it provides. 

Note 3 to entry: In practice, the term "system" is frequently qualified through the use of an associative noun to 
indicate the subject field, e.g. aircraft system. Sometimes the term system is substituted by a context-dependent 
synonym, e.g. aircraft, but such practice is deprecated since it potentially obscures the meaning from a system 
principles perspective. 

Note 4 to entry: A system includes all of the associated equipment, facilities, materials, computer programs, 
firmware, technical documentation, services and personnel required for operations and support to the degree 
necessary for self-sufficient use in its intended environment. In some cases, the behaviour of a system cannot be 
explained in terms of the behaviour of its discrete parts. 

Note 5 to entry: Typical characteristics of a system are: 

a)  systems are an idealization; 

b)  systems have multiple elements; 

c)  the components are interdependent; 

d)  systems are organized; 

e)  systems have emergent properties; 

f)  systems have a boundary; 

g)  systems are enduring; 

h)  systems affect and are affected by their environment; 

i)  systems exhibit feedback; and 

j)  systems have non-trivial behaviour. 

3.3.30  
system element 
discrete entity (3.3.7) of a system (3.3.29) that contributes to one or more of its capabilities 
(3.3.4) 

EXAMPLE: Hardware, software, data, persons, assistive animals, assistive robots, processes (e.g. processes for 
providing a service to users), procedures (e.g. operator instructions), facilities, materials, and naturally occurring 
entities or any combination thereof.  

Note 1 to entry: In [16] "discrete" is defined as "individually separate and distinct". Something that is "individually 
separate and distinct" can change depending on the context, e.g. depending on the level of detail that one is looking 
at, on the perspective, etc. 
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Note 2 to entry: A system element can contain other system elements. 

3.3.31  
systems thinking 
complex of synergistic analysis and synthesis skills used to improve the capability of identifying 
and understanding systems, predicting their behaviours, and devising modifications to them in 
order to produce desired effects 

Note 1 to entry: These skills work together as a system. 

Note 2 to entry: These skills are the following: 

1) recognizing interconnections; 

2) identifying and understanding feedback; 

3) understanding system structure; 

4) differentiating types of stocks, flows, variables; 

5) identifying and understanding non-linear relationships; 

6) understanding dynamic behaviour; 

7) reducing complexity by modelling systems conceptually; 

8) understanding systems at different scales. 

[SOURCE: Ross D. Arnold, 2015 [17] , modified – "analytic" is replaced by "analysis and 
synthesis".] 

3.3.32  
system approach idea 
idea that considers that functional and structural engineering, system-wide interfaces and 
system (3.3.29) properties become more and more important due to the increasing complexity, 
convergence and interrelationship of technologies 

[SOURCE: IEC AC/7/2004 [18], modified – The word "compositional" has been removed.] 

3.3.33  
systems approach 
particular way of applying systems thinking (3.3.31) 

Note 1 to entry: There are many systems approaches; IEC develops its own systems approach for systems works. 

3.3.34  
system of systems 
SoS (deprecated) 
representation of a system (3.3.29) as a complex of managerially and operationally independent 
systems which are coordinated together for a period of time to achieve one or more commonly 
stated purposes 

Note 1 to entry: Each constituent system is a useful system by itself, having its own management, goals, and 
resources, but coordinating together within the system of systems to provide one or more emergent capabilities of 
the system of systems. 

3.4 Digital transformation  

3.4.1  
digitally coordinated system 
digital system 
system (3.3.29) in which the digital presentation (3.4.2) of system elements (3.3.30), system 
and its element properties, architecture views on system and its elements, and relationships 
between everything mentioned above is a dominant consideration 

Note 1 to entry: The qualifier "digitally coordinated" points to the essential characteristic of such systems. The same 
logic is used for the definition of socio-technical systems (importance of interactions between people and technology 
in workspaces) and the definition of cyber-physical systems (importance of interactions between physical and 
computing components).  
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Note 2 to entry: For some objects their digital representation is secondary to their physical representation, for some 
objects their digital representation is primary to their other representations and for some objects only their digital 
representation exists. 

Note 3 to entry: A digitally coordinated system uses digital representations throughout its life cycle to be 
architected, built, governed, managed, operated, evolved, decommissioned and destroyed. 

Note 4 to entry: Digital representations are enablers for applying innovative digital and other technologies and 
facilitating deployment of technologies. For example, an impact of a particular new technology can be objectively 
evaluated with the use of digital representations. 

Note 5 to entry: The digitally coordinated system captures, analyses and helps to align different views from different 
stakeholders, and thus enables the progress. Examples of such views are physical, social, ethical, financial, 
economic, legal, cultural, informational, etc.  

3.4.2  
digital representation 
formal, explicit, computer-readable and computer-executable description that allows a computer 
to perform various operations on an object (3.3.15) 

EXAMPLE Digital representation of an object may be a computational model of this object. 

Note 1 to entry: Digital representation of an object may be primary or secondary relative to other representations of 
this object. 

Note 2 to entry: The object that is concerned shall be specified, e.g. digital representation of a building. 

3.4.3  
digital transformation 
DT 
DX, Japan 
systemic increase in the level of orderliness of a complex entity (3.3.7) as a digitally coordinated 
system (3.3.29) 

Note 1 to entry: Orderliness is about increased coherence and reduced complexity.  

Note 2 to entry: DT improves various intrinsic characteristics of this entity and their match with various views on 
the systems. Examples of such intrinsic characteristics are trustworthiness, low cost to maintain, reduced time-to-
market, etc. 

Note 3 to entry: DT is not a project, a programme or a product, it never ends, it is a life style [19]. 

Note 4 to entry: The complex entity that is concerned shall be specified, e.g. DT of a city. 

3.4.4  
digital twin 
totality of digital representations (3.4.2), algorithms and recorded facts pertinent to an entity 
(3.3.7) over its life cycle (3.3.13) 

Note 1 to entry: The digital twin of an entity is used by a system, in which this entity is a system element, to manage 
and operate this entity. 

Note 2 to entry: The entity that is concerned shall be specified, e.g. digital twin of a street. 

3.4.5  
smart city 
city (3.2.2) which is permanently transforming itself as a digitally coordinated system to align 
the various, primarily citizens', views of the city 

Note 1 to entry: Citizens' views may be different in each city: better sustainability, higher level of resilience, 
accelerated economic development, etc. 

Note 2 to entry: The complexity of cities requires treating them as digitally coordinated systems.  

Note 3 to entry: Building smart city is DT of a city. 

Note 4 to entry: Each smart city carries out its DT at its own pace. 

Note 5 to entry: The shortest form of the definition is "city built as a digital system". 
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3.5 Architecting 

3.5.1  
architecture view 
work product expressing the architecture (3.3.1) of a system (3.3.29) from the perspective of 
specific system concerns 

[SOURCE: ISO/IEC/IEEE 42010:2011, 3.5] 

3.5.2  
model kind 
conventions for a type of modelling 

EXAMPLE Examples of model kinds include data flow diagrams, class diagrams, Petri nets, balance sheets, 
organization charts and state transition models. 

[SOURCE: ISO/IEC/IEEE 42010:2011, 3.9] 

3.5.3  
architecture viewpoint 
work product establishing the conventions for the construction, interpretation and use of 
architecture views (3.5.1) to frame specific system concerns 

3.5.4  
concern  
<system> interest in a system relevant to one or more of its stakeholders  

Note 1 to entry: A concern pertains to any influence on a system in its environment, including developmental, 
technological, business, operational, organizational, political, economic, legal, regulatory, ecological and social 
influences. 

[SOURCE: ISO/IEC/IEEE 42010:2011, 3.7] 

3.5.5  
Smart Cities Reference Architecture 
SCRA 
architecture (3.3.1) of an idealized (reference) smart city (3.4.5) which realizes a predefined set 
of requirements and is used as a template for architectures (3.3.1) of other smart cities 

Note 1 to entry: The SCRA can be considered as a framework (coherent set of ideas, principles, agreements or 
rules which provides the basis or outline for something intended to be more fully developed at a later phase) for other 
smart cities. 

3.5.6  
Smart Cities Reference Architecture Methodology 
SCRAM 
coherent set of methods for developing the SCRA (3.5.5) 

Note 1 to entry: The SCRAM is necessary for effective tailoring of the SCRA for other smart cities. 

Note 2 to entry: The SCRAM can be considered as an architecture for the SCRA. 

3.5.7  
SCRA view 
architecture view (3.5.1) for a city (3.2.2) as a system (3.3.29) 

3.5.8  
SCRA model 
work product expressing partially the architecture (3.3.1) of a city (3.2.2) as a system (3.3.29) 
for the needs of some SCRA views (3.5.7) 
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Note 1 to entry: A SCRA model can be a system element of the city as a system. 

3.5.9  
SCRA artefact 
work product expressing an entity made by creative human work to be used in some SCRA 
models (3.5.8) 

Note 1 to entry: A SCRA artefact can be a system element of the city as a system. 

3.5.10  
SCRAM viewpoint 
work product establishing the common conventions for the construction, interpretation and use 
of SCRA views (3.5.7) 

EXAMPLE Problem space viewpoint, integration viewpoint, engineering viewpoint, technology viewpoint. 

Note 1 to entry: A SCRAM viewpoint is an adaptation of architecture viewpoint (3.5.3). 

3.5.11  
SCRAM model-type 
work product establishing the common conventions for the construction, interpretation and use 
of SCRA models (3.5.8) 

Note 1 to entry: A SCRAM model-type is an adaptation of model kind (3.5.2). 

3.5.12  
SCRAM artefact-type 
work product establishing the conventions for the construction, interpretation and use of SCRA 
artefacts (3.5.9) 

4 Abbreviated terms 

AIIM Association for Intelligent Information Management 
AI Artificial Intelligence 
API Application Programming Interface 
APQC American Productivity & Quality Centre 
BPM Business Process Management 
BPMN  Business Process Modelling and Notation 
DAMA DAta Management Association 
DLP Data Loss Protection 
DMN  Decision Model and Notation 
DT Digital Transformation 
EDA Event Driven Architecture 
EPN Event Processing Network 
GDPR General Data Protection Regulations 
ICRC International Committee of the Red Cross 
IDEF0 Integration DEFinition language 0 
IDL Interface Definition Language 
IFD Information Flow Diagram 
IFRC International Federation of Red Cross and Red Crescent Societies 
IREB International Requirements Engineering Board 
IT Information Technology  
ITIL Information Technology Infrastructure Library 
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ITSM Information Technology Service Management 
LLUC Low Level Use Case 
MBSE  Model-Based Software Engineering 
M2M Machine-2-Machine 
MVP  Minimum Viable Product 
NIST National Institute of Standards and Technology 
OECD Organisation for Economic Co-operation and Development 
PaaS Platform as a Service 
PCF Process Classification Framework 
PEST Political, Economic, Social and Technological) 
SIEM Security Information and Event Management 
SDO Standard Development Organisation 
SRD Systems Reference Deliverable  
SRG Systems Resource Group 
SWOT Strengths, Weaknesses, Opportunities, and Threats 
UI User Interface 
UML Unified Modelling Language 
UN United Nations 
URL Universal Resource Locator 
WHO World Health Organization  

5 Linking the IEC SyC Smart Cities scope with the SCRAM and SCRA 

5.1 Methodology 

Knowing that the SCRAM is actually a meta reference architecture, i.e. an architecture of 
reference architecture, the SCRAM shall be in conformance with ISO/IEC/IEEE 42010:2011. 
Thus the description of the SCRAM shall be expressed via architecture viewpoints, architecture 
views, model kinds and models. 

For linking the IEC SyC Smart Cities scope with the SCRAM and SCRA, an architecture 
viewpoint "justification" is defined and a view "justification" is created. These viewpoint and 
view are provided for all the readers of the SCRAM to explicitly and step-by-step explain how 
the scope of IEC SyC Smart Cities and other pertinent information outline the SCRAM. This 
viewpoint comprises a few simple model kinds which are: text and keywords, nomenclatures or 
dependency matrixes. These model kinds are listed below. 

• Problem space description (5.2), which is the analysed scope of IEC SyC Smart Cities. 

• Problem space specifics (5.3) nomenclature, which is derived from the general knowledge 
of smart cities system domain. 

• Stakeholders classification (5.4) which is based on the summary of the SRG work on 
systems approach. 

• Stakeholders (5.5) nomenclature (individuals, teams, organizations having an interest in 
smart cities), which is derived from the problem space description. 

• Dependency matrix (5.6) "Stakeholders classification" versus "Stakeholders". 

• Dependency matrix (5.7) "Problem space description" versus "Stakeholders". 

• Stakeholders' aggregated concerns (5.8) nomenclature, which is derived from the 
stakeholders. These concerns are aggregated and serve as initial requirements. 
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• Mission statement (5.9), which outlines what problem IEC SyC Smart Cities is going to solve 
(see scope and problem space specifics) for whom (see stakeholders). 

• Dependency matrix (5.10) "Problem space description" and "Problem space specifics" 
versus "Mission statement". 

• Dependency matrix (5.11) "Stakeholders" versus "Mission statement" and "Stakeholders' 
aggregated concerns". 

• Vision statement (5.12) which outlines a solution space (variations of potential solutions) in 
accordance with the mission statement and satisfies the stakeholders' aggregated concerns.  

• Dependency matrix (5.13) "Mission statement" and "Stakeholders' aggregated concerns" 
versus "Vision statement". 

• Strategic goals (5.14) nomenclature, which are measurable results mandatory to achieve 
the vision statement. 

• Dependency matrix (5.15)"Vision statement" versus "Strategic goals". 

• Solution space constraints (5.16) nomenclature, which limit the variety of potential solutions 
by imposing some choices. 

• Essential desirable characteristics (5.17) nomenclature of the solution space (thus all 
potential solutions), which address the strategic goals and the solution space constraints. 

• Dependency matrix (5.18) "Strategic goals" and "Solution space constraints" versus 
"Essential desirable characteristics". 

• Architecture principles (5.19) nomenclature guarantees that potential solutions will possess 
the essential desirable characteristics.  

• Dependency matrix (5.20) "Essential desirable characteristics" versus "Architecture 
principles". 

The dependency matrixes are relationships in Figure 1. 

 

Figure 1 – Relationships within the "justification" viewpoint 

5.2 Problem space description 

IEC SyC Smart Cities has the following scope [20]1, approved by the IEC Standardization 
Management Board. This scope is considered as the problem space description. 

___________ 
1  Numbers in square brackets refer to the Bibliography. 
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To foster the development of standards in the field of electrotechnology to help with the 
integration, interoperability and effectiveness of city systems. 

NOTE 1 This will be done:  

• by promoting the collaboration and systems thinking between IEC TCs, the SyCs and other SDOs in relation 
to city system standards; 

• by undertaking systems analysis to understand the needs for standards and assess new work item proposals 
(NWIPs) related to city systems; 

• by developing systems standards where needed and by providing recommendations to existing SyCs, 
TCs/SCs and other SDOs. 

NOTE 2 Overall common city goals include, for example, sustainable development, efficiency, resilience, safety 
and support for citizens' engagement and participation. However, an individual city will follow its own approach. 

NOTE 3 "Cities" refers to any geographically located population. 

 

5.3 Problem space specifics 

NOTE In 5.3, the text fragments in bold will be used in some dependency matrix. 

All smart city programmes and projects pursue many common goals including sustainable 
development, better efficiency, resilience, safety and wider support for citizen's engagement 
and participation. However, the work of the Standardization Evaluation Group on Smart Cities 
(SEG 1) – which is the predecessor of SyC Smart Cities and now disbanded – has shown that 
each individual city tends to follow its own approach in smart cities programmes and 
projects.  

Often city governance bodies are confused by the numerous technology activists who are very 
vocal on various smart cities forums even though city systems cannot be reduced to just big 
data and IoT (see [21]). 

Another result of the SEG 1 is that there is no common understanding even in standardization 
bodies about smart cities. About 20 reference models collected by the SEG 1 are incompatible, 
so there is a huge demand for a common understanding.  

Experience of SyC Smart Cities members in various smart cities projects has shown that the 
current implementation practices of smart cities are rather disjointed, namely: 

• smart cities programmes and projects are, primarily, local initiatives; 

• smart cities programmes and projects are considered as technology projects; 

• numerous smart cities interest groups are, primarily, clubs; 

• efforts for the development of a common vision are insufficient; and 

• typical financing patterns do not promote a common vision, namely the government is 
funding (to some extent) some cities, which engage technological companies, and the 
government is funding some technological companies, which engage cities. 

As a result, there is no agreed basis for efficient and effective cooperation and 
coordination between different smart cities programmes and projects. There is a lot of work 
duplication, developed solutions are not reusable, and the same mistakes are widely repeated. 

A look at the number of cities within different population categories indicates the imperative of 
bringing standardization into this complex paradigm of cities, which are systems of systems 
leveraging networks of networks to bring operational efficiency, sustainability and resilience to 
the city infrastructure to improve its citizens' quality of life. 

City systems are multi-disciplinary and use multiple technologies; therefore, city systems shall 
be carefully architected to allow all technologies to work together. 
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5.4 Stakeholders classification 

NOTE In 5.4, the text fragments in bold will be used in some dependency matrix. 

The summary of the SRG work on systems approach recommends the development of a 
classification of stakeholders to facilitate the process of finding the actual stakeholders. The 
stakeholders classification is as follows. 

• Primary beneficiary: Stakeholders that benefit directly from the particular system. 

• Secondary beneficiary: Stakeholders that benefit indirectly from the particular system. 

• Tertiary beneficiary: Stakeholders that benefit somehow from the particular system. 

• Owner: Stakeholders that own the particular system. 

• Designer: Stakeholders that are part of the ecosystem of those participating in the 
architecting of the particular system. 

• Builder: Stakeholders that are part of the ecosystem of those participating in the 
construction of the particular system. 

• Maintainer: Stakeholders that are part of the ecosystem of those participating in the 
maintenance of the particular system. 

• User: Stakeholders that are part of the ecosystem of those participating in the use of the 
particular system for their needs. 

• Operator: Stakeholders that are part of the ecosystem of those participating in the 
operations of the particular system. 

• Tester: Stakeholders that are part of the ecosystem of those participating in the testing of 
the particular system. 

5.5 Stakeholders and their estimated concerns 

NOTE In 5.5, the text fragments in bold will be used in some dependency matrix. 

Citizens are the indirect beneficiaries. They will profit from this set of city system standards 
indirectly. It will be for each city to collect the citizens' concerns and treat them systematically 
in accordance with this set of city system standards, along with the related tools and guiding 
materials. Below are examples of citizens' concerns (the complete set will be referred to as "full 
city system functionality" in the remainder of this document): 

• adequate water supply; 

• assured electricity supply; 

• sanitation, including solid waste management; 

• efficient urban mobility and public transport; 

• affordable housing, especially for the poor; 

• widespread and transformative use of data and technology; 

• good governance and citizen participation; 

• sustainable environment; 

• safety and security of citizens, particularly women, children and the elderly; 

• affordable healthcare for everyone; 

• modern education for children and adults; 

• attractive for business. 

Business (local) is the indirect beneficiaries. Their primary expected concern is the following: 

• attractive for business. 
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City governance bodies are responsible for the prioritization and execution of city systems 
improvement activities. City governance bodies' expected concerns are the following: 

• methods to understand needs of city systems stakeholders; 

• critical success factor based methods to estimate the complexity, cost and benefit for 
implementation of smart cities programmes and projects to determine the returns on those 
investments directly and indirectly from a forecast to actual series of measures; 

• good business practices and world-class knowledge regarding smart cities to enable them 
to properly manage and execute smart cities programmes and projects; 

• enabling collaboration and coordination with other smart cities programmes and projects to 
improve the quality, share the cost, reduce time-to-value and manage associated risks. 

Smart city architecture teams are responsible for understanding smart cities and describe 
them in a common structure by change to describe this set of city system standards to the 
unique needs of the particular city. Smart city architecture teams' expected concerns are the 
following: 

• quickly understandable set of city system standards; 

• quickly mastered set of city system standards; 

• easy to use supporting tools; 

• wide use of this set of city system standards. 

Standards development groups (IEC TCs, SyCs and other SDOs) are responsible for formal 
definition of some functional elements and their interfaces which are outlined by this set of city 
system standards. Also, this "set of instruments" provides enough information on how to define 
interfaces as APIs and how to describe functional elements. Standards development groups 
expected concerns are the following: 

• easy to comprehend and to apply set of city system standards;  

• easy to use interoperable supporting tools; 

• wide use of this set of city system standards. 

Vendors are responsible for implementing some functional elements and their interfaces. 
Vendors' expected concerns are the following: 

• quickly understandable set of city system standards to identify opportunities for developing 
products which can be used by cities following the SCRAM and SCRA. 

Investors are responsible for taking informed decisions about their investments and liabilities 
in city systems infrastructure. At the moment cities are missing out on significant investments 
that should be available to them because of: a) the potential to mitigate huge potential economic 
losses from disasters, b) growing popularity of sustainable energy investments prioritizing 
investment ahead of other areas such as smart cities infrastructure, and c) the high risks of 
existing city bonds. 

This set of city system standards can be used to benchmark various smart cities related work. 
Also, applying this set of instruments brings good business practices and world-class 
knowledge to smart cities programmes and projects. Investors' expected concerns are the 
following: 

• wide use of this set of city system standards, which will act as an investment multiplier. 

SyC Smart Cities' concerns are the following: 

a) addressing by-design city system quality characteristics such as 

• interoperability, 

• safety, 
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• security (including confidentiality, integrity and availability), 

• privacy, 

• resilience, 

• simplicity, 

• low cost of operation, 

• short time-to-value, 

• combining diversity and uniformity, 

• self-referential, and 

• system-life-cycle; 
b) covering the whole life cycle of city systems. 

5.6 Dependency matrix "Stakeholders classification" versus "Stakeholders" 

Figure 2 provides this dependency matrix. 

 

Figure 2 – A dependency matrix "Stakeholders classification" versus "Stakeholders" 

5.7 Dependency matrix "Problem space description" versus "Stakeholders" 

Figure 3 provides this dependency matrix. 
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Figure 3 – A dependency matrix "Problem space description" versus "Stakeholders" 

5.8 Stakeholders' aggregated concerns 

For the purpose of this document, only stakeholders' aggregated concerns are pertinent (see 
Figure 5). They are derived from 5.7 and listed below: 

• full city system functionality; 

• quickly understandable set of city system standards; 

• quickly mastered set of city system standards; 

• easy to use supporting tools; 

• this set of instruments shall help stakeholders to estimate, plan, manage and execute smart 
cities programmes and projects; 

• ability to share experience, collaborate and coordinate among smart cities programmes and 
projects which use this set of city system standards; 

• wide use of this set of city system standards; 

• addressing by-design city system quality characteristics; 

• covering the whole life cycle of city systems. 

5.9 Mission statement 

At present IEC SyC Smart Cities does not have a formally agreed mission statement. However, 
the following mission statement could be derived from the agreed scope.  

Systematically develop, together with IEC TCs, SyCs, other SDOs, a coherent and highly 
useful set of city system standards for efficient implementation any city system. 

Here is clarification of what is meant by the key phrases of this mission statement. 

• "systematically develop" – based on the summary of the SRG work on systems approach. 
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• "set of city system standards" – a comprehensive collection of standards shall cover all 
aspects of cities. 

• "together with" – organizations which need to contribute to this set of city system standards 
are able to easily master how to contribute. 

• "coherent" – all standards for city systems shall be compatible and developed under the 
same guidance. 

• "highly useful" – in order to ensure that this set of city system standards are really useful, it 
is vital to identify all organizations which are working and using city systems and ensure 
that the standards developed address needs and requirements of those organizations. 

• "efficient implementation" – strive for improving quality, saving money and reducing time-
to-market for implementations. 

• "any city system" – this set of city system standards shall be flexible and extensible to be 
useful for all types of city. 

5.10 Dependency matrix "Problem space description" and "Problem space specifics" 
versus "Mission statement" 

Figure 4 provides this dependency matrix. 

 

Figure 4 – A dependency matrix "Problem space description" and "Problem space 
specifics" versus "Mission statement" 
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5.11 Dependency matrix "Stakeholders" versus "Mission statement" and 
"Stakeholders' aggregated concerns" 

Figure 5 provides this dependency matrix. 

 

Figure 5 – A dependency matrix "Stakeholders" versus "Mission statement" and 
"Stakeholders' aggregated concerns" 

5.12 Vision statement 

At present IEC SyC Smart Cities does not have a formally agreed vision statement. However, 
the following vision statement could be derived from the agreed scope:  

Transparently developed set of city system instruments (around the detailed smart cities 
Reference Architecture) which are easily adaptable for the unique needs of any city 
system. 

Here is clarification of what is meant by the key phrases of this vision statement.  

• "transparently developed" – thus everyone can understand the logic of IEC SyC Smart Cities 
work, validate this work and add to or further develop some parts of its work, if necessary. 

• "set of city system instruments" – a coherent collection of methodological, domain-specific, 
informational, software-intensive, standard and informative tools. 

• "Smart Cities Reference Architecture" – commonly-agreed architecture which all smart cities 
can use as a template for solution architectures of their city systems because the key 
decisions taken in the Smart Cities Reference Architecture (SCRA) will guarantee that future 
city systems (built in accordance with this SCRA) will possess by-design the essential 
quality characteristics, e.g. security and privacy. 
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• "detailed" – it is necessary to provide enough scope and enough decomposition of the SCRA 
to reach a level of detail which is suitable for effective standardization of city systems – 
functional blocks may be implementable as black-boxes and interfaces between them shall 
be not too complex. 

• "easily adaptable" – although there are a lot of communalities between cities, each city 
always has its own unique features. Thus, city systems will be able to use many of common 
system elements and easily intermix them with their own system elements.  

• "unique needs of any city system" – the set of instruments shall be flexible and extensible 
to be useful for all types of city. 

5.13 Dependency matrix "Mission statement" and "Stakeholders' aggregated 
concerns" versus "Vision statement" 

Figure 6 provides this dependency matrix. 

 

Figure 6 – A dependency matrix "Mission statement" and "Stakeholders' 
aggregated concerns" versus "Vision statement" 

5.14 Strategic goals 

NOTE 1 In 5.14, the text fragments in bold will be used in some dependency matrix. 

At present, IEC SyC Smart Cities does not have formally agreed strategic goals. However, the 
following strategic goals could be derived from the agreed scope. 

• Commonly-agreed multidisciplinary concept system to enable all the stakeholders to use 
the same "language".  

NOTE 2 Such a concept system is developed in separate documents of IEC SyC Smart Cities. 
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• Commonly-agreed Smart Cities Reference Architecture Methodology (SCRAM) to make 
transparent and understandable how the Smart Cities Reference Architecture (SCRA) has 
been developed. 

• Commonly-agreed SCRA to serve as an easily tailorable template for architecting and 
implementing any city system. 

• The continually updated and extended Smart Cities Implementation Manual (SCIM)2 on how 
to tailor the SCRAM and SCRA to easily address unique needs of any city system.  

• Map of existing standards to the SCRA to quickly navigate to find standards pertinent for 
city systems.  

NOTE 3 Such mapping is developed in separate documents of IEC SyC Smart Cities. 

• Map of potential standards to the SCRA to list standards to be developed for city systems.  

NOTE 4 Such mapping is developed in separate documents of IEC SyC Smart Cities. 

• Necessary tools to simplify adoption of the SCRAM, SCRA, SCIM and other deliverables. 

• Practically all smart cities programmes and projects use SCRAM, SCRA, SCIM and 
related tools. 

5.15 Dependency matrix "Vision statement" vs "Strategic goals" 

Figure 7 provides this dependency matrix. 

 

Figure 7 – A dependency matrix "Vision statement" vs "Strategic goals" 

5.16 Solution space constraints 

NOTE In 5.16, the text fragments in bold will be used in some dependency matrix. 

The IEC SyC Smart Cities solution space constraints are the following. 

• Adopting and adapting the summary of the SRG work on systems approach (see 
Annex B). 

• Although the IEC SyC Smart Cities responsibility is mainly regarding electrotechnical 
aspects of smart cities, the SCRA should cover city systems as a whole. All the system 
elements identified by the SCRA will be sorted among various SDOs, including the IEC, 
depending on the nature of those system elements. 

___________ 
2  SCIM is conceptualized; however, its best form is still to be chosen. One of the options is an online IEC Guide. 
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• Working together with the pertinent stakeholders, including IEC/TCs, SyCs, other SDOs, 
cities, and various bodies of knowledge implies that alignment with existing knowledge 
shall be enforced. 

• Maximize the use of digital technologies. 

5.17 Essential desirable characteristics of the solution space 

NOTE In 5.17, the text fragments in bold will be used in some dependency matrix. 

The nomenclature of the essential desirable characteristics is the following. 

• Be flexible: Because it is not possible to anticipate all unique needs of all smart cities, the 
SCRAM, SCRA and SCIM shall be able to allow their unlimited extension and take into 
account both the diversity of each city and the commonalities between all cities. 

• Be explicit: The set of instruments shall explain to any stakeholder how future 
implementations (which are based on the reference architecture) can address his/her 
concerns and change his/her personal, professional and social life for the better. 

• Be systematic: The set of instruments provides a common approach for architecting and 
engineering city systems, so different people in similar situations can find similar solutions 
or propose innovations that will be valuable for others as well. 

• Be efficient: The set of instruments helps stakeholders, programmes and projects to 
collaborate (e.g. co-design and co-implementation) and coordinate their efforts via common 
agreements (i.e. standards) on various system elements (e.g. services, interfaces, data), 
common vision, common tools, common products, etc. This leads to easy repetition of good 
solutions among all smart cities, easy sharing of business practices in building, running and 
evolving smart cities and removing entry barriers for local IT expertise and start-ups. 

• Be technology neutral: Because of technology progress, many various (and unknown right 
now) intelligent devices (or "Things" from the Internet of Things) and digital technologies 
will progressively automate, improve and drastically change various aspects of smart cities 
functioning including planning, execution, monitoring, prediction, and optimization of flows. 

• Be trustworthy: High level of trustworthiness (including security, privacy, safety, reliability, 
and resilience) is mandatory by-design and by-default. 

• Be digital: Smart city is a city which is (re)built as a digital repeatable system.  

• Be effective: The SCRAM, SCRA and SCIM shall provide the level of granularity which is 
low enough for efficient implementation of city systems and high enough for standardization 
purposes. 

• Be social: smart cities shall bring social and economic innovations to citizens, business 
and city administration. (see [22]). 

5.18 Dependency matrix "Strategic goals" and "Solution space constraints" versus 
"Essential desirable characteristics" 

Figure 8 provides this dependency matrix. 
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Figure 8 – A dependency matrix "Strategic goals" and "Solution space constraints" 
versus "Essential desirable characteristics" 

5.19 Architecture principles of the solution space 

5.19.1 Digital orientation 

Right now, many material objects (house, city, human, etc.) and immaterial objects (music, 
project plan, etc.) may have a digital representation (3.4.2) of the object (3.3.15). The two 
expressions "a digital representation of an object" and "a digital object" are often used as 
synonyms. Because a few presentations of the same object may coexist at the same time, it is 
necessary to define explicitly which presentation is primary (or source of truth) and which 
presentation(s) is(are) secondary. 

For a natural object, its digital representation is always secondary. For example, the digital 
representation of a person is always secondary. For a man-made object, its digital 
representation may be primary. For example, a house may be designed fully digitally before 
being built. See Figure 9. 

 

Figure 9 – Becoming digital-first  
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However, the dependencies between various presentations may be rather complex and primacy 
may be dynamic. Figure 10 shows the built house (physical) which is equipped with various 
sensors (think about "Internet of Things") to provide another digital representation, i.e. the built 
house (digital). The latter can be compared with the house design (digital representation) to 
find out some deficiencies of the built house (physical representation). Also, the built house 
(digital representation) can use a variety of data modelling techniques to assess various likely 
impacts in order to optimize the house design (digital representation) and the house built 
(physical representation). 

 

Figure 10 – Many representations of the same house and relationships between them  

Any complex entity becomes a digitally coordinated system (3.4.1). A region, an economy, a 
university, an enterprise, a city, and a hospital are examples of potential digital systems. 

• Digital economy is an economy which is built as a digitally coordinated system.  

• Digital enterprise is an enterprise which is built as a digitally coordinated system.  

All supporting tools, assets, etc. within and beyond a digital system also could become digital 
as well. The following are examples. 

a) Sovereign currency (only the physical cash or money "M0") gets its digital 
representation, e.g. central bank digital currency, to move it directly from one owner to 
another. 

b) Enterprise shares become digital tokens. 
c) Laws become digital (i.e. formal, explicit, computer-readable and computer-executable) 

and act objectively. 
d) Rights of ownership on an asset become digital records which are maintained in digital 

archives and managed by its owner directly; assets may be digital or material; whole or 
partial. 

e) Contracts become digital contracts. 
f) Documents become structured, machine-readable and machine-executable. 
g) Identification of a person becomes digital and online. 
h) Business processes become digital processes. 
i) Horizontal and vertical integration between organizations are carried out by inter-

organizational digital processes.  
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j) Terminology becomes ontology (but it may have a few intermediate steps such as 
glossary and system of concepts).  

Rebuilding existing systems as digitally coordinated systems is about digital transformation 
(3.4.3). The main benefit of DT is that digital elements of digital systems can be very easily 
repeated or cloned (a digital element is not a material object like one kilometre of a highway or 
a car). Therefore, if digital systems are created from, mainly, digital repeatable elements then 
the cost of modelling and prototyping DT decreases, the time of DT reduces, and the quality of 
DT increases.  

The importance of the digital orientation for smart cities is based on the following logic. 

2) Cities, as places where people live and work, are very important for our civilization as global 
populations in urban areas are projected to grow whilst access to resources is finite. Careful 
management of our cities using smart technologies is key to sustain them. 

3) All cities are different but many share common characteristics, issues and needs. 
4) Smart city is a city which makes the world better for its citizen (3.2.1), business and city 

administration (3.2.3). 

5) In smart cities projects, 50 % to 70 % of work is about IT3 thus digital. 
6) Smart city is a city which is (re)built as a digital system (DT is critical). 
7) Digital systems could be implemented well, be adaptable and easy to repeat, but such 

desired characteristics shall be purposefully created. 
8) If a common methodology for building smart cities as digital repeatable systems could be 

used, then all smart cities share similar issues, needs, capabilities and components. 
9) Coordinated and cooperated building of smart cities as digital repeatable systems could 

lead to substantial gains in cost reduction, speed of execution and increased quality of 
design and construction. 

10) An export version of the smart cities implementation that can be shared with other 
communities could be created automatically. 

11) Consistent design, practices and components of smart cities can apply for healthcare, 
buildings, homes, industries, territories and governmental agencies enabling procurement 
savings and greater access to fine grained data for greater insights and improved decision 
making. 

5.19.2 Platform-enabled agile solutions orientation 

The logic behind the platform-enabled agile solutions is rather straightforward – instead of 
developing traditional applications which contain a lot of duplicating functionality, all common 
functionality is collected into a platform (3.3.17) and solutions which are built on top of that 
platform possess only unique functionality. See Figure 11. 

 

Figure 11 – Platform-based agile solutions pattern 

___________ 
3  This estimation was given at a conference in Varanasi in December 2018 about the Indian programme "100 Smart 

Cities". 
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Platforms should be designed on the following principles. 

a) The platform simplifies the use of its platform components and ensures interaction between 
them. Thus, the platform frees up resources to focus on solving unique problems. 

b) New solutions are implemented outside the platform using rapid development techniques 
(agile methodology) and the platform’s existing functionality. 

c) The planning of new solutions is coordinated within the scope of the platform to minimize 
duplication of efforts in solving the same problems. 

d) Successful new (thus innovative) solutions are gradually included in the platform for their 
wide use. 

e) Constant improvement of the platform is achieved through transparency, feedback, results 
of use and systematic evaluation of existing platform components. 

f) All interactions inside and outside the platform use the standardized interfaces (API 
methodology). 

g) The platform provides for several interchangeable options for some platform components. 
h) The platform offers not only a rich functionality, but also a methodology for developing 

various solutions based on it. 
i) The platform is modular by design, thus reducing complexity and cost when increasing its 

functionality horizontally and vertically. 

The platform-enabled agile solutions orientation works well with the digital orientation – all the 
functionality common among smart cities forms a platform and any unique functionality (from a 
particular smart city) is implemented in the solutions on top of the platform. The logic (see also 
Figure 12, Figure 13 Figure 14 and Figure 15) is the following. 

1) Create a common understanding about smart cities. 
2) Adopt a systemic approach to isolate and commoditize common functionality. 
3) Support various integration methods for both unique parts and common parts of smart city 

systems. 
4) Cooperate to develop and share repeatable digital solutions which are acceptable for 

Common Smart Cities Digital Repeatable Platforms.  
5) Create an individual version of the Common Smart Cities Digital Repeatable Platform for 

each smart city. 
6) Provide a framework to help a smart city tailor the platform for its unique needs. 
7) Collaborate to deliver better outcomes of higher quality, delivered in less time and for less 

money. 

 

Figure 12 – Unique and common functionality in each city 
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