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Foreword

ISO (the International Organization for Standardization) is a worldwide federation of national standards
bodies (ISO member bodies). The work of preparing International Standards is normally carried out
through ISO technical committees. Each member body interested in a subject for which a technical
committee has been established has the right to be represented on that committee. International
organizations, governmental and non-governmental, in liaison with ISO, also take part in the work.
ISO collaborates closely with the International Electrotechnical Commission (IEC) on all matters of
electrotechnical standardization.

The procedures used to develop this document and those intended for its further maintenance are
described in the ISO/IEC Directives, Part 1. In particular, the different approval criteria needed for the
different types of ISO documents should be noted. This document was drafted in accordance with the
editorial rules of the ISO/IEC Directives, Part 2 (see www.iso.org/directives).

Attention is drawn to the possibility that some of the elements of this document may be the subject of
patent rights. ISO shall not be held responsible for identifying any or all such patent rights. Details of
any patent rights identified during the development of the document will be in the Introduction and/or
on the ISO list of patent declarations received (see www.iso.org/patents).

Any trade name used in this document is information given for the convenience of users and does not
constitute an endorsement.

For an explanation of the voluntary nature of standards, the meaning of ISO specific terms and
expressions related to conformity assessment, as well as information about ISO’s adherence to the
World Trade Organization (WTO) principles in the Technical Barriers to Trade (TBT) see www.iso.
org/iso/foreword.html.

This document was prepared by Technical Committee ISO/TC 292, Security and resilience.

Any feedback or questions on this document should be directed to the user’s national standards body. A
complete listing of these bodies can be found at www.iso.org/members.html.
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Introduction

Due to the increasing level of interconnection of the global economy and the growing availability of
complex manufacturing processes as well as globalized trade relations, there is a growing motivation
and ability for counterfeiting, unfair trade and other product-related threats. This is shown, for example,
by the continually growing number of product confiscations related to brand piracy and counterfeiting.
To become more resilient, manufacturers have to introduce organizational and technical measures as
part of a protection plan to withstand physical or digital attacks and other product-related threats.

In order to introduce protection measures in a precise and effective way, organizations should
implement a systematic evaluation process for the selection of appropriate organizational, technical
and legal measures, depending on the respective threat. Protection measures offered on the market
can represent only a partial solution.

For an effective and long-term protection, a reasonable and systematic combination of individual
measures, and their proper evaluation and implementation is necessary. The procedure can be
represented as a Plan-Do-Check-Act (PDCA) cycle, see Figure 1.
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Figure 1 — Generic procedure model for the implementation of a protection plan (PDCA)
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Product-related threats affect rights owners, manufacturers, distributors, service providers and

consumers in many ways. The potential damage of such threats includes:

vi

loss of innovation leadership;

decreased sales;

damage to reputation or brand equity;

loss of jobs;

tax losses;

danger to the health and safety of consumers;

environmental issues.
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