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Foreword

ISO (the International Organization for Standardization) is a worldwide federation of national standards 
bodies (ISO member bodies). The work of preparing International Standards is normally carried out 
through ISO technical committees. Each member body interested in a subject for which a technical 
committee has been established has the right to be represented on that committee. International 
organizations, governmental and non-governmental, in liaison with ISO, also take part in the work. 
ISO collaborates closely with the International Electrotechnical Commission (IEC) on all matters of 
electrotechnical standardization.

The procedures used to develop this document and those intended for its further maintenance are 
described in the ISO/IEC Directives, Part 1. In particular, the different approval criteria needed for the 
different types of ISO documents should be noted. This document was drafted in accordance with the 
editorial rules of the ISO/IEC Directives, Part 2 (see www.iso.org/directives).

ISO draws attention to the possibility that the implementation of this document may involve the use 
of (a) patent(s). ISO takes no position concerning the evidence, validity or applicability of any claimed 
patent rights in respect thereof. As of the date of publication of this document, ISO had not received 
notice of (a) patent(s) which may be required to implement this document. However, implementers are 
cautioned that this may not represent the latest information, which may be obtained from the patent 
database available at www.iso.org/patents. ISO shall not be held responsible for identifying any or all 
such patent rights.

Any trade name used in this document is information given for the convenience of users and does not 
constitute an endorsement.

For an explanation of the voluntary nature of standards, the meaning of ISO specific terms and 
expressions related to conformity assessment, as well as information about ISO's adherence to the 
World Trade Organization (WTO) principles in the Technical Barriers to Trade (TBT), see www.iso.
org/iso/foreword.html.

This document was prepared by Technical Committee ISO/TC 321, Transaction assurance in E-commerce.

Any feedback or questions on this document should be directed to the user’s national standards body. A 
complete listing of these bodies can be found at www.iso.org/members.html.
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Introduction

The rapid development and wide use of e-commerce has increased awareness of the importance 
of fostering a trustworthy, reliable, and secure e-commerce transaction environment to ensure 
e-commerce transaction activities.

The characteristics of e-commerce transactions, e.g. highly digital, non-face-to-face and cross-regional, 
can bring challenges. The following are some of the challenges:

—	 more unknowns in the process of purchasing products;

—	 issues such as product quality, intellectual property, personal information protection, after-sale 
services, and transaction security;

—	 risks in product delivery, e.g. damage, delay and failure.

The challenges of e-commerce transactions come from different elements in upstream/downstream 
processes of e-commerce transactions, and eliminating those challenges necessitates the attention and 
efforts of all stakeholders.

This document specifies the principles and framework of e-commerce transaction assurance to support 
all parties in better understanding e-commerce transaction assurance activities.

It can assist in the following:

—	 identifying key elements to improve the assurance of the e-commerce transaction process;

—	 contributing to e-commerce transaction assurance programs;

—	 informing government or non-governmental organizations or individuals engaged in the 
e-commerce industry;

—	 promoting sustainable development of the e-commerce industry.

This document can also facilitate future e-commerce assurance standards development by putting 
forward key e-commerce assurance principles, identifying key stakeholders and elements and 
demonstrating the e-commerce transaction process.
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Transaction assurance in E-commerce — Principles 
and framework

1	 Scope

This document specifies the principles and framework for e-commerce transaction assurance, including 
participants, activities and assurance elements. It does not describe specific e-commerce transaction 
assurance requirements or methodologies in detail. It is intended to be used by organizations and 
individuals engaged in e-commerce transactions.

2	 Normative references

The following documents are referred to in the text in such a way that some or all of their content 
constitutes requirements of this document. For dated references, only the edition cited applies. For 
undated references, the latest edition of the referenced document (including any amendments) applies.

ISO 32110,1)Transaction assurance in E-commerce — Vocabulary

3	 Terms and definitions

For the purposes of this document, the terms and definitions given in ISO 32110 apply.

ISO and IEC maintain terminology databases for use in standardization at the following addresses:

—	 ISO Online browsing platform: available at https://www.iso.org/obp

—	 IEC Electropedia: available at https://www.electropedia.org/

4	 Framework of e-commerce transaction assurance

The framework of e-commerce transaction assurance (see Figure 1) includes principles (see Clause 5), 
participants in e-commerce transactions (see Clause 6), activities during the transaction process (see 
Clause 7) and assurance elements (see Clause 8), as well as their inter-relationships.

Principles provide guidance for participants on how to participate in activities during the transaction 
process and protect their interests. They also provide guidance for the smooth operation of activities in 
e-commerce transactions.

Assurance elements associated with activities during the transaction process are the main content 
of e-commerce transaction assurance. Assurance elements can support the accomplishment and 
realization of the principles.

Participants engage in activities during the transaction process according to their responsibilities 
and demands. No matter what role participants play in e-commerce transactions, they should identify 
and consider the assurance elements associated with their role as much as possible and take effective 
assurance measures.

1)	  Under preparation. Stage at the time of publication: ISO/FDIS 32110:2023.
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Figure 1 — E-commerce transaction assurance framework

5	 Principles

5.1	 General

The principles listed here are undertaken in accordance with all applicable requirements consistent 
with the protections for participants in the activities and the requirements on the assurance elements 
for e-commerce transactions. The principles are as follows:

—	 authenticity;

—	 accountability;

—	 accessibility;

—	 security;

—	 privacy.

The principles can generally support all activities during the transaction process, however, the degree 
of guidance of each principle towards different activities can differ. Annex  A illustrates the list of 
e-commerce principles and the equivalent activities.

All assurance elements can support the realization or accomplishment of the principles, however, 
some assurance elements play a primary role in supporting the accomplishment of certain principles 
(see Annex B).

5.2	 Authenticity

Participants, products and information generated in e-commerce transactions, should be consistent 
with what they claim to be.
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