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National foreword
This British Standard is the UK implementation of ISO 9564-4:2016.

The UK committee supports this International Standard in principle,
but notes that PINs are not commonly used in "e-commerce" card
payments in the UK and therefore does not envisage it being
widely used.

The UK participation in its preparation was entrusted to Technical
Committee IST/12, Financial services.

A list of organizations represented on this committee can be
obtained on request to its secretary.

This publication does not purport to include all the necessary
provisions of a contract. Users are responsible for its correct
application.

© The British Standards Institution 2016.
Published by BSI Standards Limited 2016

ISBN 978 0 580 79381 3
ICS 35.240.40

Compliance with a British Standard cannot confer immunity from
legal obligations.

This British Standard was published under the authority of the
Standards Policy and Strategy Committee on 31 March 2016.

Amendments/corrigenda issued since publication
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Foreword

ISO (the International Organization for Standardization) is a worldwide federation of national standards
bodies (ISO member bodies). The work of preparing International Standards is normally carried out
through ISO technical committees. Each member body interested in a subject for which a technical
committee has been established has the right to be represented on that committee. International
organizations, governmental and non-governmental, in liaison with ISO, also take part in the work.
ISO collaborates closely with the International Electrotechnical Commission (IEC) on all matters of
electrotechnical standardization.

The procedures used to develop this document and those intended for its further maintenance are
described in the ISO/IEC Directives, Part 1. In particular the different approval criteria needed for the
different types of ISO documents should be noted. This document was drafted in accordance with the
editorial rules of the ISO/IEC Directives, Part 2 (see www.iso.org/directives).

Attention is drawn to the possibility that some of the elements of this document may be the subject of
patent rights. ISO shall not be held responsible for identifying any or all such patent rights. Details of
any patent rights identified during the development of the document will be in the Introduction and/or
on the ISO list of patent declarations received (see www.iso.org/patents).

Any trade name used in this document is information given for the convenience of users and does not
constitute an endorsement.

For an explanation on the meaning of ISO specific terms and expressions related to conformity
assessment, as well as information about ISO’s adherence to the WTO principles in the Technical
Barriers to Trade (TBT) see the following URL: Foreword - Supplementary information

The committee responsible for this document is ISO/TC 68, Financial services, Subcommittee SC 2,
Financial Services, security.

ISO 9564 consists of the following parts, under the general title Financial services — Personal
Identification Number (PIN) management and security:

— Part 1: Basic principles and requirements for PINs in card-based systems
— Part 2: Approved algorithms for PIN encipherment

— Part 4: Requirements for PIN handling in eCommerce for Payment Transactions
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Introduction

The eCommerce environment is inherently high-risk. This is especially true for PIN-based transactions
because if PIN security in this environment is deficient, there is a high probability, in some cases,
that card and PIN data might be fraudulently captured and reused in the ATM, POS or eCommerce
environments.

For conducting eCommerce transactions, cardholders use network access devices (NAD) of their choice.
[SO 9564-1] prohibits PINs from being entered on NADs.

This part of ISO 9564 defines minimum security requirements and practices for acceptable devices
used for the entry of the PINs in the eCommerce environment:

— devices that are compliant with [SO 9564-1 (i.e. PEDs);

— devices that are not compliant with [SO 9564-1f but are functionally secure devices for PIN entry
(FSPED) for exclusive use with IC cards;

— devices that are not compliant with [SO 9564-1 but are IC cards with integrated keypad and
display (ICCPED).
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