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National foreword
This British Standard reproduces verbatim ISO 9735-9:2002 and implements 
it as the UK national standard.

The UK participation in its preparation was entrusted to Technical Committee 
IDT/2/20, Processes, data elements and documents in commerce, industry and 
administration, which has the responsibility to: 

A list of organizations represented on this committee can be obtained on 
request to its secretary.

Cross-references

The British Standards which implement international publications referred to 
in this document may be found in the BSI Catalogue under the section entitled 
“International Standards Correspondence Index”, or by using the “Search” 
facility of the BSI Electronic Catalogue or of British Standards Online.

This publication does not purport to include all the necessary provisions of a 
contract. Users are responsible for its correct application. 

Compliance with a British Standard does not of itself confer immunity 
from legal obligations.

— aid enquirers to understand the text;

— present to the responsible international/European committee any 
enquiries on the interpretation, or proposals for change, and keep the 
UK interests informed;

— monitor related international and European developments and 
promulgate them in the UK.

Summary of pages
This document comprises a front cover, an inside front cover, the ISO title page, 
pages ii to vi, pages 1 to 22, an inside back cover and a back cover.

The BSI copyright date displayed in this document indicates when the 
document was last issued.

Amendments issued since publication

Amd. No. Date Comments

Full document details: BS ISO 9735-9:2002

http://www.avadocuments.com/doc/bs-iso-9735-9-2002
http://www.avadocuments.com/doc/bs-iso-9735-9-2002


 

 

 

 

 

 

Reference number
ISO 9735-9:2002(E)

 

 

 
 

INTERNATIONAL 
STANDARD 

ISO
9735-9

Second edition
2002-07-01

Electronic data interchange for 
administration, commerce and transport 
(EDIFACT) — Application level syntax rules 
(Syntax version number: 4, Syntax release 
number: 1) — 
Part 9: 
Security key and certificate management 
message (message type — KEYMAN) 

Échange de données informatisé pour l'administration, le commerce et le 
transport (EDIFACT) — Règles de syntaxe au niveau de l'application 
(numéro de version de syntaxe: 4, numéro d'édition de syntaxe: 1) — 

Partie 9: Clé de sécurité et message de gestion de certificat (type de 
message KEYMAN) 
 

Full document details: BS ISO 9735-9:2002

http://dx.doi.org/10.3403/02611071U
http://dx.doi.org/10.3403/02611071U
http://www.avadocuments.com/doc/bs-iso-9735-9-2002
http://www.avadocuments.com/doc/bs-iso-9735-9-2002


ISO 9735-9:2002(E) 

lcsid FDParemi 
ihTs PDF file mc yatnoaie nmt deddebyfepca.se Icca ncnadrow eitA h'ebods licsneilop gnic,y tihs file mirp eb yatniv ro deewb detu slahl ton 
ide ebtlnu desse tt ehyfepacse wihce era hml era deddebicsnede to i dnasntlalde t noeh comtupfrep remroign tide ehti.gn Iwod nnlidaogn tihs 
fil,e trapies ccatpe tiereht nsnopser ehiiblity fo ton ifnriignA gn'ebods licnesilop gnic.y I ehTStneC Oarl Scerteiraat cacpets l oniibality it nihs 
.aera 

Ai ebods a tedarmfo kra Aebod SystemI snctaropro.de 

teDials fo ts ehfotworp eracudts ust dec ortaet eihs PDF filc eeb na fi dnuot nlareneG eh Ifnler otait evt of ehil;e tP ehD-Fcrtaeiarap nomtesre 
wretpo eimizf deirp rotni.gn Evyre csah era t neebkat nesne ot eruaht tf ehili es siutlbaf esu roI yb eSO memidob rebse. It neh lnuikletneve y 
ttah a lborpem leratign ti ot is fnuo,d lpsaee ifnrom ttneC ehlar Secrteirata at tsserdda eh igleb nevwo. 

 

©   ISO 2002 
Athgir lls serevr.de selnUs towrehise specfi,dei trap on fo this ilbupctanoi may cudorper ebtu ro deziliyna ni de fomr yb ro nam y,snae lecetinorc 
m roecinahcal, inclidutohp gnocpoiym dna gnicrfoilm, wittuoh repmissii now nritif gnrom ietreh ISa Ot tserdda ehs lebwo I roS'Os membre ydob 
it neh ctnuoo yrf ttseuqer eh.re 

ISO cirypothg fofice 
saCe tsopale 65 •eneG 1121-HC  02 av
leT. 4 + 10 947 22 1 11 
xaF0 947 22 14 +  9 74 
E-mial  coirypthgi@s.oc h
Web  ww.wiso.ch 

 

ii I ©SO– 2002  Allr ithgsr ese devr
 

 

ii

Full document details: BS ISO 9735-9:2002

http://www.avadocuments.com/doc/bs-iso-9735-9-2002
http://www.avadocuments.com/doc/bs-iso-9735-9-2002


ISO 9735-9:2002(E) 

I ©SO – 2002 All irthgs ersedevr iii
 

Contents Page 

Foreword..................................................................................................................................................................... iv 
Introduction................................................................................................................................................................vi 
1 Scope ..............................................................................................................................................................1 
2 Conformance..................................................................................................................................................1 
3 Normative references ....................................................................................................................................2 
4 Terms and definitions ...................................................................................................................................2 
5 Rules for the use of security key and certificate management message................................................2 
Annex A (informative)  KEYMAN functions ...............................................................................................................7 
Annex B (informative)  Security techniques to be applied to KEYMAN messages.............................................11 
Annex C (informative)  Use of segment groups in KEYMAN messages ..............................................................12 
Annex D (informative)  A model for key management............................................................................................14 
Annex E (informative)  Key and certificate management examples .....................................................................16 
 

iii

Full document details: BS ISO 9735-9:2002

http://www.avadocuments.com/doc/bs-iso-9735-9-2002
http://www.avadocuments.com/doc/bs-iso-9735-9-2002


ISO 9735-9:2002(E) 

vi I ©SO – 2002 All irthgs ersedevr 
 

Foreword 

ISO (the International Organization for Standardization) is a worldwide federation of national standards bodies (ISO 
member bodies). The work of preparing International Standards is normally carried out through ISO technical 
committees. Each member body interested in a subject for which a technical committee has been established has 
the right to be represented on that committee. International organizations, governmental and non-governmental, in 
liaison with ISO, also take part in the work. ISO collaborates closely with the International Electrotechnical 
Commission (IEC) on all matters of electrotechnical standardization. 

International Standards are drafted in accordance with the rules given in the ISO/IEC Directives, Part 3. 

The main task of technical committees is to prepare International Standards. Draft International Standards adopted 
by the technical committees are circulated to the member bodies for voting. Publication as an International 
Standard requires approval by at least 75 % of the member bodies casting a vote. 

Attention is drawn to the possibility that some of the elements of this part of ISO 9735 may be the subject of patent 
rights. ISO shall not be held responsible for identifying any or all such patent rights. 

ISO 9735-9 was prepared by Technical Committee ISO/TC 154, Processes, data elements and documents in 
commerce, industry and administration in collaboration with UN/CEFACT through the Joint Syntax Working Group 
(JSWG). 

This second edition cancels and replaces the first edition (ISO 9735-9:1999). However ISO 9735:1988 and its 
Amendment 1:1992 are provisionally retained for the reasons given in clause 2. 

Furthermore, for maintenance reasons the Syntax service directories have been removed from this and all other 
parts of the ISO 9735 series. They are now consolidated in a new part, ISO 9735-10. 

At the time of publication of ISO 9735-1:1998, ISO 9735-10 had been allocated as a part for “Security rules for 
interactive EDI”. This was subsequently withdrawn because of lack of user support, and as a result, all relevant 
references to the title “Security rules for interactive EDI” were removed in this second edition of ISO 9735-9. 

Definitions from all parts of the ISO 9735 series have been consolidated and included in ISO 9735-1. 

ISO 9735 consists of the following parts, under the general title Electronic data interchange for administration, 
commerce and transport (EDIFACT) — Application level syntax rules (Syntax version number: 4, Syntax release 
number: 1): 

— Part 1: Syntax rules common to all parts 

— Part 2: Syntax rules specific to batch EDI 

— Part 3: Syntax rules specific to interactive EDI 

— Part 4: Syntax and service report message for batch EDI (message type — CONTRL) 

— Part 5: Security rules for batch EDI (authenticity, integrity and non-repudiation of origin) 

— Part 6: Secure authentication and acknowledgement message (message type — AUTACK) 

— Part 7: Security rules for batch EDI (confidentiality) 

— Part 8: Associated data in EDI 
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— Part 9: Security key and certificate management message (message type — KEYMAN) 

— Part 10: Syntax service directories 

Further parts may be added in the future. 

Annexes A to E of this part of ISO 9735 are for information only. 
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Introduction 

This part of ISO 9735 includes the rules at the application level for the structuring of data in the interchange of 
electronic messages in an open environment, based on the requirements of batch processing. These rules have 
been agreed by the United Nations Economic Commission for Europe (UN/ECE) as syntax rules for Electronic Data 
Interchange for Administration, Commerce and Transport (EDIFACT) and are part of the United Nations Trade 
Data Interchange Directory (UNTDID) which also includes both batch and interactive Message Design Guidelines. 

Communications specifications and protocols are outside the scope of this part of ISO 9735. 

This is a new part, which has been added to ISO 9735. It provides an optional capability of managing security keys 
and certificates. 
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Electronic data interchange for administration, commerce and 
transport (EDIFACT) — Application level syntax rules (Syntax 
version number: 4, Syntax release number: 1) — 

Part 9: 
Security key and certificate management message (message  
type — KEYMAN) 

1 Scope 

This part of ISO 9735 for batch EDIFACT security defines the security key and certificate management message 
KEYMAN. 

2 Conformance 

Whereas this part shall use a version number of “4” in the mandatory data element 0002 (Syntax version number), 
and shall use a release number of “01” in the conditional data element 0076 (Syntax release number), each of 
which appear in the segment UNB (Interchange header), interchanges continuing to use the syntax defined in the 
earlier published versions shall use the following Syntax version numbers, in order to differentiate them from each 
other and from this part: 

 ISO 9735:1988 — Syntax version number: 1 

 ISO 9735:1988 (amended and reprinted in 1990) — Syntax version number: 2 

 ISO 9735:1988 and its Amendment 1:1992 — Syntax version number: 3 

 ISO 9735:1998 — Syntax version number: 4 

Conformance to a standard means that all of its requirements, including all options, are supported. If all options are 
not supported, any claim of conformance shall include a statement which identifies those options to which 
conformance is claimed. 

Data that is interchanged is in conformance if the structure and representation of the data conform to the syntax 
rules specified in this part of ISO 9735. 

Devices supporting this part of ISO 9735 are in conformance when they are capable of creating and/or interpreting 
the data structured and represented in conformance with this part of ISO 9735. 

Conformance to this part of ISO 9735 shall include conformance to parts 1, 2, 5 and 10 of ISO 9735. 

When identified in this part of ISO 9735, provisions defined in related standards shall form part of the conformance 
criteria. 
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3 Normative references 

The following normative documents contain provisions which, through reference in this text, constitute provisions of 
this part of ISO 9735. For dated references, subsequent amendments to, or revisions of, any of these publications 
do not apply. However, parties to agreements based on this part of ISO 9735 are encouraged to investigate the 
possibility of applying the most recent editions of the normative documents indicated below. For undated 
references, the latest edition of the normative document referred to applies. Members of ISO and IEC maintain 
registers of currently valid International Standards. 

ISO 9735-1:2002, Electronic data interchange for administration, commerce and transport (EDIFACT) — 
Application level syntax rules (Syntax version number: 4, Syntax release number: 1) — Part 1: Syntax rules 
common to all parts 

ISO 9735-2:2002, Electronic data interchange for administration, commerce and transport (EDIFACT) — 
Application level syntax rules (Syntax version number: 4, Syntax release number: 1) — Part 2: Syntax rules specific 
to batch EDI 

ISO 9735-5:2002, Electronic data interchange for administration, commerce and transport (EDIFACT) — 
Application level syntax rules (Syntax version number: 4, Syntax release number: 1) — Part 5: Security rules for 
batch EDI (authenticity, integrity and non-repudiation of origin) 

ISO 9735-10:2002, Electronic data interchange for administration, commerce and transport (EDIFACT) — 
Application level syntax rules (Syntax version number: 4, Syntax release number: 1) — Part 10: Syntax service 
directories 

4 Terms and definitions 

For the purposes of this part of ISO 9735, the terms and definitions given in ISO 9735-1 apply. 

5 Rules for the use of security key and certificate management message 

5.1 Functional definition 

KEYMAN is a message providing for security key and certificate management. A key may be a secret key used 
with symmetric algorithms, or a public or private key used with asymmetric algorithms. 

5.2 Field of application 

The security key and certificate management message (KEYMAN) may be used for both national and international 
trade. It is based on universal practice related to administration, commerce and transport, and is not dependent on 
the type of business or industry. 

5.3 Principles 

The message may be used to request or deliver security keys, certificates, or certification paths (this includes 
requesting other key and certificate management actions, for example renewing, replacing or revoking certificates, 
and delivering other information, such as certificate status), and it may be used to deliver lists of certificates (for 
example to indicate which certificates have been revoked). The KEYMAN message may be secured by the use of 
security header and trailer segment groups. Security header and trailer segment group structures are defined in 
ISO 9735-5. 

A security key and certificate management message can be used to: 

a) request actions in relation to keys and certificates; 

b) deliver keys, certificates, and related information. 
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